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GUIDELINE K: SECURITY VIOLATIONS 

33. The Concern. Noncompliance with secu-
rity regulations raises doubt about an indi-
vidual’s trustworthiness, willingness, and 
ability to safeguard classified information. 

34. Conditions that could raise a security con-
cern and may be disqualifying include: 

(a) Unauthorized disclosure of classified in-
formation; 

(b) Violations that are deliberate or mul-
tiple or due to negligence. 

35. Conditions that could mitigate security 
concerns include actions that: 

(a) Were inadvertent; 
(b) Were isolated or infrequent; 
(c) Were due to improper or inadequate 

training; 
(d) Demonstrate a positive attitude to-

wards the discharge of security responsibil-
ities. 

GUIDELINE L: OUTSIDE ACTIVITIES 

36. The Concern. Involvement in certain 
types of outside employment or activities is 
of security concern if it poses a conflict with 
an individual’s security responsibilities and 
could create an increased risk of unauthor-
ized disclosure of classified information. 

37. Conditions that could raise a security 
concern and may be disqualifying include 
any service, whether compensated, volun-
teer, or employment with: 

(a) A foreign country; 
(b) Any foreign national; 
(c) A representative of any foreign inter-

est; 
(d) Any foreign, domestic, or international 

organization or person engaged in analysis, 
discussion, or publication of material on in-
telligence, defense, foreign affairs, or pro-
tected technology. 

38. Conditions that could mitigate security 
concerns include: 

(a) Evaluation of the outside employment 
or activity indicates that it does not pose a 
conflict with an individual’s security respon-
sibilities; 

(b) The individual terminates employment 
or discontinues the activity upon being noti-
fied that it is in conflict with his or her secu-
rity responsibilities. 

GUIDELINE M: MISUSE OF INFORMATION 
TECHNOLOGY SYSTEMS 

39. The Concern. Noncompliance with rules, 
procedures, guidelines, or regulations per-
taining to information technology systems 
may raise security concerns about an indi-
vidual’s trustworthiness, willingness, and 
ability to properly protect classified sys-
tems, networks, and information. Informa-
tion Technology Systems include all related 
equipment used for the communication, 
transmission, processing, manipulation, and 
storage of classified or sensitive informa-
tion. 

40. Conditions that could raise a security con-
cern and may be disqualifying include: 

(a) Illegal or unauthorized entry into any 
information technology system; 

(b) Illegal or unauthorized modification de-
struction, manipulation or denial of access 
to information residing on an information 
technology system; 

(c) Removal (or use) of hardware, software, 
or media from any information technology 
system without authorization, when specifi-
cally prohibited by rules, procedures, guide-
lines or regulations; 

(d) Introduction of hardware, software, or 
media into any information technology sys-
tem without authorization, when specifically 
prohibited by rules, procedures, guidelines or 
regulations. 

41. Conditions that could mitigate security 
concerns include: 

(a) The misuse was not recent or signifi-
cant; 

(b) The conduct was unintentional or inad-
vertent; 

(c) The introduction or removal of media 
was authorized; 

(d) The misuse was an isolated event; 
(e) The misuse was followed by a prompt, 

good faith effort to correct the situation. 

[66 FR 47067, Sept. 11, 2001] 

Subpart B [Reserved] 

PART 712—HUMAN RELIABILITY 
PROGRAM 

Subpart A—Establishment of and Proce-
dures for the Human Reliability Pro-
gram 

GENERAL PROVISIONS 

Sec. 
712.1 Purpose. 
712.2 Applicability. 
712.3 Definitions. 

PROCEDURES 

712.10 Designation of HRP positions. 
712.11 General requirements for HRP certifi-

cation. 
712.12 HRP implementation. 
712.13 Supervisory review. 
712.14 Medical assessment. 
712.15 Management evaluation. 
712.16 DOE security review. 
712.17 Instructional requirements. 
712.18 Transferring HRP certification. 
712.19 Removal from HRP. 
712.20 Request for reconsideration or certifi-

cation review hearing. 
712.21 Office of Hearings and Appeals. 
712.22 Hearing officer’s report and rec-

ommendation. 
712.23 Final decision by DOE Under Sec-

retary. 
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Subpart B—Medical Standards 

712.30 Applicability. 
712.31 Purpose. 
712.32 Designated Physician. 
712.33 Designated Psychologist. 
712.34 Site Occupational Medical Director. 
712.35 Director, Office of Health and Safety. 
712.36 Medical assessment process. 
712.37 Evaluation for hallucinogen use. 
712.38 Maintenance of medical records. 

AUTHORITY: 42 U.S.C. 2165; 42 U.S.C. 2201; 42 
U.S.C. 5814–5815; 42 U.S.C. 7101 et seq.; 50 
U.S.C. 2401 et seq.; E.O. 10450, 3 CFR 1949–1953 
Comp., p. 936, as amended; E.O. 10865, 3 CFR 
1959–1963 Comp., p. 398, as amended; 3 CFR 
Chap. IV. 

SOURCE: 69 FR 3223, Jan. 23, 2004, unless 
otherwise noted. 

Subpart A—Establishment of and 
Procedures for the Human Re-
liability Program 

GENERAL PROVISIONS 

§ 712.1 Purpose. 

This part establishes the policies and 
procedures for a Human Reliability 
Program (HRP) in the Department of 
Energy (DOE), including the National 
Nuclear Security Administration 
(NNSA). The HRP is a security and 
safety reliability program designed to 
ensure that individuals who occupy po-
sitions affording access to certain ma-
terials, nuclear explosive devices, fa-
cilities, and programs meet the highest 
standards of reliability and physical 
and mental suitability. This objective 
is accomplished under this part 
through a system of continuous evalua-
tion that identifies individuals whose 
judgment and reliability may be im-
paired by physical or mental/person-
ality disorders, alcohol abuse, use of il-
legal drugs or the abuse of legal drugs 
or other substances, or any other con-
dition or circumstance that may be of 
a security or safety concern. 

§ 712.2 Applicability. 

The HRP applies to all applicants for, 
or current employees of DOE or a DOE 
contractor or subcontractor in a posi-
tion defined or designated under § 712.10 
of this subpart as an HRP position. In-
dividuals currently in a Personnel As-
surance Program or Personnel Security 

Assurance Program position will be 
grandfathered into the HRP. 

§ 712.3 Definitions. 
The following definitions are used in 

this part: 
Accelerated Access Authorization Pro-

gram means the DOE program for 
granting interim access to classified 
matter and special nuclear material 
based on a drug test, a National Agen-
cy Check, a psychological assessment, 
a counterintelligence-scope polygraph 
examination in accordance with 10 CFR 
part 709, and a review of the applicant’s 
completed ‘‘Questionnaire for National 
Security Positions’’ (Standard Form 
86). 

Access means: 
(1) A situation that may provide an 

individual proximity to or control over 
Category I special nuclear material 
(SNM); or 

(2) The proximity to a nuclear explo-
sive and/or Category I SNM that allows 
the opportunity to divert, steal, tam-
per with, and/or damage the nuclear ex-
plosive or material in spite of any con-
trols that have been established to pre-
vent such unauthorized actions. 

Alcohol means the intoxicating agent 
in beverage alcohol, ethyl alcohol, or 
other low molecular weight alcohol. 

Alcohol abuse means consumption of 
any beverage, mixture, or preparation, 
including any medication containing 
alcohol that results in impaired social 
or occupational functioning. 

Alcohol concentration means the alco-
hol in a volume of breath expressed in 
terms of grams of alcohol per 210 liters 
of breath as indicated by a breath test. 

Alcohol use disorder means a 
maladaptive pattern in which a per-
son’s intake of alcohol is great enough 
to damage or adversely affect physical 
or mental health or personal, social, or 
occupational function; or when alcohol 
has become a prerequisite to normal 
function. 

Certification means the formal action 
the HRP certifying official takes that 
permits an individual to perform HRP 
duties after it is determined that the 
individual meets the requirements for 
certification under this part. 

Contractor means subcontractors at 
all tiers and any industrial, edu-
cational, commercial, or other entity, 
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grantee, or licensee, including an em-
ployee that has executed an agreement 
with the Federal government for the 
purpose of performing under a con-
tract, license, or other arrangement. 

Designated Physician means a licensed 
doctor of medicine or osteopathy who 
has been nominated by the Site Occu-
pational Medical Director (SOMD) and 
approved by the Manager or designee, 
with the concurrence of the Director, 
Office of Health and Safety, to provide 
professional expertise in occupational 
medicine for the HRP. 

Designated Psychologist means a li-
censed Ph.D., or Psy.D., in clinical psy-
chology who has been nominated by 
the SOMD and approved by the Man-
ager or designee, with the concurrence 
of the Director, Office of Health and 
Safety, to provide professional exper-
tise in the area of psychological assess-
ment for the HRP. 

Diagnostic and Statistical Manual of 
Mental Disorders means the current 
version of the American Psychiatric 
Association’s manual containing defi-
nitions of psychiatric terms and diag-
nostic criteria of mental disorders. 

Director, Office of Health and Safety 
means the DOE individual with respon-
sibility for policy and quality assur-
ance for DOE occupational medical 
programs. 

Drug abuse means use of an illegal 
drug or misuse of legal drugs. 

Evidential-grade breath alcohol device 
means a device that conforms to the 
model standards for an evidential 
breath-testing device as listed on the 
Conforming Products List of Evidential 
Breath Measurement Devices published 
by the National Highway Traffic Safe-
ty Administration (NHTSA). 

Flashback means an involuntary, 
spontaneous recurrence of some aspect 
of a hallucinatory experience or per-
ceptual distortion that occurs long 
after taking the hallucinogen that pro-
duced the original effect; also referred 
to as hallucinogen persisting percep-
tion disorder. 

Hallucinogen means a drug or sub-
stance that produces hallucinations, 
distortions in perception of sights and 
sounds, and disturbances in emotion, 
judgment, and memory. 

HRP candidate means an individual 
being considered for assignment to an 
HRP position. 

HRP-certified individual means an in-
dividual who has successfully com-
pleted the HRP requirements. 

HRP certifying official means the Man-
ager or the Manager’s designee who 
certifies, recertifies, temporarily re-
moves, reviews the circumstances of an 
individual’s removal from an HRP posi-
tion, and directs reinstatement. 

HRP management official means an in-
dividual designated by the DOE or a 
DOE contractor, as appropriate, who 
has programmatic responsibility for 
HRP positions. 

Illegal drug means a controlled sub-
stance, as specified in Schedules I 
through V of the Controlled Substances 
Act, 21 U.S.C. 811 and 812; the term does 
not apply to the use of a controlled 
substance in accordance with the terms 
of a valid prescription, or other uses 
authorized by Federal law. 

Impaired or impairment means a de-
crease in functional capacity of a per-
son that is caused by a physical, men-
tal, emotional, substance abuse, or be-
havioral disorder. 

Incident means an unplanned, 
undesired event that interrupts the 
completion of an activity and that may 
include property damage or injury. 

Job task analysis means the formal 
process of defining the requirements of 
a position and identifying the knowl-
edge, skills, and abilities necessary to 
effectively perform the duties of the 
position. 

Manager means the Manager of the 
Chicago, Idaho, Oak Ridge, Richland, 
and Savannah River Operations Offices; 
Manager of the Pittsburgh Naval Reac-
tors Office and the Schenectady Naval 
Reactors Office; Site Office Managers 
for Livermore, Los Alamos, Sandia, Y– 
12, Nevada, Pantex, Kansas City, and 
Savannah River; Director of the Serv-
ice Center, Albuquerque; Assistant 
Deputy Administrator for the Office of 
Secure Transportation, Albuquerque; 
and for the Washington, DC area, the 
Deputy Chief for Operations, Office of 
Health, Safety and Security. 

Material access area means a type of 
Security Area that is authorized to 
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contain a Category I quantity of spe-
cial nuclear material and that has spe-
cifically defined physical barriers, is 
located within a Protected Area, and is 
subject to specific access controls. 

Medical assessment means an evalua-
tion of an HRP candidate and HRP-cer-
tified individual’s present health status 
and health risk factors by means of: 

(1) Medical history review; 
(2) Job task analysis; 
(3) Physical examination; 
(4) Appropriate laboratory tests and 

measurements; and 
(5) Appropriate psychological and 

psychiatric evaluations. 
Nuclear explosive means an assembly 

of fissionable and/or fusionable mate-
rials and main charge high explosive 
parts or propellants that is capable of 
producing a nuclear detonation. 

Nuclear explosive duties means work 
assignments that allow custody of a 
nuclear explosive or access to a nuclear 
explosive device or area. 

Occurrence means any event or inci-
dent that is a deviation from the 
planned or expected behavior or course 
of events in connection with any DOE 
or DOE-controlled operation if the de-
viation has environmental, public 
health and safety, or national security 
protection significance, including (but 
not limited to) incidents involving: 

(1) Injury or fatality to any person 
involving actions of a DOE employee or 
contractor employee; 

(2) An explosion, fire, spread of radio-
active material, personal injury or 
death, or damage to property that in-
volves nuclear explosives under DOE 
jurisdiction; 

(3) Accidental release of pollutants 
that results from, or could result in, a 
significant effect on the public or envi-
ronment; or 

(4) Accidental release of radioactive 
material above regulatory limits. 

Psychological assessment or test means 
a scientifically validated instrument 
designed to detect psychiatric, person-
ality, and behavioral tendencies that 
would indicate problems with reli-
ability and judgment. 

Random alcohol testing means the un-
scheduled, unannounced alcohol test-
ing of randomly selected employees by 
a process designed to ensure that selec-

tions are made in a nondiscriminatory 
manner. 

Random drug testing means the un-
scheduled, unannounced drug testing of 
randomly selected employees by a 
process designed to ensure that selec-
tions are made in a nondiscriminatory 
manner. 

Reasonable suspicion means a sus-
picion based on an articulable belief 
that an individual uses illegal drugs or 
is under the influence of alcohol, drawn 
from reasonable inferences from par-
ticular facts, as detailed further in part 
707 of this title. 

Recertification means the formal ac-
tion the HRP certifying official takes 
annually, not to exceed 12 months, that 
permits an employee to remain in the 
HRP and perform HRP duties. 

Reinstatement means the action the 
HRP certifying official takes after it 
has been determined that an employee 
who has been temporarily removed 
from the HRP meets the certification 
requirements of this part and can be 
returned to HRP duties. 

Reliability means an individual’s abil-
ity to adhere to security and safety 
rules and regulations. 

Safety concern means any condition, 
practice, or violation that causes a 
substantial probability of physical 
harm, property loss, and/or environ-
mental impact. 

Security concern means the presence 
of information regarding an individual 
applying for or holding an HRP posi-
tion that may be considered derogatory 
under the criteria listed in 10 CFR part 
710, subpart A. 

Semi-structured interview means an 
interview by a Designated Psycholo-
gist, or a psychologist under his or her 
supervision, who has the latitude to 
vary the focus and content of the ques-
tions depending on the interviewee’s 
responses. 

Site Occupational Medical Director 
(SOMD) means the physician respon-
sible for the overall direction and oper-
ation of the occupational medical pro-
gram at a particular site. 

Supervisor means the individual who 
has oversight and organizational re-
sponsibility for a person holding an 
HRP position, and whose duties include 
evaluating the behavior and perform-
ance of the HRP-certified individual. 
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Transfer means an HRP-certified in-
dividual moving from one site to an-
other site. 

Unacceptable damage means an inci-
dent that could result in a nuclear det-
onation; high-explosive detonation or 
deflagration from a nuclear explosive; 
the diversion, misuse, or removal of 
Category I special nuclear material; or 
an interruption of nuclear explosive op-
erations with a significant impact on 
national security. 

Unsafe practice means either a human 
action departing from prescribed haz-
ard controls or job procedures or prac-
tices, or an action causing a person un-
necessary exposure to a hazard. 

[69 FR 3223, Jan. 23, 2004, as amended at 71 
FR 68731, Nov. 28, 2006] 

PROCEDURES 

§ 712.10 Designation of HRP positions. 

(a) HRP certification is required for 
each individual assigned to, or apply-
ing for, a position that: 

(1) Affords access to Category I SNM 
or has responsibility for transportation 
or protection of Category I quantities 
of SNM; 

(2) Involves nuclear explosive duties 
or has responsibility for working with, 
protecting, or transporting nuclear ex-
plosives, nuclear devices, or selected 
components; 

(3) Affords access to information con-
cerning vulnerabilities in protective 
systems when transporting nuclear ex-
plosives, nuclear devices, selected com-
ponents, or Category I quantities of 
SNM; or 

(4) Is not included in paragraphs 
(a)(1) through (3) of this section but af-
fords the potential to significantly im-
pact national security or cause unac-
ceptable damage and is approved pursu-
ant to paragraph (b) of this section. 

(b) The Manager or the HRP manage-
ment official may nominate positions 
for the HRP that are not specified in 
paragraphs (a)(1) through (3) of this 
section or that have not previously 
been designated HRP positions. All 
such nominations must be submitted 
to and approved by either the NNSA 
Administrator, his or her designee, the 
Chief Health, Safety and Security Offi-
cer, or the appropriate Lead Program 

Secretarial Officer, or his or her des-
ignee. 

(c) Before nominating a position for 
designation as an HRP position, the 
Manager or the HRP management offi-
cial must analyze the risks the posi-
tion poses for the particular oper-
ational program. If the analysis shows 
that more restrictive physical, admin-
istrative, or other controls could be 
implemented that would prevent the 
position from being designated an HRP 
position, those controls will be imple-
mented, if practicable. 

(d) Nothing in this part prohibits 
contractors from establishing stricter 
employment standards for individuals 
who are nominated to DOE for certifi-
cation or recertification in the HRP. 

[69 FR 3223, Jan. 23, 2004, as amended at 71 
FR 68731, Nov. 28, 2006] 

§ 712.11 General requirements for HRP 
certification. 

(a) The following certification re-
quirements apply to each individual 
applying for or in an HRP position: 

(1) A DOE ‘‘Q’’ access authorization 
based on a background investigation, 
except for security police officers who 
have been granted an interim ‘‘Q’’ 
through the Accelerated Access Au-
thorization Program; 

(2) The annual submission of SF–86, 
OMB Control No. 3206–0007, Question-
naire for National Security Positions, 
Part 2, and an annual review of the per-
sonnel security file; 

(3) Signed releases, acknowledg-
ments, and waivers to participate in 
the HRP on forms provided by DOE; 

(4) Completion of initial and annual 
HRP instruction as provided in § 712.17; 

(5) Successful completion of an ini-
tial and annual supervisory review, 
medical assessment, management eval-
uation, and a DOE personnel security 
review for certification and recertifi-
cation in accordance with this part. 
With respect to the DOE personnel se-
curity review: 

(i) If the DOE personnel security re-
view is not completed within the 12- 
month time period and the individual’s 
access authorization is not suspended, 
the HRP certification form shall be for-
warded to the HRP certifying official 
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for recertification or temporary re-
moval, contingent upon a favorable se-
curity review; 

(ii) If a final determination has been 
made by DOE personnel security that 
is favorable, this information shall be 
forwarded to the HRP certifying offi-
cial and so noted on the certification 
form; or 

(iii) If the final determination has 
been made by DOE personnel security 
that the access authorization has been 
suspended, the individual shall be im-
mediately removed from the HRP posi-
tion, the HRP certifying official noti-
fied, the information noted on the cer-
tification form, and the procedures 
outlined in 10 CFR part 710, subpart A, 
shall be followed. 

(6) No use of any hallucinogen in the 
preceding five years and no experience 
of flashback resulting from the use of 
any hallucinogen more than five years 
before applying for certification or re-
certification; 

(7) A psychological evaluation con-
sisting of a generally accepted psycho-
logical assessment (test) and a semi- 
structured interview; 

(8) An initial drug test and random 
drug tests for the use of illegal drugs at 
least once each 12 months in accord-
ance with DOE policies implementing 
Executive Order 12564 or the relevant 
provisions of 10 CFR part 707 for DOE 
contractors, and DOE Order 3792.3, 
‘‘Drug-Free Federal Workplace Testing 
Implementation Program,’’ for DOE 
employees; 

(9) An initial alcohol test and random 
alcohol tests at least once each 12 
months using an evidential-grade 
breath alcohol device, as listed without 
asterisks on the Conforming Products 
List of Evidential Breath Measurement 
Devices published by the NHTSA (49 
CFR part 40); and 

(10) Successful completion of a coun-
terintelligence evaluation, which in-
cludes a counterintelligence-scope 
polygraph examination in accordance 
with DOE’s Polygraph Examination 
Regulation, 10 CFR part 709, and any 
subsequent revisions to that regula-
tion. 

(b) Each HRP candidate must be cer-
tified in the HRP before being assigned 
to HRP duties and must be recertified 
annually, not to exceed 12 months be-

tween recertifications. For certifi-
cation: 

(1) Individuals in newly identified 
HRP positions must immediately sign 
the releases, acknowledgments, and 
waivers to participate in the HRP and 
complete initial instruction on the im-
portance of security, safety, reliability, 
and suitability. If these requirements 
are not met, the individual must be re-
moved from the HRP position. 

(2) All remaining HRP requirements 
listed in paragraph (a) of this section 
must be completed in an expedited 
manner. 

(c) Alcohol consumption is prohibited 
within an eight-hour period preceding 
scheduled work for individuals per-
forming nuclear explosive duties and 
for individuals in specific positions des-
ignated by either the Manager, the 
NNSA Administrator, his or her des-
ignee, or the appropriate Lead Program 
Secretarial Officer, or his or her des-
ignee. 

(d) Individuals reporting for unsched-
uled nuclear explosive duties and those 
specific positions designated by either 
the Manager, the NNSA Administrator 
or his or her designee, or the appro-
priate Lead Program Secretarial Offi-
cer, or his or her designee, will be 
asked prior to performing any type of 
work if they have consumed alcohol 
within the preceding eight-hour period. 
If they answer ‘‘no,’’ they may perform 
their assigned duties but still may be 
tested. 

(e) HRP-certified individuals may be 
tested for alcohol and/or drugs in ac-
cordance with § 712.15(b), (c), (d) and (e) 
if they are involved in an incident, un-
safe practice, or an occurrence, or if 
there is reasonable suspicion that they 
may be impaired. 

§ 712.12 HRP implementation. 
(a) The implementation of the HRP is 

the responsibility of the appropriate 
Manager or his or her designee. The 
Manager or designee must fully imple-
ment the HRP by April 22, 2004. 

(b) The HRP Management Official 
must: 

(1) Prepare an initial HRP implemen-
tation plan and submit it by March 23, 
2004, to the applicable Manager for re-
view and site approval. The implemen-
tation plan must: 
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(i) Be reviewed and updated every 
two years; 

(ii) Include the four annual compo-
nents of the HRP process: supervisory 
review, medical assessment, manage-
ment evaluation (which includes ran-
dom drug and alcohol testing), and a 
DOE personnel security determination; 
and 

(iii) Include the HRP instruction and 
education component described in 
§ 712.17 of this part. 

(2) Approve the temporary removal 
and the reinstatement after temporary 
removal of an HRP-certified individual 
if the removal was based on a nonsecu-
rity concern and the HRP-certified in-
dividual continues to meet the certifi-
cation requirements and notify the 
HRP certifying official of these ac-
tions. 

(c) The Deputy Administrator for De-
fense Programs, NNSA must: 

(1) Provide advice and assistance to 
the Chief Health, Safety and Security 
Officer, regarding policies, standards, 
and guidance for all nuclear explosive 
duty requirements; and 

(2) Be responsible for implementation 
of all nuclear explosive duty safety re-
quirements. 

(d) The DOE Under Secretary with 
cognizance over the program which 
makes the HRP certification at issue 
(hereinafter ‘cognizant Under Sec-
retary’), in consultation with the DOE 
General Counsel, based on a rec-
ommendation of the Chief Health, 
Safety and Security Officer, makes the 
final decision for any appeal of denial 
or revocation of certification or recer-
tification from HRP. 

(e) The Director, Office of Policy, is 
responsible for HRP policy and must: 

(1) Ensure consistency of the HRP 
throughout the DOE and NNSA; 

(2) Review and comment on all HRP 
implementation plans to ensure con-
sistency with policy; and 

(3) Provide policies and guidance, in-
cluding instructional materials, to 
NNSA and non-NNSA field elements 
concerning the HRP, as appropriate. 

(f) The Manager must: 
(1) Review and approve the HRP im-

plementation plan for sites/facilities 
under their cognizance and forward the 
plan to the Director, Office of Policy; 
and 

(2) Ensure that the HRP is imple-
mented at the sites/facilities under 
their cognizance. 

(g) The HRP certifying official must: 
(1) Approve placement, certification, 

reinstatement, and recertification of 
individuals into HRP positions; for un-
resolved temporary removals, follow 
the process in § 712.19(c)(5); 

(2) Ensure that instructional require-
ments are implemented; 

(3) Immediately notify (for the pur-
pose of limiting access) the appropriate 
HRP management official of a per-
sonnel security action that results in 
the suspension of access authorization; 
and 

(4) Ensure that the supervisory re-
view, medical assessment, and manage-
ment evaluation, including drug and 
alcohol testing, are conducted on an 
annual basis (not to exceed 12 months). 

(h) Individuals assigned to HRP du-
ties must: 

(1) Execute HRP releases, acknowl-
edgments, and waivers to facilitate the 
collection and dissemination of infor-
mation, the performance of drug and 
alcohol testing, and medical examina-
tions; 

(2) Notify the Designated Physician, 
the Designated Psychologist, or the 
SOMD immediately of a physical or 
mental condition requiring medication 
or treatment; 

(3) Provide full, frank, and truthful 
answers to relevant and material ques-
tions, and when requested, furnish, or 
authorize others to furnish, informa-
tion that DOE deems pertinent to 
reach a decision regarding HRP certifi-
cation or recertification; 

(4) Report any observed or reported 
behavior or condition of another HRP- 
certified individual that could indicate 
a reliability concern, including those 
behaviors and conditions listed in 
§ 712.13(c), to a supervisor, the Des-
ignated Physician, the Designated Psy-
chologist, the SOMD, or the HRP man-
agement official; and 

(5) Report to a supervisor, the Des-
ignated Physician, the Designated Psy-
chologist, the SOMD, or the HRP man-
agement official, any behavior or con-
dition, including those listed in 
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§ 712.13(c), that may affect his or her 
ability to perform HRP duties. 

[69 FR 3223, Jan. 23, 2004, as amended at 71 
FR 68731, Nov. 28, 2006; 76 FR 12273, Mar. 7, 
2011] 

§ 712.13 Supervisory review. 
(a) The supervisor must ensure that 

each HRP candidate and each indi-
vidual occupying an HRP position but 
not yet HRP certified, executes the ap-
propriate HRP releases, acknowledg-
ments, and waivers. If these documents 
are not executed: 

(1) The request for HRP certification 
may not be further processed until 
these requirements are completed; and 

(2) The individual is immediately re-
moved from the position. 

(b) Each supervisor of HRP-certified 
personnel must conduct an annual re-
view of each HRP-certified individual 
during which the supervisor must 
evaluate information (including secu-
rity concerns) relevant to the individ-
ual’s suitability to perform HRP tasks 
in a reliable and safe manner. 

(c) The supervisor must report any 
concerns resulting from his or her re-
view to the appropriate HRP manage-
ment official. Types of behavior and 
conditions that would indicate a con-
cern include, but are not limited to: 

(1) Psychological or physical dis-
orders that impair performance of as-
signed duties; 

(2) Conduct that warrants referral for 
a criminal investigation or results in 
arrest or conviction; 

(3) Indications of deceitful or delin-
quent behavior; 

(4) Attempted or threatened destruc-
tion of property or life; 

(5) Suicidal tendencies or attempted 
suicide; 

(6) Use of illegal drugs or the abuse of 
legal drugs or other substances; 

(7) Alcohol use disorders; 
(8) Recurring financial irrespon-

sibility; 
(9) Irresponsibility in performing as-

signed duties; 
(10) Inability to deal with stress, or 

the appearance of being under unusual 
stress; 

(11) Failure to comply with work di-
rectives, hostility or aggression toward 
fellow workers or authority, uncon-
trolled anger, violation of safety or se-

curity procedures, or repeated absen-
teeism; and 

(12) Significant behavioral changes, 
moodiness, depression, or other evi-
dence of loss of emotional control. 

(d) The supervisor must immediately 
remove an HRP-certified individual 
from HRP duties, pursuant to § 712.19, 
and temporarily reassign the indi-
vidual to a non-HRP position if the su-
pervisor believes the individual has 
demonstrated a security or safety con-
cern that warrants such removal. If 
temporary removal is based on a secu-
rity concern, the HRP management of-
ficial must immediately notify the ap-
plicable DOE personnel security office 
and the HRP certifying official. 

(1) Based on the DOE personnel secu-
rity office recommendation, the HRP 
certifying official will make the final 
decision about whether to reinstate an 
individual into an HRP position. 

(2) If temporary removal is based on 
a medical concern, the Designated Phy-
sician, the Designated Psychologist, or 
the SOMD must immediately rec-
ommend the medical removal or med-
ical restriction in writing to the appro-
priate HRP management official, who 
will make the final determination in 
temporary removal actions and imme-
diately notify the appropriate HRP cer-
tifying official. 

(e) The supervisor must immediately 
remove from HRP duties any Federal 
employee who does not obtain HRP re-
certification. The supervisor may reas-
sign the individual or realign the indi-
vidual’s current duties. If these actions 
are not feasible, the supervisor must 
contact the appropriate personnel of-
fice for guidance. 

(f) The supervisor who has been in-
formed by the breath alcohol techni-
cian that an HRP-certified individual’s 
confirmatory breath alcohol test result 
is at or above an alcohol concentration 
of 0.02 percent shall send the individual 
home and not allow that individual to 
perform HRP duties for 24 hours, and 
inform the HRP management official 
of this action. 

§ 712.14 Medical assessment. 
(a) Purpose. The HRP medical assess-

ment is performed to evaluate whether 
an HRP candidate or an HRP-certified 
individual: 

VerDate Mar<15>2010 13:48 Feb 21, 2012 Jkt 226033 PO 00000 Frm 00392 Fmt 8010 Sfmt 8010 Y:\SGML\226033.XXX 226033w
re

ie
r-

av
ile

s 
on

 D
S

K
5T

P
T

V
N

1P
R

O
D

 w
ith

 C
F

R



383 

Department of Energy § 712.14 

(1) Represents a security concern; or 
(2) Has a condition that may prevent 

the individual from performing HRP 
duties in a reliable and safe manner. 

(b) When performed. (1) The medical 
assessment is performed initially on 
HRP candidates and individuals occu-
pying HRP positions who have not yet 
received HRP certification. The med-
ical assessment is performed annually 
for HRP-certified individuals, or more 
often as required by the SOMD. 

(2) The Designated Physician and 
other examiners working under the di-
rection of the Designated Physician 
also will conduct an evaluation: 

(i) If an HRP-certified individual re-
quests an evaluation (i.e., self-referral); 
or 

(ii) If an HRP-certified individual is 
referred by management for an evalua-
tion. 

(c) Process. The Designated Physi-
cian, under the supervision of the 
SOMD, is responsible for the medical 
assessment of HRP candidates and 
HRP-certified individuals. In per-
forming this responsibility, the Des-
ignated Physician or the SOMD must 
integrate the medical evaluations, 
available testing results, psychological 
evaluations, any psychiatric evalua-
tions, a review of current legal drug 
use, and any other relevant informa-
tion. This information is used to deter-
mine if a reliability, safety, or security 
concern exists and if the individual is 
medically qualified for his or her as-
signed duties. If a security concern is 
identified, the Designated Physician or 
SOMD must immediately notify the 
HRP management official, who notifies 
the applicable DOE personnel security 
office and appropriate HRP certifying 
official. 

(d) Evaluation. The Designated Physi-
cian, with the assistance of the Des-
ignated Psychologist, must determine 
the existence or nature of any of the 
following: 

(1) Physical or medical disabilities, 
such as a lack of visual acuity, defec-
tive color vision, impaired hearing, 
musculoskeletal deformities, and neu-
romuscular impairment; 

(2) Mental/personality disorders or 
behavioral problems, including alcohol 
and other substance use disorders, as 

described in the Diagnostic and Statis-
tical Manual of Mental Disorders; 

(3) Use of illegal drugs or the abuse of 
legal drugs or other substances, as 
identified by self-reporting or by med-
ical or psychological evaluation or 
testing; 

(4) Threat of suicide, homicide, or 
physical harm; or 

(5) Medical conditions such as cardio-
vascular disease, endocrine disease, 
cerebrovascular or other neurologic 
disease, or the use of drugs for the 
treatment of conditions that may ad-
versely affect the judgment or ability 
of an individual to perform assigned 
duties in a reliable and safe manner. 

(e) Job task analysis. Before the initial 
or annual medical assessment and psy-
chological evaluation, employers must 
provide, to both the Designated Physi-
cian and Designated Psychologist, a 
job task analysis for each HRP can-
didate or HRP-certified individual. 
Medical assessments and psychological 
evaluations may not be performed if a 
job task analysis has not been pro-
vided. 

(f) Psychological evaluations. Psycho-
logical evaluations must be conducted: 

(1) For initial HRP certification. This 
psychological evaluation consists of a 
psychological assessment (test), ap-
proved by the Director, Office of Health 
and Safety or his or her designee, and 
a semi-structured interview. 

(2) For recertification. This psycho-
logical evaluation consists of a semi- 
structured interview. A psychological 
assessment (test) may also be con-
ducted as warranted. 

(3) Every third year. The medical as-
sessment for recertification must in-
clude a psychological assessment (test) 
approved by the Director, Office of 
Health and Safety or his or her des-
ignee. This requirement can be imple-
mented over a three-year period for in-
dividuals who are currently in an HRP 
position. 

(4) When additional psychological or 
psychiatric evaluations are required by 
the SOMD to resolve any concerns. 

(g) Return to work after sick leave. 
HRP-certified individuals who have 
been on sick leave for five or more con-
secutive days, or an equivalent time 
period for those individuals on an al-
ternative work schedule, must report 
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in person to the Designated Physician, 
the Designated Psychologist, or the 
SOMD before being allowed to return 
to normal duties. The Designated Phy-
sician, the Designated Psychologist, or 
the SOMD must provide a written rec-
ommendation to the appropriate HRP 
supervisor regarding the individual’s 
return to work. An HRP-certified indi-
vidual also may be required to report 
to the Designated Physician, the Des-
ignated Psychologist, or the SOMD for 
written recommendation to return to 
normal duties after any period of sick 
leave. 

(h) Temporary removal or restrictions. 
The Designated Physician, the Des-
ignated Psychologist, or the SOMD 
may recommend temporary removal of 
an individual from an HRP position or 
restrictions on an individual’s work in 
an HRP position if a medical condition 
or circumstance develops that affects 
the individual’s ability to perform as-
signed job duties. The Designated Phy-
sician, the Designated Psychologist, or 
the SOMD must immediately rec-
ommend medical removal or medical 
restrictions in writing to the appro-
priate HRP management official. If the 
HRP management official concurs, he 
or she will then notify the appropriate 
HRP certifying official. To reinstate or 
remove such restrictions, the Des-
ignated Physician, the Designated Psy-
chologist, or the SOMD must make 
written recommendation to the HRP 
management official for concurrence. 
The HRP management official will 
then notify the appropriate HRP certi-
fying official. 

(i) Medical evaluation after rehabilita-
tion. (1) Individuals who request rein-
statement in the HRP following reha-
bilitative treatment for alcohol use 
disorder, use of illegal drugs, or the 
abuse of legal drugs or other sub-
stances, must undergo an evaluation, 
as prescribed by the SOMD, to ensure 
continued rehabilitation and adequate 
capability to perform their job duties. 

(2) The HRP certifying official may 
reinstate HRP certification of an indi-
vidual who successfully completes an 
SOMD-approved drug or alcohol reha-
bilitation program. Recertification is 
based on the SOMD’s follow-up evalua-
tion and recommendation. The indi-
vidual is also subject to unannounced 

follow-up tests for illegal drugs or alco-
hol and relevant counseling for three 
years. 

(j) Medication and treatment. HRP-cer-
tified individuals are required to imme-
diately report to the Designated Physi-
cian, the Designated Psychologist, or 
the SOMD any physical or mental con-
dition requiring medication or treat-
ment. The Designated Physician, the 
Designated Psychologist, or the SOMD 
determines if temporary removal of the 
individual from HRP duties is required 
and follows the procedures pursuant to 
§ 712.14(h). 

[69 FR 3223, Jan. 23, 2004, as amended at 71 
FR 68731, Nov. 28, 2006] 

§ 712.15 Management evaluation. 

(a) Evaluation components. An evalua-
tion by the HRP management official 
is required before an individual can be 
considered for initial certification or 
recertification in the HRP. This eval-
uation must be based on a careful re-
view of the results of the supervisory 
review, medical assessment, and drug 
and alcohol testing. If a safety concern 
is identified, the HRP management of-
ficial must require the supervisor to 
temporarily reassign the individual to 
non-HRP duties and forward this infor-
mation to the HRP certifying official. 
If the management evaluation reveals 
a security concern, the HRP manage-
ment official must notify the applica-
ble DOE personnel security office. 

(b) Drug testing. All HRP candidates 
and HRP-certified individuals are sub-
ject to testing for the use of illegal 
drugs, as required by this part. Testing 
must be conducted in accordance with 
10 CFR part 707, the workplace sub-
stance abuse program for DOE con-
tractor employees, and DOE Order 
3792.3, ‘‘Drug-Free Federal Workplace 
Testing Implementation Program,’’ for 
DOE employees. The program must in-
clude an initial drug test, random drug 
tests at least once every 12 months 
from the previous test, and tests of 
HRP-certified individuals if they are 
involved in an incident, unsafe prac-
tice, occurrence, or based on reason-
able suspicion. Failure to appear for 
unannounced testing within two hours 
of notification constitutes a refusal to 
submit to a test. Sites may establish a 
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shorter time period between notifica-
tion and testing but may not exceed 
the two-hour requirement. An HRP- 
certified individual who, based on a 
drug test, has been determined to use 
illegal drugs must immediately be re-
moved from HRP duties, and DOE per-
sonnel security must be notified imme-
diately. 

(c) Alcohol testing. All HRP can-
didates and HRP-certified individuals 
are subject to testing for the use of al-
cohol, as required by this part. The al-
cohol testing program must include, as 
a minimum, an initial alcohol test 
prior to performing HRP duties and 
random alcohol tests at least once 
every 12 months from the previous test, 
and tests of HRP-certified individuals 
if they are involved in an incident, un-
safe practice, occurrence, or based on 
reasonable suspicion. An HRP-certified 
individual who has been determined to 
have an alcohol concentration of 0.02 
percent or greater shall be sent home 
and not allowed to perform HRP duties 
for 24 hours. 

(1) Breath alcohol testing must be 
conducted by a certified breath alcohol 
technician and conform to the DOT 
procedures (49 CFR part 40, Procedures 
for Transportation Workplace Drug 
and Alcohol Testing Programs, sub-
parts J through N) for use of an eviden-
tial-grade breath analysis device ap-
proved for 0.02/0.04 cutoff levels, which 
conforms to the DOT model specifica-
tions and the most recent ‘‘Conforming 
Products List’’ issued by NHTSA. 

(2) An individual required to undergo 
DOT alcohol testing is subject to the 
regulations of the DOT. If such an indi-
vidual’s blood alcohol level exceeds 
DOT standards, the individual’s em-
ployer may take appropriate discipli-
nary action. 

(3) The following constitutes a re-
fusal to submit to a test and shall be 
considered as a positive alcohol con-
centration test of 0.02 percent, which 
requires the individual be sent home 
and not allowed to perform HRP duties 
for 24 hours: 

(i) Failure to appear for unannounced 
testing within two hours of notifica-
tion (or established shorter time for 
the specific site); 

(ii) Failure to provide an adequate 
volume of breath in two attempts with-
out a valid medical excuse; and 

(iii) Engaging in conduct that clearly 
obstructs the testing process, including 
failure to cooperate with reasonable in-
structions provided by the testing 
technician. 

(d) Occurrence testing. (1) When an 
HRP-certified individual is involved in, 
or associated with, an occurrence re-
quiring immediate reporting to the 
DOE, the following procedures must be 
implemented: 

(i) Testing for the use of illegal drugs 
in accordance with the provisions of 
the DOE policies implementing Execu-
tive Order 12564, and 10 CFR part 707 or 
DOE Order 3792.3, which establish 
workplace substance abuse programs 
for contractor and DOE employees, re-
spectively. 

(ii) Testing for use of alcohol in ac-
cordance with this section. 

(2) Testing must be performed as 
soon as possible after an occurrence 
that requires immediate notification 
or reporting. 

(3) The supervisor must remove an 
HRP-certified individual from HRP du-
ties if the individual refuses to undergo 
the testing required by this section. 

(e) Testing for reasonable suspicion. (1) 
If the behavior of an individual in an 
HRP position creates the basis for rea-
sonable suspicion of the use of an ille-
gal drug or alcohol, that individual 
must be tested if two or more super-
visory or management officials, at 
least one of whom is in the direct chain 
of supervision of the individual or is 
the Designated Physician, the Des-
ignated Psychologist, or the SOMD, 
agree that such testing is appropriate. 

(2) Reasonable suspicion must be 
based on an articulable belief, drawn 
from facts and reasonable inferences 
from those particular facts, that an 
HRP-certified individual is in posses-
sion of, or under the influence of, an il-
legal drug or alcohol. Such a belief 
may be based on, among other things: 

(i) Observable phenomena, such as di-
rect observation of the use or posses-
sion of illegal drugs or alcohol, or the 
physical symptoms of being under the 
influence of drugs or alcohol; 

(ii) A pattern of abnormal conduct or 
erratic behavior; 
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(iii) Information provided by a reli-
able and credible source that is inde-
pendently corroborated; or 

(iv) Detection of alcohol odor on the 
breath. 

(f) Counterintelligence Evaluation. 
HRP candidates and, when selected, 
HRP-certified individuals, must submit 
to and successfully complete a counter-
intelligence evaluation, which includes 
a polygraph examination in accordance 
with 10 CFR part 709, Polygraph Exam-
ination Regulations and any subse-
quent revisions to that regulation. 

§ 712.16 DOE security review. 

(a) A personnel security specialist 
will perform a personnel security file 
review of an HRP candidate and HRP- 
certified individual upon receiving the 
supervisory review, medical assess-
ment, and management evaluation and 
recommendation. 

(b) If the personnel security file re-
view is favorable, this information 
must be forwarded to the HRP certi-
fying official. If the review reveals a 
security concern, or if a security con-
cern is identified during another com-
ponent of the HRP process, the HRP 
certifying official must be notified and 
the security concern evaluated in ac-
cordance with the criteria in 10 CFR 
part 710, subpart A. All security con-
cerns must be resolved according to 
procedures outlined in 10 CFR part 710, 
subpart A, rather than through the 
procedures in this part. 

(c) Any mental/personality disorder 
or behavioral issues found in a per-
sonnel security file, which could im-
pact an HRP candidate or HRP-cer-
tified individual’s ability to perform 
HRP duties, may be provided in writing 
to the SOMD, Designated Physician, 
and Designated Psychologist pre-
viously identified for receipt of this in-
formation. Medical personnel may not 
share any information obtained from 
the personnel security file with anyone 
who is not an HRP certifying official. 

§ 712.17 Instructional requirements. 

(a) HRP management officials at 
each DOE site or facility with HRP po-
sitions must establish an initial and 
annual HRP instruction and education 
program. The program must provide: 

(1) HRP candidates, HRP-certified in-
dividuals, supervisors, and managers, 
and supervisors and managers respon-
sible for HRP positions with the knowl-
edge described in paragraph (b)(1) of 
this section; and 

(2) For all HRP medical personnel, a 
detailed explanation of HRP duties and 
responsibilities. 

(b) The following program elements 
must be included in initial and annual 
instruction. The elements may be tai-
lored to accommodate group dif-
ferences and refresher training needs: 

(1) The objectives of the HRP and the 
role and responsibilities of each indi-
vidual in the HRP to include recog-
nizing and responding to behavioral 
change and aberrant or unusual behav-
ior that may result in a risk to na-
tional security or nuclear explosive 
safety; recognizing and reporting secu-
rity concerns and prescription drug 
use; and an explanation of return-to- 
work requirements and continuous 
evaluation of HRP participants; and 

(2) For those who have nuclear explo-
sive responsibilities, a detailed expla-
nation of duties and safety require-
ments. 

§ 712.18 Transferring HRP certifi-
cation. 

(a) For HRP certification to be trans-
ferred, the individual must currently 
be certified in the HRP. 

(b) Transferring the HRP certifi-
cation from one site to another re-
quires the following before the indi-
vidual is allowed to perform HRP du-
ties at the new site: 

(1) Verify that the individual is cur-
rently certified in the HRP and is 
transferring into a designated HRP po-
sition; 

(2) Incorporate the individual into 
the new site’s alcohol and drug-testing 
program; 

(3) Ensure that the 12-month time pe-
riod for HRP requirements that was es-
tablished at the prior site is not ex-
ceeded; and 

(4) Provide site-specific instruction. 
(c) Temporary assignment to HRP 

positions at other sites requires 
verification that the individual is cur-
rently enrolled in the HRP and has 
completed all site-specific instruction. 
The individual is required to return to 

VerDate Mar<15>2010 13:48 Feb 21, 2012 Jkt 226033 PO 00000 Frm 00396 Fmt 8010 Sfmt 8010 Y:\SGML\226033.XXX 226033w
re

ie
r-

av
ile

s 
on

 D
S

K
5T

P
T

V
N

1P
R

O
D

 w
ith

 C
F

R



387 

Department of Energy § 712.19 

the site that maintains his or her HRP 
certification for recertification. 

§ 712.19 Removal from HRP. 
(a) Immediate removal. A supervisor 

who has a reasonable belief that an 
HRP-certified individual is not reli-
able, based on either a safety or secu-
rity concern, must immediately re-
move that individual from HRP duties 
pending a determination of the individ-
ual’s reliability. A supervisor also 
must immediately remove an indi-
vidual from HRP duties when requested 
to do so by the HRP certifying official. 
The supervisor must, at a minimum: 

(1) Require the individual to stop per-
forming HRP duties; 

(2) Take action to ensure the indi-
vidual is denied both escorted and 
unescorted access to the material ac-
cess areas; and 

(3) Provide, within 24 hours, to the 
individual and the HRP management 
official, a written reason for these ac-
tions. 

(b) The temporary removal of an 
HRP-certified individual from HRP du-
ties pending a determination of the in-
dividual’s reliability is an interim, pre-
cautionary action and does not con-
stitute a determination that the indi-
vidual is not fit to perform his or her 
required duties. Removal is not, in 
itself, cause for loss of pay, benefits, or 
other changes in employment status. 

(c) Temporary removal. (1) If an HRP 
management official receives a super-
visor’s written notice of the immediate 
removal of an HRP-certified individual, 
that official must direct the temporary 
removal of the individual pending an 
evaluation and determination of the in-
dividual’s reliability. 

(2) If removal is based on a security 
concern, the HRP management official 
must notify the HRP certifying official 
and the applicable DOE personnel secu-
rity office. The security concern will 
be resolved under the criteria and pro-
cedures in 10 CFR part 710, subpart A. 

(3) If removal is based on a concern 
that is not security related, the HRP 
management official must conduct an 
evaluation of the circumstances or in-
formation that led the supervisor to re-
move the individual from HRP duties. 
The HRP management official must 
prepare a written report of the evalua-

tion that includes a determination of 
the individual’s reliability for con-
tinuing HRP certification. 

(4) If the HRP management official 
determines that an individual who has 
been temporarily removed continues to 
meet the requirements for certifi-
cation, the HRP management official 
must: 

(i) Notify the individual’s supervisor 
of the determination and direct that 
the individual be allowed to return to 
HRP duties; 

(ii) Notify the individual; and 
(iii) Notify the HRP certifying offi-

cial. 
(5) If the HRP management official 

determines that an individual who has 
been temporarily removed does not 
meet the HRP requirements for certifi-
cation, the HRP management official 
must forward the written report to the 
HRP certifying official. If the HRP cer-
tifying official is not the Manager, the 
HRP certifying official must review 
the written report and take one of the 
following actions: 

(i) Direct that the individual be rein-
stated and provide written explanation 
of the reasons and factual bases for the 
action; 

(ii) Direct continuation of the tem-
porary removal pending completion of 
specified actions (e.g., medical assess-
ment, treatment) to resolve the con-
cerns about the individual’s reliability; 
or 

(iii) Recommend to the Manager the 
revocation of the individual’s certifi-
cation and provide written explanation 
of the reasons and factual bases for the 
decision. 

(d) The Manager, on receiving the 
HRP management official’s written re-
port and the HRP certifying official’s 
recommendation (if any), must take 
one of the following actions: 

(1) Direct reinstatement of the indi-
vidual and provide written explanation 
of the reasons and factual bases for the 
action; 

(2) Direct revocation of the individ-
ual’s HRP certification; or 

(3) Direct continuation of the tem-
porary removal pending completion of 
specified actions (e.g., medical assess-
ment, treatment) to resolve the con-
cerns about the individual’s reliability. 

VerDate Mar<15>2010 13:48 Feb 21, 2012 Jkt 226033 PO 00000 Frm 00397 Fmt 8010 Sfmt 8010 Y:\SGML\226033.XXX 226033w
re

ie
r-

av
ile

s 
on

 D
S

K
5T

P
T

V
N

1P
R

O
D

 w
ith

 C
F

R



388 

10 CFR Ch. III (1–1–12 Edition) § 712.20 

(e) If the action is revocation, the 
Manager must provide the individual a 
copy of the HRP management official’s 
report. The Manager may withhold 
such a report, or portions thereof, to 
the extent that he or she determines 
that the report, or portions thereof, 
may be exempt from access by the em-
ployee under the Privacy Act or the 
Freedom of Information Act. 

(f) If an individual is directed by the 
Manager to take specified actions to 
resolve HRP concerns, he or she must 
be reevaluated by the HRP manage-
ment official and HRP certifying offi-
cial after those actions have been com-
pleted. After considering the HRP man-
agement and HRP certifying officials’ 
report and recommendation, the Man-
ager must direct either: 

(1) Reinstatement of the individual; 
or 

(2) Revocation of the individual’s 
HRP certification. 

(g) Notification of Manager’s initial de-
cision. The Manager must send by cer-
tified mail (return receipt requested) a 
written decision, including rationale, 
to the HRP-certified individual whose 
certification is revoked. The Manager’s 
decision must be accompanied by noti-
fication to the individual, in writing, of 
the procedures pertaining to reconsid-
eration or a hearing on the Manager’s 
decision. 

§ 712.20 Request for reconsideration or 
certification review hearing. 

(a) An HRP-certified individual who 
receives notification of the Manager’s 
decision to revoke his or her HRP cer-
tification may choose one of the fol-
lowing options: 

(1) Take no action; 
(2) Submit a written request to the 

Manager for reconsideration of the de-
cision to revoke certification. The re-
quest must include the individual’s re-
sponse to the information that gave 
rise to the concern. The request must 
be sent by certified mail to the Man-
ager within 20 working days after the 
individual received notice of the Man-
ager’s decision; or 

(3) Submit a written request to the 
Manager for a certification review 
hearing. The request for a hearing 
must be sent by certified mail to the 
Manager within 20 working days after 

the individual receives notice of the 
Manager’s decision. 

(b) If an individual requests reconsid-
eration by the Manager but not a cer-
tification review hearing, the Manager 
must, within 20 working days after re-
ceipt of the individual’s request, send 
by certified mail (return receipt re-
quested) a final decision to the indi-
vidual. This final decision about cer-
tification is based on the individual’s 
response and other relevant informa-
tion available to the Manager. 

(c) If an individual requests a certifi-
cation review hearing, the Manager 
must forward the request to the Office 
of Hearings and Appeals. 

§ 712.21 Office of Hearings and Ap-
peals. 

(a) The certification review hearing 
is conducted by the Office of Hearings 
and Appeals. 

(b) The hearing officer must have a 
DOE ‘‘Q’’ access authorization when 
hearing cases involving HRP duties. 

(c) An individual who requests a cer-
tification review hearing has the right 
to appear personally before the hearing 
officer; to present evidence in his or 
her own behalf, through witnesses or 
by documents, or by both; and to be ac-
companied and represented at the hear-
ing by counsel or any other person of 
the individual’s choosing and at the in-
dividual’s own expense. 

(d) In conducting the proceedings, 
the hearing officer must: 

(1) Receive all relevant and material 
information relating to the individual’s 
fitness for HRP duties through wit-
nesses or documentation; 

(2) Ensure that the individual is per-
mitted to offer information in his or 
her behalf; to call, examine, and cross- 
examine witnesses and other persons 
who have made written or oral state-
ments, and to present and examine doc-
umentary evidence; 

(3) Require the testimony of the indi-
vidual and all witnesses be given under 
oath or affirmation; and 

(4) Ensure that a transcript of the 
certification review proceedings is 
made. 
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§ 712.22 Hearing officer’s report and 
recommendation. 

Within 30 calendar days of the receipt 
of the hearing transcript by the hear-
ing officer or the closing of the record, 
whichever is later, the hearing officer 
must forward written findings, a sup-
porting statement of reasons, and rec-
ommendation regarding the individ-
ual’s eligibility for recertification in 
the HRP position to the Chief Health, 
Safety and Security Officer. The hear-
ing officer’s report and recommenda-
tion must be accompanied by a copy of 
the record of the proceedings. The 
Chief Health, Safety and Security Offi-
cer shall forward to the DOE cognizant 
Under Secretary a recommendation to 
either recertify or revoke the certifi-
cation of an individual in the HRP. 

[69 FR 3223, Jan. 23, 2004, as amended at 71 
FR 68731, Nov. 28, 2006; 76 FR 12273, Mar. 7, 
2011] 

§ 712.23 Final decision by DOE Under 
Secretary. 

Within 20 working days of the receipt 
of the Chief Health, Safety and Secu-
rity Officer’s recommendation, the cog-
nizant Under Secretary, in consulta-
tion with the DOE General Counsel 
should issue a final written decision. A 
copy of this decision must be sent by 
certified mail (return receipt re-
quested) to the Manager and to the in-
dividual accompanied by a copy of the 
hearing officer’s report and the tran-
script of the certification review pro-
ceedings. 

[69 FR 3223, Jan. 23, 2004, as amended at 71 
FR 68731, Nov. 28, 2006; 76 FR 12273, Mar. 7, 
2011] 

Subpart B—Medical Standards 
§ 712.30 Applicability. 

This subpart establishes standards 
and procedures for conducting medical 
assessments of DOE and DOE con-
tractor individuals in HRP positions. 

§ 712.31 Purpose. 
The standards and procedures set 

forth in this subpart are necessary for 
DOE to: 

(a) Identify the presence of any men-
tal/personality disorders, physical, or 
behavioral characteristics or condi-

tions that present or are likely to 
present an unacceptable impairment in 
reliability; 

(b) Facilitate the early diagnosis and 
treatment of disease or impairment 
and foster accommodation and reha-
bilitation; 

(c) Determine what functions an 
HRP-certified individual may be able 
to perform and to facilitate the proper 
placement of individuals; and 

(d) Provide for continuing moni-
toring of the health status of individ-
uals to facilitate early detection and 
correction of adverse health effects, 
trends, or patterns. 

§ 712.32 Designated Physician. 
(a) The Designated Physician must 

be qualified to provide professional ex-
pertise in the area of occupational 
medicine as it relates to the HRP. 

(b) The Designated Physician must: 
(1) Be a graduate of an accredited 

school of medicine or osteopathy; 
(2) Have a valid, unrestricted state li-

cense to practice medicine in the state 
where HRP medical assessments occur; 

(3) Have met the applicable HRP in-
struction requirements; and 

(4) Be eligible for the appropriate 
DOE access authorization. 

(c) The Designated Physician is re-
sponsible for the medical assessments 
of HRP candidates and HRP-certified 
individuals, including determining 
which components of the medical as-
sessments may be performed by other 
qualified personnel. Although a portion 
of the assessment may be performed by 
another physician, physician’s assist-
ant, or nurse practitioner, the Des-
ignated Physician remains responsible 
for: 

(1) Supervising the evaluation proc-
ess; 

(2) Interpreting the results of evalua-
tions; 

(3) Documenting medical conditions 
or issues that may disqualify an indi-
vidual from the HRP; 

(4) Providing medical assessment in-
formation to the Designated Psycholo-
gist to assist in determining psycho-
logical fitness; 

(5) Determining, in conjunction with 
DOE if appropriate, the location and 
date of the next required medical as-
sessment; and 
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(6) Signing a recommendation about 
the medical fitness of an individual for 
certification or recertification. 

(d) The Designated Physician must 
immediately report to the SOMD any 
of the following about himself or her-
self: 

(1) Initiation of an adverse action by 
any state medical licensing board or 
any other professional licensing board; 

(2) Initiation of an adverse action by 
any Federal regulatory board since the 
last designation; 

(3) The withdrawal of the privilege to 
practice by any institution; 

(4) Being named a defendant in any 
criminal proceedings (felony or mis-
demeanor) since the last designation; 

(5) Being evaluated or treated for al-
cohol use disorder or drug dependency 
or abuse since the last designation; or 

(6) Occurrence, since the last designa-
tion, of a physical, mental/personality 
disorder, or health condition that 
might affect his or her ability to per-
form professional duties. 

§ 712.33 Designated Psychologist. 
(a) The Designated Psychologist re-

ports to the SOMD and determines the 
psychological fitness of an individual 
to participate in the HRP. The results 
of this evaluation may be provided 
only to the Designated Physician or 
the SOMD. 

(b) The Designated Psychologist 
must: 

(1) Hold a doctoral degree from a 
clinical psychology program that in-
cludes a one-year clinical internship 
approved by the American Psycho-
logical Association or an equivalent 
program; 

(2) Have accumulated a minimum of 
three years postdoctoral clinical expe-
rience with a major emphasis in psy-
chological assessment and testing; 

(3) Have a valid, unrestricted state li-
cense to practice clinical psychology in 
the state where HRP medical assess-
ments occur; 

(4) Have met the applicable HRP in-
struction requirements; and 

(5) Be eligible for the appropriate 
DOE access authorization. 

(c) The Designated Psychologist is 
responsible for all psychological eval-
uations of HRP candidates, HRP-cer-
tified individuals, and others as di-

rected by the SOMD. Although a por-
tion of the psychological evaluation 
may be performed by another psycholo-
gist, the Designated Psychologist 
must: 

(1) Supervise the psychological eval-
uation process and designate which 
components may be performed by other 
qualified personnel; 

(2) Upon request of management, as-
sess the psychological fitness of HRP 
candidates and HRP-certified individ-
uals for HRP duties, including specific 
work settings, and recommend refer-
rals as indicated; and 

(3) Make referrals for psychiatric, 
psychological, substance abuse, or per-
sonal or family problems, and monitor 
the progress of individuals so referred. 

(d) The Designated Psychologist 
must immediately report to the SOMD 
any of the following about himself or 
herself: 

(1) Initiation of an adverse action by 
any state medical licensing board or 
any other professional licensing board; 

(2) Initiation of an adverse action by 
any Federal regulatory board since the 
last designation; 

(3) The withdrawal of the privilege to 
practice by any institution; 

(4) Being named a defendant in any 
criminal proceeding (felony or mis-
demeanor) since the last designation; 

(5) Being evaluated or treated for al-
cohol use disorder or drug dependency 
or abuse since the last designation; or 

(6) Occurrence since the last designa-
tion of a physical, mental/personality 
disorder, or health condition that 
might affect his or her ability to per-
form professional duties. 

§ 712.34 Site Occupational Medical Di-
rector. 

(a) The SOMD must nominate a phy-
sician to serve as the Designated Phy-
sician and a clinical psychologist to 
serve as the Designated Psychologist. 
The nominations must be sent through 
the Manager to the Director, Office of 
Health and Safety or his or her des-
ignee. Each nomination must describe 
the nominee’s relevant training, expe-
rience, and licensure, and include a 
curriculum vitae and a copy of the 
nominee’s current state or district li-
cense. 
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(b) The SOMD must submit a renomi-
nation report biennially through the 
Manager to the Director, Office of 
Health and Safety or his or her des-
ignee. This report must be submitted 
at least 60 days before the second anni-
versary of the initial designation or of 
the last redesignation, whichever ap-
plies. The report must include: 

(1) A statement evaluating the per-
formance of the Designated Physician 
and Designated Psychologist during 
the previous designation period; and 

(2) A copy of the valid, unrestricted 
state or district license of the Des-
ignated Physician and Designated Psy-
chologist. 

(c) The SOMD must submit, annu-
ally, to the Director, Office of Health 
and Safety or his or her designee 
through the Manager, a written report 
summarizing HRP medical activity 
during the previous year. The SOMD 
must comply with any DOE directives 
specifying the form or contents of the 
annual report. 

(d) The SOMD must investigate any 
reports of performance issues regarding 
a Designated Physician or Designated 
Psychologist, and the SOMD may sus-
pend either official from HRP-related 
duties. If the SOMD suspends either of-
ficial, the SOMD must notify the Di-
rector, Office of Health and Safety or 
his or her designee and provide sup-
porting documentation and reasons for 
the action. 

[69 FR 3223, Jan. 23, 2004, as amended at 71 
FR 68731, Nov. 28, 2006] 

§ 712.35 Director, Office of Health and 
Safety. 

The Director, Office of Health and 
Safety or his or her designee must: 

(a) Develop policies, standards, and 
guidance for the medical aspects of the 
HRP, including the psychological test-
ing inventory to be used; 

(b) Review the qualifications of Des-
ignated Physicians and Designated 
Psychologists, and concur or non-
concur with their designations by send-
ing a statement to the Manager and an 
informational copy to the SOMD; and 

(c) Provide technical assistance on 
medical aspects of the HRP to all DOE 
elements and DOE contractors. 

[69 FR 3223, Jan. 23, 2004, as amended at 71 
FR 68732, Nov. 28, 2006] 

§ 712.36 Medical assessment process. 

(a) The Designated Physician, under 
the supervision of the SOMD, is respon-
sible for the medical assessment of 
HRP candidates and HRP-certified in-
dividuals. In carrying out this respon-
sibility, the Designated Physician or 
the SOMD must integrate the medical 
evaluations, psychological evaluations, 
psychiatric evaluations, and any other 
relevant information to determine an 
individual’s overall medical qualifica-
tion for assigned duties. 

(b) Employers must provide a job 
task analysis for those individuals in-
volved in HRP duties to both the Des-
ignated Physician and the Designated 
Psychologist before each medical as-
sessment and psychological evaluation. 
HRP medical assessments and psycho-
logical evaluations may not be per-
formed if a job task analysis has not 
been provided. 

(c) The medical process by the Des-
ignated Physician includes: 

(1) Medical assessments for initial 
certification, annual recertification, 
and evaluations for reinstatement fol-
lowing temporary removal from the 
HRP; 

(2) Evaluations resulting from self- 
referrals and referrals by management; 

(3) Routine medical contacts and oc-
cupational and nonoccupational health 
counseling sessions; and 

(4) Review of current legal drug use. 
(d) Psychological evaluations must 

be conducted: 
(1) For initial certification. This psy-

chological evaluation consists of a gen-
erally accepted psychological assess-
ment (test) approved by the Director, 
Office of Health and Safety or his or 
her designee and a semi-structured 
interview. 

(2) For recertification. This psycho-
logical evaluation consists of a semi- 
structured interview, which is con-
ducted annually at the time of the 
medical examination. 

(3) Every third year. The medical as-
sessment for recertification must in-
clude a generally accepted psycho-
logical assessment (test) approved by 
the Director, Office of Health and Safe-
ty or his or her designee. 

(4) When the SOMD determines that 
additional psychological or psychiatric 
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evaluations are required to resolve 
HRP concerns as listed in § 712.13(c). 

(e) Following absences requiring re-
turn-to-work evaluations under appli-
cable DOE directives, the Designated 
Physician, the Designated Psycholo-
gist, or the SOMD must determine 
whether a psychological evaluation is 
necessary. 

(f) Except as provided in paragraph 
(g) of this section, the Designated Phy-
sician must forward the completed 
medical assessment of an HRP can-
didate and HRP-certified individual to 
the SOMD, who must make a rec-
ommendation, based on the assess-
ment, to the individual’s HRP manage-
ment official. If the Designated Physi-
cian determines that a currently cer-
tified individual no longer meets the 
HRP requirements, the Designated 
Physician must immediately, orally, 
inform the HRP management official. 
A written explanation must follow 
within 24 hours. 

(g) The Designated Physician, the 
Designated Psychologist, or the SOMD 
may make a medical recommendation 
for return to work and work accom-
modations for HRP-certified individ-
uals. 

(h) The following documentation is 
required after treatment of an indi-
vidual for any disqualifying condition: 

(1) A summary of the diagnosis, 
treatment, current status, and prog-
nosis to be furnished by the treatment 
provider to the Designated Physician; 

(2) The medical opinion of the Des-
ignated Physician advising the individ-
ual’s supervisor whether the individual 
is able to return to work in either an 
HRP or non-HRP capacity; and 

(3) Any periodic monitoring plan, ap-
proved by the Designated Physician or 
the Designated Psychologist and the 
SOMD, used to evaluate the reliability 
of the individual. 

(i) If the disqualifying condition was 
of a security concern, the appropriate 
procedure described in 10 CFR part 710, 
subpart A, applies. 

[69 FR 3223, Jan. 23, 2004, as amended at 71 
FR 68731, Nov. 28, 2006] 

§ 712.37 Evaluation for hallucinogen 
use. 

If DOE determines that an HRP can-
didate or HRP-certified individual has 

used any hallucinogen, the individual 
is not eligible for certification or recer-
tification unless: 

(a) Five years have passed since the 
last use of the hallucinogen; 

(b) There is no evidence of any flash-
back within the last five years from 
the previous hallucinogen use; and 

(c) The individual has a record of ac-
ceptable job performance and observed 
behavior. 

§ 712.38 Maintenance of medical 
records. 

(a) The medical records of HRP can-
didates and HRP-certified individuals 
must be maintained in accordance with 
the Privacy Act, 5 U.S.C. 552a, and DOE 
implementing regulations in 10 CFR 
part 1008; the Department of Labor’s 
regulations on access to individual ex-
posure and medical records, 29 CFR 
1910.1020; and applicable DOE direc-
tives. DOE contractors also may be 
subject to section 503 of the Rehabilita-
tion Act, 29 U.S.C. 793, and its imple-
menting rules, including confiden-
tiality provisions in 41 CFR 60–741.23 
(d). 

(b) The psychological record of HRP 
candidates and HRP-certified individ-
uals is a component of the medical 
record. The psychological record must: 

(1) Contain any clinical reports, test 
protocols and data, notes of individual 
contacts and correspondence, and other 
information pertaining to an individ-
ual’s contact with a psychologist; 

(2) Be stored in a secure location in 
the custody of the Designated Psychol-
ogist; and 

(3) Be kept separate from other med-
ical record documents, with access lim-
ited to the SOMD and the Designated 
Physician. 

PART 715—DEFINITION OF NON- 
RECOURSE PROJECT-FINANCED 

Sec. 
715.1 Purpose and scope. 
715.2 Definitions. 
715.3 Definition of ‘‘Nonrecourse Project-Fi-

nanced.’’ 

AUTHORITY: 42 U.S.C. 7651o(a)(2)(B); 42 
U.S.C. 7254. 

SOURCE: 56 FR 55064, Oct. 24, 1991, unless 
otherwise noted. 
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