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49 CFR Ch. XII (10–1–13 Edition) § 1540.201 

Subpart C—Security Threat 
Assessments 

SOURCE: 74 FR 47700, Sept. 16, 2009, unless 
otherwise noted. 

§ 1540.201 Applicability and terms 
used in this subpart. 

(a) This subpart includes the proce-
dures that certain aircraft operators, 
foreign air carriers, indirect air car-
riers, and certified cargo screening fa-
cilities must use to have security 
threat assessments performed on cer-
tain individuals pursuant to 49 CFR 
1544.228, 1546.213, 1548.7, 1548.15, 1548.16 
and 1549.111. This subpart applies to the 
following: 

(1) Each aircraft operator operating 
under a full program or full all-cargo 
program described in 49 CFR 1544.101(a) 
or (h). 

(2) Each foreign air carrier operating 
under a program described in 49 CFR 
1546.101(a), (b), or (e). 

(3) Each indirect air carrier operating 
under a security program described in 
49 CFR part 1548. 

(4) Each applicant applying for 
unescorted access to cargo under one of 
the programs described in (a)(1) 
through (a)(3) of this section. 

(5) Each proprietor, general partner, 
officer, director, or owner of an indi-
rect air carrier as described in 49 CFR 
1548.16. 

(6) Each certified cargo screening fa-
cility described in 49 CFR part 1549. 

(7) Each individual a certified cargo 
screening facility authorizes to per-
form screening or supervise screening. 

(8) Each individual the certified 
cargo screening facility authorizes to 
have unescorted access to cargo at any 
time from the time it is screened until 
the time it is tendered to an indirect 
air carrier under 49 CFR part 1548, an 
aircraft operator under part 1544, or a 
foreign air carrier under part 1546. 

(9) The senior manager or representa-
tive of its facility in control of the op-
erations of a certified cargo screening 
facility under 49 CFR part 1549. 

(b) For purposes of this subpart— 
Applicant means the individuals list-

ed in paragraph (a) of this section. 
Operator means an aircraft operator, 

foreign air carrier, and indirect air car-
rier listed in paragraphs (a)(1) through 

(a)(3) of this section, and a certified 
cargo screening facility described in 
paragraph (a)(6) of this section. 

(c) An applicant poses a security 
threat under this subpart when TSA 
determines that he or she is known to 
pose or is suspected of posing a 
threat— 

(1) To national security; 
(2) To transportation security; or 
(3) Of terrorism. 

[74 FR 47700, Sept. 16, 2009, as amended at 76 
FR 51867, Aug. 18, 2011] 

§ 1540.203 Security threat assessment. 
(a) Each operator subject to this sub-

part must ensure that each of the fol-
lowing undergoes a security threat as-
sessment or a comparable security 
threat assessment described in 
§ 1540.205: 

(1) Cargo personnel in the United 
States, as described in § 1544.228. 

(2) Cargo personnel in the United 
States, as described in § 1546.213. 

(3) Individuals with unescorted access 
to cargo, as described in § 1548.15. 

(4) Proprietors, general partners, offi-
cers, directors, and owners of an indi-
rect air carrier, as described in § 1548.16. 

(5) Personnel of certified cargo 
screening facilities, as described in 
§ 1549.111. 

(b) Each operator must verify the 
identity and work authorization of 
each applicant and examine the docu-
ment(s) presented by the applicant to 
prove identity and work authorization 
to determine whether they appear to be 
genuine and relate to the applicant 
presenting them. 

(c) Each operator must submit to 
TSA a security threat assessment ap-
plication for each applicant that is 
dated and signed by the applicant and 
that includes the following: 

(1) Legal name, including first, mid-
dle, and last; any applicable suffix; and 
any other names used previously. 

(2) Current mailing address, includ-
ing residential address if it differs from 
the current mailing address; all other 
residential addresses for the previous 
five years; and e-mail address if the ap-
plicant has an e-mail address. 

(3) Date and place of birth. 
(4) Social security number (submis-

sion is voluntary, although failure to 
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Transportation Security Administration, DHS § 1540.203 

provide it may delay or prevent com-
pletion of the threat assessment). 

(5) Gender. 
(6) Country of citizenship. 
(7) If the applicant is a U.S. citizen 

born abroad or a naturalized U.S. cit-
izen, their U.S. passport number; or the 
10-digit document number from the ap-
plicant’s Certificate of Birth Abroad, 
Form DS–1350. 

(8) If the applicant is not a U.S. cit-
izen, the applicant’s Alien Registration 
Number. 

(9) The applicant’s daytime telephone 
number. 

(10) The applicant’s current em-
ployer(s), and the address and tele-
phone number of the employer(s). 

(11) A Privacy Notice as required in 
the security program and the following 
statement: 

The information I have provided on this 
application is true, complete, and correct to 
the best of my knowledge and belief and is 
provided in good faith. I understand that a 
knowing and willful false statement, or an 
omission of a material fact, on this applica-
tion can be punished by fine or imprison-
ment or both (see section 1001 of Title 18 
United States Code), and may be grounds for 
denial of authorization or in the case of par-
ties regulated under this section, removal of 
authorization to operate under this chapter, 
if applicable. 

I acknowledge that if I do not successfully 
complete the security threat assessment, the 
Transportation Security Administration 
may notify my employer. If TSA or other 
law enforcement agency becomes aware that 
I may pose an imminent threat to an oper-
ator or facility, TSA may provide limited in-
formation necessary to reduce the risk of in-
jury or damage to the operator or facility. 

(d) Each operator must retain the fol-
lowing for 180 days following the end of 
the applicant’s service to the operator: 

(1) The applicant’s signed security 
threat assessment application. 

(2) Copies of the applicant’s docu-
ment(s) used to verify identity and 
work authorization. 

(3) Any notifications or documents 
sent to or received from TSA relating 
to the applicant’s application and secu-
rity threat assessment. 

(4) As applicable, a copy of the appli-
cant’s credential evidencing comple-
tion of a threat assessment deemed 
comparable under paragraph (f) of this 
section. 

(e) Records under this section may 
include electronic documents with 
electronic signature or other means of 
personal authentication, where accept-
ed by TSA. 

(f) TSA may determine that a secu-
rity threat assessment conducted by 
another governmental agency is com-
parable to a security threat assessment 
conducted under this subpart. Individ-
uals who have successfully completed a 
comparable security threat assessment 
are not required to undergo the secu-
rity threat assessments described in 
this subpart. If TSA makes a com-
parability determination under this 
section, TSA will so notify the public. 
In making a comparability determina-
tion, TSA will consider— 

(i) The minimum standards used for 
the security threat assessment; 

(ii) The frequency of the security 
threat assessment; 

(iii) The date of the most recent 
threat assessment; and 

(iv) Other factors TSA deems appro-
priate. 

(g) To apply for a comparability de-
termination, the agency seeking the 
determination must contact the Assist-
ant Program Manager, Attn: Federal 
Agency Comparability Check, Hazmat 
Threat Assessment Program, Transpor-
tation Security Administration, 601 
South 12th Street, Arlington, VA 20598– 
6019. 

(h) TSA has determined that each of 
the following are comparable to the se-
curity threat assessment required in 
this subpart: 

(1) A CHRC conducted in accordance 
with §§ 1542.209, 1544.229, or 1544.230 that 
includes a name-based check conducted 
by TSA. 

(2) A security threat assessment con-
ducted under 49 CFR part 1572 for the 
Transportation Worker Identification 
Credential or Hazardous Materials En-
dorsement programs. 

(3) A security threat assessment con-
ducted for the Free and Secure Trade 
(FAST) program administered by U.S. 
Customs and Border Protection. 

(i) If asserting completion of a com-
parable threat assessment listed in 
paragraph (h) of this section, an indi-
vidual must— 

(1) Present the credential that cor-
responds to successful completion of 
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the comparable assessment to the oper-
ator so the operator may retain a copy 
of it; and 

(2) Notify the operator when the cre-
dential that corresponds to successful 
completion of the comparable assess-
ment expires or is revoked for any rea-
son. 

(j) A security threat assessment con-
ducted under this subpart remains 
valid for five years from the date that 
TSA issues a Determination of No Se-
curity Threat or a Final Determination 
of Threat Assessment, except— 

(1) If the applicant is no longer au-
thorized to be in the United States, the 
security threat assessment and the 
privileges it conveys expire on the date 
lawful presence expires; or 

(2) If the applicant asserts comple-
tion of a comparable threat assess-
ment, it expires five years from the 
date of issuance of the credential that 
corresponds to the comparable assess-
ment, or the date on which the creden-
tial is revoked for any reason. 

[74 FR 47700, Sept. 16, 2009, as amended at 76 
FR 51867, Aug. 18, 2011] 

§ 1540.205 Procedures for security 
threat assessment. 

(a) Contents of security threat assess-
ment. The security threat assessment 
TSA conducts under this subpart in-
cludes an intelligence-related check 
and a final disposition. 

(b) Intelligence-related check. To con-
duct an intelligence-related check, 
TSA completes the following proce-
dures: 

(1) Reviews the applicant information 
required in 49 CFR 1540.203. 

(2) Searches domestic and inter-
national government databases to de-
termine if an applicant meets the re-
quirements of 49 CFR 1540.201(c) or to 
confirm an applicant’s identity. 

(3) Adjudicates the results in accord-
ance with 49 CFR 1540.201(c). 

(c) Wants, warrants, deportable aliens. 
If the searches listed in paragraph 
(b)(2) of this section indicate that an 
applicant has an outstanding want or 
warrant, or is a deportable alien under 
the immigration laws of the United 
States, TSA sends the applicant’s in-
formation to the appropriate law en-
forcement or immigration agency. 

(d) Final disposition. Following com-
pletion of the procedures described in 
paragraph (b), the following procedures 
apply, as appropriate: 

(1) TSA serves a Determination of No 
Security Threat on the applicant and 
operator if TSA determines that the 
applicant meets the security threat as-
sessment standards in 49 CFR 
1540.201(c). 

(2) TSA serves an Initial Determina-
tion of Threat Assessment on the appli-
cant, if TSA determines that the appli-
cant does not meet the security threat 
assessment standards in 49 CFR 
1540.201(c). The Initial Determination 
of Threat Assessment includes— 

(i) A statement that TSA has deter-
mined that the applicant is suspected 
of posing or poses a security threat; 

(ii) The basis for the determination; 
(iii) Information about how the appli-

cant may appeal the determination, as 
described in 49 CFR 1515.9; and 

(iv) A statement that if the applicant 
chooses not to appeal TSA’s determina-
tion within 60 days of receipt of the 
Initial Determination, or does not re-
quest an extension of time within 60 
days of the Initial Determination of 
Threat Assessment in order to file an 
appeal, the Initial Determination be-
comes a Final Determination of Secu-
rity Threat Assessment. 

(3) TSA serves an Initial Determina-
tion of Threat Assessment and Imme-
diate Revocation on the applicant and 
the applicant’s operator or other oper-
ator as approved by TSA, where appro-
priate, if TSA determines that the ap-
plicant does not meet the security 
threat assessment standards in 49 CFR 
1540.201(c) and may pose an imminent 
threat to transportation or national se-
curity, or of terrorism. The Initial De-
termination of Threat Assessment and 
Immediate Revocation includes— 

(i) A statement that TSA has deter-
mined that the applicant is suspected 
of posing or poses an imminent secu-
rity threat; 

(ii) The basis for the determination; 
(iii) Information about how the appli-

cant may appeal the determination, as 
described in 49 CFR 1515.5(h) or 
1515.9(h), as applicable; and 

(iv) A statement that if the applicant 
chooses not to appeal TSA’s determina-
tion within 60 days of receipt of the 
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