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(9) The agency procedures whereby 
an individual can be notified at his re-
quest how he can gain access to any 
record pertaining to him contained in 
the SOR, and how he can contest its 
contents. 

(10) The categories of sources of 
records in the system. 

(11) Exemptions claimed for the sys-
tem. 

Timeliness. Sufficiently current to en-
sure that any determination based on 
the record will be accurate and fair. 

§ 329.4 Policy. 
In accordance with 32 CFR part 310, it 

is NGB’s policy that: 
(a) Personal information contained in 

any SOR maintained by any NGB orga-
nization will be safeguarded to the ex-
tent authorized by 5 U.S.C. 552a, Ap-
pendix I of Office of Management and 
Budget Circular No. A–130, and any 
other applicable legal requirements. 

(b) NGB will collect, maintain, use, 
and disseminate personal information 
only when it is relevant and necessary 
to achieve a purpose required by a stat-
ute or Executive Order. 

(c) NGB will collect personal infor-
mation directly from the individuals to 
whom it pertains to the greatest extent 
possible and will provide individuals a 
PAS at the time of collection when the 
information being collected will be 
filed and/or retrieved by the subject’s 
name or other unique identifier. The 
PAS will contain the following ele-
ments, as required by 5 U.S.C. 552a: 

(1) The statutory authority or Execu-
tive Order that allows for the solicita-
tion, 

(2) The intended use/purpose that will 
be made of the information collected, 

(3) The routine uses that may be 
made of the information collected; and 

(4) Whether it is mandatory or vol-
untary for the individual to disclose 
the requested information and the non- 
punitive effects on the individual for 
not providing all or any part of the re-
quested information. Collection can 
only be mandatory if the statutory au-
thority or Executive Order cited pro-
vides a penalty for not providing the 
information. 

(d) NGB offices maintaining records 
and information about individuals will 
ensure that such data is protected from 

unauthorized access, use, dissemina-
tion, disclosure, alteration, and/or de-
struction. Offices will establish safe-
guards to ensure the security of per-
sonal information is protected from 
threats or hazards that might result in 
substantial harm, embarrassment, in-
convenience, or unfairness to the indi-
vidual using guidelines found in 32 CFR 
part 310, subpart B, 32 CFR part 310, ap-
pendix A, and DoD Manual (DoDM) 
5200.01, Volume 4, entitled ‘‘DoD Infor-
mation Security Program: Controlled 
Unclassified Information (CUI).’’ 

(Available at http://www.dtic.mil/whs/ 

directives/corres/pdf/520001lvol4.pdf) 
(e) NGB offices shall permit individ-

uals to access and have a copy of all or 
any portion of records about them, un-
less an exemption for the system has 
been properly established (see 5 U.S.C. 
552a, 32 CFR part 310, subparts D and F, 
and § 329.7 of this part). Individuals re-
questing access to their record will 
also receive concurrent consideration 
under 5 U.S.C. 552 and 32 CFR part 286. 

(f) NGB offices will permit individ-
uals an opportunity to request that 
records about them be corrected or 
amended (see 5 U.S.C. 552a, 32 CFR part 
310, subpart D, and § 329.6 of this part). 

(g) Any records about individuals 
that are maintained by the NGB will be 
maintained with such accuracy, rel-
evance, timeliness, and completeness 
as is reasonably necessary to assure 
fairness to the individual before mak-
ing any determination about the indi-
vidual or before making the record 
available to any recipient pursuant to 
a routine use. 

(h) NGB will keep no record that de-
scribes how individuals exercise their 
rights guaranteed by the First Amend-
ment, unless expressly authorized by 
statute or by the individual to whom 
the records pertain, or is pertinent to 
and within the scope of an authorized 
law enforcement activity. 

(i) NGB will notify individuals when-
ever records pertaining to them are 
made available under compulsory legal 
processes, if such process is a matter of 
public record. 

(j) NGB will assist individuals in de-
termining what records pertaining to 
them are being collected, maintained, 
used, or disseminated. 
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(k) NGB offices and personnel, in-
cluding contractors, maintaining and 
having access to records and informa-
tion about individuals will manage 
them and conduct themselves so as to 
avoid the civil liability and criminal 
penalties provided for under 5 U.S.C. 
552a. 

§ 329.5 Responsibilities. 

(a) Chief of the National Guard Bureau 
(CNGB). The CNGB, under the author-
ity, direction, and control of the Sec-
retary of Defense (SecDef), approves 
and establishes overall policy, direc-
tion, and guidance for the NGB privacy 
program and promulgates privacy pol-
icy for the non-Federalized National 
Guard. 

(b) NGB Chief Counsel. The NGB Chief 
Counsel, under the authority, direc-
tion, and control of the CNGB, shall: 

(1) Serve as the National Guard Com-
ponent Senior Official for Privacy 
(CSOP) pursuant to part 32 CFR part 
310, subpart A. 

(2) Direct and administer the Privacy 
Program for the NGB as well as the Na-
tional Guard of the States, Territories, 
and the District of Columbia as it per-
tains to the maintenance of records 
protected by 5 U.S.C. 552a, other Fed-
eral laws on privacy, and OMB and DoD 
Privacy policies. 

(3) Ensure implementation of and 
compliance with standards and proce-
dures established by 5 U.S.C. 552a, OMB 
A–130, 32 CFR part 310, and this part. 

(4) Serve as the appellate authority 
on denials of access or amendment. 

(5) Direct the implementation all as-
pects of 5 U.S.C. 552a, OMB A–130, 32 
CFR part 310, this part, and other Fed-
eral laws on privacy, and OMB and DoD 
Privacy policies. 

(c) Chief of the Office of Information 
and Privacy (OIP). The Chief of the OIP, 
under the authority, direction, and 
control of the NGB Chief Counsel, 
shall: 

(1) Oversee the National Guard’s 
compliance with 5 U.S.C. 552a, OMB A– 
130, 32 CFR part 310, this part, and 
other Federal laws on privacy, and 
OMB and DoD Privacy policies. 

(2) Issue policy and guidance as it re-
lates to 5 U.S.C. 552a and other Federal 
and DoD Privacy requirements. 

(3) Collect, consolidate, and submit 
Privacy reports to the Defense Privacy 
and Civil Liberties Office (DPCLO), or 
the respective service (Air Force or 
Army) that the reporting of informa-
tion pertains to. This includes, but is 
not limited to: 

(i) Personally Identifiable Informa-
tion (PII) Breach Reports required by 
32 CFR part 310, subpart B, 

(ii) Quarterly Training Reports, 
SORN Reviews, and Privacy Com-
plaints; and, 

(iii) Reports pursuant Public Law 17– 
347. 

(4) Submit all approved SORNs to the 
DPCLO or the respective service that 
has the statutory authority to publish 
the SORN for publication in the FR. 

(5) Refer inquiries about access, 
amendments of records, and general 
and specific exemptions listed in a 
SORN to the appropriate System Man-
ager. 

(6) Review all instructions, direc-
tives, publications, policies, Memoran-
dums of Agreement (MOA), Memoran-
dums of Understanding (MOU), data 
sharing agreements, data transfer 
agreements, data use agreements, sur-
veys (including web-based or elec-
tronic), and forms that involve or dis-
cuss the collection, retention, access, 
use, sharing, or maintenance of PII are 
to ensure compliance with this part. 

(7) Make training resources available 
to NGB personnel, including contrac-
tors, regarding 5 U.S.C. 552a, OMB A– 
130, 32 CFR part 310, compliance with 
this part, and other Federal and DoD 
Privacy requirements. 

(d) Chief of Administrative Law. The 
Chief of Administrative Law shall 
serve as the initial denial authority 
(IDA) to deny official requests for ac-
cess or amendment to an individual’s 
record pursuant to a published NGB 
SORN under 5 U.S.C. 552a or amend-
ments to such records. 

(e) Chief of Litigation and Employment 
Law. The Chief of Litigation and Em-
ployment Law will notify the Chief of 
the OIP of any complaint citing 5 
U.S.C. 552a is filed in a U.S. District 
Court against the NGB, or any em-
ployee of NGB using the procedures 
outlined in § 329.6 of this part. 

(f) NGB Comptroller/Director of Admin-
istration and Management (DA&M). The 
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