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BID OPENING: Bids shall be opened virtually at 11:00 am, Eastern Time (ET), on August 21, 2026 at the U.S.
Government Publishing Office. All parties interested in attending the bid opening shall email bids@gpo.gov one (1) hour
prior to the bid opening date and time to request a Microsoft Teams live stream link. This must be a separate email from
the bid submission. The link will be emailed prior to the bid opening.

BID SUBMISSION: Bidders MUST email bids to bids@gpo.gov for this solicitation. No other method of bid
submission will be accepted at this time. The jacket number and bid opening date must be specified in the subject line
of the emailed bid submission. Bids received after the bid opening date and time specified above will not be considered
for award.

BID SPECIFICATIONS
For the Procurement of

Pub. 10050-LE Medicare and You 2027-LP English
(Self-mailers and Bulk orders for warehouse)

as requisitioned from the U.S. Government Publishing Office (GPO) by the

Department of Health and Human Services (DHHS)
Centers for Medicare & Medicaid Services (CMS)

ADDITIONAL EMAILED BID SUBMISSION PROVISIONS: The Government will not be responsible for any
failure attributable to the transmission or receipt of the emailed bid including, but not limited to, the following:

1. Illegibility of bid.

2. Emails over 75 MB may not be received by GPO due to size limitations for receiving emails.

3. The bidder’s email provider may have different size limitations for sending email; however, bidders are advised not
to exceed GPO’s stated limit.

4. When the email bid is received by GPO, it will remain unopened until the specified bid opening time. Government
personnel will not validate receipt of the emailed bid prior to bid opening. GPO will use the prevailing time (specified
as the local time zone) and the exact time that the email is received by GPO’s email server as the official time stamp for
bid receipt at the specified location.

For information regarding the solicitation requirements, please contact Lisa Hollingsworth at

lhollingsworth@gpo.gov.

GPO CONTRACT TERMS: Any contract which results from this Invitation for Bid will be subject to the applicable
provisions, clauses, and supplemental specifications of GPO Contract Terms (GPO Publication 310.2, effective
December 1, 1987 (Rev. 01-18)) and GPO Contract Terms, Quality Assurance Through Attributes Program for
Printing and Binding (GPO Publication 310.1, effective May 1979 (Rev. 09-19)). https://www.gpo.gov/docs/default-
source/forms-and-standards-files-for-vendors/contractterms2018.pdf

GPO QATAP (GPO Publication 310.1) - https://www.gpo.gov/docs/default-source/forms-and-standards-files-for-
vendors/gatap-rev-09-19.pdf



mailto:lhollingsworth@gpo.gov
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TITLE: Pub. 10050-LE Medicare and You 2027 — LP English

PRODUCT: This specification is for proofing, printing, binding, packing, mailing and shipping of comb bound books,
with secure handling of PII required.

PAGES: 304 plus separate covers and divider page. See Description.
QUANTITY: 24,387 Books
TRIM SIZE: 8-12 X 117

DESCRIPTION: Black plastic comb bound book prints head-to-head in 4 Color Process. Covers 1 thru 4, text and
divider page print type/rule matter, medium ink coverage of black and light ink coverage in yellow (4-color process
build) as highlight to text. Close registration throughout. Divider leaf (pages 257/258) prints on same stock as covers.

SECURITY REQUIRMENTS: Contractor must maintain 100% accountability in the accuracy of imaging and mailing
of all pieces throughout run. The Contractor must ensure that there are no missing or duplicate pieces and/or pieces with
mis-imaged data. The Contractor must also ensure that no defective pieces enter the mail stream.

It is the contractor's responsibility to properly safeguard personally identifiable information (PII) from loss, theft, or
inadvertent disclosure and to immediately notify the Government of any loss of personally identifiable information. PII
is "information which can be used to distinguish or trace an individual's identity, such as their name, social security
number, biometric records, etc., alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden name, etc." (Ref.. OMB
Memorandum 07-16.) Other specific examples of PII include, but are not limited to:

a. Personal identification number, such as passport number, driver's license number, taxpayer identification number, or
financial account or credit card number.

b. Address information, such as street address or personal email address.

c. Personal characteristics, including photographic image (especially of face or other distinguishing characteristic),
fingerprints, handwriting, or other biometric image or template data (e.g., retina scans, voice signature, facial geometry).
SECURITY CONTROL PLAN: The contractor shall maintain in operation an effective security system where items
by these specifications are manufactured and/or stored (awaiting distribution or disposal) to assure against theft and/or
the product ordered falling into unauthorized hands.

Contractor is cautioned that no Government provided information shall be used for non- government business.
Specifically, no Government information shall be used for the benefit of a third party.

The Government retains the right to conduct on-site security reviews at any time during the term of the contract.
The plan shall contain at a minimum:

(1) How Government files (data) will be secured to prevent disclosure to a third party prior to and after termination of
contract.

(2) Explain how all accountable materials will be handled throughout all phases of production
(3) How the disposal of waste materials will be handled.

(4) How all applicable Government-mandated security/privacy/rules and regulations as cited in this contract shall be
adhered to by the contractor.

This proposed plan is subject to review and approval by the Government and award will not be made prior to approval
of same.
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Addresses for Mail copies will be furnished in the following method: Electronic file transmission (EFT), the contractor
must obtain approval from CMS IT Security for access to CMS computer systems.

Files are furnished by EFT, a Gentran Mailbox will be setup by CMS to provide access to data files. Immediately after
award, the contractor must submit two (one primary user, and one back-up user) completed APPLICATION FOR
ACCESS TO CMS COMPUTER SYSTEMS at the following internet link:
http://www.cms.hhs.gov/InformationSecurity/Dowloads/EUAaccessform.pdf. The contractor must complete Section 2,
User Information on page 1, and the Applicants Information on page 3 on the Form.

Please note that the Applicants Social Security Number must be provided in order to receive a USERID and gain access
to CMS computer systems. Corporate Tax Identification Numbers are not accepted in lieu of individual SSNs. The
contractor must reapply for access every 12 months during the term of the contract.

Security Exhibits: The following exhibits A through H (See Attachment #2) contain security clauses, information, and
forms:

Exhibit A: CMS Clause 11: CMS Information Security

Exhibit B: CMS Clause 09A-01 Security Clause

Exhibit C: FAQ Supplement to CMS Security Clause 09A-01

Exhibit D: HHS identification (ID) Badge Request HHS-Form 745 (5/07)

(This form is used to initiate background investigations of the two people applying for access to the Gentran mailbox.
No physical access, or badge, to CMS will be granted. Applicants must complete page 1 in its entirety including the
applicant signature along with the date. After completing the form, return all pages to CMS within 24 hours. This form
is to be submitted prior to award and renew annually thereafter if applicable.)

Exhibit E: Application for Access to CMS Computer Systems (Form CMS-20037) (The same applicants submitting the
Form-745 must complete Form CMS-20037 and submit to CMS within 24 hours via an overnight courier, prior to award
and renew annually thereafter if applicable.)

Exhibit F: Data Use Agreement (DUA) (Form CMS-R-0235) (Contractor management must complete CMS-R-0235 and
submit it to CMS prior to award within 24 hours.

Exhibit G: Certificate of Data Destruction (Form CMS-10252) (Contractor must complete CMS-10252 at the expiration
of the DUA.)

Exhibit H: Secure One HHS, Information Security Program Rules of Behavior

NOTE: These forms are provided as attachments (PDF file). See below. A MS Word file will be sent with the GFM upon
award.

All contractor management and employees involved in this contract must read and sign this document. Signed copies of
this document for Gentran applicants and DUA applicants must be submitted to CMS immediately prior to award. Signed
copies for all other employees will be maintained by the contractor and furnished to the Government upon request.

The contractor must submit all completed and signed security forms (original signatures only, no photocopy or facsimile
signatures will be accepted) via an overnight courier to: CMMS, Attn: Keith Williams SL-14-149 (410-786-7855); 7500
Security Blvd, Baltimore, MD 21244, For delivery directly to Attn: Keith Williams SL-14-149 (410-786-7855); the
contractor is encouraged to use an overnight/express mail contractor as determined by CMMS.

GOVERNMENT TO FURNISH: Adobe Acrobat file (fonts included and color mode CMYK) for print files and an
MS Excel spreadsheet for the bulk shipments (See Attachment #1) will be e-mailed at time of award. A Gentran Mailbox
will be set up by CMMS to provide access to data files for the addresses for the self-mailer copies.


http://www.cms.hhs.gov/InformationSecurity/Dowloads/EUAaccessform.pdf
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ADDITIONAL INFORMATION:

- Contractor must have the ability to edit PDF files (when furnished by the Government).

- Contractor is not to request that electronic files provided be converted to a different format. If contractor wishes to
convert files to a different format, the final output must be of the same or higher quality and at no additional cost to the
Government.

- The contractor is cautioned that furnished fonts are the property of the Government and/or its originator. All furnished
fonts are to be eliminated from the contractor's archive immediately after completion of the contract.

- Identification markings such as register marks, commercial identification marks of any kind, etc., GPO imprint, form
number and revision date, carried in the electronic files, must not print on the finished product.

- Prior to image processing, the contractor shall perform a basic check (preflight) of the furnished media and publishing
files to assure correct output of the required reproduction image. Any errors, media damage or data corruption that might
interfere with proper file image processing must be reported to your contract administrator.

- The contractor shall create/alter any necessary trapping, set proper screen angles and screen frequency, and define file
output selection for the imaging device being utilized. Furnished files must be imaged as necessary to meet the assigned
quality level.

- When PostScript Files are not furnished - prior to making revisions, the contractor shall copy the furnished files and
make all changes to the copy.

STOCK/PAPER: The specifications of all paper furnished must be in accordance with those listed herein or listed for
the corresponding JCP Code numbers in the Government Paper Specification Standards, No. 13, dated September 2019.

Covers and divider page: JCP Code* K10, Index, White, Basis Size 25.5 X 30.5" Basis Weight 110 Ib.
Text: JCP Code* A60, Uncoated Text, White, Basis Size 25 X 38" Basis Weight 60 Ib.

INK: Four Color Process
MARGINS: Adequate gripper.

PROOFS: Contractor to submit one Press Quality PDF soft proof (for content only) using the same Raster Image
Processor (RIP) that will be used to produce the final printed product. PDF proofs will be evaluated for text flow, image
position, and color breaks. Proof will not be used for color match.

The proofs will be checked for quality and compliance with these specifications, approved or approved with comments
and the contractor will be notified within TWO (2) working day after receipt. If, in the opinion of the GPO and/or
Department, the proofs are not a true representation of the furnished copy or contain noticeable defects they will be
rejected must be corrected and reproofed at no additional expense to the Government. The schedule stated elsewhere in
these specifications CANNOT be extended to allow for such reproofing.

Email proofs to keith.williams@cms.hhs.gov; contractor must also copy contract administrator at
lhollingsworth@gpo.gov. GPO jacket number 441-052 must appear on all correspondence.

CONTRACTOR MUST NOT PRINT PRIOR TO RECEIVING AN "OK TO PRINT"

CONTRACTOR TO FURNISH: All materials and operations, other than those listed under "Government to
Furnish," necessary to produce the product(s) in accordance with these specifications.

BINDING: Suitably punch along the left 11" dimension and insert black plastic combs of suitable size and capacity to
ensure book lies flat when opened.

PACKING/LABELING: Mark shipping containers as follows:
ICN# 005269 and Pub# 10050-LE 09-26 on all carton labels

****Contractor must label all shipping packages with "Free Matter for the Blind". ****


mailto:keith.williams@cms.hhs.gov
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Contractor must package mailed quantity, in individual mailing containers, to ensure damage is not incurred during
mailing and to meet all USPS postal requirements for standard mail.

Shrink film wrap suitable.
Pack NTE 40 Ibs. per shipping container.

Pallets (required for motor freight shipments only): Pallets must be type III and must conform with Federal Specifications
NN-P-71C, and any amendments thereto except for dimensions and single center stringer. Full entry

MUST be on the 40" width. Receipt of incorrect pallets may result in a charge for each incorrect pallet which will be
assessed against the contractor. This charge will cover additional costs incurred by CMS to repalletize the shipment onto
correct pallets. Loaded pallets must be machine wrapped with shrinkable or stretchable plastic strong enough to retain
the integrity of the pallet during transportation and handling. Do NOT use metal strapping or pallet caps for securing
material on pallets. There must be no more than one partial pallet per destination.

SCHEDULE:
Award will be made and Purchase Order issued by September 4, 2026.
INDIVIDUAL SHIPMENTS: 9,573 single copies mail f.0.b. contractor's city on or before September 30, 2026.

BULK SHIPMENTS: Contractor to deliver 14,811 books to 406 locations in various quantities from a single copy to
3,800 copies from distribution list, plus 1 FDLP copy delivers f.o.b. destination on or before October 9, 2026.

DISTRIBUTION: f.0.b. destination and f.0.b. contractor's city/origin - See Below

All expenses incidental to picking up and returning materials and furnishing samples must be borne by the contractor.
Also, refer to Articles 5 and 6, Supplemental Specifications, GPO Contract Terms, Publication 310.2, revised January
2018.

Mail f.o0.b. contractor's city 9,573 individual copies in self-mailers using a contractor created "Free Matter for the Blind"
indicia. Contractor to create mailing indicia. Ensure positioning of address/permit info is in accordance with current
applicable postal regulations. Evidence of mailing must accompany the contractor's invoice for billing.

See MAIL PREPARATION and ADDRESS REQUIREMENTS below.

All shipments below are f.0.b. Destination. INCLUDE CHARGES FOR THESE DELIVERIES IN THE QUOTED
PRICE.

Deliver 14,811 copies to 406 destinations (includes 125 Departmental Random "Blue Label" Copies — Deliver to Line
#407 of distribution list. See attached distribution list (Attachment #1).

Note: For the "Blue Label" Copies -- A copy of the Government furnished certificate (GPO Form 917) must accompany
the voucher sent to GPO, Financial Management Service, for payment. Failure to furnish the certificate may result in
delay in processing the voucher. NOTE: Form is also available at https://www.gpo.gov/docs/default-source/forms-and-
standards-files-for-vendors/form917.pdf?sfvrsn=2

Deliver 2 copies via traceable means to: Centers for Medicare & Medicaid Services, Attn: Keith Williams SL-14-149,
(410-786-7855), 7500 Security Blvd., Baltimore, MD 21244,

Deliver 1 copy via traceable means to: BAC (C+1) 1523-01, to: US Government Publishing Office, Federal Depository
Library Program, Mail Stop: FDLP, 44 H St., NW, Loading Dock, Washington, DC 20401, Marked Item No. 0512-A-
39.


https://www.gpo.gov/docs/default-source/forms-and-standards-files-for-vendors/form917.pdf?sfvrsn=2
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ADDRESS REQUIREMENTS: Address placement, format, and fonts must be consistent with current U.S. Postal
Service (USPS) Address Quality Standards, and in accordance with appropriate USPS rules and regulations including
USPS Domestic Mail Manual (DMM) in effect at the time of mailing. The type font must be one of the USPS accepted
fonts.

MAIL PREPARATION: It is the contractor’s responsibility to keep up to date on all USPS requirements and current
DMM.

Using the CMS address information as provided, the contractor is required to obtain the maximum USPS postage
discounts possible. In compliance with USPS Mail Preparation & Sortation Regulations, all mail must be appropriately
marked and supported with the documentation necessary to ensure USPS acceptance.

Mailing Envelopes must be prepared and sealed in a manner that will ensure acceptance, security and safe delivery by
the U.S. Postal Service. Gather each piece and insert into mailing envelope, and seal. The contractor must provide all
mailing materials, as well as all labeling and marking, as necessary to fulfill mailing and distribution requirements.

Noncompliance with the packing and labeling instructions will be cause for the Government to take corrective action in
accordance with GPO Pub. 310.2.

Contractor must be able to read/print up to ten lines of address information and ensure all addresses can display address
format acceptable for USPS automation processing. Addresses for this mailing come from a government maintained file.
For this mailing, CMS will provide certificates indicating that within 95 days the addresses have been matched against
both the USPS required Coding Accuracy Support System (CASS) and National Change of Address (NCOA) software.

In the event the CASS and NCOA certification has expired, the contractor may be required to provide the certification
prior to mailing. Reimbursement for this service will be made via contract modification.

Contractor sponsored address data enhancements to secure postal discount MUST NOT negatively affect deliverability
and/or omit/change any required address field as provided by CMS address files.

COMPLIANCE REPORTING: Contractor must notify the ordering agency on the same day that the product
ships/delivers via e-mail to Keith Williams (keith.williams@cms.hhs.gov ) and compliance@gpo.gov. The subject line
of this message shall be "Distribution Notice for Jacket 441-052, Req 6-00099. The notice must provide all applicable
tracking numbers, shipping method, and title. Contractor must be able to provide copies of all delivery, mailing, and
shipping receipts upon agency request.

QUALITY ASSURANCE THROUGH ATTRIBUTES: The bidder agrees that any contract resulting from bidder’s offer
under these specifications shall be subject to the terms and conditions of GPO Pub. 310.1 “Quality AssuranceThrough
Attributes — Contract Terms” in effect on the date of issuance of the invitation for bid. GPO Pub 310.1 is available at
https://www.gpo.gov/docs/default-source/forms-and-standards-files-for-vendors/qatap-rev-09-19.pdf

LEVELS AND STANDARDS: The following levels and standards shall apply to these specifications:
Product Quality Levels:

(a) Printing (page related) Attributes — Level 111

(b) Finishing (item related) Attributes — Level I11

(¢) Inspection Levels (from ANSI/ASQC Z1.4):

(a) Non-destructive Tests - General Inspection Level 1.

(b) Destructive Tests - Special Inspection Level S-2.

Specified Standards: The specified standards for the attributes requiring them shall be:

Attribute Specified Specified Standard
P-7 Type Quality and Uniformity Ok’d proof/Furnished Electronic File
P-10. Process Color Match Furnished Electronic File


mailto:keith.williams@cms.hhs.gov
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OFFERS: Offers must include the cost of all materials and operations for the total quantity ordered in accordance with these
specifications. In addition, a price must be submitted for each additional 1,000 Books. The price of alditional quantities
must be based on a continuing run, exclusive of all basic or preliminary charges (but will include shipping), and will
NOT be a factor for determination of award.

PRE-AWARD SURVEY: In order to determine the responsibility of the prime contractor or any subcontractor, the
Government reserves the right to conduct an on-site pre-award survey at the contractor's/subcontractor's facility or to
require other evidence of technical, production, managerial, financial, and similar abilities to perform, prior to the
award of a contract. As part of the financial determination, the contractor in line for award may be required to provide one
or more of the following financial documents:

1) Mostrecent profit and loss statement

2)  Most recent balance sheet

3) Statement of cash flows

4)  Current official bank statement

5) Current lines of credit (with amounts available)
6) Letter of commitment from paper supplier(s)

7)  Letter of commitment from any subcontractor

The documents will be reviewed to validate that adequate financial resources are available to perform the contract
requirements. Documents submitted will be kept confidential and used only for the determination of responsibility by the
Government. Failure to provide the requested information in the time specified by the Government may result in the
Contracting Officer not having adequate information to reach an affirmative determination of responsibility.

PAYMENT: Submitting invoices for payment via the GPO fax gateway (if no samples are required) utilizing the GPO
barcode coversheet program application is the most efficient method of invoicing.

Instruction for using this method can be found at the following web address:
http://winapps.access.gpo.gov/fms/vouchers/barcode/instructions.html.

Invoices may also be mailed to: U.S. Government Publishing Office, Office of Financial Management, Attn:
Comptroller, Stop: FMCE, Washington, DC 20401. For more information about the billing process refer to the General
Information of the Office of Finance web page located at https:/www.gpo.gov/how-to-work-with-us/vendors/how-to-

get-paid .

BIDS: Bids must include the cost of all materials and operations for the total quantity ordered in accordance with these
specifications. In addition, a price must be submitted for each additional 1,000 copies. The price for additional quantities
must be based on a continuing run, exclusive of all basic or preliminary charges and will not be a factor for determination
of award.


http://winapps.access.gpo.gov/fms/vouchers/barcode/instructions.html
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CONTRACTOR:

SHIPMENT(S): Shipments will be made from: City , State

The city(ies) indicated above will be used for evaluation of transportation charges when shipment f.0.b. contractor’s city
is specified. If no shipping point is indicated above, it will be deemed that the bidder has selected the city and state shown
below in the address block, and the bid will be evaluated and the contract awarded on that basis. If shipment is not made
from evaluation point, the contractor will be responsible for any additional shipping costs incurred.

Jacket: 440-052 Bid Price $

Additional rate per 1,000 Books:

DISCOUNTS: Discounts are offered for payment as follows: Percent, calendar days. See
Article 12 “Discounts” of Solicitation Provisions in GPO Contract Terms (Publication 310.2).

BID ACCEPTANCE PERIOD: In compliance with the above, the undersigned agree, if this bid is accepted within
calendar days (60 calendar days unless a different period is inserted by the bidder) from the date
for receipt of bids, to furnish the specified items at the price set opposite each item, delivered at the designated
points(s), in exact accordance with specifications.

NOTE: Failure to provide a 60-day bid acceptance period may result in expiration of the bid prior to award.

AMENDMENT(S): Bidder hereby acknowledges amendment(s) number(ed)

BIDDER’S NAME AND SIGNATURE: Unless specific written exception is taken, the bidder, by signing and
submitting a bid, agrees with and accepts responsibility for all certifications and representations as required by the
solicitation and GPO Contract Terms - Publication 310.2. When responding by email, fill out and return one copy of Page
8, which includes “SCHEDULE OF PRICES,” including initialing/signing where indicated. Valid electronic
signatures will be accepted in accordance with the Uniform Electronic Transactions Act, §2. Electronic signatures
must be verifiable of the person authorized by the company to sign bids. Failure to sign the signature block below may
result in the bid being declared non-responsive.

(Contractor Name) (GPO Contractor’s Code)

(Street Address)

(City — State — Zip Code)

By
(Printed Name, Signature, and Title of Person Authorized to Sign this Bid) (Date)
(Person to be Contacted) (Telephone Number) (Email)

Certified by: Contracting Officer:
(Initials and Date) (Initials and Date)




Attachment 1 - Bulk Distribution f.0.b. Destination

Qty Company Name Address1 Address2 City State | Zip
1 HHS ACL 10003 Columbine St Great Falls VA 22066
Columbia/Boone Co Public Health &
1 Human 1005 W Worley St Columbia MO 65203
1 San Juan Island Library 1010 Guard St Friday Harbor WA 98250
1 Linn County Public Health 1020 6th St SE Cedar Rapids 1A 52401
1 Senior Health Resource Center 1035 Kiska St NW Albuquerque NM 87120
1 Department of Human Services 1087 Hill St SE Atlanta GA 30315
1 Salem County Office on Aging 110 5th St Ste 900 Salem NJ 08079
Absentee Shawnee Tribal Health
1 System 1106 Ariana St Shawnee OK 74804
1 Columbia County ADRC 111 E Mullett St Portage WI 53901
1 Putnam County Sr Citizens Org 116 S 17th St Unionville MO 63565
1 Agency on Aging of South Central CT 117 Washington Ave Ste 17 North Haven CT 06473
1 MediLodge of Holland 1221 E 16th St Holland MI 49423
SUITE 316,
STOP
1 INTERNAL REVENUE SERVICE 129411 - 45 NORTH 6683HNW HOUSTON X 77060
1 South Central Adult Services 139 2nd Ave SE Valley City ND 58072
1398 Carrollton
1 Piedmont Triad Regional Council AAA Crossing Dr Kernersville NC 27284
1 Council on Aging 1401 Skyway Dr Monroe NC 28110
1 Piedmont Senior Resources 1413 S Main St Farmville VA 23901
1 Social Security Administration 150 N Jebavy Dr Ludington Mi 49431
1 Office of the Insurance Commissioner 1501 Market St Ste 300 Tacoma WA 98402
1 FMC of Clarksburg 16 Sterling Dr Ste 101 Bridgeport wv 26330
Port Jefferson
1 Comsewogue Public Library 170 Terryville Rd Station NY 11776
1 Washington State DSHS BHA 1709 Butler Ct NW Olympia WA 98502
1 SEARCH Homeless Services 1712 Pease St Houston X 77003
1 CHAJ/CA Senior Medicare Patrol 1731 Maclane Ct Rosenberg X 77469
Round Lake
1 Hillcrest Nursing Center 1740 Circuit Dr Beach IL 60073
Colorado East Community Action
1 Agency a 183 E Ave Limon CO 80828
1 SHIP volunteer 19 Parkside Dr Providence RI 02910
1 Genesee County Office for the Aging 2 Bank St Batavia NY 14020
1 Givens Highland Farms 200 Tabernacle Rd Black Mountain NC 28711
1 RAMON INS LLC 2000 Barrancas Ave Pensacola FL 32502
1 The Village at Summerville 201 W 9th North St Ofc 140 Summerville SC 29483
1 Multnomah County SHIBA 209 SW 4th Ave Ste 510 Portland OR 97204
1 Futures Unlimited LC 210 E Torrance Ave Pontiac IL 61764
1 Pottsville Free Public Library 215 W Market St Pottsville PA 17901
1 Sumner Board for Senior Services 217 W 8th St Ste 1 Wellington KS 67152
1 Genesee Health Plan 2171 S Linden Rd Flint Ml 48532
SULLIVAN COUNTY COMMUNITY
1 HOSPITAL (1497 2200 N Section St Sullivan IN 47882
1 Platteville Public Library 225 W Main St Platteville Wi 53818
Lutheran Senior Services Rose Hill
1 House 225 W Rose Hill Ave Kirkwood MO 63122
1 Bellmore Memorial Library 2288 Bedford Ave Bellmore NY 11710
1 SHIP2 2526 Stardust Valley Dr Henderson NV 89044
1 Public Library for Union County 255 Reitz Blvd Lewisburg PA 17837
Connect Church Atlanta /
1 Connectsportsat 2631 Brickell Sq Atlanta GA 30341




1 SMP 2646 Tulip Ln Vinton VA 24179
1 CA Dept of Aging 2880 Gateway Oaks Dr | Ste 200 Sacramento CA 95833
1 Roanoke Public Library 314 N Main St Ste 120 Roanoke IN 46783
1 Social Security Administration 354 E Federal St Youngstown OH 44503
1 CMC Division of Aging and Disability 3801 Route 9 S Ste 4 Rio Grande NJ 08242
1 Carteret County Aging Services 3820 Galantis Dr Morehead City NC 28557
1 Woodbridge Human Services 4 Meetinghouse Ln Woodbridge CT 06525
Minnesota Braille and Talking Book
1 Libra 400 Stinson Blvd Minneapolis MN 55413
1 IRS 400 Tradecenter Ste 3890 Woburn MA 01801
1 Senior PharmAssist 406 Rigsbee Ave Ste 201 Durham NC 27701
Western Montana Area 6 Agency on
1 Aging 417 Mineral Ave Ste 8B Libby MT 59923
1 OPPORTUNITIES FOR ACCESS 4206 Williamson PI Ste 3 Mount Vernon IL 62864
1 Dauphin County Library System 4501 Ethel St Harrisburg PA 17109
1 Village of Mount Prospect 50 S Emerson St Mount Prospect IL 60056
UP Health Systems - Portage Dialysis
1 Cen 500 Campus Dr Hancock Mi 49930
1 DC Department of Aging 500 K St NE Washington DC 20002
1 Charlotte Mecklenburg Library 510 Stitt Rd Charlotte NC 28213
1 Norwood Public Library 513 Welcome Ave Norwood PA 19074
Washington County Commission on
1 Aging 535 E Franklin St Hagerstown MD 21740
1 Henry Waldinger Memorial Library 60 Verona PI Valley Stream NY 11580
1 Thresholds 616 S Il Route 31 Ste A McHenry IL 60050
1 Camas Public Library 625 NE 4th Ave Camas WA 98607
1 Warrenton Manor 65 Highway AA Wright City MO 63390
1 Leavenworth County Council on Aging | 711 Marshall St Ste 100 Leavenworth KS 66048
74-5044 Ane
1 Hawaii County Office of Aging Keohokalole Hwy Bldg B Kailua Kona HI 96740
1 Mountain Projects, Inc 750 Penland Rd Brasstown NC 28902
1 NVHC- 762 14th St Elko NV 89801
Korean Community Service Center of 847 Quince Orchard
1 Great Blvd Ste J Gaithersburg MD 20878
1 Oyster Bay Public Library 89 E Main St Oyster Bay NY 11771
1 Social Security Administration 9031 Cross Park Dr Knoxville TN 37923
Side
1 ADRC of Door County 914 N 14th Ave ENTRANCE | Sturgeon Bay WI 54235
1 washington county middle school 9449 Nc Highway 99 N Pantego NC 27860
2 Ypsilanti Senior Center 1015 N Congress St Ypsilanti Mi 48197
2 CRHPC 103 Commerce St Carmi IL 62821
Putnam County Office for Senior
2 Resource 110 Old Route 6 Bldg 3 Carmel NY 10512
2 AGING CARE CONNECTIONS 111 W Harris Ave La Grange IL 60525
2 HHS-CMS 1110 N Lombard Ave Oak Park IL 60302
2 SEKAAA 1225 130th Rd Yates Center KS 66783
1333 Brewery Park
2 Detroit Area Agency on Aging Blvd Ste 200 Detroit Mi 48207
Community & Senior Services of
2 Johnston 1363 W Market St Smithfield NC 27577
1386 Northern Heights
2 ODVA Loop NE Keizer OR 97303
2 Rocky's Agency on Aging 1398 Warehouse Ave Helena MT 59601
2 Aids Project of the Ozarks-APO 1636 S Glenstone Ave Ste 100 Springfield MO 65804




2 Disability Network Eastern Michigan 1709 John R Rd Troy Ml 48083
AGING & DISABILITY RESOURCE
2 CENTER OF TR 18600 Hobson St Whitehall Wi 54773
Area Agency on Aging & Disabilities of
2 S 201 NE 73rd St Vancouver WA 98665
2 Arrowhead Area Agency on Aging 221 W 1st St Duluth MN 55802
2 Railroad Retirement Board 233 Cumberland Bnd Ste 104 Nashville TN 37228
North East Michigan Community
2 Service Ag 258 E Ontario St Rogers City Ml 49779
2 Access Independence 300 Long Beach Blvd Ste 1 Stratford CT 06615
2 Social Security Administration 320 W Pike St Ste 100 Clarksburg wv 26301
Oswegoland Senior & Community
2 Center 3525 US Highway 34 Oswego IL 60543
2 Access to Healthcare Network 4001 S Virginia St Ste F Reno NV 89502
402 Court House
2 ADRC of Vernon County Square St Virogua WI 54665
2 Lafourche Council on Aging 4314 Hwy 1 South Raceland LA 70394
458 Ponce De Leon
2 Hope Atlanta Ave NE Bldg B Atlanta GA 30308
2 Onslow County Senior Services 4955 Richlands Hwy Jacksonville NC 28540
Ks Department for Aging & Disability
2 Srv 503 S Kansas Ave Topeka KS 66603
2 State of Michigan - DIFS 530 W Allegan St 7th FI Lansing Ml 48933
2 Social Security Administration 550 Government St Ste 100 Mobile AL 36602
2 Johnson County SHICK 7315 Woodson St Overland Park KS 66204
Schuyler County Aging & Disability
2 Resou 840 W Wilson St Rushville IL 62681
2 Eastern State Hospital 850 W Maple St Medical Lake WA 99022
2 CCACC Health Center 9298 Gaither Rd Gaithersburg MD 20877
2 ADRC of the Wolf River Region W7327 Anderson Ave Shawano Wi 54166
3 Independence Health System, Inc 1100 Bruce St Perryville MO 63775
East Central Kansas Area Agency on
3 Aging 117 S Main St Ottawa KS 66067
3 SHIBA 1400 Queen Ave SE Albany OR 97322
3 SSA 15375 W 95th St Lenexa KS 66219
3 K-State Extension Shawnee County 1740 SW Western Ave Topeka KS 66604
3 SHIP 1780 McKibben St Wabash IN 46992
3 Neill Public Library 210 N Grand Ave Pullman WA 99163
3 SSA 221 W 5th St Lorain OH 44052
3 IVEDC 320 5th St Carrollton IL 62016
3 Social Security Administration 3809 Broadway Everett WA 98201
3 Upper Shore Aging,Inc 403 S 7th St Ste 127 Denton MD 21629
Louisiana Consumer Healthcare
3 Coalition 439 Broussard St Breaux Bridge LA 70517
Washington County Disability, Aging, & | 5240 NE Elam Young Ste
3 V Pkwy 300MS44 Hillsboro OR 97124
3 Age Central 700 Hamilton Blvd Peoria IL 61603
3 Liberty Lutheran 7002 W Butler Pike Ste 200 Ambler PA 19002
3 Swan 832 W North Ave Ste B Flora IL 62839
3 IHS- Northern Navajo Medical Center US-491 North Shiprock NM 87420
4 Cherokee Nation Health Services 101 S Moore Ave Claremore OK 74017
4 Bloomer Public Library 1519 17th Ave Bloomer WI 54724
Monroe
Senior
4 Town of Monroe 235 Cutlers Farm Rd Center Monroe CT 06468
4 Cornerstone Wesleyan Church 305 W lllinois St Oblong IL 62449




4 Marshall County Council on Aging 3550 Creek Path Rd Guntersville AL 35976
Muscogee Creek Nation Social
4 Security As 3551 N Industrial Dr Okmulgee OK 74447
4 Aging and Disability Resource Center 603 Pine St Elko NV 89801
4 Chelsea Hospital 775 S Main St Chelsea Mi 48118
5 Tri-Valley Inc 10 Mill St Dudley MA 01571
5 RRB 1000 Liberty Ave Rm 1511 Pittsburgh PA 15222
5 Roscommon COA 1015 Short Dr Ste A Prudenville Ml 48651
1075 S Brannon Stand
5 SARCOA Rd Dothan AL 36305
5 MCOP 1140 S Telegraph Rd Monroe Ml 48161
1149 Robert T Longway
5 Social Security Blvd Flint Mi 48503
5 Social Security Adminisration 1480 W Campbell Ave Campbell CA 95008
5 ADRC of Jefferson County 1541 Annex Rd Jefferson WI 53549
5 BRAG 170 N Main St Ste 200 Logan uTt 84321
5 ISLAND PARK PUBLIC LIBRARY 176 Long Beach Rd Island Park NY 11558
5 Kalama Public Library 195 N 1st St. Kalama WA 98625
5 Brown County Public Library 205 Locust Ln Nashville IN 47448
5 Clackamas County Social Services 2051 Kaen Rd Rm 135 Oregon City OR 97045
5 Calumet County ADRC 206 Court St Chilton Wi 53014
5 North Central- Flint Hills Area Agency o | 221 W Logan Ave Emporia KS 66801
5 VNA Community Services 2262 Grand Ave Ste 100 Galesburg IL 61401
5 Skylands RSVP of NORWESCAP 23 Clyde Potts Dr Ste 204 Morristown NJ 07960
5 GECAC Union City Senior Center 27 Johnson St Union City PA 16438
5 Yuma County Library District 2951 S 21st DR Yuma AZ 85364
5 US Railroad Retirement Board 31 Hopkins Plz Ste 820B Baltimore MD 21201
5 Social Security Administration 3165 Williams Blvd SW Cedar Rapids IA 52404
ServiceLink Resource Center of
5 Sullivan 33 Arbor Way Charlestown NH 03603
5 Legal Assistance for Seniors 333 Hegenberger Rd Ste 850 Oakland CA 94621
5 Area 1 Agency on AGency 333 J St Eureka CA 95501
5 United Way Area Agency on Aging 3600 8th Ave S Birmingham AL 35222
5 Chatham County Aging Services 365 Nc Highway 87 N Pittsboro NC 27312
5 oIC 3708 W Clearwater Ave | Lot 10 Kennewick WA 99336
5 cherokee nation 395200 W 2900 Rd Ochelata OK 74051
5 Catawba County Council On Aging Inc | 400 17th St SW Hickory NC 28602
5 Crawford County Commission on Aging | 4388 W M 72 Hwy Grayling Ml 49738
5 Alexandria Burke Branch Library 4701 Seminary Rd Alexandria VA 22304
5 Social Security Admin 501 E Bender Blvd Hobbs NM 88240
5 Mesa County Public Health 51029 1/2 Rd Grand Jct CO 81504
5 Taylor County Senior Citizens, Inc. 52 Trap Springs Rd Grafton wv 26354
543 Eastsound Shores
5 SHIBA Rd Eastsound WA 98245
5 Olliver Langhorst Senior Apartments 5800 Arsenal St Saint Louis MO 63139
Catholic Housing and Community
5 Services 59 Nearwood Ln Levittown PA 19054
5 Novitas Solutions 5958 Fm 1753 Denison X 75021
Area Agency on Aging of Southwest
5 Arkans 600 Lelia Magnolia AR 71753
600 Sgt Ed Holcomb
5 a74 Bivd N Conroe X 77304
6002 Estate Diamond
5 Legal Services of the Virgin Islands, In Ruby Suite 7 Christiansted VI 00820
5 CMS 61 Forsyth St SW Ste 4720 Atlanta GA 30303




5 Malverne Public Library 61 Saint Thomas PI Malverne NY 11565
North Central Texas Council of

5 Governmen 616 Six Flags Dr Ste 200 Arlington X 76011

5 Tapestry Charter School 65 Great Arrow Ave Buffalo NY 14216

5 Town of Roxbury CT 7 South St Roxbury CT 06783
Area Agency on Aging & Disabilities of

5 S 760 Ocean Beach Hwy | Ste G Longview WA 98632
CEFS Economic Opportunity

5 Corporation 835 W North Ave Flora IL 62839
County of Warren Division of Aging and

6 D 1 Shotwell Dr Belvidere NJ 07823

6 Hanul Family Alliance 1166 S Elmhurst Rd Mount Prospect IL 60056

6 Perry County District Library 117 S Jackson St New Lexington OH 43764

7 Railroad Retirement Board 844 N Rush St Chicago IL 60611

8 F.O. 251 10000 Magnolia Ave Riverside CA 92503

8 Legal Aid Services of OK.,, Inc. 402 E Duke St Hugo OK 74743
Warren County-Vicksburg Public

8 Library 700 Veto St Vicksburg MS 39180

9 Santa Clara County Library District 1370 Dell Ave Campbell CA 95008
Somerset County Library System of

10 NJ- Mo 100 Community Dr Skillman NJ 08558

10 SSA EHT NJ 1046 Route 47 S Rio Grande NJ 08242

10 Social Security Administration 109 Cypress Cors Milledgeville GA 31061

11021 E County Road

10 Coles County Council on Aging, Inc. 800N Charleston IL 61920

10 SHICK counselor 11204 Rosewood St Leawood KS 66211
Prairie Band Potawatomi Nation Health

10 Ce 11400 158th Rd Mayetta KS 66509

10 K-State Research & Extension 118 E Washington Ave Medicine Lodge KS 67104
Johnson County Aging and Human

10 Services 11811 S Sunset Dr Ste 1300 Olathe KS 66061

10 Rep Dan Meuser 121 Progress Ave Ste 110 Pottsville PA 17901

10 Lutheran Senior Services 122 Jenners Pond Rd West Grove PA 19390

10 U.S. Railroad Retirement Board 1301 Clay St Ste 110 Oakland CA 94612

10 High Country Volunteers 1402 Blake Ave Glenwood Springs | CO 81601

10 CMS 15 New Sudbury St Ste 2325 Boston MA 02203

10 CCSI Case Coordination, LLC 1512 W Reynolds St Ste B Pontiac IL 61764

10 SSA 1561 Dousman St Green Bay WI 54303

10 SSA 1610 SW Lee Bivd Lawton OK 73501

10 Region VIl Area Agency on Aging 1615 S Euclid Ave Bay City Mi 48706

10 Heritage Health Care 1630 W 2nd St Chanute KS 66720
Perkins Braille and Talking Book

10 Library 175 North Beacon St Watertown MA 02472

10 Ashe Services for Aging, Inc 180 Chattyrob Ln West Jefferson NC 28694
The Associated Management

10 Company) 180 S Colony Dr Saginaw Mi 48638

185 Harry S Truman

10 SSA ANNAPOLIS,MD Pkwy Ste 114 Annapolis MD 21401
New York City Department for the

10 Aging 2 Lafayette St Fl 16 New York NY 10007

10 Dept of Insurance- SHIBA 2005 N Ironwood Pkwy | Ste 143 Coeur D Alene ID 83814

10 Action for Eastern Montana 2030 N Merrill Ave Glendive MT 59330
Department of Aging and Human 21905 Chancellors Run

10 Services Rd Great Mills MD 20634

10 BALDWIN PUBLIC LIBRARY 2385 Grand Ave Baldwin NY 11510

10 Alliance on Aging 247 Main St Salinas CA 93901

10 Social Security Administration 2501 Grand Concourse | Frnt 2 Bronx NY 10468




SOCIAL SECURITY

10 ADMINISTRATION 2608 S 47th St Ste A Tacoma WA 98409
10 Wayne Township Senior Center 27W031 North Ave West Chicago IL 60185
10 Social Security Administration 301 9th St Ste 301 Huntington wWv 25701
10 Social Security Administration 303 Cayuga Ave Altoona PA 16602
10 Key Management/Lane Apartments 303 E Hickory St Neosho MO 64850
10 Carolina Family Health Center 303 Green StE Wilson NC 27893
10 US House of Representatives 33 E Broadway Ave Ste 251 Meridian ID 83642
City of Madison - Madison Senior
10 Center 330 W Mifflin St Madison Wi 53703
10 Missoula Aging Services 337 Stephens Ave Missoula MT 59801
3444 Mercerville
10 SHIP - DoAS Quakerbridge Rd Bldg 12 Trenton NJ 08619
10 Aging and Disability Resource Unit 401 Hungerford Dr 3rd Fl Rockville MD 20850
10 Lowe & Andya Medical Assoc 402 S Auburn St Grass Valley CA 95945
LA SED Social Services for the
10 community 4138 W Vernor Hwy Detroit Ml 48209
10 U.S. Railroad Retirement Board 421 Gold Ave SW Rm 304 Albuquerque NM 87102
10 Western CT Area Agency on Aging 432 Oak Ave Cheshire CT 06410
10 Center for Health Care Rights 4601 Wilshire Blvd Ste 160 Los Angeles CA 90010
Harris County Aging & Disability
10 Resourc 4802 Lockwood Dr Houston > 77026
10 Lutheran Family Services 4900 Gravois Rd St. Louis MO 63116
10 SHIIP 507 John Baker Rd Crumpler NC 28617
10 Frisbie Senior Center 52 E Northwest Hwy Des Plaines IL 60016
10 Central Coast Comm for Sr Citizens 528 S Broadway Santa Maria CA 93454
10 Social Security Administration 60 Jefferson St Ste 4 Monticello NY 12701
10 Meridian Group Inc 607 N High St Apt 119 Chippewa Falls WI 54729
10 Shawnee Health/Alliance 6355 Brandhorst Rd Carterville IL 62918
10 CRIS Healthy Aging 636 Saint Andrews Cir Rantoul IL 61866
10 41st Street Family Care Center 6408 Fegenbush Ln Louisville KY 40228
10 Fraim Center for Active Adults 669 S Union St Wilmington DE 19805
10 KCSC 700 Buckingham Dr Silver Spring MD 20901
10 Area Agency on Aging 701 Northpoint Pkwy Ste 130 West Palm Beach | FL 33407
10 Assiniboine & Sioux Tribes 708 2nd Avenue West Poplar MT 59255
10 California Health Advocates 800 Sunrise Ave Ste F Roseville CA 95661
10 Rock River Center 810 S 10th St Oregon IL 61061
10 Otoe-Missouria Tribe 8151 Highway 177 Red Rock OK 74651
10 Railroad Retirement Board 858 S Oak Park Rd Ste 102 Covina CA 91724
10 Christian Community Health Center 9400 S Cicero Ave Fl 2 Oak Lawn IL 60453
Jct US Hwy 160 &
10 Four Corner Regional Health Center Navajo Route 35 Red Mesa AZ 86514
12 Bayville Free Library 34 School St Bayville NY 11709
SOCIAL SECURITY
12 ADMINISTRATION 4321 Lorain Ave Ste B Cleveland OH 44113
12 SHIIP 590 Medical Park Dr Marshall NC 28753
15 Carnegie Library of Pittsburgh 1201 Woods Run Ave Pittsburgh PA 15212
15 Moneta-SML Library 13641 Moneta Rd Moneta VA 24121
Department of Health in Suwannee
15 County 140 SW Virginia Cir Mayo FL 32066
15 Lisle Park District 1925 Ohio St Lisle IL 60532
15 Southern Maine Agency on Aging 30 Barra Rd Biddeford ME 04005
BCHD-Division on Aging and CARE
15 Services 417 E Fayette St 6th FI Baltimore MD 21202
15 Sen. Peters 477 Michigan Ave Ste 1837 Detroit Mi 48226




15 Smithfields Branch Library 5200 Milford Rd East Stroudsburg | PA 18302
15 Mid-Continent Public Library 8815 NW Highway 45 Parkville MO 64152
18 OYATE HEALTH CENTER 2611 Elderberry Bivd Rapid City SD 57703
20 Fountain of Life Inc 10101 England Dr Overland Park KS 66212
20 ALTCEW 1313 N Atlantic St Ste 3000 Spokane WA 99201
Egg Harbor
20 SSA EHT NJ 1350 Doughty Rd Township NJ 08234
20 Social Security Administration 1363 Wellness Dr Marion OH 43302
20 Social Security 150 E B St Rm 1008 Casper WY 82601
20 Bensenville Library 200 S Church Rd Bensenville IL 60106
655060042 - SOCIAL SECURITY
20 ADMINISTRATI 2049 Hamilton Bivd South Boston VA 24592
20 Fords Branch Library 211 Ford Ave Fords NJ 08863
20 Toiyabe Indian Health Project 250 N See Vee Ln Bishop CA 93514
20 Gary Byker Library of Hudsonville 3338 Van Buren St Hudsonville Mi 49426
20 Lawndale Christian Health Center 3860 W Ogden Ave Chicago IL 60623
20 Southern Indian Health Council, Inc 4058 Willows Rd Alpine CA 91901
20 Ever True-Anywhere Care 4682 Labadie Ave Saint Louis MO 63115
Extension Library District of Huron
20 Coun 6 W Emerald St Willard OH 44890
20 MCHD 60 Easter Ave Weaverville CA 96093
20 Mid-Continent Public Library 6060 N Chestnut Ave Gladstone MO 64119
20 Social Security 6553 Winford Ave Hamilton OH 45011
9594 Mickelberry RD
20 Social Security Administration NW Silverdale WA 98383
25 Port Orange Library 1005 City Center Cir Port Orange FL 32129
Monmouth
25 South Brunswick Public Library 110 Kingston Ln Junction NJ 08852
25 UCDD/AAAD/SHIP/SMP 1104 England Dr Cookeville TN 38501
25 JoRileys 1135 Hadley Ave N Apt 218 Oakdale MN 55128
25 Social Security Adm 125 Brett Chase Paducah KY 42003
25 division of aging services 12D Quakerbridge Plz Rm D08 Mercerville NJ 08619
Hillside Public Library of New Hyde
25 Park 155 Lakeville Rd New Hyde Park NY 11040
25 Commack Public Library 18 Hauppauge Rd Commack NY 11725
District Office of US Congressman
25 Mike Q 1925 N Clybourn Ave Ste 402 Chicago IL 60614
25 Village of Glendale Heights 260 Civic Center Plaza Glendale Heights IL 60139
25 Area Agency on Aging for Lincolnland 2731 S Macarthur Blivd Ste 100 Springfield IL 62704
25 Northwest Regional Council 301 Valley Mall Way Ste 100 Mount Vernon WA 98273
Attn
Stafford Co Public Schools a public Finance
25 scho 31 Stafford Ave Benefits Stafford VA 22554
25 Social Security Administration 3215 Highway 77 Panama City FL 32405
3815 W Saint Joseph
25 Elder Law of Michigan, Inc St Ste C200 Lansing Mi 48917
25 Albany County Department for Aging 420 Western Ave Albany NY 12203
Area Agency on Aging of Broward
25 County 5300 N Hiatus Rd Sunrise FL 33351
ST LOUIS COUNTY DEPT OF PUBLIC
25 HEALTH 6121 N Hanley Rd Berkeley MO 63134
7012 W Hillsborough
25 Social Security Administration Ave Tampa FL 33634
25 Calcasieu Council on Aging 830 Hodges St Lake Charles LA 70601
30 PARKER I.H.S. 12033 Agency road Parker AZ 85344
30 United Way 201 N Rupert St Ste 107 Fort Worth X 76107
30 NY State Assembly, District 94 3 Starr Ridge Rd Ste 204 Brewster NY 10509




3950 Gerstner

30 Calcasieu Council on Aging Memorial Blvd Lake Charles LA 70607
Tennessee Commission on Aging and 500 James Robertson
30 Disabi Pkwy 2nd FI Nashville TN 37243
30 Social Security Administration 550 Main St Ste 2000 Cincinnati OH 45202
30 Lutheran Senior Services 8520 Mackenzie Rd Affton MO 63123
40 Ingalls Memorial Hospital Senior Life 1 Ingalls Dr Harvey IL 60426
40 Klamath Eye Center 2640 Biehn St Ste 3 Klamath Falls OR 97601
40 Shiawassee Council On Aging 300 N Washington St Owosso Mi 48867
300 Ridge Medical
40 Edgefield County HealthCare Plaza Rd Edgefield SC 29824
40 Howell Carnegie District Library 314 W Grand River Ave Howell Ml 48843
50 Levittown Public Library 1 Bluegrass Ln Levittown NY 11756
50 Social Security Administration 100 Independence Dr Ste 4 Hyannis MA 02601
50 Leyden Family Service 10015 Grand Ave Franklin Park IL 60131
50 Radnor Memorial Library 114 W. Wayne Avenue Wayne PA 19087
50 CMS 1301 Young St Ste 106-900 | Dallas X 75202
50 Social Security Administration 1441 South Ave Ste 100 Staten Island NY 10314
50 Senior Community Services 1515 Lansdowne Ave 2nd FI Darby PA 19023
50 senior center 185 W Fort Hill Rd Robbinsville NC 28771
50 Social Security Adm 2380 Garden Way Hermitage PA 16148
50 DC Department of Aging 250 E St SW 6th FI Washington DC 20024
St. Mary's County Department of Aging
50 & 29655 Charlotte Hall Rd Charlotte Hall MD 20622
3019 County Complex
50 Ontario County Office For the Aging Dr Canandaigua NY 14424
50 Wantagh Public Library REFERENCE 3285 Park Ave Wantagh NY 11793
50 Mental Health Association 3303 N Jackson St Wichita KS 67204
50 Access 3320 S Loop 256 Palestine X 75801
50 Social Security Administration 3715 Towne Blvd Franklin OH 45005
50 EBMUD 375 11th St Ms 601 Oakland CA 94607
50 Social Security Administration 411 W Garden St Pensacola FL 32502
50 Social Security Administration 417 Spanish Town Blvd New lberia LA 70560
50 Onondaga County Office for Aging 421 Montgomery St 10th FI Syracuse NY 13202
Mansfield Richland County Public
50 Library 43 W 3rd St Mansfield OH 44902
50 Johns Hopkins Community Physicians 4924 Campbell Bivd Ste 200 Nottingham MD 21236
50 Social Security Administration 55 W Jackson St Painesville OH 44077
Jefferson County Library - Northwest
50 Bra 5680 State Road Pp High Ridge MO 63049
50 Social Security Administration 5700 Beckley Rd Ste D1 Battle Creek Ml 49015
50 PA House of Representatives 605 E Chester Pike Ridley Park PA 19078
50 Baltimore county 611 Central Ave Towson MD 21204
50 Idaho Department of Insurance 700 W State St 3rd FI Boise ID 83702
50 Attleboro Public Library 74 N Main St Attleboro MA 02703
50 Prince George's County Government 9187 Central Ave Capitol Heights MD 20743
60 US House of Representatives 282 W King St Abbottstown PA 17301
60 Suncoast Community Health Centers 3624 Causeway Blvd Tampa FL 33619
70 Meridian Group 230 W Commerce St Mineral Point WI 53565
70 Ever True 5500 Maple Ave Saint Louis MO 63112
75 Woodbridge Public Library 1 G Frederick Plz Woodbridge NJ 07095
75 Scott County Library 1615 Weston Ct Shakopee MN 55379
75 New Port Richey Public Library 5939 Main St New Port Richey FL 34652
75 Niles-Maine District Library 6960 W Oakton St Niles IL 60714




75 Social Security Administration 808 S Lake St Gary IN 46403
80 Pasco County Library System 15840 Greenglen Ln Spring Hill FL 34610
80 City of Grand Prairie 901 Conover Dr Grand Prairie > 75051
85 CMS 26 Federal Plz Fl 18 New York NY 10278
100 Arkansas Insurance Department 1 Commerce Way Little Rock AR 72202
100 Seattle Public Library 1000 4th Ave Seattle WA 98104
1002 North
100 Eastern Monroe Public Library 1002 N 9th St Ninth Street | Stroudsburg PA 18360
1005 Factory Outlet
100 Social Security Administration Bivd West Frankfort IL 62896
100 Congressman Elijah Cummings 1010 Park Ave Ste 105 Baltimore MD 21201
Queen Anne's County Area Agency on
100 Aging 104 Powell St Centreville MD 21617
100 Social Security Administration 1050 Hospital Dr Batavia OH 45103
100 Crown Point Community Library 122 N Main St Crown Point IN 46307
Central Rappahannock Regional
100 Library 125 Olde Greenwich Dr | Ste 180 Fredericksburg VA 22408
RSVP/ PA MEDI of Westmoreland
100 County 145 Pavilion Ln Youngwood PA 15697
City of Longview - Longview Public
100 Libra 1600 Louisiana St Longview WA 98632
1600 Sleater Kinney Rd
100 Panorama SE Lacey WA 98503
100 Lenawee Medical Care Facility 200 Sand Creek Hwy Adrian Mi 49221
100 Clay County P 2054 Plainfield Ave Orange Park FL 32073
100 Arkansas Hospice 222 John Babish Ln Russellville AR 72801
100 Legal Aid of NC 229 Bridford Downs Dr Greensboro NC 27407
Community Choice dba Action Health
100 Partn 230 Grant Rd Ste A25 East Wenatchee WA 98802
Palm Beach Accountable Organization,
100 LLC 2326 S Congress Ave Ste 2F West Palm Beach | FL 33406
100 Social Security Administration 250 W Cherry St Carbondale IL 62901
100 University of Wyoming 2524 Dover Dr Laramie Wy 82072
100 Ageways Nonprofit Senior Servces 31700 Middlebelt Rd Ste 140 Farmington Hills Ml 48334
100 Metrocare 3242 Remond Dr Dallas X 75211
100 Social Security Administration 3300 Watters Rd Pasadena X 77504
100 Edward King House Senior Center 35 King St Newport RI 02840
West Central Texas Council of
100 Government 3702 Loop 322 Abilene X 79602
100 Social Security Administration 4 Academy St Poughkeepsie NY 12601
100 Upper Shore Aging 400 Brookletts Ave Easton MD 21601
100 Area Agency on Aging 402 W Canfield Ave Ste 1 Coeur D Alene ID 83815
100 evertrue 4115 McPherson Ave Ofc Saint Louis MO 63108
100 USHOR - MP00 King-Hinds 425 Cannon Hob Washington DC 20515
100 SSA 4375 Hoover Ave Dayton OH 45417
100 M4A-SHIP-Lateshia Davidson 4804 Highway 25 Montevallo AL 35115
100 SSA 4849 N Milwaukee Ave | Ste 600 Chicago IL 60630
100 BCLS 500 Center Ave Bay City Mi 48708
100 Social Security Administration 500 N Orange Ave Ste 4101 Orlando FL 32801
Northwest Florida Area Agency of 5090 Commerce Park
100 Aging Cir Pensacola FL 32505
100 Elderly Services of Marinette County 516 N US Highway 141 Crivitz WI 54114
100 congresswoman Delia C Ramirez 5624 W Diversey Ave Chicago IL 60639
NWRC Northwest Regional Council
100 Area Age 600 Lakeway Dr Bellingham WA 98225




100 HealthNet Gaston 613 E Franklin Blvd Gastonia NC 28054
100 Grand Prairie Public Library System 760 Bardin Rd Grand Prairie > 75052
100 Social Security Administration 801 Clematis St Ste 2 West Palm Beach | FL 33401
100 Social Security Administration 8208 9th Ave Port Arthur X 77642
100 social security administration 830 Delsea Dr N Glassboro NJ 08028
100 Big Sky Senior Services 935 Lake Elmo Dr Ste A Billings MT 59105
1,500 United Systems of Arkansas, Inc 4949 W Bethany Rd North Little Rock AR 72117
7500 Security 21244-
3,800 | CMS Boulevard Baltimore MD 1850

14,811




Exhibit A
CMS CLAUSE 11: CMS INFORMATION SECURITY
PAGE 1 OF 2

CMS Clause-11
CMS Information Security
Date: April 2008
Page 10of2

This clause applies to all organizations which possess or use Federal information, or which operate, use
or have access to Federal information systems (whether automated or manual), on behalf of CMS.

The central tenet of the CMS Information Security (IS) Program is that all CMS information and
information systems shall be protected from unauthorized access, disclosure, duplication, modification,
diversion, destruction, loss, misuse, or theft—whether accidental or intentional. The security safeguards
to provide this protection shall be risk-based and business-driven with implementation achieved through
a multi-layered security structure. All information access shall be limited based on a least-privilege
approach and a need-to-know basis, i.e.. authorized user access is only to information necessary in the
performance of required tasks. Most of CMS' information relates to the health care provided to the
nation’s Medicare and Medicaid beneficiaries, and as such, has access restrictions as required under
legislative and regulatory mandates.

The CMS IS Program has a two-fold purpose:

(1) To enable CMS’ business processes to function in an environment with commensurate
security protections, and

(2) To meet the security requirements of federal laws, regulations, and directives.

The principal legislation for the CMS IS Program is Public Law (P.L.) 107-347, Title III, Federal
Information Security Management Act of 2002 (FISMA), http://csrc.nist. gov/drivers/documents/FISMA-
final.pdf. FISMA places responsibility and accountability for IS at all levels within federal agencies as
well as those entities acting on their behalf. FISMA directs Office of Management and Budget (OMB)
through the Department of Commerce, National Institute of Standards and Technology (NIST), to
establish the standards and guidelines for federal agencies in implementing FISMA and managing cost-
effective programs to protect their information and information systems. As a contractor acting on
behalf of CMS, this legislation requires that the Contractor shall:

Establish senior management level responsibility for IS,

Define key IS roles and responsibilities within their organization,

Comply with a minimum set of controls established for protecting all Federal information, and
Act in accordance with CMS reporting rules and procedures for IS.

Additionally, the following laws, regulations and directives and any revisions or replacements of same
have IS implications and are applicable to all CMS contractors.
e P.L.93-579, The Privacy Act of 1974,
http://www.usdoj.gov/oip/privstat.htm , (as amended);
e P.L.99-474, Computer Fraud & Abuse Act of 1986,
www.usdoj.gov/criminal/cybercrime/ccmanual/Olcema.pdf P.L. 104-13,
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CMS Clause-11
CMS Information Security
Date: April 2008
Page 2 of 2

Paperwork Reduction Act of 1978, as amended in 1995, U.S. Code 44
Chapter 35, www.archives.gov/federal-register/laws/paperwork-reduction;

e P.L. 104-208, Clinger-Cohen Act of 1996 (formerly known as the Information
Technology Management Reform Act),
http://www.cio.gov/Documents/it_management reform_act Feb_1996.html;

e P.L.104-191, Health Insurance Portability and Accountability Act of 1996
(formerly known as the Kennedy-Kassenbaum Act)
http://aspe.hhs.gov/admnsimp/pl104191.htm;

e OMB Circular No. A-123, Management’s Responsibility for Internal
Control, December 21, 2004,
http://www.whitehouse.gov/omb/circulars/al23/a123 rev.html;

e OMB Circular A-130, Management of Federal Information Resources,
Transmittal 4, November 30, 2000,
http://www.whitehouse.gov/omb/circulars/al30/a130trans4.html;

NIST standards and guidance, http://csre.nist.gov/; and,

e Department of Health and Human Services (DHHS) regulations, policies, standards and

guidance http://www.hhs.gov/policies/index.html

These laws and regulations provide the structure for CMS to implement and manage a cost-effective IS
program to protect its information and information systems. Therefore, the Contractor shall monitor
and adhere to all IT policies, standards, procedures, directives, templates, and guidelines that govern the
CMS IS Program, http://www.cms.hhs.gov/informationsecurity and the CMS System Lifecycle
Framework, http://www.cms.hhs.gov/SystemLifecycleFramework.

The Contractor shall comply with the CMS IS Program requirements by performing, but not limited
to, the following:

e Implement their own IS program that adheres to CMS IS policies, standards, procedures, and
guidelines, as well as industry best practices;

e Participate and fully cooperate with CMS IS audits, reviews, evaluations, tests, and assessments
of contractor systems, processes, and facilities;

e Provide upon request results from any other audits, reviews, evaluations, tests and/or
assessments that involve CMS information or information systems;

e Report and process corrective actions for all findings, regardless of the source, in accordance
with CMS procedures;

e Document its compliance with CMS security requirements and maintain such documentation in
the systems security profile;

e Prepare and submit in accordance with CMS procedures, an incident report to CMS of any
suspected or confirmed incidents that may impact CMS information or information systems; and

e Participate in CMS IT information conferences as directed by CMS.
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CMS Clause-09A-01
Security Clause — New Contract Awards
Date: May 2007
Page 1of 5

CMS SPECIFIC PROVISIONS FOR ALL NEW SOLICITATIONS AND CONTRACTS:
Security Clause -Background - Investigations for Contractor Personnel

If applicable, Contractor personnel performing services for CMS under this contract, task order
or delivery order shall be required to undergo a background investigation. CMS will initiate and
pay for any required background investigation(s).

After contract award, the CMS Project Officer (PO) and the Security and Emergency
Management Group (SEMG), with the assistance of the Contractor, shall perform a position-
sensitivity analysis based on the duties contractor personnel shall perform on the contract, task
order or delivery order. The results of the position-sensitivity analysis will determine first,
whether the provisions of this clause are applicable to the contract and second, if applicable,
determine each position’s sensitivity level (i.e., high risk, moderate risk or low risk) and dictate
the appropriate level of background investigation to be processed. Investigative packages may
contain the following forms:

SF-85, Questionnaire for Non-Sensitive Positions, 09/1995

SF-85P, Questionnaire for Public Trust Positions, 09/1995

OF-612, Optional Application for Federal Emplovment, 12/2002

OF-306, Declaration for Federal Employment, 01/2001

Credit Report Release Form

FD-258, Fingerprint Card, 5/99, and

CMS-730A, Request for Physical Access to CMS Facilities (NON-CMS ONLY),
11/2003.

N R W =

The Contractor personnel shall be required to undergo a background investigation commensurate
with one of these position-sensitivity levels:

1) High Risk (Level 6)

Public Trust positions that would have a potential for exceptionally serious impact on the
integrity and efficiency of the service. This would include computer security of a major
automated information system (AIS). This includes positions in which the incumbent’s actions
or inaction could diminish public confidence in the integrity, efficiency, or effectiveness of
assigned government activities, whether or not actual damage occurs, particularly if duties are
especially critical to the agency or program mission with a broad scope of responsibility and
authority.

Major responsibilities that would require this level include:

a. development and administration of CMS computer security programs, including
direction and control of risk analysis and/or threat assessment;
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significant involvement in mission-critical systems;

c. preparation or approval of data for input into a system which does not necessarily
involve personal access to the system but with relatively high risk of causing grave
damage or realizing significant personal gain;

d. other responsibilities that involve relatively high risk of causing damage or realizing

personal gain;

policy implementation;

higher level management duties/assignments or major program responsibility; or

g. independent spokespersons or non-management position with authority for
independent action.

o

2) Moderate Risk (Level 5)

Level 5 Public Trust positions include those involving policymaking, major program
responsibility, and law enforcement duties that are associated with a “Moderate Risk.” Also
included are those positions involving access to or control of unclassified sensitive, proprietary
information, or financial records, and those with similar duties through which the incumbent can
realize a significant personal gain or cause serious damage to the program or Department.
Responsibilities that would require this level include:

a. the direction, planning, design, operation, or maintenance of a computer system and
whose work is technically reviewed by a higher authority at the High Risk level to
ensure the integrity of the system;

b. systems design, operation, testing, maintenance, and/or monitoring that are carried
out under the technical review of a higher authority at the High Risk level,

c. access to and/or processing of information requiring protection under the Privacy Act

of 1974;

assists in policy development and implementation;

mid-level management duties/assignments;

any position with responsibility for independent or semi-independent action; or

delivery of service positions that demand public confidence or trust.

w e A

3) Low Risk (Level 1)

Positions having the potential for limited interaction with the agency or program mission, so the
potential for impact on the integrity and efficiency of the service is small. This includes
computer security impact on AIS.

The Contractor shall submit the investigative package(s) to SEMG within three (3) days after
being advised by the SEMG of the need to submit packages. Investigative packages shall be
submitted to the following address:
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Centers for Medicare & Medicaid Services
Office of Operations Management

Security and Emergency Management Group
Mail Stop SL-13-15

7500 Security Boulevard

Baltimore, Maryland 21244-1850

The Contractor shall submit a copy of the transmittal letter to the Contracting Officer (CO).

Contractor personnel shall submit a CMS-730A (Request for Badge) to the SEMG (see
attachment in Section J). The Contractor and the PO shall obtain all necessary signatures on the
CMS-730A prior to any Contractor employee arriving for fingerprinting and badge processing.

The Contractor must appoint a Security Investigation Liaison as a point of contact to resolve any
issues of inaccurate or incomplete form(s). Where personal information is involved, SEMG may
need to contact the contractor employee directly. The Security Investigation Liaison may be
required to facilitate such contact.

SEMG will fingerprint contractor personnel and send their completed investigative package to
the Office of Personnel Management (OPM). OPM will conduct the background investigation.
Badges will not be provided by SEMG until acceptable finger print results are received; until
then the contractor employee will be considered an escorted visitor. The Contractor remains
fully responsible for ensuring contract, task order or delivery order performance pending
completion of background investigations of contractor personnel.

SEMG shall provide written notification to the CO with a copy to the PO of all suitability
decisions. The PO shall then notify the Contractor in writing of the approval of the Contractor’s
employee(s), at that time the Contractor’s employee(s) will receive a permanent identification
badge. Contractor personnel who the SEMG determines to be ineligible may be required to
cease working on the contract immediately.

The Contractor shall report immediately in writing to SEMG with copies to the CO and the PO,
any adverse information regarding any of its employees that may impact their ability to perform
under this contract, task order or delivery order. Reports should be based on reliable and
substantiated information, not on rumor or innuendo. The report shall include the contractor
employee’s name and social security number, along with the adverse information being reported.

Contractor personnel shall be provided an opportunity to explain or refute unfavorable
information found in an investigation to SEMG before an adverse adjudication is made.
Contractor personnel may request, in writing, a copy of their own investigative results by
contacting:
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Office of Personnel Management
Freedom of Information

Federal Investigations Processing Center
PO Box 618

Boyers, PA 16018-0618.

At the Agency’s discretion, if an investigated contractor employee leaves the employment of the
contractor, or otherwise is no longer associated with the contract, task order, or delivery order
within one (1) year from the date the background investigation was initiated by CMS, then the
Contractor may be required to reimburse CMS for the full cost of the investigation. The amount
to be paid by the Contractor shall be due and payable when the CO submits a written letter
notifying the Contractor as to the cost of the investigation. The Contractor shall pay the amount
due within thirty (30) days of the date of the CO’s letter by check made payable to the “United
States Treasury.” The Contractor shall provide a copy of the CO’s letter as an attachment to the
check and submit both to the Office of Financial Management at the following address:

Centers for Medicare & Medicaid Services
PO Box 7520
Baltimore, Maryland 21207

The Contractor must immediately provide written notification to SEMG (with copies to the CO
and the PO) of all terminations or resignations of Contractor personnel working on this contract,
task order or delivery order. The Contractor must also notify SEMG (with copies to the CO and
the PO) when a Contractor’s employee is no longer working on this contract, task order or
delivery order.

At the conclusion of the contract, task order or delivery order and at the time when a contractor
employee is no longer working on the contract, task order or delivery order due to termination or
resignation, all CMS-issued parking permits, identification badges, access cards, and/or keys
must be promptly returned to SEMG. Contractor personnel who do not return their government-
issued parking permits, identification badges, access cards, and/or keys within 48 hours of the
last day of authorized access shall be permanently barred from the CMS complex and subject to
fines and penalties authorized by applicable federal and State laws.

Work Performed Outside the United States and its Territories

The contractor, and its subcontractors, shall not perform any activities under this contract at a
location outside of the United States, including the transmission of data or other information
outside the United States, without the prior written approval of the Contracting Officer. The
factors that the Contracting Officer will consider in making a decision to authorize the
performance of work outside the United States include, but are not limited to the following;:
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6.

In requesting the Contracting Officer’s authorization to perform work outside the United States,
the contractor must demonstrate that the performance of the work outside the United States
satisfies all of the above factors. If, in the Contracting Officer’s judgment, the above factors are
not fully satisfied, the performance of work outside the United States will not be authorized.
Any approval to employ or outsource work outside of the United States must have the
concurrence of the CMS SEMG Director or designee.

All contract terms regarding system security

All contract terms regarding the confidentiality and privacy requirements for
information and data protection

All contract terms that are otherwise relevant, including the provisions of the
statement of work

Corporate compliance

All laws and regulations applicable to the performance of work outside the United
States

The best interest of the United States
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CMS Security Clause 09A-01 is a mandatory clause required in all CMS contracts that require
background investigations. This Frequently Asked Questions (FAQ) Supplement provides
additional information specific to CMS print/mail contracts.

Acronyms

CMS — Centers for Medicare & Medicaid Services, Department of Health and Human Services
OMB - Office of Management and Budget, Executive Office of the President

OPM - United States Office of Personnel Management

PO — CMS Project Officer

PS — CMS Printing Specialist

PSC -- Program Support Center, Department of Health and Human Services

PII — Personally Identifiable Information (i.e. beneficiary name and address)

PIV — Personal Identity Verification

SEMG — CMS Security & Emergency Management Group

‘Who must apply for and receive a background investigation?

Contractor personnel with access to CMS” beneficiary PII under this contract may be required
to undergo a background investigation. At a minimum, the two applicants for access to the
Gentran mailbox must undergo a background investigation anticipated to be at a Public Trust
Level 5. Depending on the outcome of the Preaward Security Survey and/or discussion at the
Postaward Conference, additional contractor employees and/or subcontractors may be required to
undergo background investigations. It is possible that everyone with access to the data processing
and production areas, including janitors and maintenance technicians, must undergo a background
investigation. SEMG and the PO will make this determination at the Postaward Conference.

‘Will production employees working on a different production line in the same room be
subject to a CMS investigation? Even if they aren’t working on a CMS job?

That will be determined by SEMG and the PO at the Postaward Conference. Depending on
the sensitivity of the CMS job, it may be necessary to perform a background investigation on
everyone with access to all work areas that contain CMS PII during performance of this contract.
However, if the production line running the CMS job has limited and controlled access from other
production lines, then workers outside of this area would not be subject to a CMS investigation.

‘What is a Security Investigation Liaison?

The contractor must appoint a Security Investigation Liaison to handle confidential personnel
issues that may arise at any point during the background investigation process, and to serve as a
point of contract to the Government for background investigation issues. The Liaison’s duties will
include attending the Postaward Conference, submitting background applications timely, and
resolving any issues of inaccurate or incomplete data supplied by background investigation
applicants. Where personal information is involved, SEMG may need to contact the background
investigation applicant directly. The Security Investigation Liaison may be required to facilitate
such contact. It is up to the contractor to decide if this should be the same or a different person
who handles technical issues.
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Where may I find copies of the forms listed in CMS Security Clause 09A-01?

Forms SF-85, SF-85P, OF-612, and OF-306 can be found on: www.forms.gov . However,
applicants may not actually fill out these forms. These forms are listed for the similar data to be
collected through “e-QIP” an online background investigation application process; more about that
later in this FAQ.

The Credit Report Release Form and the FD-258 Fingerprint Card will be provided if deemed
applicable at the Postaward Conference.

Form CMS-730A is provided as an attachment to this contract, contractor may reproduce as
necessary at no cost to the Government. Contractor must submit a completed CMS-730A for each
background investigation applicant to the PS within 5 workdays after notification by the PS
Original signatures are required on this form; therefore, photocopied signatures or fax
transmission is not acceptable.

The Contractor is also required to submit a PIV Spreadsheet listing all background
investigation applicants. This Microsoft Excel spreadsheet will be provided to the contractor by
the PS after the Postaward Conference. The PIV Spreadsheet collects the following information
for each background investigation applicant: SSN, Last Name, First Name, Middle Name, Suffix,
Birth Date, City of Birth, County of Birth, Country of Birth, E-mail Address, Home Phone,
Previous Federal Government Background Investigations Performed, and Contracting Firm.

Send completed forms to the PS; not to the SEMG address listed on page 3 of the attached
CMS Clause-09A-01. As soon as the completed forms are prepared for shipment, the contractor
must e-mail transmittal information (carrier, tracking numbers, estimated time of arrival at CMS)
to the PS. Email addresses will be provided at the Postaward Conference.

What is “e-QIP”?

E-QIP is a secure internet website sponsored by OPM for submission of background
investigation application information. After receipt of the properly completed CMS-730A forms
and PIV spreadsheet, SEMG will notify Contractor’s Security Liaison that background
investigation applicants are invited to enter “e-QIP”. Background investigation applicants will
have a 14 calendar day window to complete the e-QIP online submission. The information
requested in e-QIP is similar to Forms SF-85 and SF-85P. OMB has estimated the time to
complete the e-QIP application takes an average of 120 minutes. At time of e-QIP invitation
notification, SEMG will also notify the Security Liaison if paper copies of Forms OF-612 and OF-
306 must also be submitted by the applicants within the same 14 day window. Potential bidders
may find additional information about e-QIP on the internet at: http://www.opm.gov/e-qip/ .

Why do I have to fill out a “Request for Physical Access to CMS Facilities” form?

While it is not anticipated that any contractor personnel will need physical access to CMS
property, Form CMS-730A is also used to authorize CMS to perform a background investigation
and to certify receipt of Privacy Act information by the applicant. Failure to provide a completed
Form CMS-730A will cause a denial of access to CMS computer systems.

Why do I have to travel to CMS Central Office for fingerprinting?

CMS prefers to process electronic fingerprints generated in CMS or PSC offices. Electronic
fingerprinting services are available at no cost at the CMS Central Office in Baltimore, and for a
fee at each of the regional PSC offices. PSC offices are located in downtown Federal buildings in
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the following cities: Boston, New York City. Philadelphia, Atlanta, Chicago, Dallas, Kansas City,
Denver, San Francisco, and Seattle. Information regarding PSC locations, hours, fees, and
procedures may be obtained by emailing: securitvi@psc.hhs.gov .

If the contractor is unable to go to the above locations for electronic fingerprints, CMS will
allow the contractor to obtain ink fingerprints (non-electronic) from their local police
department. Two sets of ink fingerprints on FD-258 hard cards must be submitted to CMS directly
from the police department. CMS will supply the contractor with blank FD-258 hard cards and a
self addressed, stamped Priority Mail envelope for the contractor to give the police department for
return of the fingerprint cards to CMS.

At the Postaward Conference, the contractor must be prepared to discuss where fingerprints
will be obtained.

A number of my employees have undergone background checks by another Federal agency.
Do they have to repeat the process for CMS?

That will be decided by SEMG and the PO at the Postaward Conference. If the employee
performs a duty that requires a background investigation, and they have had a background
investigation successfully performed by another Federal entity within the last year, then they may
not have to repeat the entire process. That employee will still have to submit a CMS-730A and be
listed on a PIV spreadsheet.

‘What happens if I don’t report terminations, resignations, or adverse information of cleared
people? If I do, you are going to charge me up to $2,900 for the cost of the investigation.

The person assigned the User ID, and the contractor’s company, remains responsible for all
data collected via the Gentran mailbox. Failure to report terminations and resignations could
result in this contract being terminated for default.

Reporting of adverse information will be investigated by SEMG and handled appropriately
considering the nature of the adverse information. It is possible the User ID may be terminated
immediately and the contractor may have to initiate clearance for another employee.

Is the investigation good for the entire term of the contract, including all option years?

Access to the Gentran mailbox must be renewed annually or the User ID will be revoked.
The CMS-730A and PIV spreadsheet must also be submitted annually. Fingerprinting and
entering data into e-QIP should only occur once unless there are changes to the employee’s record
that necessitate updates.

Is it possible that I can perform work outside the United States and its Territories?
No, not on contracts for CMS print/mail requirements.
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Applicant Instructions for Completing Form HHS-745, "HHS ID Badge Request”

Section A collects identifying information about Applicants needed to issue an HHS ID Badge. In some
Federal agencies, Sponsors or other authorized officials will complete this section for Applicants. If you
are an Applicant and are asked to complete Section A, follow the instructions below. During the 1D Badge
issuing process, you also will be asked to complete Section F.

Clearly print all information except for your signature.

Section A

1. Check the appropriate box to indicate why a new HHS |D Badge is being issued. If you check "Other,"
please indicate the reason in the space provided.

2. Enter your full legal name on the first line. If you have used other name(s), enter these names on the
"Other Name(s) Used" line.

. Enter your date of birth in mrvdd/yyyy format.
. Enter your place of birth (city and state if born in the U.S. or city and country if foreign born).

. Enter your Social Security Number (xxx-xx-xxxx).

» U0 A W

. Check whether you are a U.S. citizen. If you are not a U.S. citizen, enter the country where you are a
citizen.

7. Enter your position title (include series and grade level).

8. Enter where you will be working. This could include the center, office, group, division, or institute. If
you are a contractor Applicant, enter the organizational chain for the COTR's or Project Officer's
division.

9. Enter the physical location (building and office) of your office, work area, or contract office.

10. Enter your work telephone number. If none, then list Contract Officer's, COTR's, or Project Officer's
telephone number.

11. Enter your email address.

Contractors and others empioyed outside the Federal government, complete items 12 through 14.
12. Enter your company's name.

13. Enter your company's address.

14. Enter your company's telephone number.

All Applicants complete items 15 and 16.

15. Sign to authorize HHS to conduct the identity proofing/verification process and to certify that you
understand that actions may be taken against you if you provide false information on this form.

16. Enter the date you signed.

Sections B, C, D, and E will be completed by HHS.

Section F

You will be given a copy of the Privacy Act Statement for this HHS ID Badge Request form and HHS ID
Badge Rules.

72. Sign your name to certify that you have read and understand the Privacy Act Statement and HHS ID
Badge Rules and that you agree to follow the HHS ID Badge rules.

73. Enter the date of your signature.

HHS-745 (5/07) Page i
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HHS ID BADGE ISSUING FACILITY
DEPARTMENT OF HEALTH AND HUMAN SERVICES IDENTIEIGATION NUMBER

Department of Health and Human Services (HHS)

identification (ID) Badge Request

(Other Federal Departments may call this type of ID badge a
Personal Identity Verifi cation [PIV] card)

Privacy Act Statement: The information on this form is collected by the Department of Health and Human Services (HHS) to issue
you an identification badge called the HHS |D Badge. The purpose of the ID Badge is to help ensure the safety and security of
government buildings, the people who work in them, and government computer systems. When you use your |D Badge an ID Badge
system will verify that you are authorized to use government facilities. The system also will track and control the 1D Badges that are
issued. The authority to collect this information is 5 U.S.C. § 301; Presidential Memorandum on Upgrading Security at Federal
Facilities, June 28, 1995; and Homeland Security Presidential Directive 12, August 27, 2004. The authority to request your Social
Security number is Executive Order 9397. The disclosure of your Social Security number is voluntary, but it will assist in verifying
your identity to process this application. The information on this form may be disclosed only with your written consent, except where
permitted by the Privacy Act. The disclosures permitted by the Privacy Act include disclosure to: the Department of Justice, a court,
or other government officials when the records are relevant and necessary to a law suit; the appropriate public authority (Federal,
foreign, State, local, tribal, or otherwise) to enforce, investigate, or prosecute, when a record indicates a violation of law or regulation;
a Member of Congress or congressional staff member at your written request; the National Archives and Records Administration for
records management inspections; authorized Federal contractors, grantees, or volunteers who need access to the records to do
agency work and who have agreed to comply with the Privacy Act; any source that has records an agency needs to decide whether
to retain an employee, continue a security clearance, or agree to a contract, grant, license or benefi t; Federal, State, or local
agencies, entities, individuals, or foreign governments to enable an intelligence agency to carry out its responsibilities; the Office of
Management and Budget to evaluate private relief legislation; and to other Federal agencies to notify them when your ID Badge is no
longer valid. If you do not provide all of the requested information, we may deny you an |D Badge. Without an ID Badge, you will not
have access to certain Federal facilities or systems. If using an ID Badge is a condition of your employment, not providing the
information may prevent you from being able to work.

A. Applicant Information (7o be completed by Applicant, Sponscr, or Autharized Official)

1. REASON FOR ISSUANCE [ ] New Application [ JRenewal [ JLost [ ]stolen [ ] Damaged [ ] Expired
D Other (speciy):
2. NAME (Last, First, Middfe) OTHER NAME(S) USED
3. DATE OF BIRTH (mm/dd/yyyy) |4. PLACE OF BIRTH
City State or Province Country
5. SOCIAL SECURITY NUMBER (x00-xx-000x) 6. U.S. CITIZEN
D Yes D No (specify citizenship):

7. POSITION TITLE 8. AGENCY / DIVISION
9. BUILDING/ OFFICE ADDRESS 10. WORK PHONE

11. EMAIL

For Contractors, complete lines 12 through 14
12. ORGANIZATION / COMPANY NAME 13. ADDRESS OF ORGANIZATION / COMPANY

14. TELEPHONE OF ORGANIZATION / COMPANY

To be completed by Applicant

T hereby authorize the release of information in this application to appropriate Federal agencies for the purposes of processing this
application and verifying my identity. I also acknowledge that if T knowingly provide or assist in the provision of false information or
non-verifi able information, and/or I purposely omit information, it could result in loss of access to HHS facilities and IT systems and
in disciplinary action including removal from Federal service or a Federal contract, and I may be subject to prosecution under
applicable Federal criminal and civil statutes.

15. APPLICANT SIGNATURE 16. DATE (mmdiddiyyyy)

HHS-745 (5/07) PEC Graphice {301) 443-1090 EF Page 1
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APPLICANT NAME

B. HHS ID Badge Request (70 be completed by Sponsor, after Sectfon A has been completed)
17. 1D BADGE TYPE (choose ALL that apply)

D Foreign National D HHS Employee D Other Federal Employee:
D Contractor D Organizational Affiliate:
18. EMERGENCY RESPONDER 19. POSITION SENSITIVITY LEVEL
D Yes D No " . .
D Non-Sensitive (1) D National Security/Top Secret - SCI (4)
20.1D BADGE EXPIRATION DATE D National Security/Secret or Confidential (2) D Public Trust/Moderate Risk (5)
(mmsdd/yyyy) ) ) _ ) i
aticnal Security/Top Secre ublic Trust/High Risl
[ ] Nat 1S ty/Top S t (3) (] Public Trust/High R k (6)
For Contractors, complete lines 21 thirough 27 SPONSOR INFORMATION
PROJECT OFFICER INFORMATION (if not Sponsor) 28. NAME (Last, First, Middle)

21. NAME (Last, First, Middle)

29. SPONSOR ID NUMBER (or complete lines 30-33)

22. CENTER/OFFICE/GROUP/DIVISION

30. AGENCY/DIVISION

23. POSITION TITLE

31. POSITION TITLE

24. WORK PHONE 25. EMAIL
32. WORK PHONE 33. EMAIL
1 certify that the above Applicant will be participating on the contract identified
orn this form. For Contractors, complete lines 34 - 36
26. PROJECT OFFICER SIGNATURE 34. APPLICANT CONTRACT NO.

37. DATE (mmiddiyyyy) 35. CONTRACT START (mm/dd/yyyy) |36. CONTRACT EXPIRATION (mmvtidsyyyy)

T agree to sponsor the above Applicant for an HHS 1D Badge and certify that the information provided in Sections A and B are complete and
accurate to the best of my knowledge. T hereby acknowledge that if T knowingly provide or assist in the provision of false information,
non-verifi able information, and/or I purposely omit information, I may be subject to disciplinary action up to and mcluding removal from the
Federal service and I may be subject to prosecution under applicable Federal criminal and civil statutes.

37. SPONSOR SIGNATURE 38. DATE (mmidd/yyyy)

C. Identity Proofing (7o be completed by Sponsor, Enrollment Offfcial, or Registrar after Sectioh B has been completed)

If the Applicant does not require a background investigation and is in possession of an undamaged, uncompromised, unexpired HHS
1D Badge, you may complete all of Section C or only complete items 41-42 and 49-350.

39. COPIES OF ID SOURCE IDENTITY PROOFER INFORMATION
DOCUMENTS ATTACHED? Llyes [No 41. NAME (LAST, FIRST, MIDDLE)

40. DID APPLICANT PRESENT TWO FORMS OF IDENTIFICATION,
ONE OF WHICH WAS A PHOTO ID ISSUED BY A STATE OR THE
FEDERAL GOVERNMENT?

[ves [INo

42 IDENTITY PROOFER ID NUMBER

IDENTITY SOURCE DOCUNMENT ONE IDENTITY SOURCE DOCUMENT TWO
43. NAME 46. NAME

44 DOC. TITLE 47. DOC. TITLE

45. DOC. EXPIRATION DATE (mmvdd/yyyy) 48. DOC. EXPIRATION DATE (mmvdd/yyyy)

I certify that the above Applicant appeared before me and presented two 1D source documents, which to the best of my knowledge
appeared to be genuine, or presented an undamaged uncompromised, unexpired HHS ID Badge and does not require a background
mmvestigation. | hereby acknowledge that if | knowingly provide or assist in the provision of false information, non- verifiable
information, and/or I purposely omit information, I may be subject to disciplinary action up to and including removal from the Federal
service, and [ may be subject to prosecution under applicable Federal criminal and civil statutes.

49. 1D PROOFER SIGNATURE 50. DATE (mm/dd/yyyy)

HHS-745 (5/07) Page 2
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APPLICANT NAME

D. HHS ID Badge Approval (7o be completed by Registrar, after Secifon C has been completed)

If the Applicant does not require a background investigation and is in possession of an undamaged, uncompromised, unexpired HHS
1D Badge, you may complete all of Section D or only complete items 51 and 57-60.

51. RECIPROCITY VERIFIED (if applicable) 52. TYPE OF BACKGROUND INVESTIGATION TO COMPLETE

PIPS RECORD ATTACHED [Isac [Jenac [ 1ANACI [ B

Llves [No  [INotapplicable [InAc [INACIC [Imei [ ssei
[ INAcI [InacLe [Lel [ ]ssBI-PR

53. FBI FINGERPRINT CHECK RESULTS 54, FAVORABLE RESULTS?

RECEIVED (mmaddAyyy) [Ives [INo
55. BACKGROUND INVESTIGATION

COMPLETED (mm/dd/yyyy) REGISTRAR INFORMATION

57.NAME (Last, First, Midcdle)

56. COMMENTS

58. REGISTRAR ID NUMBER

Thereby [ | Approve [ | Disapprove issuance of an HHS ID Badge to the above-named Applicant. I hereby acknowledge
that if T knowingly provide or assist in the provision of false information, non-verifiable information, and/or I purposely omit
information, I may be subject to disciplinary action up to and including removal from the Federal service, and I may be subject to
prosecution under applicable Federal criminal and civil statutes.

59. REGISTRAR SIGNATURE 60. DATE (mm/ddAyyy)

E. HHS ID Badge Details (7o be completed by Issuer, after Section D has been completed)

61. NAME ON ID
BADGE ISSUER INFORMATION
55 1D BADGE 64.NAME fLast, First, Middlle)
NUMBER
65.1SSUER 1D NUMBER
63.ID BADGE EXPIRATION

DATE (mm/ddiyyy)

[ ] 1 confirm that the (1) ID Badge Request received from the Sponsor is valid, and (2) approval notification received from
the Registrar is valid.

[ I have verified that the individual collecting the ID Badge is the Applicant and have issued the ID Badge to the Applicant.
[ ] I have mailed the ID Badge and this form to
in Remote Office on this date (mm/dd/yyyy)

[ hereby acknowledge that if I knowingly provide or assist in the provision of false information, non-verifiable information, and/ or I
purposely omit information, [ may be subject to disciplinary action up to and including removal from the Federal service, and I may be
subject to prosecution under applicable Federal criminal and civil statutes.

66. ISSUER SIGNATURE 67. DATE (mm/ddAyyy)

FOR REMOTE ISSUERS [] I have verified that the individual collecting the ID Badge is the Applicant and have issued the ID

Badge to the Applicant.

68. REMOTE ISSUER NAME (Last, First, Middle) 69. REMOTE ISSUER 1D

70. REMOTE ISSUER SIGNATURE 71. DATE (mmiddiyyy)

F. Applicant Acknowledgement (76 be completed by Applicant, after Section E has been completed)

T have read and understand the Privacy Act Statement and HHS ID Badge Rules that were given to me. I accept the HHS ID Badge
and agree to abide by the HHS 1D Badge Rules.

72. APPLICANT SIGNATURE 73. DATE (mmiidd/yyy)

HHS-745 (5/07) Page 3
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EXHIBIT D HHS Identification (ID) Badge Request HHS-Form 745 (5/07) Page 5 of 6

Privacy Act Statement (Applicant Copy)

The information on this form is collected by the Department of Health and Human Services (HHS)
to issue you an identification badge called the HHS ID Badge. The purpose of the ID Badge is to
help ensure the safety and security of government buildings, the people who work in them, and
government computer systems. When you use vour ID Badge an ID Badge system will verify that
you are authorized to use government facilities. The system also will track and control the ID
Badges that are issued. The authority to collect this information is 5 U.S.C. § 301; Presidential
Memorandum on Upgrading Security at Federal Facilities, June 28, 1995; and Homeland Security
Presidential Directive 12, August 27, 2004. The authority to request your Social Security number
is Executive Order 9397. The disclosure of your Social Security number is voluntary, but it will
assist in verifying your identity to process this application.

The information on this form may be disclosed only with your written consent, except where
permitted by the Privacy Act. The disclosures permitted by the Privacy Act include disclosure to:
the Department of Justice, a court, or other government officials when the records are relevant and
necessary to a law suit; the appropriate public authority (Federal, foreign, State, local, tribal, or
otherwise) to enforce, investigate, or prosecute, when a record indicates a violation of law or
regulation; a Member of Congress or congressional staff member at your written request; the
National Archives and Records Administration for records management inspections; authorized
Federal contractors, grantees, or volunteers who need access to the records to do agency work and
who have agreed to comply with the Privacy Act; any source that has records an agency needs to
decide whether to retain an employee, continue a security clearance, or agree to a contract, grant,
license or benefi t, Federal, State, or local agencies, entities, individuals, or foreign governments to
enable an intelligence agency to carry out its responsibilities; the Office of Management and
Budget to evaluate private relief legislation; and to other Federal agencies to notify them when
your ID Badge is no longer valid.

If you do not provide all of the requested information, we may deny you an ID Badge. Without an
ID Badge, you will not have access to certain Federal facilities or systems. If using an ID Badge is
a condition of your employment, not providing the information may prevent you from being able
to work.

HHS-745 (5/07) Page 4
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EXHIBIT D HHS Identification (ID) Badge Request HHS-Form 745 (5/07) Page 6 of 6

Department of Health and Human services (HHS) ID Badge Rules (Applicant Copy)

The rules associated with the HHS |D Badge include but are not limited to
Do not attempt to clone, modify, or obtain data from any HHS ID Badge.
Protect and safeguard your ID Badge.

If your ID Badge is lost or stolen, you must report the missing ID Badge within 24 hours of noting its
disappearance. Your |ID Badge will be disabled and you will have to apply for a replacement.

+ |f you become aware of any violation of these requirements or suspect that your ID Badge may have
been used by someone else, immediately report that information to your agency's ID Badge issuing
authority.

+ You must request a new ID Badge within 30 days in the event of any change which may affect the ability
to determine that you are the individual associated with the 1D Badge (e.g., name change). You will
provide documentation showing the reason for any such change where applicable.

+ As part of the HHS exit process, you are to return your ID Badge to the designated official at your
agency on your last day of employment at HHS or at the expiration of your authorized access to HHS
facilities and/or IT systems.

Do not attempt to assist others in gaining unauthorized access to Federal facilities or information. Accept
responsibility for the whereabouts and conduct of any and all persons whom you have signed in (i.e.,
authorized admittance) to HHS facilities. All persons signed into HHS facilities are considered visitors.
Only visitor badges will be issued.

Do not disclose or lend your identification number and/or password to someone else to gain access to
HHS IT systems. They are for your use only and serve as your electronic signature. This means that
you may be held responsible for the consequences of unauthorized access or illegal transactions.

HHS-745 (5/07) Page 5
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EXHIBIT E
APPLICATION FOR ACCESS TO CMS COMPUTER SYSTEMS (FORM CMS-20037)
PAGE 1 OF 3

DEPARTMENT OF HEALTH AND HUMAN SERVICES
CENTERS FOR MEDICARE & MEDICAID SERVICES

EUA WorkFlow Request No.

APPLICATION FOR ACCESS TO CMS COMPUTER SYSTEMS

1. TYPE OF REQUEST (Check ony one):
O NEW gissue a CMS Userit)

O CONNECT/DISCONNECT
(Addtemove access guthorifies)

1 CERTIFY Due date: v

mo »r
0 CHANGE USER INFORMATION Vote new info)
1 DELETE (Remove CMS UserlD from alf CMS systems)

USERID
(Capital Letters)

2. USER INFORMATION

O CMS Employee O Federal Govt — Centers for Disease Control & Prevention
0 Medicare Advantage / Medicare Advantage with 0 Federal Govt — Commission Corps
Prescription Drug / Prescription Drug Plan / Cost O Federal Govt — Dept of Health & Human Services
Contracts — Using HPMS Only O Federal Govt — HHS — OMHA
1 Medicare Advantage / Medicare Advantage with 1 Federal Govt — Dept of Justice
Prescription Drug / Prescription Drug Plan / Cost 0 Federal Govt — Dept of Veterans Affairs
Contracts — Using Cther Systems O Federal Govt — Government Accountability Office
O CITIC Contractor 0 Federal Govt — General Services Administration
1 Program Safeguard Contractor O Federal Govt — Internal Revenue Service
1 Medicare Contractor/Intermediary/Carrier 1 Federal Govt — Office of General Counsel
0 Contractor {(non-Medicare contract with CMS) 0 Federal Govt — Office of Inspector General
O Researcher O Federal Govt — Railroad Retirement Board
O Quality Improvement Organization O Federal Govt — Social Security Administration
1 End-Stage Renal Disease Network 1 Federal Govt — Other:
1 State Agency (State of ) 1 Cther:

1 Federal Govt — Baltimore HR Center
First Name ¢4s yow want it published)

MI Last Name ¢4s you want it published)

Company/Organization/Department Name

Mailing Address gnclude SuiteMailston)

State ZIP Code

City

Office Telephone yinclude Extension) | Company Telephone g7 difereny | E-Mail Address

IF CMS EMPLOYEE Org Name/Admin Code Are you a Manager?

OYes ONo

IF ONSITE AT CMS LOCATION CMS Region/Facility (Check One)

R4 (AFC) Atlanta
R10 (BLNCH) Seattle

CO (CENTRAL) Central Office
R5 (CHIICB) Chicago

DC (COHEN) DC

R6 (DAL1301) Dallas

R8 (DENCSB) Denver

R7 (FOBKAN) Kansas Gity

popuoouooo

1 DC (HHH) DC

0 R9 (HWTHRN) San Francisco
0 R1 (JFKBOS) Boston

0 R2 (JKINYC) New York

O CO (LBDCO) Central Cffice
O CO (NORTH) Central Office
1 R3 (PHIPLB) Philadelphia

3 CO (SCOUTH) Central Office
O Cther

Mail Stop

Desk Location

Form CMS-20037 (09/05) EF 09/2005
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EXHIBIT E
APPLICATION FOR ACCESS TO CMS COMPUTER SYSTEMS (FORM CMS-20037)
PAGE 2 OF 3

3. WORKLOAD INFORMATION
Contract Number(s) gor Medicare Advantage/Medicare Advantage with Frescripiion Drug/Frescription Drug Fian/Cost Confracis — Hxxxx, Sxxxx, o)

Carrier Number(s) for Medicare Contraciorsintermediaries/Carriers — 12345)

Contract and Task Number for Contractors — CMS-05-0001 - 8001)

Grant Number for Rescerchers

Inter-Agency Agreement Number

4. REQUIRED ACCESSES (See st Avww cms hbs gowmdontmaioreport asp for fist of avaflable jobrodes)

U Connect U Disconnect [ Keep Default CMS I Connect 1 Disconnect 1 Keep
Employee O Connect [ Disconnect [0 Keep
(standard desktop & network U Connect 1 Disconnect 11 Keep
with CS e-maif acct) [ Connect (1 Disconnect [ Keep
1 Connect [ Discornect 1 Keep Default Non-CMS L Connect O Disconnect 1 Keep
Emplovee QA Connect 1 Disconnect [ Keep
(standard network access) U Connect U Disconnect 1 Keep
U Connect U Disconnect [ Keep I Connect 1 Disconnect 1 Keep
4 Connect O Disconnect O Keep QO Connect 1 Disconnect 1 Keep
3 Connect [ Discornect [ Keep W Connect U Disconnect 1 Keep
A Connect 11 Disconnect L1 Keep 4 Connect (1 Disconnect (1 Keep

8. JUSTIFICATION 7 name changes, show Ofd Name =, New Name =)

6. APPROVALS: [See stipswwwcms.his.govwmdensegsigchart pdf for approval inf)

PROVIDE SIGNATURES BELOW OR APPROVE ONLINE EUA WORKFLOW REQUEST NUMBER REFERENCED
ON PAGE 1.

Authorization: We acknowledge that our Crganization is responsible for all resources to be used by the person identified
above and that requested accesses are reguired to perform their duliss. We have reviewed and verified the worklpad
information supplied is accurate and appropriate. We understand that any change in employment status or access needs
are to be reported immediately via submittal of this form or EUA WorkFlow request.

1st APPROVER (oM Poject Officer, CMS Contact CMS Supervisor, MOIC Contact ele,)
Printed Name Telephone Number

CMS UserlD | Signature Date

2nd APPROVER ot required for CMS empioyees, BHRC ar Comimissioned Corps)
Printed Name Telephone Number

CME UserlD | Signature Date

APPLICANT: Read, complete and sign next page.

Form CMS-20037 {09/05) EF 09/2008 Page 2
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EXHIBIT E
APPLICATION FOR ACCESS TO CMS COMPUTER SYSTEMS (FORM CMS-20037)
PAGE 3 OF 3

EUA WorkFlow Request No.

APPLICATION FOR ACCESS TO CMS COMPUTER SYSTEMS

Printed Name ¢4s you want it published)

Social Security Number CMS USERID

PRIVACY ACT STATEMENT

The information on page 1 of this form is collected and maintained under the authority of Title 5 U.S. Code, Section 552a(e)(10) (The
Privacy Act of 1974). This information is used for assigning, controlling, tracking, and reporting authorized access to and use of
CMS’s computerized information and resources. The Privacy Act prohibits disclosure of information from records protected by the
statute, except in limited circumstances.

The information you fumnish on this form will be maintained m the Individuals Authorized Access to the Centers for Medicare &
Medicaid Services (CMS) Data Center Systems of Records and may be disclosed as a routine use disclosure under the routine uses
established for this system as published at 59 FED REG.41329 (08-11-94) and as CMS may establish in the future by publication in
the Federal Register.

The Social Security Number (SSN) is used as an identifier in the Federal Service because of the large number of present and former
Federal employees and applicants whose identity can only be distinguished by use of the SSN. Collection of the SSN is authorized by
Executive Order 9397. Furnushing the information on this form, including your Social Security Number, 1s voluntary. However, 1f you
do not provide this information, you will not be granted access to CMS computer systems.

SECURITY REQUIREMENTS FOR USERS OF CMS COMPUTER SYSTEMS

CMS uses computer systems that contamn sensitive information to carry out its mission. Sensitive nformation is any information,
which the loss, misuse. or unauthorized access to, or medification of could adversely affect the national interest, or the conduct of
Federal programs, or the privacy to which individuals are entitled under the Privacy Act. To ensure the security and privacy of sensi-
tive information in Federal computer systems, the Computer Security Act of 1987 requires agencies to identify sensitive computer sys-
tems, conduct computer security training, and develop computer security plans. CMS maintains a system of records for use in assign-
ing, controlling, tracking, and reporting authorized access to and use of CMS’s computerized information and resources. CMS records
all access to its computer systems and conducts routine reviews for unauthorized access to and/or illegal activity

Anyone with access to CMS Computer Systems containing sensitive information must abide by the following:

W Do not disclose or lend your IDENTIFICATION NUMBER AND/OR PASSWORD to someone else. They are for your use only
and serve as your “electronic signature”. This means that you may be held responsible for the consequences of unauthorized or
illegal transactions.

Do not browse or use CMS data files for unauthorized or illegal purposes.
Do not use CMS data files for private gain or to misrepresent yourself or CMS.

Do not make any disclosure of CMS data that is not specifically authorized.

Do not duplicate CMS data files, create subfiles of such records, remove or transmit data unless you have been specifically
authorized to do so

Do not change, delete. or otherwise alter CMS data files unless you have been specifically authorized to do so.

Do not make copies of data files, with identifiable data, or data that would allow individual identities to be deduced unless you
have been specifically authorized to do so.

W Do not intentionally cause corruption or disruption of CMS data files.

Aviolation of these security requirements could result in termmation of systems access privileges and/or disciplinary/adverse action
up to and including removal from Federal Service, depending upon the seriousness of the offense. In addition, Federal, State, and/or
local laws may provide criminal penalties for any person illegally accessing or using a Government-owned or operated computer
system illegally.

If you become aware of any violation of these security requirements or suspect that your identification number or password may have
been used by someone else, immediately report that information to your component’s Information Systems Security Officer.

Applicant's Signature Date

Form CMS-20037 (09/05) EF 09/2005 Page 3
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EXHIBIT F
DATA USE AGREEMENT (DUA) (FORM CMS-R-0235)
PAGE 1 OF 6

DEPARTMENT OF HEALTH AND HUMAN SERVICES
CENTERS FOR MEDICARE & MEDICAID SERVICES

INSTRUCTIONS FOR COMPLETING THE DATA USE AGREEMENT (DUA) FORM CMS-R-0235

(AGREEMENT FOR USE OF CENTERS FOR MEDICARE & MEDICAID SERVICES (CMS)
DATA CONTAINING INDIVIDUAL IDENTIFIERS)

This agreement must be executed prior to the disclosure of data from CMS’ Systems of Records to ensure that
the disclosure will comply with the requirements of the Privacy Act, the Privacy Rule and CMS data release
policies. It must be completed prior to the release of, or access to, specified data files containing protected
health information and individual identifiers.

Directions for the completion of the agreement follow:

Before completing the DUA, please note the language contained in this agreement cannot be altered in
any form.

» First paragraph, enter the Requestor’s Organization Name.
e Section #1, enter the Requestor’s Organization Name.

e Section #4 enter the Study and/or Project Name and CMS contract number if applicable for which the
file(s) will be used.

e Section #5 should delineate the files and years the Requestor is requesting. Specific file names should be
completed. If these are unknown, you may contact a CMS representative to obtain the correct names
The System of Record (SOR) should be completed by the CMS contact or Project Officer. The SOR is
the source system the data came from.

¢ Section #6, complete by entering the Study/Project’s anticipated date of completion.

e Section #12 will be completed by the User.

e Section #16 is to be completed by Requestor.

e Section #17, enter the Custodian Name, Company/Organization, Address, Phone Number (including area
code), and E-Mail Address (if applicable). The Custodian of files is defined as that person who will have
actual possession of and responsibility for the data files. This section should be completed even if the
Custodian and Requestor are the same. This section will be completed by Custodian.

e Section #18 will be completed by a CMS representative.

e Section #19 should be completed if your study is funded by one or more other Federal Agencies. The
Federal Agency name (other than CMS) should be entered in the blank. The Federal Project Officer
should complete and sign the remaining portions of this section. If this does not apply, leave blank.

e Sections #20a AND 20b will be completed by a CMS representative.

¢ Addendum, CMS-R-0235A, should be completed when additional custodians outside the requesting
organization will be accessing CMS identifiable data.

Once the DUA is received and reviewed for privacy and policy issues, a completed and signed copy will be
sent to the Requestor and CMS Project Officer, if applicable, for their files.

Form CMS-R-0235 (05/08) 1
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EXHIBIT F
DATA USE AGREEMENT (DUA) (FORM CMS-R-0235)
PAGE 2 OF 6

DEPARTMENT OF HEALTH AND HUMAN SERVICES Form Approved
CENTERS FOR MEDICARE & MEDICAID SERVICES OME No. 0938-0734

DATA USE AGREEMENT

DUA#‘

(AGREEMENT FOR USE OF CENTERS FOR MEDICARE & MEDICAID SERVICES (CMS)
DATA CONTAINING INDIVIDUAL IDENTIFIERS)

CMS agrees to provide the User with data that reside in a CMS Privacy Act System of Records as identified in this
Agreement. In exchange, the User agrees to pay any applicable fees; the User agrees to use the data only for purposes

that support the User’s study, research or project referenced in this Agreement, which has been determined by CMS to
provide assistance to CMS in monitoring, managing and improving the Medicare and Medicaid programs or the services
provided to beneficiaries; and the User agrees to ensure the integrity, security, and confidentiality of the data by complying
with the terms of this Agreement and applicable law, including the Privacy Act and the Health Insurance Portability and
Accountability Act. In order to secure data that reside in a CMS Privacy Act System of Records; in order to ensure the
integrity, security, and confidentiality of information maintained by the CMS; and to permit appropriate disclosure and use
of such data as permitted by law, CMS and (Requestor) enter into this
agreement to comply with the following specific paragraphs.

1. This Agreement is by and between the Centers for Medicare & Medicaid Services (CMS), a component of the
U.S. Department of Health and Human Services (HHS), and (requestor)
hereinafter termed “User.”

2. This Agreement addresses the conditions under which CMS will disclose and the User will obtain, use, reuse
and disclose the CMS data file(s) specified in section 5 and/or any derivative file(s) that contain direct individual
identifiers or elements that can be used in concert with other information to identify individuals. This Agreement
supersedes any and all agreements between the parties with respect to the use of data from the files specified
in section 5 and preempts and overrides any instructions, directions, agreements, or other understanding in or
pertaining to any grant award or other prior communication from the Department of Health and Human Services
or any of its components with respect to the data specified herein. Further, the terms of this Agreement can be
changed only by a written modification to this Agreement or by the parties adopting a new agreement. The parties
agree further that instructions or interpretations issued to the User concerning this Agreement or the data specified
herein, shall not be valid unless issued in writing by the CMS point-of-contact or the CMS signatory to this
Agreement shown in section 20.

3. The parties mutually agree that CMS retains all ownership rights to the data file(s) referred to in this Agreement, and that
the User does not obtain any right, title, or interest in any of the data furnished by CMS.

4. The User represents, and in furnishing the data file(s) specified in section 5 CMS relies upon such
representation, that such data file(s) will be used solely for the following purpose(s).

Name of Study/Project

CMS Contract No. ¢f applicable)
Program 1583-S

The User represents further that the facts and statements made in any study or research protocol or project plan
submitted to CMS for each purpose are complete and accurate. Further, the User represents that said study
protocol(s) or project plans, that have been approved by CMS or other appropriate entity as CMS may determine,
represent the total use(s) to which the data file(s) specified in section 5 will be put.

The User agrees not to disclose, use or reuse the data covered by this agreement except as specified in an
Attachment to this Agreement or except as CMS shall authorize in writing or as otherwise required by law, sell,
rent, lease, loan, or otherwise grant access to the data covered by this Agreement. The User affirms that the
requested data is the minimum necessary to achieve the purposes stated in this section. The User agrees that,
within the User organization and the organizations of its agents, access to the data covered by this Agreement
shall be limited to the minimum amount of data and minimum number of individuals necessary to achieve the
purpose stated in this section (i.e., individual’s access to the data will be on a need-to-know basis).

Form CMS-R-0235 (05/08) 2
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EXHIBIT F
DATA USE AGREEMENT (DUA) (FORM CMS-R-0235)
PAGE 3 OF 6

5. The following CMS data file(s) is/are covered under this Agreement.

File Years(s) System of Record

6. The parties mutually agree that the aforesaid file(s) (and/or any derivative file(s}) including those files that
directly identify individuals and those that can be used in concert with other information to identify individuals
may be retained by the User untl, hereinafter known as the “Retention Date.” The User
agrees to notify CMS within 30 days of the completion of the purpose specified in section 4 if the purpose is
completed before the aforementioned retention date. Upon such notice or retention date, whichever occurs sooner,
the User agrees to destroy such data. The User agrees to destroy and send written certification of the destruction
of the files to CMS within 30 days. The User agrees not to retain CMS files or any parts thereof, after the
aforementioned file(s) are destroyed unless the appropriate Systems Manager or the person designated in
section 20 of this A greement grants written authorization. The User acknowledges that the date is not contingent
upon action by CMS.

The Agreement may be terminated by either party at any time for any reason upon 30 days written notice. Upon
notice of termination by User, CMS will cease releasing data from the file(s) to the User under this Agreement
and will notify the User to destroy such data file(s). Sections 3, 4, 6, 8,9, 10, 11, 13, 14 and 15 shall survive
termination of this Agreement.

7. The User agrees to establish appropriate administrative, technical, and physical safeguards to protect the
confidentiality of the data and to prevent unauthorized use or access to it. The safeguards shall provide a level
and scope of security that is not less than the level and scope of security requirements established by the
Office of Management and Budget (OMB) in OMB Circular No. A-130, Appendix II--Security of Federal
Automated Information Systems (http://www.whitehouse.gov/omb/circulars/al30/a130.html) as well as
Federal Information Processing Standard 200 entitled “Minimum Security Requirements for Federal Information
and Information Systems” (http://csre.nist. gov/publications/fips/fips200/FTPS-200-final-march.pdf); and,
Special Publication 800-53 “Recommended Security Controls for Federal Information Systems™ (hitp: /fesre.
nist.gov/publications/nistpubs/800-53-R ev2/sp800-53-rev2-final.pdf). The User acknowledges that the use
of unsecured telecommunications, including the Internet, to transmit individupally identifiable or deducible
information derived from the file(s) specified in section 5 is prohibited. Further, the User agrees that the data
must not be physically moved, transmitted or disclosed in any way from or by the site indicated in section 17
without written approval from CMS unless such movenient, transmission or disclosure is required by a law.

8 The User agrees to grant access to the data to the authorized representatives of CMS or DHHS Office of the
Inspector General at the site indicated in section 17 for the purpose of inspecting to confirm compliance with
the terms of this agreement.

Form CMS-R-0235 (65/08) 3
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EXHIBIT F
DATA USE AGREEMENT (DUA) (FORM CMS-R-0235)
PAGE 4 OF 6

9. The User agrees not to disclose direct findings, listings, or information derived from the file(s) specified in section 5,
with or without direct identifiers, if such findings, listings, or information can, by themselves or in combination with
other data, be used to deduce an individual’s identity. Examples of such data elements include, but are not limited to
geographic location, age if > 89, sex, diagnosis and procedure, admission/discharge date(s), or date of death.

The User agrees that any use of CMS data in the creation of any document {manuscript, table, chart, study,

report, ele.) concerning the purpose specilied in section 4 (regardless of whether the report or other writing
expressly refers to such purpose, to CMS, or to the files specified in section 5 or any data derived from such files)
must adhere to CMS’” current cell size suppression policy. This policy stipulates that no cell (eg. admittances,
discharges, patients) less than 11 may be displayed. Also, no use of percentages or other mathematical formulas
may be used if they result in the display of a cell less than 11. By signing this Agreement you hereby agree to
abide by these rules and, therefore, will not be required to submit any written documents for CMS review. If you
are unsure if you meet the above criteria, you may submit your written products for CMS review. CMS agrees to
make a determination about approval and to notify the user within 4 to 6 weeks after receipt of findings. CMS may
withhold approval for publication only if it determines that the format in which data are presented may result in
identification of individual beneficiaries

10. The User agrees that, absent express written authorization from the appropriate System Manager or the person
designated in section 20 of this Agreement to do so, the User shall not attempt to link records included in the
file(s) specified in section 5 to any other individually identifiable source of information. This includes attempts to
link the data to other CMS data file(s). A protocol that includes the linkage of specific files that has been approved
in accordance with section 4 constitutes expyess authorization from CMS to link files as described in the protocol.

11. The User understands and agrees that they may not reuse original or derivative data file(s) without prior written
approval from the appropriate System Manager or the person designated in section 20 of this Agreement.

12. The parties mutually agree that the following specified Attachments are part of this Agreement:

13. The User agrees that in the event CMS determines or has a reasonable belief that the User has made or may have
made a use, reuse or disclosure of the aforesaid file(s) that is not authorized by this Agreement or another writien
authorization from the appropriate System Manager or the person designated in section 20 of this Agreement,
CMS, at its sole discretion. may require the User to: (2} promptly investigate and report to CMS the User’s
determinations regarding any alleged or actual unauthorized use, reuse or disclosure, (b) prompily resolve any problems
identified by the investigation; (¢) if requested by CMS, submit a formal response to an allegation of unauthorized
use, reuse or disclosure; () if requested by CMS, submit a corrective action plan with steps designed to prevent
any future unauthorized uses, reuses or disclosures; and (e) if requested by CMS, return data files to CMS or
destroy the data files it received from CMS under this agreement. The User understands that as a result of CMS’s
determination or reasonable belief that unauthorized uses, reuses or disclosures have taken place, CMS may refuse
to velease further CMS data to the User for a pesiod of time to be determined by CMS.

The User agrees to report any breach of personally identifiable information (PII) from the CMS data file(s), loss of
these data or disclosure to any unauthorized persons to the CMS Action Desk by telephone at (410) 786-2850 or
by e-mail notification at cms_it_service_desk@cms. hhs.gov within one hour and to cooperate fully in the federal
security incident process. While CMS retains all ownership rights to the data file(s), as outlined above, the User
shall bear the cost and lability for any breaches of PI from the data file(s) while they are entrusted to the User.
Farthermore, if CMS determines that the risk of harm requires notification of affected individual persons of the
security breach and/or other remedies, the User agrees to carry out these remedies without cost to CMS.

Form CMS-R-0235 (65/08) 4
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EXHIBIT F
DATA USE AGREEMENT (DUA) (FORM CMS-R-0235)
PAGE S OF 6

14. The User hereby acknowledges that criminal penalties under §1106(a) of the Social Security Act (42 U.S.C.
§ 1306(a)), including a fine not exceeding $10,000 or imprisonment not exceeding 5 years, or both, may apply to
disclosures of information that are covered by § 1106 and that are not authorized by regulation or by Federal law.
The User further acknowledges that criminal penalties under the Privacy Act (5 U.S.C. § 552a(i) (3)) may apply if
it is determined that the Requestor or Custodian, or any individual employed or affiliated therewith, knowingly and
willfully obtained the file(s) under false pretenses. Any person found to have violated sec. (i)(3) of the Privacy Act
shall be guilty of a misdemeanor and fined not more than $5,000. Finally, the User acknowledges that criminal
penalties may be imposed under 18 U.S.C. § 641 if it is determined that the User, or any individual employed or
affiliated therewith, has taken or converted to his own use data file(s), or received the file(s) knowing that they
were stolen or converted. Under such circumstances, they shall be fined under Title 18 or imprisoned not more
than 10 years, or both; but if the value of such property does not exceed the sum of $1,000, they shall be fined
under Title 18 or imprisoned not more than 1 year, or both.

15. By signing this Agreement, the User agrees to abide by all provisions set out in this Agreement and acknowledges
having received notice of potential criminal or administrative penalties for violation of the terms of the Agreement.

16. On behalf of the User the undersigned individual hereby attests that he or she is authorized to legally bind the User
to the terms this Agreement and agrees to all the terms specified herein.

Name and Title of User (typed or printed)

Company/Organization

Street Address

City State ZIP Code
Office Telephone (inciude Area Code) E-Mail Address (if applicable)
Signature Date

17. The parties mutually agree that the following named individual is designated as Custodian of the file(s) on behalf
of the User and will be the person responsible for the observance of all conditions of use and for establishment and
maintenance of security arrangements as specified in this Agreement to prevent unauthorized use. The User agrees
to notify CMS within fifteen (15) days of any change of custodianship. The parties mutually agree that CMS may
disapprove the appointment of a custodian or may require the appointment of a new custodian at any time.

The Custodian hereby acknowledges his/her appointment as Custodian of the aforesaid file(s) on behalf of the
User, and agrees to comply with all of the provisions of this Agreement on behalf of the User.

Name of Custodian (typed or printed)

Company/Organization

Street Address

City State ZIP Code

Office Telephone (include Area Code) E-Mail Address (if applicable)

Signature Date

Form CMS-R-0235 (05/08) 5
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DATA USE AGREEMENT (DUA) (FORM CMS-R-0235)
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18. The disclosure provision(s) that allows the discretionary release of CMS data for the purpose(s) stated in section 4
follow(s). (To be completed by CMS staff.)

19. On behalf of the undersigned individual hereby acknowledges that
the aforesaid Federal agency sponsors or otherwise supports the User’s request for and use of CMS data, agrees
to support CMS in ensuring that the User maintains and uses CMS’s data in accordance with the terms of this
Agreement, and agrees further to make no statement to the User concerning the interpretation of the terms of this
Agreement and to refer all questions of such interpretation or compliance with the terms of this Agreement to the
CMS official named in section 20 (or to his or her successor).

Typed or Printed Name Title of Federal Representative
Signature Date
Office Telephone (include Area Code) E-Mail Address (if applicable)

20. The parties mutually agree that the following named individual will be designated as point-of-contact for the
Agreement on behalf of CMS.

On behalf of CMS the undersigned individual hereby attests that he or she is authorized to enter into this
Agreement and agrees to all the terms specified herein.

Name of CMS Representative (typed or printed)

Title/Component

Street Address Mail Stop

City State ZIP Code

Office Telephone (include Area Code) E-Mail Address (if applicable)

A. Signature of CMS Representative Date

B. Concur/Nonconcur — Signature of CMS System Manager or Business Owner Date
Concur/Nonconcur — Signature of CMS System Manager or Business Owner Date
Concur/Nonconcur — Signature of CMS System Manager or Business Owner Date

According to the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.
The valid OMB control number for this information collection is 0938-0734. The time required to complete this information collection is estimated to average 30 minutes
per response, including the time to review instructions, search existing data resources, gather the data needed, and complete and review the information collection. If
you have any comments concerning the accuracy of the time estimate(s) or suggestions for improving this form, please write to: CMS, 7500 Security Boulevard, Attn:
Reports Clearance Officer, Baltimore, Maryland 21244-1850.

Form CMS-R-0235 (05/08)

6
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DEPARTMENT OF HEALTH AND HUMAN SERVICES Form Approved
CENTERS FOR MEDICARE & MEDICAID SERVICES OMB No. 0938-1046

INSTRUCTIONS FOR COMPLETING THE CERTIFICATE OF DATA DESTRUCTION FOR DATA
ACQUIRED FROM THE CENTERS FOR MEDICARE & MEDICAID SERVICES

This certificate is to be completed and submitted to CMS to certify the destruction of all CMS data covered by the listed
Data Use Agreement (DUA). This includes any copies made of the files, any derivative or subsets of the files, and any
manipulated files. The requestor may not keep any copies, derivative or manipulated files—all files must be destroyed.
CMS will close the listed DUA upon receipt and review of this certificate.

Directions for the completion of the certificate follow:
m Complete the Requestor and Custodian’s Organization and Contact information as listed in the DUA.

®  Provide the DUA number.

®  Provide the Project/Study Name as listed on the DUA.
®  Provide the CMS Project Officer, if applicable.

m  Please list all data files and years covered by the DUA.

B A signature is required on this certification. The signature should be the requestor or Custodian listed on the DUA.
If the DUA is for a CMS Contract/Demonstration, the CMS Project Officer must also sign the certificate.

Please submit this certificate to:
Director, Division of Privacy Compliance
Division of Privacy Compliance
Mailstop: N2-04-27

7500 Security Blvd.

Baltimore, MD 21244

According to the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays

a valid OMB control number. The valid OMB control number for this information collection is 0938-1046. The time required to complete

this information collection is estimated to average 10 minutes per response, including the time to review instructions, search existing data
resources, gather the data needed, and complete and review the information collection. If you have comments concerning the accuracy of the
time estimate(s) or suggestions for improving this form, please write to: CMS, 7500 Security Boulevard, Attn: PRA Reports Clearance Officer,
Mail Stop C4-26-05, Baltimore, Maryland 21244-1850.

Form CMS-10252 (12/07) 1
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DEPARTMENT OF HEALTH AND HUMAN SERVICES
CENTERS FOR MEDICARE & MEDICAID SERVICES
7500 Security Boulevard

Baltimore, Maryland 21244-1850

CERTIFICATE OF DATA DESTRUCTION FOR DATA ACQUIRED FROM
THE CENTERS FOR MEDICARE & MEDICAID SERVICES

REQUESTOR ORGANIZATION DATA USE AGREEMENT (DUA) NO.

REQUESTOR CONTACT NAME PHONE NO.

REQUESTOR ADDRESS

CUSTODIAN ORGANIZATION

CUSTODIAN CONTACT NAME

CUSTODIAN ADDRESS PHONE NO.

PROJECT/STUDY NAME

CMS PROJECT OFFICER (IF APPLICABLE)

CMS Data Files Destroyed: Files Years

By signing this Certification of Data Destruction, I confirm that the data acquired under DUA # have
been completely destroyed and no copies have been kept.

REQUESTOR OR CUSTODIAN PRINTED NAME SIGNATURE DATE

CMS PROJECT OFFICER (IF APPLICABLE) PRINTED NAME SIGNATURE DATE

Form CMS-10252 (12/07) 2
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SECURE ONE HHS, INFORMATION SECURITY PROGRAM RULES OF BEHAVIOR
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Secure One HHS

Information Security Program Rules of
Behavior

The HHS Rules of Behavior (HHS Rules) provides common rules on the appropriate use of all HHS
technology resources and information® for Department users, including federal employees, interns
and contractors. The HHS rules work in conjunction with the HHS-OCIO-2006-0001, Policy for
Personal Use of Information Technology Resources, dated February 17, 2006, and are issued
under the authority of the HHS-OCIO-2007-0002, Policy for Department-wide Information
Security, dated September 25, 2007. Both references may be found at URL:

http: //www.hhs.gov/ocio/policy/index.html.

All users of Department technology, resources, and, information must read these rules and sign
the accompanying acknowledgement form before accessing Department data/information,
systems and/or networks. This acknowledgement must be signed annually, preferably as part of
Information Security Awareness Training, to reaffirm knowledge of and agreement to adhere to
the HHS rules. The HHS rules may be presented to the user in writing or electronically, and the
user’s acknowledgement may be obtained by written or electronic signature. Each Operating
Division (OPDIV) Chief Information Officer (CIO) shall determine how signatures are to be
submitted, retained, and recorded?; and may append any necessary information or fields to the
signature page. For electronic signatures, the specific version number of the HHS rules must be
retained along with the date, and sufficient identifying information to uniquely link the signer to
his or her corresponding information system accounts. Electronic copies of the signed Signature
Page may be retained in lieu of the original. Each OPDIV CIO shall ensure that information system
and information access is prohibited in the absence of a valid, signed HHS rules from each user.

Each HHS OPDIV may require user certification to policies and requirements, more restrictive
than the rules prescribed herein, for the protection of OPDIV information and systems.

Furthermore, supplemental rules of behavior may be created for systems which require users to
comply with rules beyond those contained in the HHS Rules. In such cases, users must
additionally sign these supplemental rules of behavior prior to receiving access to these systems,
and must comply with any ongoing requirements of each individual system to retain access (such
as re-acknowledging the system-specific rules by signature each year). System owners shall
document system-specific rules of behavior and any recurring requirement to sign them in the
System Security Plan for their systems. Each OPDIV CIO shall implement a process to obtain and
retain the signed rules for such systems and shall ensure that user access to their information is
prohibited without a signed, system-specific rules and a signed HHS Rules.

National security systems, as defined by the Federal Information Security Management Act
(FISMA), must independently or collectively, implement their own system-specific rules.

These HHS Rules apply to both the local and remote use of HHS information (in both electronic
and physical forms) and information systems by any individual.

e Information and system use must comply with Department and OPDIV policies and
standards, and with applicable laws.

e Use for other than official, assigned duties is subject to the HHS-OCIO-2006-0001, Policy
for Personal Use of Information Technology Resources, dated February 17, 2006.

e Unauthorized access to information or information systems is prohibited.

e Users must prevent unauthorized disclosure or modification of sensitive information,
including Personally Identifiable Information (PII)?
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Users shall:

e Inaccordance with OPDIV procedures, immediately report all lost or stolen HHS
equipment, known or suspected security incidents, known or suspected information
security policy violations or compromises, or suspicious activity. Known or suspected
security incidents is inclusive of an actual or potential loss of control or compromise,
whether intentional or unintentional, of authenticator, password, or sensitive information,
including PII, maintained or in possession of the OPDIV.

e Ensure that software, including downloaded software, is properly licensed, free of
malicious code, and authorized before installing and using it on Departmental systems.

e Wear identification badges at all times in federal facilities.

e Log-off or lock systems when leaving them unattended.

e Use provisions for access restrictions and unique identification to information and avoid
sharing accounts.

e Complete security awareness training before accessing any HHS/OPDIV system and on an

annual basis thereafter. Also, complete any specialized role-based security or privacy

training, as required. See Memo from HHS CIO: Training of Individuals Developing and

Managing Sensitive Systems, dated November 7, 2007.

Permit only authorized HHS users to use HHS equipment and/or software.

Secure sensitive information (on paper and in electronic formats) when left unattended.

Keep sensitive information out of sight when visitors are present.

Sanitize or destroy electronic media and papers that contain sensitive data when no

longer needed, in accordance with HHS records management and sanitization policies, or

as otherwise directed by management.

Only access sensitive information necessary to perform job functions (i.e., need to know).

e Use PII only for the purposes for which it was collected, to include conditions set forth by
stated privacy notices and published system of records notices.

e Ensure the accuracy, relevance, timeliness, and completeness of PII, as is reasonably
necessary, to assure fairness in making determinations about an individual.

Users shall not:

e Direct or encourage others to violate HHS policies.

e Circumvent security safeguards or reconfigure systems except as authorized (i.e.,
violation of least privilege).

e Use another person’s account, identity, or password.

¢ Remove computers or equipment.

e Send or post threatening, harassing, intimidating, or abusive material about others in
public or private messages or forums.

e Exceed authorized access to sensitive information.

e Store sensitive information in public folders or other insecure physical or electronic
storage locations.

e Share sensitive information, except as authorized and with formal agreements that
ensure third parties will adequately protect it.

e Transport, transfer, email, remotely access, or download sensitive information, inclusive
of PII, unless such action is explicitly permitted by the manager or owner of such
information.

e Store sensitive information on portable devices such as laptops, personal digital
assistants (PDA) and universal serial bus (USB) drives or on remote/home systems
without authorization or appropriate safeguards, as stipulated by the HHS Encryption
Standard for Mobile Devices and Portable Media, dated August 21, 2007.

e Knowingly or willingly conceal, remove, mutilate, obliterate, falsify, or destroy information
for personal use for self or others. (See 18 U.S.C. 2071)

e Copy or distribute intellectual property—including music, software, documentation, and
other copyrighted materials—without permission or license from the copyright owner.

¢ Modify software without management approval.
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The following are prohibited on Government systems per the HHS-OCI0-2006-0001, Policy for
Personal Use of Information Technology Resources, dated February 17, 2006:

+ Sending or posting obscene or offensive material in messages or forums.

¢ Sending or forwarding chain letters, e-mail spam, inappropriate messages, or unapproved

newsletters and broadcast messages.

Sending messages supporting political activity restricted under the Hatch Act.

Conducting any commercial or “for-profit” activity.

Utilizing peer-to-peer software without OPDIV CIO approval.

Sending, retrieving, viewing, displaying, or printing sexually explicit, suggestive text or

images, or other offensive material.

s Operating unapproved web sites.

* Incurring more than minimal additional expense, such as using non-trivial amounts of
storage space or bandwidth for personal files or photos.

s Using the Internet or HHS workstation to play games, visit chat rooms, or gamble.

Users shall ensure the following protections are properly engaged, particularly on non-HHS
equipment or equipment housed outside of HHS facilities:

+ Use antivirus software with the latest updates.

¢ On personally-owned systems, use of anti-spyware and personal firewalls.

+ For remote access and mobile devices, a time-out function that requires re-authentication
after no more than 30 minutes of inactivity.

¢ Adequate control of physical access to areas containing sensitive information.

+ Use of approved encryption to protect sensitive information stored on portable devices or
recordable media, including laptops, thumb drives, and external disks; stored on remote
or home systems; or transmitted or downloaded via e-mail or remote connections.

* Use of two-factor authentication for remote access to sensitive information.

Users shall ensure that passwords:

+ Contain a minimum of eight alphanumeric characters and (when supported by the OPDIV
environment) at least one uppercase and one lowercase letter, and one number, and one
special character.

* Avoid words found in a dictionary, names, and personal data (e.g., birth dates,
addresses, social security numbers, and phone numbers).

* Are changed at least every 90 days, immediately in the event of known or suspected
compromise, and immediately upon system installation (e.g. default or vendor-supplied
passwords).

* Are not reused until at least six other passwords have been used.

* Are committed to memory, or stored in a secure place.
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SIGNATURE PAGE

I have read the HHS Rules of Behavior (HHS Rules), version 2008-0001.0038S, dated February 12,
2008 and understand and agree to comply with its provisions. I understand that violations of the
HHS Rules or information security policies and standards may lead to disciplinary action, up to and
including termination of employment; removal or debarment from work on federal contracts or
projects; and/or revocation of access to Federal information, information systems, and/or facilities.
I understand that exceptions to the HHS Rules must be authorized in advance in writing by the
OPDIV Chief Information Officer or his/her designee. I also understand that violation of laws, such
as the Privacy Act of 1974, copyright law, and 18 USC 2071, which the HHS Rules draw upon, can
result in monetary fines and/or criminal charges that may result in imprisonment.

Signatures:
Date Signed:

Employee's/User's Name:

(Print)
APPROVED BY AND EFFECTIVE
ON:
/s/ February 12, 2008
Michael Carleton DATE

HHS Chief Information Officer

The record copy is maintained in accordance with GRS 1, 18.a.
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