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To amend the Foreign Intelligence Surveillance Act of 1978, to modernize
and streamline the provisions of that Act, and for other purposes.

IN THE SENATE OF THE UNITED STATES

OCTOBER 26, 2007
Mr. ROCKEFELLER, from the Select Committee on Intellicence, reported the
following original bill; which was read twice and placed on the calendar
NOVEMBER 1, 2007
Referred to the Committee on the Judiciary pursuant to section 3(b) of S.
Res. 400, 94th Congress, as amended by S. Res. 445, 108th Congress,
for a period not to exceed 10 days of session
NOVEMBER 16, 2007
Reported by Mr. LEATY, with an amendment

[Strike out all after the enacting clause and insert the part printed in italic]

A BILL

To amend the Foreign Intelligence Surveillance Act of 1978,
to modernize and streamline the provisions of that Act,

and for other purposes.

1 Be it enacted by the Senate and House of Representa-

2 twes of the Unated States of America in Congress assembled,
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SECTION 1. SHORT TITLE; TABLE OF CONTENTS:

ments Aet of 20077 or the “JSA Amendments Aet of
2004
See: 1o Short tithe; table of contents:

SERAICE PROVIDERS
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TITEE I FOREIGN
INTELEIGENCE SURVEILEANCE

SEC. 101. TARGETING THE COMMUNICATIONS OF CERTAIN
PERSONS OUTSIDE THE UNITED STATES.
bnee Aet of 1978 (50 T-S:C- 1801 et seq) is amended—
tite:

“TITELE VII-ADDITIONAL PROCE-
DURES FOR TARGETING COM-
MUNICATIONS OF CERTAIN
PERSONS OUTSIDE THE
UNITED STATES

“SEC. 701. LIMITATION ON DEFINITION OF ELECTRONIC
SURVEILLANCE:
oy By GENERAE—The terms “agent of & foreten
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of the Senate; aned
B the Permatent Seleet Conmmittee on

T s o T e N B B e S e e o PN aC
CORERE OF RECHRA CobE o i betrs
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B)
A o telecottentiots erbrters ws Hhat
“Bt o provider of eleetrone cotten-
Y o provider of o retrote  cotiptihe
stored: or
=) an eoffieer; employee; or agent of an
ot Py
46+atb-
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|l “SEC. 703. PROCEDURES EOR ACQUIRING THE COMMU-
2 NICATIONS OF CERTAIN PERSONS OUTSIDE
3 THE UNITED STATES.

4

9 leenee tlortmtion.

11 sebsection fo—

13 knowh at the tine of nequistiion to be loeated 1 the
14 Fotted Statess

15 2 v not mtentionaly tareet a person rea-
18 vetllanee a partienlar; known persen reasonably be-
19 heved to be i the Paited States; exeept i aecord-
20 snee with title Looand

21 =5 st Be eomditeted broa mraber eotestbet
22 with the forrth amendiment to the Constitrton of
23 the Uiited States,

25 B BED S —
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tareet o Hntted States person exeept tt aceordatiee
Tnited States may not intentionally target a United
Frited States to aeatire the contents of a whe or
ettstatees i whieh a person has a reasonable ex-
peetation of privaey and a warrant would be re-
Ay the Attorney General or the Attorney
elrdes a statement of the faets and edr-
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8
eet of the aeqiisiton s a foreten pewer or ah
agent of & foreten power; and
Cotrt—
eleetronte surveillanee 18 & foreien power or

that 30 davs after the date of the enaetment of

et & target reasotably beheved to be outside the
Hrited States is o Hiited States persons
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g eertreatton tde by the dortes Gen-
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ferred to in paragraph (1 shall be subject to jucicial
b
S REQEHRImHRF—Stbhjeet to subpara-
hegenee shall provide; under oath; & written eer-
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preparation of a ecertifieation thder this sub-
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“H) have been approved by or
provel by; the Foreign Intelligence
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e with the cotsent of the Setater or
faettities; plaees; premises; or property at which the
chrected or condueteds
priesaant to sabseetion 4

oS 2248 RS



O o0 9 N U B~ W

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

14
neeessary to aceomphsh the aeaqtistion o a
graph (-

oS 2248 RS



[E—

15

O o0 9 AN U B~ W

O TN NG I N T NG I NS R NS R N e T e e T e T e e T
L A W D= OO NN NN R, WD = O

cetvthe a directive tssted prestant to paraeraph
1 may challenge the direetive by filing & peti-
Cotrt:

tander subparagraph (&) to 1 of the judees serv-
constderie o petitton to modHy or set astde =
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16
& Written statement for the reecord of the rea-
sons for a determination ander this paragraph:
a fathare to eomply with a directive issued pur-
may file a petition for an order to compel com-
of the Court shall assten a petition filed under
subparagraph () to T of the judees serving

Hoh:
considerine a petition shall issae an order re-
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17
the record of the reasens for a determination

iy which the o : s :

vHEW-—The Government or an eleetronte eom-

tssued purstant to paragraph (1 may file & pe-
Court of Review for review of the decision
issted pursaant to paragraph (4 er (5} net
Lter thatt 7 dives after the isstmee of steh de-
eiston: The Court of Review shall have jurisdie-
tiort to eonsider sueh a petition and shall pro-
vithe o written statement for the record of the
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tssued purstant to paragraph (1 may file & pe-
tition for o writ of cortiorart for review of the
decision of the Court of Review issued under
shetl be tearsmritted ander seal to the Suprenie
Conrt of the United States; which shall have ja-
risdiction to review suaeh deeision:

“‘ I ) I%VT' P}ﬂ%YIWI%QI -

sueh certifieation or proecedure; or amendment

oS 2248 RS



O o0 N N B W =

[\© TN NG I N T NG I NS R NS R N e T e e T e T e T T
b A W D= OO0 NN NN R, WD = O

19
a eertifteation provided under subseetion (o) to de-
a eertifieation reegqired by subseetion {e) eon-
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20
ettired  elements; or that the procedures re-
seetions or the fourth amendment to the Con-
the Government’s eleetion and to the extent re-
or
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6 APPEAE—

tder this seetion to the Foreten hrtelioetee
sion affimine reversine or modifsing an order
a wrttten statement of Hs reasons:

(i) durine the pendeney of any ap-

cothr—The Govertmett way e o petiton
for a writ of eertiorart for review of a deerston
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“hy Fepierd

St Sranpaibr—A  record of a proceedine
a stbmisston; which may melade elassified mforma-
tHon-
retained for a pertod of not less than 10 years from
made:
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erently than onee every 6 months; the Attorney

Cotrt e

By the coneressional ntelioence eommit-

teess
General of the Department of Justice and of any
element of the intellicence eommunity authorized to

seetion fa—
By with respeet to aequistbions author-
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tainthe & reference to a United States per-
son Hentity:

mization procedures to a parbenlar acemistton
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Getertd shal fle tfortn oo mpter eoh-
Judiciary of the Senate, and the Connnittee on
bt s e e peporties e
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wetadine & eopy of any order or pleading
tatns a stentfieant legal interpretation of
entforee o direetive wnder paraeeaphs (4 or

by a speetfied person to whom the At-
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28
ol Intelhoence issued o direetive
this seetion: and
prrstatt to paragraph (3
TION 703.
thder seettonr 703 shall be deemted to be tformation ae-
Aet of 1048 (50 Hos: 1804 et see) 15 amended—
and

[Z340h 140 nl T m T D) Y DA IS} Al > AR N4 Al Al T

“PLE VH—ADDITIONAL PROCEDHRES FOR TARGETING COMMU-
T Al m J Al IR Nl B IS J mg n nmn nl NI
éVVIVAVVIVgV
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15 SEC. 102. STATEMENT OF EXCLUSIVE MEANS BY WHICH

16 ELECTRONIC SURVEILLANCE AND INTERCEP-
17 TION OF DOMESTIC COMMUNICATIONS MAY
18 BE CONDUCTED.

19 B MPATEMENT oF [iNentsive Miaxs—Tide 1 of

21 s B et ser s atended by addine o the end
22 the foHowie new seetton:
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N OAY BE CoNBRECTRD
SSpes 112. Chapters 119 and 121 of tithe 18- United

States Codes and this Aet shall be the exelusive means by

reonrdless of the limitation of seetion 701} and the inter-

SEC: 103. SUBMITTAL TO CONGRESS OF CERTAIN COURT
ORDERS UNDER THE FOREIGN INTEL-
LIGENCE SURVEILLANCE ACT OF 1978,
e “fhot eladine orders)” and tsertine <5 ordersy=
) REPORES BY ATPORNEY GENERAL 0N CEREARN
OFHER ORDERS—=ueh section 601 s further anrended
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mittees of Congress referred to i subseetion {8 a eop¥y
of any decision; order; or opinion issned by the court es-
toh 18 tssted—
Seetion 104 of the Foreien Intellicence Surveillance
et of Hs 8 Fos 0 s atended—
subparaeraph (B) of this paragraphs by strikine
“etaiteds
stbparacraph (B} of this paragraph; i the
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e “Senates or the Deprty Director of the
Federal Burean of Investieation; i des-
ionated by the President as a eertifydne of-
subparagraph (B) of this paragraph; by strikine
stbparacraph B) of this paragraph; by adding

“and” at the end: and
stbparagraph (B) of this paragraph; by strikine
t4) i paragraph (HtA) of subseetion {e); as re-
destenated by paragraph (3) of this sabseetion; by
striking “or the Director of National Intellisence’
and insertine “the Director of National Intellicence
or the Director of the Central Intellicence Aeeney’
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| SEC. 105. ISSUANCE OF AN ORDER.

at the ends

atd™ atrd tsertie & pertods atd
23 e the ttortes Genertt tae atthorie the etreroctes
24 emplovinent of electronte survetthanee H the Attorney Gen-
25 eral—

NolNe B e Y, e~ L OV R \O)
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34
destenee; & judee havine jurisdietion under seetion

21 eraph (s the Attorney Generad shall require that the

23 issuanee of a yadietal order be followed:
24 =654 H the ahseree of o fadietd order approvire steh

25 eleetrotte strvethtiees the stevetthriee sl termmete
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35
anthority of the United States; a State; or politteal sub-
bodily harn to any persots
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36
apphieation to & jadee wnder this title to conduet electronte
el ol entions and the judee
amended—
detailed

oS 2248 RS
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by subparaeraph (B) of this paragraph; by -
sertine Yor is about to bel before “owned’s and
stbparagraph (B} of this paragraph; i the
ine “Senate: or the Deputy Director of the
Federal Burean of Investiention; i des-
ionated by the President as a certifyine of-
Director of National Intellicence” and inserting “the
Director of National Intellicence; or the Director of
b} ORPERS—Seection 304 of the Foreion Intel-
Lisenee Surveillance Aet of 1978 (50 1LS.C. 1824) is

atrended—
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2 toves:

7 exists with respeet to the employment of a physieal
10 with due diligence be ebtained:

11 “B) determines that the faetual basis for
13 physteal seareh exists:

14 S ferms; etther personaly or throueh =
15 destenee; a judee of the Foreten Intellieenee Surved-
16 lanee Court at the time of such authorization that
18 physteal seareh: and

19 =D trtkes o appheation # aecordhttee with
20 this title to & jadee of the Foreien Intelligence Sur-
21 vetthtee ottt as spot s practenbles bat tot mrore
22 than 168 hours after the Attorney General author-
23 tzes steh physteal seareh:

24 =23 H the Atortey Genernd arthortres the etrer-
25 eeney emplovient of & physteal seareh wnder paraeraph
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& yadietal order be followed:
other anthority of the United States; a State; or politteal
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Geterat H the tformrtion tdtertes o thrent of death o
s amended—
SEG: 108: AMENDMENTS FOR EMERGENCY PEN REGISTERS
AND TRAP AND TRACE DEVICES.
(2) in subseetion (D by striking 48
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2 enits’s
1978 as amended by sabseetion (o) of this seetions
10 paragraph:

O© o0 9 N »n A

12ty oh ths oy thrbses oF tpot the reqtest of the Gov-
13 ernment i any proceeding o a party under seetton 50HH
14 or paragraph (4 or {5} of seetion F03th); hold a hearine
16 judees that constitute sueh conrt upon a determination
17 that—

18 “ eh buate constderttion 15 peeesstes to se-
19 eHre of tatrta ettt of the ottt deetstors:
20 oF

22 eeptional mportanee:

23 “B) Any anthority eranted by this Aet to a judee
25 etsed by the conrt en bane: When exereistne steh anthor-
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7
8

11 eept when sittine en bane under parasgreaph
12 217 after Sho jhdee destotmted ander this
13 stthseettor— wd

14 B 1 seetton 302(te) (59 H5-0- 1822(e));
15 bv tisertitte “texeept when site e bateds
16 after “exeept that to judee™

18 =eetton H93 of the Foreton tethoctee Strvethee et
19 of 1973 (50 5 180537 13 amended—

21 seettott fots o

23 lovwine new subsection:

24 S Y jdee of the conrt established ahder sab-
25 seetton frids the ot estabhished snder sibsecton £ or
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43
a jadee of that cotrt; or the Supreme Conrt of the Hnited
States or & justiee of that eourt; may; i accordanee with
the rides of thetr respective cotrts; enter o stay of an order
ecotrt estabhished wnder subseetion (1) conduets o rehenr-
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He to o edstoter of eottentots faethttess o
ered eivil aetion” means & eivil aetion filed 1 & Fed-
eral or State eourt that—
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) FEHRETRONME COMHERNCATION  SERVHCR

A a telecommunteations earrter; as that

B} & provider of an eleetronte communiean-

H a provider of o remote cotpttthe sery-
storeck

9 an offieer; employee; or agent of an en-
b); or 45

= .
E I IW !I IW N\ rl‘ ‘ )IW VIWI I |1 I P VIWIWI I l(\ |1 PV(\(I1 (\1‘ "I !l l
((" T 7 AW S o=
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46+ath-
SEC. 202. EIMITATIONS ON CIVIL ACTIONS FOR ELEC-

TRONIC COMMUNICATION SERVICE PRO-

VADERS:

proviston of laww a eovered ervl aetion shall net he

ot be trtthtrited H oo Federad or Stite eotrt and
Fas—

tHy destened to deteet o prevent

& terrorist attacks or achivities
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| preparation for o terrerist attack;
3 H desertbed toa septen reqtest ot
4 chreettve from the Mtorney General or the
6 wrnity for the deputy of such person) to
9 5 anthorized by the President:
10 atrel

11 1 determined to be lawfal; or
12 B> the eleetronie communteation serviee
13 provider did not provide the aleeed assistanees
14 2> Review—A eertifieation made pursuant to
15 paragraph (1 shall be subjeet to review by a eourt
16 for abuse of diseretion:

18 General files a declaration under seetion 1746 of title 28;
19 tnited States Code; that diselosure of a eertifieation made

20 purstant to stubseetion (o) world harm the national seen-
21 i of the Frited Statess the eotrt shal—

23 parte; and

oS 2248 RS



O o0 N N B W

[\ I NS R T e e T e T e T e D e T
—_— O O o0 N N O nm R~ W NN = O

48
stteh ah ex parte reviesy to a statement that the eon-
& destenee 1 a posttion not lower than the Deputy Attor-
eivil aetion that is brought i & State eourt shall be

fowe
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49
SEG: 203 PROCEDURES FOR IMPEEMENTING STATUTORY

DEFENSES UNDER THE FOREIGN INTEL-
HGENCE SURVEILEANCE ACT OF 1978:
“FITEE VAH—PROTECTION OF
PERSONS  ASSISTING THE
GOVERNMENT
“+H

He to o edstoter of eottttentot faetittess o
Hott HHet+
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“EY a telecommttentions earrter; as that

“Bt o provider of eleetrone cotten-

S a provider of a remote compttine
storeck

i a porerts stbsidhress o ftates ste-

S5 an eoffieer; employee; or agent of an
b); or 45

SR INLIDAI 2 om nl rpn SR N nhniPal I\

Ny —T e termr telemrent of the trteHioenee ot
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+otath-

provider: ot

Bt o kndbords enstoditts or other person

“Y an order of the eourt established
anee:
seetion 251HOHIGHBY or 2709} of
before the date of the ennetment of the
FISA Amendments Aet of 2007 or 703¢-

oS 2248 RS



1

NolNe B e Y, e~ L OV R \O)

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26

52
DEFENSES.
tatred He o Federtd or State cottrt aenttist oy pet-

that—

provided paresuant to an order of the conrt es-

provided purstant to a certifieation i swritne
provided purstant to a directive under seetions
streh assistanee; o
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General files a deelaration under seetion 1746 of title 28;
stteh ah ex parte reviesy to a statement that the eon-
“fe) REMovat—2A eivil action against & persen for
muntty that 18 broueht in a State eourt shall be deemed
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“e) APPHEABHITY—This seetion shall apply to &
to—
other proceedine to endforee a reguirement that an
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:

mvestigation; action; or proceeding that is pending on or
amended by addine at the end the folowine:
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TITEE HH—OTHER PROVISIONS
DURES:.
) BREprat—
10525 10585 and 1056
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reetives isstred prrsuant to saeh seetion 1058 for in-
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1085 and 109 of this Aet; and
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SECTION 1. SHORT TITLE; TABLE OF CONTENTS.

(a) SHORT TITLE.—This Act may be cited as the “For-

eign Intelligence Surveillance Act of 1978 Amendments Act

of 20077 or the “FISA Amendments Act of 2007

(b) TABLE OF CONTENTS.—The table of contents for

this Act 1s as follows:

Sec. 1. Short title; table of contents.

Sec.

Sec.

Sec.

Sec.
Sec.
Sec.
Sec.
Sec.
Sec.
Sec.
Sec.

101.

102.

104.
105.
106.
107.
106.
109.
110.
111.

TITLE I—FOREIGN INTELLIGENCE SURVEILLANCE

Targeting the communications of certain persons outside the Unaited
States.

Statement of exclusive means by which electronic surveillance and inter-
ception of certain communications may be conducted.

3. Submittal to Congress of certain court orders under the Foreign Intel-

ligence Surveillance Act of 1978.
Applications for court orders.
Issuance of an order.
Use of information.
Amendments for physical searches.
Amendments for emergency pen registers and trap and trace devices.
Foreign Intelligence Surveillance Court.
Review of previous actions.
Technical and conforming amendments.

TITLE I—FOREIGN

INTELLIGENCE SURVEILLANCE

SEC. 101. TARGETING THE COMMUNICATIONS OF CERTAIN

PERSONS OUTSIDE THE UNITED STATES.

(a) IN GENERAL—The Foreign Intelligence Surveil-

lance Act of 1978 (50 U.S.C. 1801 et seq.) is amended—
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(1) by striking title VII; and
(2) by adding after title VI the following new
title:

“TITLE VII—ADDITIONAL PROCE-

DURES FOR TARGETING COM-
MUNICATIONS OF CERTAIN
PERSONS OUTSIDE THE
UNITED STATES

“SEC. 701. DEFINITIONS.

“In this title:

“(1) IN GENERAL.—The terms ‘agent of a foreign
power’, ‘Attorney General’, ‘contents’, ‘electronic sur-
veillance’, ‘foreign intelligence information’, ‘foreign
power’, ‘minimization procedures’, ‘person’, ‘Unaited
States’, and ‘Unated States person’ shall have the
meanings given such terms in section 101.

“(2) ADDITIONAL DEFINITIONS.—

“(A) CONGRESSIONAL INTELLIGENCE COM-
MITTEES.—The term ‘congressional intelligence
committees’ means—

“(1) the Select Committee on Intel-
ligence of the Senate; and

“(in) the Permanent Select Commattee
on Intelligence of the House of Representa-

tives.
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“(B) FOREIGN INTELLIGENCE SURVEIL-
LANCE COURT; COURT.—The terms ‘Foreign In-
telligence Surveillance Court’ and ‘Court’ mean
the court established by section 103(a).

“(C) FOREIGN INTELLIGENCE SURVEIL-
LANCE COURT OF REVIEW; COURT OF REVIEW.—
The terms ‘Foreign Intelligence Surveillance
Court of Review’ and ‘Court of Review’ mean the
court established by section 103(b).

“(D) ELECTRONIC COMMUNICATION SERVICE
PROVIDER.—The term ‘electronic communication
service provider’ means—

“() a telecommunications carrier, as
that term 1is defined in section 3 of the Com-
munications Act of 1934 (47 U.S.C. 153);

“(1n) a provider of electronic commu-
nications service, as that term is defined in
section 2510 of title 18, United States Code;

“(i1) a provider of a remote com-
puting service, as that term 1is defined in
section 2711 of title 18, United States Code;

“w) any other communication service
provider who has access to wire or electronic

communications either as such communica-
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tions are transmatted or as such commu-

nications are stored; or
“(v) an officer, employee, or agent of

an entity described in clause (v), (i), (1),

or ().

“(E) ELEMENT OF THE INTELLIGENCE COM-
MUNITY.—The term ‘element of the intelligence
community’ means an element of the intelligence
community specified in or designated under sec-
tion 3(4) of the National Security Act of 1947
(50 U.S.C. 401a(4)).

“SEC. 702. PROCEDURES FOR ACQUIRING THE COMMUNICA-
TIONS OF CERTAIN PERSONS OUTSIDE THE
UNITED STATES.

“(a) AUTHORIZATION.—Notwithstanding any other
provision of law, including title I, the Attorney General and
the Director of National Intelligence may authorize jointly,
Jor periods of up to 1 year, the targeting of persons reason-
ably believed to be located outside the United States to ac-
quire foreign intelligence information.

“(b) LIMITATIONS.—An acquisition authorized under
subsection (a)—

“(1) may not intentionally target any person
known at the time of acquisition to be located in the

Unated States;
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“(2) may not intentionally target a person rea-
sonably believed to be outside the United States if a
significant purpose of such acquisition 1is to acquire
the communications of a specific person reasonably
believed to be located in the United States, except in
accordance with title I; and

“(3) shall be conducted in a manner consistent
with the fourth amendment to the Constitution of the
Unated States.

“(c) UNITED STATES PERSONS LOCATED OUTSIDE
UNITED STATES.—

“(1) ACQUISITION INSIDE THE UNITED STATES
OF UNITED STATES PERSONS OUTSIDE THE UNITED
STATES.—An acquisition authorized under subsection
(a) that constitutes electronic surveillance and occurs
inside the United States may not intentionally target
a United States person reasonably believed to be out-
side the United States, except in accordance with the
procedures under title I.

“(2) ACQUISITION OUTSIDE THE UNITED STATES
OF UNITED STATES PERSONS OUTSIDE THE UNITED
STATES.—

“(A) IN GENERAL—An acquisition by an
electronic, mechanical, or other surveillance de-

vice outside the United States may not inten-
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tionally target a United States person reason-
ably believed to be outside the United States to
acquire the contents of a wire or radio commu-
nication sent by or intended to be recerved by
that Unated States person under circumstances
m which a person has reasonable expectation of
privacy and a warrant would be required for
law enforcement purposes if the technique were
used inside the Unaited States unless—

“(1) the Foreign Intelligence Surveil-
lance Court has entered an order approving
electronic surveillance of that United States
person under section 105, or in the case of
an emergency situation, electronic surveil-
lance against the target is being conducted
m a manner consistent with title I; or

“Gi)(l) the Foreign Intelligence Sur-
veillance Court has entered a order under
subparagraph (B) that there 1is probable
cause to believe that the United States per-
son 18 a foreign power or an agent of a for-
eign power;

“(I1) the Attorney General has estab-
lished minimization procedures for that ac-

quisition that meet the definition of mini-
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mization procedures under section 101(h);
and

“(I1I) the dissemination provisions of
the minimaization procedures described n
subclause (II) have been approved under
subparagraph (C).

“(B) PROBABLE CAUSE DETERMINATION;

REVIEW.—

oS 2248 RS

“(1) IN GENERAL.—The Attorney Gen-
eral may submit to the Foreign Intelligence
Surveillance Court the determination of the
Attorney General, together with any sup-
porting affidavits, that a United States per-
son who 1s outside the United States is a
foreign power or an agent of a foreign
power.

“(in) REVIEW.—The Court shall vre-
view, any probable cause determination
submitted by the Attorney General under
this subparagraph. The review under this
clause shall be limited to whether, on the
basis of the facts submaitted by the Attorney
General, there 1is probable cause to believe

that the Unated States person who is outside
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the United States is a foreign power or an
agent of a foreign power.

“(111) ORDER.—If the Court, after con-
ducting a review under clause (1), deter-
manes that there is probable cause to believe
that the United States person is a foreign
power or an agent of a forewgn power, the
court shall issue an order approving the ac-
quisition. An order under this clause shall
be effective for 90 days, and may be renewed
Jor additional 90-day periods.

“(iv) NO PROBABLE CAUSE.—If the
Court, after conducting a review under
clause (1), determines that there 1is not
probable cause to believe that a United
States person is a foreign power or an agent
of a forewgn power, it shall enter an order
so stating and provide a written statement
Jor the record of the reasons for such deter-
manation. The Government may appeal an
order under this clause to the Foreign Intel-
ligence Surveillance Court of Review.

“(C) REVIEW OF MINIMIZATION PROCE-

DURES.—
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“(1) IN GENERAL.—The Foreign Intel-
ligence Surveillance Court shall review the
minimization procedures applicable to dis-
semination of iformation obtained through
an acquisition authorized under subpara-
graph (A) to assess whether such procedures
meet the definition of minimazation proce-
dures under section 101(h) with respect to
dissemination.

“(in) REVIEW—The Court shall issue
an order approving the procedures applica-
ble to dissemination as submitted or as
modified to comply with section 101(h).

“(iit) PROCEDURES DO NOT MEET
DEFINITION.—If the Court determines that
the procedures applicable to dissemination
of information obtained through an acquisi-
tion authorized under subparagraph (A) do
not meet the definition of minimaization
procedures under section 101(h) with re-
spect to dissemination, it shall enter an
order so stating and provide a written
statement for the record of the reasons for
such determination. The Government may

appeal an order under this clause to the
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Foreign  Intelligence Surveillance Court of
Review.
“(D) EMERGENCY PROCEDURES.—

“(1) IN GENERAL.—Notwithstanding
any other provision of this paragraph, the
Attorney General may authorize the emer-
gency employment of an acquisition under
subparagraph (A) if the Attorney General—

“(1) reasonably determines that—

“laa) an emergency situation
exists with respect to the employ-
ment of an acquisition under sub-
paragraph (A) before a deter-
mination of probable cause can
with due diligence be obtained;
and

“(bb) the factual basis for
wssuance of a determination under
subparagraph (B) to approve such
an acquisition exists;

“(II) informs a judge of the For-
eign Intelligence Surveillance Court at
the time of such authorization that the
decision has been made to employ an

emergency acquisition;
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“(I1I) submits a request in ac-
cordance with subparagraph (B) to the
Judge notified under subclause (II) as
soon as practicable, but later than 72
hours after the Attorney General au-
thorizes such an acquisition; and

“(IV) requires that minimazation
procedures meeting the definition of
minvmization procedures under section
101(h) be followed.

“(11) TERMINATION.—In the absence of
a judicial determination finding probable
cause to believe that the United States per-
son that s the subject of an emergency em-
ployment of an acquisition under clause ()
18 a forewgn power or an agent of a foreign
power, the emergency employment of an ac-
quisition under clause (1) shall terminate
when the information sought 1s obtained,
when the request for a determination 1s de-
nied, or after the expiration of 72 hours
Sfrom the time of authorization by the Attor-
ney General, whichever is earliest.

“(111) USE OF INFORMATION.—If the

Court determines that there is not probable



O© o0 3 O WD B W N

[\© TN NG T N T NG N NG I NS B S e e T e e T e T e T e T
LN R W NN = DO VO NN R WD~ O

73

cause to believe that a United States is a

Joreign power or an agent of a foreign

power in response to a request for a deter-
mination under clause (v)(II1), or in any
other case where the emergency employment
of an acquisition under this subparagraph
18 termanated and no determination finding
probable cause s issued, no information ob-
tained or evidence derived from such acqui-
sition shall be received in evidence or other-
wise disclosed in any trial, hearing, or
other proceeding in or before any court,
grand jury, department, office, agency, reg-
ulatory body, legislative committee, or other
authority of the United States, a State, or
political subdivision thereof, and no infor-
mation concerning any United States per-
son acquired from such acquisition shall
subsequently be wused or disclosed in any
other manner by Federal officers or employ-
ees without the consent of such person, ex-
cept with the approval of the Attorney Gen-
eral if the information indicates a threat of

death or serious bodily harm to any person.

“(3) PROCEDURES.—
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“(A)  SUBMITTAL TO FOREIGN INTEL-
LIGENCE SURVEILLANCE COURT.—Not later than
30 days after the date of the enactment of the
FISA Amendments Act of 2007, the Attorney
General shall submit to the Foreign Intelligence
Surveillance Court the procedures to be used in
determaning whether a target reasonably believed
to be outside the United States is a United
States person.

“(B) REVIEW BY FOREIGN INTELLIGENCE
SURVEILLANCE — COURT.—The  Foreign  Intel-
ligence Surveillance Court shall review, the pro-
cedures submitted under subparagraph (A), and
shall approve those procedures if they are reason-
ably designed to determine whether a target rea-
sonably believed to be outside the United States
1s @ United States person. If the Court concludes
otherwise, the Court shall enter an order so stat-
mg and provide a written statement for the
record of the reasons for such determination. The
Government may appeal such an order to the
Forewgn  Intelligence Surveillance Court of Re-
view.

“(C) USE IN TARGETING.—Any targeting of

persons reasonably believed to be located outside
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the Unated States shall use the procedures ap-

proved by the Foreign Intelligence Surveillance

Court under subparagraph (B). Any new or

amended procedures may be used with respect to

the targeting of persons reasonably believed to be
located outside the Unated States upon approval
of the new or amended procedures by the Court,
whaich shall review such procedures under para-

graph (B).

“(4) TRANSITION PROCEDURES CONCERNING THE
TARGETING OF UNITED STATES PERSONS OVER-
SEAS.—Any authorization in effect on the date of en-
actment of the FISA Amendments Act of 2007 under
section 2.5 of Executive Order 12333 to intentionally
target a Unated States person reasonably believed to
be located outside the Unaited States, to acquire the
contents of a wire or radio communication sent by or
intended to be received by that United States person,
shall remain wn effect, and shall constitute a sufficient
basis for conducting such an acquisition of a United
States person located outside the United States, until
that authorization expires or 90 days after the date
of enactment of the FISA Amendments Act of 2007,

whachever s earlier.
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“(d) CONDUCT OF ACQUISITION.—An acquisition au-

thorized under subsection (a) may be conducted only in ac-

cordance with—

“(1) a certification made by the Attorney Gen-
eral and the Director of National Intelligence pursu-
ant to subsection (g); and

“(2) the targeting and minimization procedures
required pursuant to subsections (e) and (f).

“(e) TARGETING PROCEDURES.—

“(1) REQUIREMENT TO ADOPT.—The Attorney
General, in consultation with the Director of National
Intelligence, shall adopt targeting procedures that are
reasonably designed to ensure that any acquisition
authorized under subsection (a) is limited to targeting
persons reasonably believed to be located outside the
Unated States, and that an application s filed under
title I, of otherwise required, when a significant pur-
pose of an acquisition authorized under subsection (a)
18 to acquire the communications of a specific person
reasonably believed to be located in the United States.

“(2) JUDICIAL REVIEW.—The procedures referred
to i paragraph (1) shall be subject to judicial review
pursuant to subsection (1).

“(f) MINIMIZATION PROCEDURES.—
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“(1) REQUIREMENT TO ADOPT.—The Attorney
General, in consultation with the Director of National
Intelligence, shall adopt, consistent with the require-
ments of section 101(h), minimization procedures for
acquisitions authorized under subsection (a).

“(2) JupIiciaL, REVIEW.—The minimization pro-
cedures required by this subsection shall be subject to
Judicial review pursuant to subsection (1).

“(g) CERTIFICATION.—

“(1) IN GENERAL.—

“(A) REQUIREMENT.—Subject to subpara-
graph (B), prior to the initiation of an acquisi-
tion authorized under subsection (a), the Attor-
ney General and the Divector of National Intel-
ligence shall provide, under oath, a written cer-
tification, as described in this subsection.

“(B) ExceprTiON.—If the Attorney General
and the Director of National Intelligence deter-
mane that tmmediate action by the Government
18 required and time does not permit the prepa-
ration of a certification under this subsection
prior to the initiation of an acquisition, the At-
torney General and the Director of National In-
telligence shall prepare such certification, includ-

mg such determanation, as soon as possible but
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m no event more than 168 hours after such de-

termaination 1s made.

“(2)

REQUIREMENTS.—A  certification  made

under this subsection shall—

oS 2248 RS

“(A) attest that—

“(1) there are reasonable procedures in
place for determining that the acquisition
authorized under subsection (a) 1s targeted
at persons reasonably believed to be located
outside the United States and that such
procedures have been approved by, or unll
promptly be submitted for approval by, the
Foreign  Intelligence  Surveillance  Court
pursuant to subsection (i);

“(1n) the procedures referred to in
clause (1) are consistent with the require-
ments of the fourth amendment to the Con-
stitution of the Unated States and do not
permit the intentional targeting of any per-
son who 1s known at the time of acquisition
to be located wn the Unated States;

“(111) the procedures referred to in
clause (1) require that an application is
filed under title I, if otherwise required,

when a significant purpose of an acquisi-
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tion authorized under subsection (a) is to
acquire the communications of a specific
person reasonably believed to be located in
the Unated States;

“tiw) a significant purpose of the ac-
quisition is to obtain foreign intelligence in-
Jormation;

“(v) the minimization procedures to be
used with respect to such acquisition—

“(I) meet the definition of mini-
mization  procedures under  section
101(h); and

“(II) have been approved by, or
will promptly be submaitted for ap-
proval by, the Foreign Intelligence
Surveillance Court pursuant to sub-
section (1);

“(v1) the acquisition imvolves obtaining
the forewgn intelligence information from or
with the assistance of an electronic commu-
nication service provider; and

“(vir) the acquisition s limated to
communications to which at least 1 party is
a specific indwidual target who s reason-

ably believed to be located outside of the
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Unated States, and a significant purpose of
the acquisition of the communications of
any target is to obtain foreign intelligence
mformation; and
“(B) be supported, as appropriate, by the
affidavit of any appropriate official in the area
of national security who 1s—
“(1) appointed by the President, by
and with the consent of the Senate; or
“(11) the head of any element of the in-
telligence community.
“(3) LIMITATION.—A certification made under

thas subsection 1s not required to identify the specific

Jacilities, places, premases, or property at which the

acquisition authorized under subsection (a) will be di-
rected or conducted.

“(4) SUBMISSION TO THE COURT.—The Attorney
General shall transmit a copy of a certification made
under this subsection, and any supporting affidavit,
under seal to the Foreign Intelligence Surveillance
Court as soon as possible, but in no event more than
5 days after such certification is made. Such certifi-
cation shall be maintained under security measures

adopted by the Chief Justice of the United States and
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the Attorney General, in consultation with the Direc-
tor of National Intelligence.

“(5) REVIEW.—The certification required by this
subsection shall be subject to judicial review pursuant
to subsection (1).

“(h) DIRECTIVES.—

“(1) AvrHorrry.—With respect to an acquisi-
tion  authorized under subsection (a), the Attorney
General and the Director of National Intelligence
may direct, in writing, an electronic communication
service provider to—

“(A) immediately provide the Government
with all information, facilities, or assistance nec-
essary to accomplish the acquisition in a manner
that will protect the secrecy of the acquisition
and produce a minvmum of interference with the
services that such electronic communication serv-
1ce provider is providing to the target; and

“(B) maintain under security procedures
approved by the Attorney General and the Direc-
tor of National Intelligence any records con-
cerning the acquisition or the avd furnished that
such electronic communication service provider

wishes to maintain.
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“(2)  COMPENSATION.—The Government shall
compensate, at the prevailing rate, an electronic com-
munication service provider for providing informa-
tion, facilities, or assistance pursuant to paragraph
(1).

“(3)  RELEASE FROM  LIABILITY.—Notwith-
standing any other law, no cause of action shall lie
moany court against any electronic communication
service provider for providing any information, facili-
ties, or assistance in accordance with a directive
issued pursuant to paragraph (1).

“(4) CHALLENGING OF DIRECTIVES.—

“(A) AUTHORITY TO CHALLENGE.—An elec-
tronic communication service provider receiving

a directive issued pursuant to paragraph (1)

may challenge the directive by filing a petition

with the Foreign Intelligence Surveillance Counrt.
“(B) ASSIGNMENT.—The presiding judge of
the Court shall assign the petition filed under
subparagraph (A) to 1 of the judges serving in
the pool established by section 103(e)(1) not later
than 24 howrs after the filing of the petition.
“(C) STANDARDS FOR REVIEW.—A judge
considering a petition to modify or set aside a

directive may grant such petition only if the
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Judge finds that the directive does not meet the

requirements of this section or is otherwise un-
lawful. If the judge does not modify or set aside
the directive, the judge shall immediately affirm
such directive, and order the recipient to comply
with the directive. The judge shall provide a
written statement for the record of the reasons
Jor a determination under this paragraph.

“(D) CONTINUED EFFECT.—Any directive
not explicitly modified or set aside under this
paragraph shall remain in full effect.

“(5) ENFORCEMENT OF DIRECTIVES.—

“(A) ORDER TO COMPEL.—In the case of a
Jailure to comply with a directive issued pursu-
ant to paragraph (1), the Attorney General may
file a petition for an order to compel compliance
with the directive with the Foreign Intelligence
Surveillance Counrt.

“(B) ASSIGNMENT.—The presiding judge of
the Court shall assign a petition filed under sub-
paragraph (A) to 1 of the judges serving in the
pool established by section 103(e)(1) not later
than 24 hours after the filing of the petition.

“(C) STANDARDS FOR REVIEW.—A judge

considering a petition shall issue an order re-
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quiring the electronic communication service
provider to comply with the directive if the judge
finds that the directive was issued in accordance
with paragraph (1), meets the requirements of
this section, and s otherwise lawful. The judge
shall provide a written statement for the record
of the reasons for a determination under this
paragraph.

“(D) CONTEMPT OF COURT—Failure to
obey an order of the Court issued under this
paragraph may be punished by the Court as con-
tempt of court.

“(K) PROCESS.—Any process under this
paragraph may be served in any judicial district
m which the electronic communication service
provider may be found.

“(6) APPEAL.—

“(A) APPEAL TO THE COURT OF REVIEW.—
The Government or an electronic communication
service provider receiving a directive issued pur-
suant to paragraph (1) may file a petition with
the Foreign Intelligence Surveillance Court of
Review for review of the decision issued pursuant
to paragraph (4) or (5) not later than 7 days

after the issuance of such decision. The Court of
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Review shall have jurisdiction to consider such a
petition and shall provide a written statement
Jor the record of the reasons for a decision under
this paragraph.

“(B) CERTIORARI ~TO THE SUPREME
COURT.—The Government or an electronic com-
munication service provider recewing a directive
wssued pursuant to paragraph (1) may file a pe-
tition for a writ of certiorari for review of the
decision of the Court of Review issued under sub-
paragraph (A). The record for such review shall
be transmatted under seal to the Supreme Court
of the Unated States, which shall have jurisdic-

tion to review such decision.

“(v) JUDICIAL REVIEW.—

“(1) IN GENERAL.—

“(A) REVIEW BY THE FOREIGN INTEL-
LIGENCE SURVEILLANCE COURT.—The Foreign
Intelligence Surveillance Court shall have juris-
diction to review any certification required by
subsection (d) or targeting and minimization
procedures adopted pursuant to subsections (e)
and (f).

“(B) SUBMISSION TO THE COURT.—The At-

torney General shall submit to the Court any
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such certification or procedure, or amendment

thereto, not later than 5 days after making or

amending the certification or adopting or
amending the procedures.

“(2) CERTIFICATIONS.—The Court shall review a
certification provided under subsection (g) to deter-
mine whether the certification contains all the re-
quired elements.

“(3) TARGETING PROCEDURES.—The Court shall
review the targeting procedures required by subsection
(e) to assess whether the procedures are reasonably de-
signed to ensure that the acquisition authorized under
subsection (a) 1s limited to the targeting of persons
reasonably believed to be located outside the Unaited
States, and are reasonably designed to ensure that an
application 1is filed under title I, if otherwise re-
quired, when a significant purpose of an acquisition
authorized under subsection (a) is to acquire the com-
munications of a specific person reasonably believed
to be located in the United States.

“(4) MINIMIZATION PROCEDURES.—The Court
shall review the minimization procedures requived by
subsection (f) to assess whether such procedures meet
the definition of minimization procedures under sec-

tion 101(h).
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“(5) ORDERS.—

“(A) ArPrRovAL.—If the Court finds that a
certification required by subsection (g) contains
all of the required elements and that the tar-
geting and minimization procedures required by
subsections (e) and (f) are consistent with the re-
quirements of those subsections and with the
Jourth amendment to the Constitution of the
United States, the Court shall enter an order ap-
proving the continued use of the procedures for
the acquisition authorized under subsection (a).

“(B) CORRECTION OF DEFICIENCIES.—

“(1) IN GENERAL.—If the Court finds
that a certification required by subsection

(9) does not contain all of the required ele-

ments, or that the procedures required by

subsections (e) and (f) are not consistent
with the requirements of those subsections or
the fourth amendment to the Constitution of
the Unated States, the Court shall issue an
order dirvecting the Government to, at the

Government’s election and to the extent re-

quired by the Court’s order—

“(1) correct any deficiency identi-

fied by the Court’s order not later than
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30 days after the date the Court issues

the order; or
“(II) cease the acquisition author-
1zed under subsection (a).

“(11) LIMITATION ON USE OF INFORMA-

TION.—

“(1) IN GENERAL.—Except as pro-
vided in subclause (II), no information
obtained or evidence derived from an
acquisition under clause (1)(I) shall be
recewved 1n evidence or otherwise dis-
closed im any trial, hearing, or other
proceeding wn or before any court,
grand jury, department, office, agency,
requlatory body, legislative commattee,
or other authority of the United States,
a State, or political subdivision there-
of, and no information concerning any
Unated States person acquired from
such acquisition shall subsequently be
used or disclosed in any other manner
by Federal officers or employees with-
out the consent of such person, except
with the approval of the Attorney Gen-

eral if the information ndicates a
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threat of death or serious bodily harm
to any person.

“(II) ExceEpPTION.—If the Govern-

ment corrects any deficiency identified
by the Court’s order under clause (1),
the Court may permit the use or dis-
closure of information acquirved before
the date of the correction pursuant to
such minimization procedures as the
Jourt shall establish for purposes of
this clause.

“(C) REQUIREMENT FOR WRITTEN STATE-
MENT.—In support of its orders under this sub-
section, the Court shall provide, simultaneously
with the orders, for the record a written state-
ment of its reasons.

“(6) APPEAL.—

“(A) APPEAL TO THE COURT OF REVIEW.—
The Government may appeal any order under
this section to the Foreign Intelligence Surveil-
lance Court of Review, which shall have jurisdic-

tion to review such order. For any decision af-

Sfirmang, reversing, or modifying an order of the

Foreign  Intelligence  Surveillance  Court, the
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Court of Review shall provide for the record a

written statement of its reasons.

“(B) STAY PENDING APPEAL—The Govern-
ment may move for a stay of any order of the
Foreign  Intelligence Surveillance Court under
paragraph (5)(B)(1) pending review by the Court
en banc or pending appeal to the Foreign Intel-
ligence Surveillance Court of Review.

“(C)  CERTIORARI TO THE SUPREME
COURT.—The Government may file a petition for
a writ of certiorary for review of a decision of the
Court of Review issued under subparagraph (A).
The record for such review shall be transmaitted
under seal to the Supreme Court of the United
States, which shall have jurisdiction to review
such decision.

“(7) CoMPLIANCE REVIEW.—The Court may re-
view and assess compliance with the minimization
procedures submitted to the Court pursuant to sub-
sections (¢) and (f) by reviewing the semiannual as-
sessments submitted by the Attorney General and the
Divector of National Intelligence pursuant to sub-
section (1)(1) with respect to compliance with mini-
mization procedures. In conducting a review under

this paragraph, the Court may, to the extent nec-
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essary, require the Government to provide additional
mformation regarding the acquisition, retention, or
dissemination of information concerning United
States persons during the course of an acquisition au-
thorized under subsection (a).

“(8) REMEDIAL AUTHORITY.—The Foreign Intel-

ligence Surveillance Court shall have authority to

Jashion remedies as necessary to enforce—

“(A) any order issued under this section;
and
“(B) compliance with any such order.

“() JupiciAl, PROCEEDINGS.—Judicial proceedings

under this section shall be conducted as expeditiously as

possible.

“(k) MAINTENANCE OF RECORDS.—

“(1) STANDARDS.—A record of a proceeding
under this section, including petitions filed, orders
granted, and statements of reasons for decision, shall
be maintaimed under security measures adopted by
the Chief Justice of the Unaited States, in consultation
with the Attorney General and the Director of Na-
tional Intelligence.

“(2) FILING AND REVIEW.—AIl petitions under
this section shall be filed under seal. In any pro-

ceedings under this section, the court shall, upon re-
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quest of the Government, review ex parte and in cam-
era any Government submission, or portions of a sub-
massion, which may iclude classified information.

“(3) RETENTION OF RECORDS.—A directive
made or an order granted under this section shall be
retained for a period of not less than 10 years from
the date on which such directwe or such order is
made.

“(1) OVERSIGHT.—

“(1) SEMIANNUAL ASSESSMENT.—Not less fre-
quently than once every 6 months, the Attorney Gen-
eral and Director of National Intelligence shall assess
compliance with the targeting and minimization pro-
cedures required by subsections (c), (e), and (f) and
shall submit each such assessment to—

“(A) the Forewgn Intelligence Surveillance

Court; and

“(B) the congressional intelligence commit-
tees.

“(2) AGENCY ASSESSMENT.—The Inspectors Gen-
erval of the Department of Justice and of any element

of the intelligence community authorized to acquire

Joreign antelligence information wunder subsection

(a)—

oS 2248 RS



O© o0 3 O WD B W N

[\© TN NG TN N T NG I NG I N0 B S e e T e e T e T e T T
[ T NG U N N e = NN - BN B o) W ) TR ~S O T NO S e

93

“(A) are authorized to review the compli-
ance of thewr agency or element with the tar-
geting and minimization procedures required by
subsections (c), (e), and (f);

“(B) with respect to acquisitions authorized
under subsection (a), shall review the number of
dissemanated antelligence reports containing a
reference to a United States person identity and
the number of United States person identities
subsequently disseminated by the element con-
cerned in response to requests for identities that
were not referred to by name or title in the origi-
nal reporting;

“(C) with respect to acquisittions authorized
under subsection (a), shall review the number of
targets that were later determined to be located
wm the United States and the number of persons
located in the United States whose communica-
tions were reviewed; and

“(D) shall provide each such review to—

“(1) the Attorney General;

“(11) the Director of National Intel-
ligence; and

“(111) the congressional intelligence

commattees.
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“(3) ANNUAL REVIEW.—

“(A) REQUIREMENT TO CONDUCT.—The
head of an element of the intelligence community
conducting an acquisition authorized under sub-
section (a) shall direct the element to conduct an
annual review to determine whether there is rea-
son to believe that foreign intelligence informa-
tion has been or will be obtained from the acqui-
sitton. The annual review shall provide, with re-
spect to such acquisitions authorized under sub-
section (a)—

“(1) an accounting of the number of
dissemanated intelligence reports containing

a reference to a United States person iden-

tity;

“(1n) an accounting of the number of

United States person identities subsequently

disseminated by that element in response to

requests for identities that were not referred
to by name or title in the original report-
mg; and

“(111) the number of targets that were
later determined to be located in the United

States and the number of persons located in
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the United States whose communications

were reviewed.

“(B) USE OF REVIEW.—The head of each
element of the intelligence community that con-
ducts an annual review under subparagraph (A)
shall use each such review to evaluate the ade-
quacy of the minimization procedures utilized by
such element or the application of the minimiza-
tion procedures to a particular acquisition au-
thorized under subsection (a).

“(C) PROVISION OF REVIEW TO FOREIGN IN-
TELLIGENCE SURVEILLANCE COURT.—The head
of each element of the intelligence community
that conducts an annual review under subpara-
graph (A) shall provide such review to the For-
eign Intelligence Surveillance Court.

“(4) REPORTS TO CONGRESS.—

“(A) SEMIANNUAL REPORT.—Not less fie-
quently than once every 6 months, the Attorney
General shall fully inform, in a manner con-
sistent with national security, the congressional
mtelligence commattees, the Committee on the
Judiciary of the Senate, and the Commaittee on
the Judiciary of the House of Representatives,

concerning the implementation of this Act.
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“(B) CONTENT.—FEach report made under

subparagraph (A) shall include—

oS 2248 RS

“(1) any certifications made under sub-
section (g) during the reporting period;

“(1n) any directives issued under sub-
section (h) during the reporting period;

“(111) the judicial review during the re-
porting period of any such certifications
and targeting and minimization procedures
utilized with respect to such acquisition, in-
cluding a copy of any order or pleading in
connection with such review that contains a
significant legal interpretation of the provi-
stons of this Act;

“(w) any actions taken to challenge or
enforce a directive under paragraphs (4) or
(5) of subsections (h);

“(v) any compliance reviews conducted
by the Department of Justice or the Office
of the Director of National Intelligence of
acquisitions authorized under subsection
(a);

“(vi) a description of any incidents of
noncompliance with a directive issued by

the Attorney General and the Director of
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National Intelligence under subsection (h),
meluding—

“(I) incidents of noncompliance
by an element of the intelligence com-
munity with procedures adopted pur-
suant to subsections (c), (e), and (f);
and

“(11) incidents of noncompliance
by a specified person to whom the At-
torney General and Director of Na-
tional Intelligence issued a directive
under subsection (h);

“(vir) any procedures implementing
this section; and

“(viir) any annual review conducted

pursuant to paragraph (3).
“SEC. 703. USE OF INFORMATION ACQUIRED UNDER SEC-

TION 702.

“Information acquired from an acquisition conducted
under section 702 shall be deemed to be information ac-

quired from an electronic surveillance pursuant to title I

22 for purposes of section 106, except for the purposes of sub-

23

section (j) of such section.”.
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(b) TABLE OF CONTENTS.—The table of contents in the

first section of the Foreign Intelligence Surveillance Act of

1978 (50 U.S.C. 1801 et seq.) 1s amended—
(1) by striking the item relating to title VII;
(2) by striking the item relating to section 701;
and

(3) by adding at the end the following:

“TITLE VII—ADDITIONAL PROCEDURES FOR TARGETING COMMU-
NICATIONS OF CERTAIN PERSONS OUTSIDE THE UNITED STATES

“Sec. 701. Definitions.

“Sec. 702. Procedures for acquiring the communications of certain persons out-
side the Unated States.

“Sec. 703. Use of information acquirved under section 702.”.

(¢c) SUNSET.—

(1) IN GENERAL—Except as provided in para-
graph (2), the amendments made by subsections
(a)(2) and (b) shall cease to have effect on December
51, 2011.

(2) CONTINUING APPLICABILITY —Section
702(h)(3) of the Forewgn Intelligence Surveillance Act
of 1978 (as amended by subsection (a)) shall remain
e effect with respect to any directive issued pursuant
to section 702(h) of that Act (as so amended) during
the period such directive was in effect. The use of in-
Jormation acquired by an acquisition conducted
under section 702 of that Act (as so amended) shall
continue to be governed by the provisions of section

703 of that Act (as so amended).
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1 SEC. 102. STATEMENT OF EXCLUSIVE MEANS BY WHICH

ELECTRONIC SURVEILLANCE AND INTERCEP-
TION OF CERTAIN COMMUNICATIONS MAY BE

CONDUCTED.

2
3
4
5 (a) STATEMENT OF EXCLUSIVE MEANS.—Thtle I of the
6 Foreign Intelligence Surveillance Act of 1978 (50 U.S.C.
7 1801 et seq.) is amended by adding at the end the following
8 new section:

9 “STATEMENT OF EXCLUSIVE MEANS BY WHICH ELEC-
10 TRONIC SURVEILLANCE AND INTERCEPTION OF CER-
11 TAIN COMMUNICATIONS MAY BE CONDUCTED

12 “SEc. 112. (a) This Act shall be the exclusive means
13 for targeting United States persons for the purpose of ac-
14 quiring their communications or communications informa-
15 tion for forewgn intelligence purposes, whether such persons
16 are inside the United States or outside the United States,
17 except in cases where specific statutory authorization exists
18 to obtain communications information without an order
19 wunder this Act.

20 “(b) Chapters 119 and 121 of title 18, United States
21 Code, and this Act shall be the exclusive means by which
22 electronic surveillance and the interception of domestic
23 awire, oral, or electronic communications may be conducted.
24 “(c) Subsections (a) and (D) shall apply unless specific
25 statutory authorization for electronic surveillance, other
26 than as an amendment to this Act, is enacted. Such specific
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statutory authorization shall be the only exception to sub-
section (a) and (D).”.

(b) CONFORMING AMENDMENTS.—

(1) IN GENERAL.—RSection 2511(2)(a) of title 18,

United States Code, is amended by adding at the end

the following:

“(i1) A certification under subparagraph (i1)(B) for
assistance to obtain foreign intelligence information shall
wdentify the specific provision of the Foreign Intelligence
Surveillance Act of 1978 (50 U.S.C. 1801 et seq.) that pro-
vides an exception from providing a court ovder, and shall
certify that the statutory requirements of such provision
have been met.”.

(2) TABLE OF CONTENTS.—The table of contents

i the first section of the Foreign Intelligence Surveil-

lance Act of 1978 (50 U.S.C. 1801 et seq.) is amended

by adding after the item relating to section 111, the

Jollowing:

“Sec. 112. Statement of exclusive means by which electronic surveillance and
interception of certain communications may be conducted.”.

(¢) OFFENSE.—RSection 109(a) of the Foreign Intel-
ligence Surveillance Act of 1978 (50 U.S.C. 1809(a)) 1is
amended by striking “authorized by statute” each place it
appears in such section and inserting “authorized by this
title or chapter 119, 121, or 206 of title 18, United States
Code”.
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SEC. 103. SUBMITTAL TO CONGRESS OF CERTAIN COURT

ORDERS UNDER THE FOREIGN INTEL-
LIGENCE SURVEILLANCE ACT OF 1978.

(a) INCLUSION OF CERTAIN ORDERS IN SEMI-ANNUAL
REPORTS OF ATTORNEY (GENERAL.—Subsection (a)(5) of
section 601 of the Forewgn Intelligence Surveillance Act of
1978 (50 U.S.C. 1871) 1s amended by striking “(not includ-
g orders)” and inserting “, orders,”.

(b) REPORTS BY ATTORNEY (GENERAL ON CERTAIN
OTHER ORDERS.—Such section 601 1is further amended by
adding at the end the following new subsection:

“(c) SUBMISSIONS TO CONGRESS.—The Attorney Gen-
eral shall submit to the commaittees of Congress referred to
m subsection (a)—

“(1) a copy of any decision, order, or opinion
issued by the Foreign Intelligence Surveillance Court
or the Foreign Intelligence Surveillance Court of Re-
view that wncludes significant construction or inter-
pretation of any provision of this Act, and any plead-
mgs associated with such decision, order, or opinion,
not later than 45 days after such decision, order, or
opinion s issued; and

“(2) a copy of any such decision, order, or opin-
won, and the pleadings associated with such decision,
order, or opinion, that was issued during the 5-year
period ending on the date of the enactment of the
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FISA Amendments Act of 2007 and not previously

submitted in a report under subsection (a).”.
SEC. 104. APPLICATIONS FOR COURT ORDERS.
Section 104 of the Foreign Intelligence Surveillance
Act of 1978 (50 U.S.C. 1804) 1s amended—
(1) in subsection (a)—

(A) by striking paragraphs (2) and (11);

(B) by redesignating  paragraphs (3)
through (10) as paragraphs (2) through (9), re-
spectively;

(C) in paragraph (5), as redesignated by
subparagraph (B) of this paragraph, by striking
“detarled”;

(D) in paragraph (6), as redesignated by
subparagraph (B) of this paragraph, in the mat-
ter preceding subparagraph (A)—

(1) by striking “Affairs or” and insert-
wmg “Affairs,”; and
(11) by striking “Senate—"" and insert-

g “Senate, or the Deputy Director of the

Federal Bureaw of Investigation, if the Di-

rector of the Federal Bureaw of Investiga-

tion 1is unavailable—";

(E) w paragraph (7), as redesignated by
subparagraph (B) of this paragraph, by striking
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“statement of” and inserting “summary state-
ment of”’;

(F) in paragraph (8), as redesignated by
subparagraph (B) of this paragraph, by adding
“and” at the end; and

(G) wn paragraph (9), as redesignated by
subparagraph (B) of this paragraph, by striking
“and” and inserting a period;

(2) by striking subsection (b);
(3) by redesignating subsections (c) through (e)
as subsections (b) through (d), respectively; and
(4) i paragraph (1)(A) of subsection (d), as re-
designated by paragraph (3) of this subsection, by
striking “or the Director of National Intelligence”
and inserting “the Director of National Intelligence,
or the Director of the Central Intelligence Agency”.
SEC. 105. ISSUANCE OF AN ORDER.
Section 105 of the Forewgn Intelligence Surveillance
Act of 1978 (50 U.S.C. 1805) 1is amended—
(1) wn subsection (a)—
(A) by striking paragraph (1); and
(B) by redesignating paragraphs (2)
through (5) as paragraphs (1) through (4), re-

spectively;
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(2) in subsection (b), by striking “(a)(3)” and
wmserting “(a)(2)”;

(3) in subsection (c¢)(1)—

(4) in subparagraph (D), by adding “and”
at the end;

(B) in subparagraph (E), by striking *
and” and inserting a period; and

(C) by striking subparagraph (F);

(4) by striking subsection (d);

(5) by redesignating subsections (e) through (1)
as subsections (d) through (h), respectively;

(6) by amending subsection (e), as redesignated
by paragraph (5) of this section, to read as follows:
“le)(1) Notwithstanding any other provision of this

title, the Attorney General may authorize the emergency
employment of electronic surveillance if the Attorney Gen-
eral—

“(A) determines that an emergency situation ex-
1sts with respect to the employment of electronic sur-
veillance to obtain foreign intelligence information be-
Jore an order authorizing such surveillance can with
due diligence be obtained;

“(B) determines that the factual basis for
issuance of an order under this title to approve such

electronic surveillance exists;
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“(C) informs, either personally or through a des-

wgnee, a judge having jurisdiction under section 103

at the time of such authorization that the decision has

been made to employ emergency electronic surveil-
lance; and

“(D) makes an application in accordance with
thas title to a judge having jurisdiction under section

103 as soon as practicable, but not later than 168

hours after the Attorney General authorizes such swr-

veullance.

“(2) If the Attorney General authorizes the emergency
employment of electronic surveillance under paragraph (1),
the Attorney General shall require that the minimization
procedures requirved by this title for the issuance of a judi-
cial order be followed.

“(3) In the absence of a judicial order approving such
electronic  surveillance, the surveillance shall terminate
when the information sought 1s obtained, when the applica-
twon for the order 1s denved, or after the expiration of 168
hours from the time of authorization by the Attorney Gen-
eral, whichever 1s earliest.

“(4) A denial of the application made under this sub-
section may be reviewed as provided in section 103.

“(5) In the event that such application for approval

18 denied, or in any other case where the electronic surveil-
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lance 1s termanated and no order 1s issued approving the
surveillance, no information obtained or evidence derived
Sfrom such surveillance shall be received in evidence or other-
wise disclosed i any trial, hearing, or other proceeding in
or before any court, grand jury, department, office, agency,
regulatory body, legislative committee, or other authority
of the United States, a State, or political subdivision there-
of, and no information concerning any United States per-
son acquired from such surveillance shall subsequently be
used or disclosed in any other manner by Federal officers
or employees without the consent of such person, except with
the approval of the Attorney General if the information in-
dicates a threat of death or serious bodily harm to any per-
son.

“(6) The Attorney General shall assess compliance
with the requirements of paragraph (5).”; and

(7) by adding at the end the following:

“(v) In any case in which the Government makes an
application to a judge under this title to conduct electronic
surveillance involving  communications and the judge
grants such application, upon the request of the applicant,
the judge shall also authorize the installation and use of
pen registers and trap and trace devices, and direct the dis-

closure of the information set forth in section 402(d)(2).”.
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SEC. 106. USE OF INFORMATION.

Subsection (1) of section 106 of the Foreign Intelligence
Surveillance Act of 1978 (8 U.S.C. 1806) 1is amended by
striking “radio communication” and inserting ‘“‘commu-
nication’”.

SEC. 107. AMENDMENTS FOR PHYSICAL SEARCHES.

(a) APPLICATIONS.—Section 303 of the Foreign Intel-
ligence Surveillance Act of 1978 (50 U.S.C. 1823) is amend-
ed—

(1) wn subsection (a)—

(A) by striking paragraph (2);

(B) by redesignating  paragraphs (3)
through (9) as paragraphs (2) through (8), re-
spectively;

(C) in paragraph (2), as redesignated by
subparagraph (B) of this paragraph, by striking
“detarled”;

(D) in paragraph (3)(C), as redesignated by
subparagraph (B) of this paragraph, by insert-
g “or is about to be” before “owned”; and

(E) w paragraph (6), as redesignated by
subparagraph (B) of this paragraph, in the mat-
ter preceding subparagraph (A)—

(1) by striking “Affarrs or” and insert-

g “Affairs,”; and
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1 (11) by striking “Senate—"" and insert-
2 g “Senate, or the Deputy Director of the
3 Federal Bureaw of Investigation, if the Di-
4 rector of the Federal Bureaw of Investiga-
5 tion 1s unavailable—""; and

6 (2) in subsection (d)(1)(A), by striking “or the
7 Dairector of National Intelligence” and inserting “the
8 Divector of National Intelligence, or the Director of
9 the Central Intelligence Agency’.
10 (b) OrRDERS.—Section 304 of the Forewgn Intelligence
11 Surveillance Act of 1978 (50 U.S.C. 1824) is amended—
12 (1) in subsection (a)—
13 (A) by striking paragraph (1); and
14 (B) by redesignating  paragraphs (2)
15 through (5) as paragraphs (1) through (4), re-
16 spectively; and
17 (2) by amending subsection (e) to read as fol-
18 lows:
19 “le)(1) Notwithstanding any other provision of this

20 title, the Attorney General may authorize the emergency

21 employment of a physical search if the Attorney General—

22 “(A) determines that an emergency situation ex-
23 1sts with respect to the employment of a physical
24 search to obtain foreign intelligence information be-
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fore an order authorizing such physical search can

with due diligence be obtained;

“(B) determines that the factual basis for
wssuance of an order under this title to approve such
physical search exists;

“(C) informs, either personally or through a des-
wnee, a judge of the Foreign Intelligence Surveillance
Court at the time of such authorization that the deci-
sion has been made to employ an emergency physical
search; and

“(D) makes an application in accordance with
this title to a judge of the Foreign Intelligence Sur-
veillance Court as soon as practicable, but not more
than 168 hours after the Attorney General authorizes
such physical search.

“(2) If the Attorney General authorizes the emergency
employment of a physical search under paragraph (1), the
Attorney General shall require that the minimization proce-
dures required by this title for the issuance of a judicial
order be followed.

“(3) In the absence of a judicial order approving such
physical search, the physical search shall terminate when

the information sought 1s obtained, when the application

24 for the order is dened, or after the expiration of 168 hours
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from the time of authorization by the Attorney General,
whichever 1s earliest.

“(4) A denial of the application made under this sub-
section may be reviewed as provided in section 103.

“(5)(A) In the event that such application for approval
18 denied, or in any other case where the physical search
18 termanated and no order 1s 1ssued approving the physical
search, no information obtained or evidence derived from
such physical search shall be recewved in evidence or other-
wise disclosed wn any trial, hearing, or other proceeding in
or before any court, grand jury, department, office, agency,
requlatory body, legislative committee, or other authority
of the United States, a State, or political subdivision there-
of. and no information concerning any United States per-
son acquired from such physical search shall subsequently
be used or disclosed in any other manner by Federal officers
or employees without the consent of such person, except with
the approval of the Attorney General if the information in-
dicates a threat of death or serious bodily harm to any per-
son.

“(B) The Attorney General shall assess compliance
with the requirements of subparagraph (4).”.

(¢) CONFORMING AMENDMENTS.—The Foreign Intel-
ligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.)

15 amended—
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(1) wn section 304(a)(4), as redesignated by sub-
section (b) of this section, by striking “303(a)(7)(E)”
and inserting “303(a)(6)(E)”; and
(2) in section 305(k)(2), by striking “303(a)(7)”
and inserting “303(a)(6)”.
SEC. 108. AMENDMENTS FOR EMERGENCY PEN REGISTERS
AND TRAP AND TRACE DEVICES.
Section 403 of the Foreign Intelligence Surveillance
Act of 1978 (50 U.S.C. 1843) 1s amended—
(1) in subsection (a)(2), by striking “48 hours”
and inserting “168 hours™; and
(2) am  subsection (¢)(1)(C), by striking “48
hours” and inserting “168 hours”.
SEC. 109. FOREIGN INTELLIGENCE SURVEILLANCE COURT.
(a) DESIGNATION OF JUDGES.—Subsection (a) of sec-
tion 103 of the Foreign Intelligence Surveillance Act of 1978
(50 U.S.C. 1803) is amended by inserting “at least” before
“seven of the United States judicial circuits”.
(b) EN BANC AUTHORITY.—
(1) IN GENERAL.—Subsection (a) of section 103
of the Forewgn Intelligence Surveillance Act of 1978,
as amended by subsection (a) of this section, s fur-
ther amended—

(A) by inserting “(1)” after “(a)”; and
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(B) by adding at the end the following new
paragraph:

“(2)(A) The court established under this subsection
may, on its own initiative, or upon the request of the Gov-
ernment in any proceeding or a party under section 501(f)
or paragraph (4) or (5) of section 702(h), hold a hearing
or rehearing, en bane, when ordered by a majority of the
Judges that constitute such court upon a determination
that—

“(1) en banc consideration is necessary to secure
or maintarn uniformaty of the court’s decisions; or

“(11) the proceeding involves a question of excep-
tronal vmportance.

“(B) Any authority granted by this Act to a judge of
the court established under this subsection may be exercised
by the court en banc. When exercising such authority, the
court en banc shall comply with any requirements of this
Act on the exercise of such authority.

“(C) For purposes of this paragraph, the court en banc
shall consist of all judges who constitute the court estab-
lished under this subsection.”.

(2) CONFORMING AMENDMENTS.—The Foreign

Intelligence  Surveillance Act of 1978 s further

amended—
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(A) in subsection (a) of section 103, as
amended by this subsection, by inserting “(except
when sitting en banc under paragraph (2))”
after “no judge designated under this sub-
section”; and

(B) in section 302(c) (50 U.S.C. 1822(c)),
by nserting “‘(except when sitting en banc)”
after “except that no judge”.

(¢) STAY OR MODIFICATION DURING AN APPEAL.—
Section 103 of the Foreign Intelligence Surveillance Act of
1978 (50 U.S.C. 1803) is amended—

(1) by redesignating subsection (f) as subsection

(9); and

(2) by inserting after subsection (e) the following
new subsection:

“if)(1) A judge of the court established under sub-
section (a), the court established under subsection (b) or a
Jqudge of that court, or the Supreme Court of the United
States or a justice of that court, may, in accordance with
the rules of their respective courts, enter a stay of an order
or an order modifying an order of the court established
under subsection (a) or the court established under sub-
section (b) entered under any title of this Act, while the
court established under subsection (a) conducts a rehearing,

while an appeal s pending to the court established under
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subsection (b), or while a petition of certiorart is pending
wm the Supreme Court of the United States, or during the
pendency of any review by that court.

“(2) The authority described in paragraph (1) shall
apply to an order entered under any provision of this Act.”.
SEC. 110. REVIEW OF PREVIOUS ACTIONS.

(a) DEFINITIONS.—In this section—

(1) the term “element of the intelligence commu-
nity” means an element of the intelligence community
specified in or designated under section 3(4) of the
National Security Act of 1947 (50 U.S.C. 401a(4));
and

(2) the term “Terrorist Surveillance Program”
means the intelligence program publicly confirmed by
the President in a radio address on December 17,
2005, and any previous, subsequent or related,
versions or elements of that program.

(b) Aubrt.—Not later than 180 days after the date of
the enactment of this Act, the Inspectors General of the De-
partment of Justice and relevant elements of the intelligence
community shall work in conjunction to complete a com-
prehensive audit of the Terrorist Surveillance Program and
any closely related intelligence activities, which shall in-
clude acquiring all documents relevant to such programs,

meluding memoranda concerning the legal authority of a

oS 2248 RS



115

1 program, authorizations of a program, certifications to tele-

2
3

4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

communications carriers, and court orders.

(¢) REPORT——

(1) IN GENERAL.—Not later than 30 days after
the completion of the audit under subsection (b), the
Inspectors General shall submit to the Permanent Se-
lect Committee on Intelligence and the Commattee on
the Judiciary of the House of Representatives and the
Select Committee on Intelligence and the Commattee
on the Judiciary of the Senate a joint report con-
tarning the results of that awdit, including all docu-
ments acquired pursuant to the conduct of that audit.

(2) Form.—The report under paragraph (1)
shall be submaitted in unclassified form, but may in-
clude a classified annex.

(d) EXPEDITED SECURITY CLEARANCE.—The Director
of National Intelligence shall ensure that the process for the
mvestigation and adjudication of an application by an In-
spector General or any appropriate staff of an Inspector
General for a security clearance necessary for the conduct
of the audit under subsection (b) is conducted as expedi-
twously as possible.

(e) ADDITIONAL LEGAL AND OTIHER PERSONNEL FOR
THE INSPECTORS GENERAL.—The Inspectors General of the

Department of Justice and of the relevant elements of the
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wmtelligence community are authorized such additional legal
and other personnel as may be necessary to carry out the
prompt and timely preparation of the audit and report re-
quired under this section. Personnel authorized by this sub-
section shall perform such duties relating to the audit as
the relevant Inspector General shall direct. The personnel
authorized by this subsection are wn addition to any other
personnel authorized by law.
SEC. 111. TECHNICAL AND CONFORMING AMENDMENTS.
Section 103(e) of the Foreign Intelligence Surveillance
Act of 1978 (50 U.S.C. 1803(¢)) is amended—
(1) @ paragraph (1), by striking “105B(h) or
501(f)(1)” and inserting “501(f)(1) or 7027; and
(2) n paragraph (2), by striking “105B(h) or
501(f)(1)” and inserting “501(f)(1) or 702"
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