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114TH CONGRESS 
2D SESSION H. R. 5834 

To amend the Communications Act of 1934 to prohibit mobile service pro-

viders from providing service on smart phones that have been reported 

stolen, to require smart phones to be equipped with anti-theft 

functionality and mobile device identification numbers, and to prohibit 

the alteration or removal of mobile device identification numbers of 

smart phones, and for other purposes. 

IN THE HOUSE OF REPRESENTATIVES 

JULY 14, 2016 

Mr. ENGEL (for himself and Ms. NORTON) introduced the following bill; which 

was referred to the Committee on Energy and Commerce 

A BILL 
To amend the Communications Act of 1934 to prohibit mo-

bile service providers from providing service on smart 

phones that have been reported stolen, to require smart 

phones to be equipped with anti-theft functionality and 

mobile device identification numbers, and to prohibit the 

alteration or removal of mobile device identification num-

bers of smart phones, and for other purposes. 

Be it enacted by the Senate and House of Representa-1

tives of the United States of America in Congress assembled, 2
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SECTION 1. SHORT TITLE. 1

This Act may be cited as the ‘‘Cell Phone Theft Pre-2

vention Act of 2016’’. 3

SEC. 2. SMART PHONE THEFT PREVENTION. 4

(a) IN GENERAL.—Part I of title III of the Commu-5

nications Act of 1934 (47 U.S.C. 301 et seq.) is amended 6

by adding at the end the following: 7

‘‘SEC. 343. SMART PHONE THEFT PREVENTION. 8

‘‘(a) PROVISION OF SERVICE ON STOLEN SMART 9

PHONE.— 10

‘‘(1) PROHIBITION.—A provider of commercial 11

mobile service or commercial mobile data service 12

may not knowingly provide service on a smart phone 13

that— 14

‘‘(A) has been reported to such provider as 15

stolen by an authorized user of such phone; or 16

‘‘(B) is listed as stolen on the Central 17

Equipment Identity Register. 18

‘‘(2) REPORTING BY SERVICE PROVIDERS.—A 19

provider of commercial mobile service or commercial 20

mobile data service to which a smart phone is re-21

ported stolen by an authorized user of such phone 22

as described in paragraph (1)(A) shall transmit to 23

the Central Equipment Identity Register a notifica-24

tion that such phone has been reported stolen. Such 25
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notification shall include such information as is re-1

quired for the identification of such phone. 2

‘‘(b) ANTI-THEFT FUNCTIONALITY; MOBILE DEVICE 3

IDENTIFICATION NUMBERS.—A person may not manufac-4

ture for retail sale in the United States, or import into 5

the United States for retail sale in the United States, a 6

smart phone unless such phone is— 7

‘‘(1) equipped with pre-loaded anti-theft 8

functionality at no additional cost to purchasers of 9

such phone, or capable of downloading anti-theft 10

functionality that is available at no additional cost 11

to purchasers of such phone; and 12

‘‘(2) equipped with a mobile device identifica-13

tion number. 14

‘‘(c) ALTERATION OR REMOVAL OF MOBILE DEVICE 15

IDENTIFICATION NUMBER; PROHIBITION OF SALE OF 16

STOLEN SMART PHONES.— 17

‘‘(1) PROHIBITION.—It shall be unlawful to— 18

‘‘(A) knowingly remove, obliterate, tamper 19

with, or alter the mobile device identification 20

number of a smart phone; 21

‘‘(B) knowingly use, produce, traffic in, 22

have control or custody of, or possess hardware 23

or software, knowing it has been configured to 24
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engage in the conduct described in subpara-1

graph (A); or 2

‘‘(C) knowingly sell a smart phone for 3

which the mobile device identification number is 4

listed as stolen on the Central Equipment Iden-5

tity Register. 6

‘‘(2) PENALTY.—Any person who violates para-7

graph (1) shall be fined under title 18, United 8

States Code, imprisoned not more than 5 years, or 9

both. 10

‘‘(d) RULES OF CONSTRUCTION.— 11

‘‘(1) ADDITIONAL TECHNOLOGIES OR SERV-12

ICES.—Nothing in this section prohibits a provider 13

of commercial mobile service or commercial mobile 14

data service, device manufacturer, or operating sys-15

tem provider from offering a technology or service in 16

addition to the anti-theft functionality required by 17

subsection (b)(1). 18

‘‘(2) EMERGENCY COMMUNICATIONS.—Nothing 19

in this section requires the use of a technology that 20

is incompatible with, or renders it impossible to com-21

ply with, Federal or State law with regard to— 22

‘‘(A) the provision of emergency services 23

through the 9–1–1 system, including text-to-9– 24
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1–1, bounce-back messages, and location accu-1

racy requirements; 2

‘‘(B) participation in the Wireless Emer-3

gency Alerts system; or 4

‘‘(C) participation in other Federal, State, 5

or local emergency alert and public safety warn-6

ing systems. 7

‘‘(3) NO PRIVATE RIGHT OF ACTION.—Nothing 8

in this section shall be construed to authorize any 9

private right of action to enforce any requirement of 10

this section or any regulation promulgated under 11

this section. 12

‘‘(e) DEFINITIONS.—In this section: 13

‘‘(1) ANTI-THEFT FUNCTIONALITY.—The term 14

‘anti-theft functionality’ means, with respect to a 15

smart phone, a functionality provided by the manu-16

facturer or operating system provider that— 17

‘‘(A) once downloaded to the phone and 18

initiated— 19

‘‘(i) has the capability, from a remote 20

location— 21

‘‘(I) to render the essential fea-22

tures of the phone inoperable to a per-23

son who is not an authorized user; 24

and 25
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‘‘(II) to delete from the phone 1

the personal information of the au-2

thorized users, except for any infor-3

mation necessary to permit the capa-4

bility described in subclause (I) to be 5

reversed as required by clause (ii); 6

and 7

‘‘(ii) permits the capability described 8

in clause (i)(I) to be reversed if an author-9

ized user of the phone obtains possession 10

of the phone after the essential features of 11

the phone have been rendered inoperable 12

by such capability; and 13

‘‘(B) may be designed so as to allow an au-14

thorized user to opt out of implementing the ca-15

pability described in subparagraph (A)(i). 16

‘‘(2) AUTHORIZED USER.—The term ‘author-17

ized user’ means, with respect to a smart phone— 18

‘‘(A) the person who holds the commercial 19

mobile service or commercial mobile data serv-20

ice account for the phone; 21

‘‘(B) if the phone is a phone for which par-22

ticular amounts of service are purchased in ad-23

vance, the person who owns the phone; or 24
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‘‘(C) any person who has been authorized 1

by a person described in subparagraph (A) or 2

(B) to use the phone. 3

‘‘(3) CENTRAL EQUIPMENT IDENTITY REG-4

ISTER.—The term ‘Central Equipment Identity Reg-5

ister’ means the list of mobile device identification 6

numbers that are associated with mobile devices that 7

have been reported as lost, stolen, faulty, or other-8

wise unsuitable for use, and that is a part of the 9

International Mobile Equipment Identity Database 10

maintained by the GSM Association, or any equiva-11

lent or successor registry or database. 12

‘‘(4) COMMERCIAL MOBILE DATA SERVICE.— 13

The term ‘commercial mobile data service’ has the 14

meaning given such term in section 6001 of the Mid-15

dle Class Tax Relief and Job Creation Act of 2012 16

(47 U.S.C. 1401). 17

‘‘(5) COMMERCIAL MOBILE SERVICE.—The term 18

‘commercial mobile service’ has the meaning given 19

such term in section 332. 20

‘‘(6) ESSENTIAL FEATURES.—The term ‘essen-21

tial features’ means, with respect to a smart phone, 22

features that provide the capability for a user to use 23

the phone for voice communications, text messaging, 24

Internet browsing, and accessing and using software 25
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applications. Such term does not include the features 1

that provide the capability to operate the anti-theft 2

functionality or to use the phone for emergency com-3

munications. 4

‘‘(7) MOBILE DEVICE IDENTIFICATION NUM-5

BER.—The term ‘mobile device identification num-6

ber’ means an international mobile equipment iden-7

tity number, a mobile equipment identifier, an elec-8

tronic serial number, or any other number or signal 9

that identifies a specific mobile device and has the 10

same function and purposes as an international mo-11

bile equipment identity number or a mobile equip-12

ment identifier. 13

‘‘(8) SMART PHONE.— 14

‘‘(A) IN GENERAL.—The term ‘smart 15

phone’ means a hand-held mobile device that— 16

‘‘(i) possesses advanced computing ca-17

pability; 18

‘‘(ii) is designed to enable the user to 19

engage in voice communications using com-20

mercial mobile service; 21

‘‘(iii) is capable of operating on a 22

long-term evolution network or successor 23

wireless data network communication 24

standards; and 25
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‘‘(iv) may possess capabilities that in-1

clude built-in applications, Internet access, 2

Internet browsing, digital voice service, 3

text messaging, and e-mail. 4

‘‘(B) EXCLUSIONS.—Such term does not 5

include a phone that offers only a limited capa-6

bility or set of capabilities (such as placing 7

voice calls and sending text messages), a laptop 8

computer, a tablet device, or a device that has 9

only electronic reading capability.’’. 10

(b) EFFECTIVE DATE.— 11

(1) IN GENERAL.—Except as provided in para-12

graph (2), section 343 of the Communications Act 13

of 1934, as added by subsection (a) of this section, 14

shall apply beginning on the date that is 2 years 15

after the date of the enactment of this Act. 16

(2) ANTI-THEFT FUNCTIONALITY; MOBILE DE-17

VICE IDENTIFICATION NUMBERS.—Subsection (b) of 18

such section 343 shall apply with respect to a smart 19

phone that is manufactured on or after the date that 20

is 2 years after the date of the enactment of this 21

Act. 22

Æ 

VerDate Sep 11 2014 00:47 Jul 29, 2016 Jkt 059200 PO 00000 Frm 00009 Fmt 6652 Sfmt 6301 E:\BILLS\H5834.IH H5834S
S

pe
nc

er
 o

n 
D

S
K

4S
P

T
V

N
1P

R
O

D
 w

ith
 B

IL
LS



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue true
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck true
  /PDFX3Check false
  /PDFXCompliantPDFOnly true
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <>
    /CHT <>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF che devono essere conformi o verificati in base a PDF/X-1a:2001, uno standard ISO per lo scambio di contenuto grafico. Per ulteriori informazioni sulla creazione di documenti PDF compatibili con PDF/X-1a, consultare la Guida dell'utente di Acrobat. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 4.0 e versioni successive.)
    /JPN <>
    /KOR <>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die moeten worden gecontroleerd of moeten voldoen aan PDF/X-1a:2001, een ISO-standaard voor het uitwisselen van grafische gegevens. Raadpleeg de gebruikershandleiding van Acrobat voor meer informatie over het maken van PDF-documenten die compatibel zijn met PDF/X-1a. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 4.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents that are to be checked or must conform to PDF/X-1a:2001, an ISO standard for graphic content exchange.  For more information on creating PDF/X-1a compliant PDF documents, please refer to the Acrobat User Guide.  Created PDF documents can be opened with Acrobat and Adobe Reader 4.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /HighResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


		Superintendent of Documents
	2016-07-30T02:45:28-0400
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




