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(J) Routine use. As used in this sub-
part, ‘‘routine use’” means a use of a
record for a purpose which is compat-
ible with the purpose for which it was
collected.

(k) System notice. As used in this sub-
part, ‘‘system notice’’ means the notice
describing a system of records required
by 5 U.S.C. 552a(e)(4) to be published in
the FEDERAL REGISTER upon establish-
ment or revision of the system of
records.

(I) System manager. As used in this
subpart, ‘“‘system manager’’ means the
official designated in a system notice
as having administrative responsibility
for a system of records.

(m) Departmental Privacy Act Officer.
As used in this subpart, ‘“Departmental
Privacy Act Officer’” means the official
in the Office of the Assistant Sec-
retary—Policy, Budget and Adminis-
tration charged with responsibility for
assisting the Assistant Secretary—Pol-
icy, Budget and Administration in car-
rying out the functions assigned in this
subpart and for coordinating the ac-
tivities of the bureaus of the Depart-
ment in carrying out the functions
which they are assigned in this sub-
part.

(n) Bureau Privacy Act Officer. As
used in this subpart, “Bureau Privacy
Act Officer’” means the official within
each bureau assigned responsibility for
bureau implementation of the Act and
the regulations of this subpart.

(o) Working day. As used in this sub-
part, “working day” means a regular
Federal work day. It does not include
Saturdays, Sundays or public legal
holidays.

[40 FR 44505, Sept. 26, 1975, as amended at 47
FR 38327, Aug. 31, 1982; 48 FR 56583, Dec. 22,
1983; 53 FR 3749, Feb. 9, 1988]

§2.47 Records subject to Privacy Act.

The Privacy Act applies to all
‘‘records,” as that term is defined in
§2.46(e), which the Department main-
tains in a ‘“‘system of records,” as that
term is defined in §2.46(f).

§2.48 Standards for maintenance of
records subject to the Act.

(a) Content of records. Records subject
to the Act shall contain only such in-
formation about an individual as is rel-
evant and necessary to accomplish a
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purpose of the agency required to be
accomplished by statute or Executive
Order of the President.

(b) Standards of accuracy. Records
subject to the Act which are used in
making any determination about any
individual shall be maintained with
such accuracy, relevance, timeliness,
and completeness as is reasonably nec-
essary to assure fairness to the individ-
ual in making the determination.

(c) Collection of information. (1) Infor-
mation which may be used in making
determinations about an individual’s
rights, benefits, and privileges under
Federal programs shall, to the greatest
extent practicable, be collected di-
rectly from that individual.

(2) In deciding whether collection of
information from an individual, as op-
posed to a third party source, is prac-
ticable, the following factors, among
others, may be considered:

(i) Whether the nature of the infor-
mation sought is such that it can only
be obtained from a third party;

(ii) Whether the cost of collecting the
information from the individual is un-
reasonable when compared with the
cost of collecting it from a third party;

(iii) Whether there is a risk that in-
formation collected from third parties,
if inaccurate, could result in an ad-
verse determination to the individual
concerned;

(iv) Whether the information, if sup-
plied by the individual, would have to
be verified by a third party; or

(v) Whether provisions can be made
for verification, by the individual, of
information collected from third par-
ties.

(d) Advice to individuals concerning
uses of information. (1) Each individual
who is asked to supply information
about him or herself which will be
added to a system of records shall be
informed of the basis for requesting the
information, how it may be used, and
what the consequences, if any, are of
not supplying the information.

(2) At a minimum, the notice to the
individual must state:

(i) The authority (whether granted
by statute or Executive Order of the
President) which authorizes the solici-
tation of the information and whether
disclosure of such information is man-
datory or voluntary;
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(i) The principal purpose or purposes
for which the information is intended
to be used;

(iii) The routine uses which may be
made of the information; and

(iv) The effects on the individual, if
any, of not providing all or any part of
the requested information.

(3)(i) When information is collected
on a standard form, the notice to the
individual shall be provided on the
form, on a tear-off sheet attached to
the form, or on a separate sheet,
whichever is most practical.

(ii) When information is collected by
an interviewer, the interviewer shall
privide the individual with a written
notice which the individual may re-
tain. If the interview is conducted by
telephone, however, the interviewer
may summarize the notice for the indi-
vidual and need not provide a copy to
the individual unless the individual re-
quests a copy.

(iii) An individual may be asked to
acknowledge, in writing, that the no-
tice required by this section has been
provided.

(e) Records concerning activity pro-
tected by the First Amendment. No record
may be maintained describing how any
individual exercises rights guaranteed
by the First Amendment to the Con-
stitution unless the maintenance of the
record is (1) expressly authorized by
statute or by the individual about
whom the record is maintained or (2)
pertinent to and within the scope of an
authorized law enforcement activity.

[40 FR 44505, Sept. 26, 1975, as amended at 48
FR 56583, Dec. 22, 1983]

§2.49 [Reserved]

§2.50 Federal Register notices describ-
ing systems of records.

(a) The Privacy Act requires publica-
tion of a notice in the FEDERAL REG-
ISTER describing each system of records
subject to the Act. Such notice will be
published prior to the establishment or
a revision of the system of records. 5
U.S.C. 552a(e)(4).

(b) Each bureau shall notify the De-
partmental Privacy Act  Officer
promptly of any modifications or
amendments which are required in the
then-current notice describing a sys-
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§2.51

tem of records for which it is respon-
sible.

(c) A bureau desiring to establish a
new system of records or a new use for
an existing system of records shall no-
tify the Departmental Privacy Act Of-
ficer, no fewer than ninety (90) cal-
endar days in advance.

[48 FR 56583, Dec. 22, 1983]

§2.51 Assuring integrity of records.

(a) Statutory requirement. The Privacy
Act requires that records subject to the
Act be maintained with appropriate ad-
ministrative, technical and physical
safeguards to insure the security and
confidentiality of records and to pro-
tect against any anticipated threats or
hazards to their security or integrity
which could result in substantial harm,
embarassment, inconvenience, or un-
fairness to any individual on whom in-
formation is maintained, 5 U.S.C.
552a(e)(10).

(b) Records maintained in manual form.
When maintained in manual form,
records subject to the Privacy Act
shall be maintained in a manner com-
mensurate with the sensitivity of the
information contained in the system of
records. The following minimum safe-
guards, or safeguards affording com-
parable protection, are applicable to
Privacy Act systems of records con-
taining sensitive information:

(1) Areas in which the records are
maintained or regularly used shall be
posted with an appropriate warning
stating that access to the records is
limited to authorized persons. The
warning also shall summarize the re-
quirements of §2.52 and state that the
Privacy Act contains a criminal pen-
alty for the unauthorized disclosure of
records to which it applies.

(2) During working hours, (i) the area
in which the records are maintained or
regularly used shall be occupied by au-
thorized personnel or (ii) access to the
records shall be restricted by their
storage in locked metal file cabinets or
a locked room.

(3) During non-working hours, access
to the records shall be restricted by
their storage in locked metal file cabi-
nets or a locked room.

(4) Where a locked room is the meth-
od of security provided for a system,
the bureau responsible for the system
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