AUTHENTICATED
U.S. GOVERNMENT
INFORMATION

GPO

Office of the Secretary of Defense

(5) Temporary personal working
notes kept solely by and at the initia-
tive of individual members of DIS to
facilitate their duties.

(i) Notification of prior recipients.
Whenever a decision is made to amend
a record, or a statement contesting a
DIS decision not to amend a record is
received from the subject individual,
prior recipients of the record identified
in disclosure accountings will be noti-
fied to the extent possible. In some
cases, prior recipients cannot be lo-
cated due to reorganization or deacti-
vations (e.g., U.S. Military Assistance
Command, Vietnam). In these cases,
the personnel security element of the
receiving Defense Component will be
sent the notification or statement for
appropriate action.

() Ownership of DIS Investigative
Records. Personnel security investiga-
tive reports shall not be retained by
DoD recipient organizations. Such re-
ports are considered to be the property
of the investigating organization and
are on loan to the recipient organiza-
tion for the purpose for which re-
quested. All copies of such reports shall
be destroyed within 120 days after the
completion of the final personnel secu-
rity determination and the completion
of all personnel action necessary to im-
plement the determination. Reports
that are required for longer periods
may be retained only with the specific
written approval of the investigative
organization.

(k) Consultation and referral. DIS sys-
tem of records may contain records
originated by other components or
agencies which may have claimed ex-
emptions for them under the Privacy
Act of 1974. When any action that may
be exempted is initiated concerning
such a record, consultation with the
originating agency or component will
be effected. Where appropriate such
records will be referred to the originat-
ing component or agency for approval
or disapproval of the action.

[40 FR 55546, Nov. 28, 1975, as amended at 46
FR 35641, July 10, 1981. Redesignated at 56 FR
55631, Oct. 29, 1991, as amended at 56 FR 57803,
Nov. 14, 1991]

§322.1

PART 322—PRIVACY ACT SYSTEMS
OF RECORDS—DISCLOSURES
AND AMENDMENT PROCE-
DURES—SPECIFIC  EXEMPTIONS,
NATIONAL SECURITY AGENCY

Sec.

322.1 Purpose and scope.

322.2 Definitions.

322.3 Procedures for requests concerning in-
dividual records in a system of records.

322.4 Times, places and procedures for dis-
closures.

322.5 Medical or psychological records.

322.6 Parents or legal guardians acting on
behalf of minor applicants and employ-
ees.

322.7 Procedures for amendment.

322.8 Appeal determination.

322.9 Fees.

322.10 Specific exemptions.

AUTHORITY: Pub. L. 93-579; 88 Stat. 1896 (5
U.S.C. 552a).

SOURCE: 40 FR 44294, Sept. 25, 1975, unless
otherwise noted. Redesignated at 56 FR 55631,
Oct. 29, 1991.

§322.1 Purpose and scope.

(a) The purpose of this rule is to com-
ply with and implement title 5 U.S.C.
552a, sections (f) and (k), hereinafter
identified as the Privacy Act. It estab-
lishes the procedures by which an indi-
vidual may be notified whether a sys-
tem of records contains information
pertaining to the individual; defines
times, places and requirements for
identification of the individual re-
questing records, for disclosure of re-
quested records where appropriate; spe-
cial handling for medical and psycho-
logical records; for amendment of
records; appeal of denials of requests
for amendment; and provides a sched-
ule of fees to be charged for making
copies of requested records. In addi-
tion, this rule contains the exemptions
promulgated by the Director, NSA,
pursuant to 5 U.S.C. 552a(k), to exempt
Agency systems of records from sub-
sections (c)(3); (d); (e)(1); (e)(4)(G), (H),
(1); and (f) of section 552a.

(b) The procedures established and
exemptions claimed apply to systems
of records for which notice has been
published in the FEDERAL REGISTER
pursuant to the Privacy Act. Requests
from individuals for records pertaining
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§322.2

to themselves will be processed in ac-
cordance with these procedures and
consistent with the exemptions
claimed. Requests for records which do
not specify the statute pursuant to
which they are made but which may be
reasonably construed to be requests by
an individual for records pertaining to
that individual will also be processed
in accordance with these procedures
and consistent with exemptions
claimed. To the extent appropriate,
these procedures apply to records
maintained by this Agency pursuant to
system of records notices published by
the Civil Service Commission. The pri-
mary category of records affected by a
Commission notice is that maintained
in conjunction with the CSC system
identified as ‘“CSC-Retirement Life In-
surance and Health Benefits Records
System.” Authority pursuant to 44
U.S.C. 3101 to maintain each system of
records for which notice has been pub-
lished is implied in each ‘“‘authority for
maintenance of a system’ of each sys-
tems notice.

§322.2 Definitions.

(@) Access to the NSA headquarters:
means current and continuing daily ac-
cess to those facilities making up the
NSA headquarters.

(b) Individual: means a natural person
who is a citizen of the United States or
an alien lawfully admitted for perma-
nent residence.

(¢) Request: means a request in writ-
ing for records pertaining to the re-
quester contained in a system of rec-
ords and made pursuant to the Privacy
Act or if no statute is identified consid-
ered by the Agency to be made pursu-
ant to that Act.

(d) System of Records: means a group-
ing of records maintained by the Agen-
cy for which notice has been published
in the FEDERAL REGISTER pursuant to
section 552a(e)(4) of Title 5 U.S.C.

§322.3 Procedures for requests con-
cerning individual records in a sys-
tem of records.

(a)(1) Notification. Any individual
may be notified in response to a re-
quest if any system of records contains
a record pertaining to the requester by
sending a request addressed to: Infor-
mation Officer, National Security

32 CFR Ch. | (7-1-98 Edition)

Agency, Fort George G. Meade, Mary-
land 20755. Such request shall be in
writing, shall be identified on the enve-
lope and the request as a “‘Privacy Act
Request,” shall designate the system
or systems of records using the names
of the systems as published in the sys-
tem notices, shall contain the full
name, present address, date of birth,
social security number and dates of af-
filiation or contact with NSA/CSS of
the requester and shall be signed in full
by the requester.

(2) A request pertaining to records
concerning the requester which does
not specify the Act pursuant to which
the request is made shall be processed
as a Privacy Act request. A request
which does not designate the system or
systems of records to be searched shall
be processed by checking the following
systems of records: Applicants; Person-
nel; Health, Medical and Safety.

(b)(1) Identification. Any individual
currently not authorized access to the
National Security Agency head-
quarters who requests disclosure of
records shall provide the following in-
formation with the written request for
disclosure: full name, present address,
date of birth, social security number,
and date of first affiliation or contact
with NSA/CSS and date of last affili-
ation or contact with NSA/CSS.

(2) Any individual currently author-
ized access to the National Security
Agency headquarters shall provide the
following information with the request
for notification: full name, present or-
ganizational assignment, date of birth,
social security number.

(3) Such request shall be treated as a
certification of the requester that the
requester is the individual named. Indi-
viduals should be aware that the Pri-
vacy Act provides criminal penalties
for any person who knowingly and will-
fully requests or obtains any rec- ords
concerning an individual under false
pretenses.

§322.4 Times, places and procedures
for disclosures.

(a) Individual not currently affiliated
with NSA:

(1) Request procedure. Any individual
currently not authorized access to the
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National Security Agency head-
quarters shall make the request for no-
tification in writing and shall include
the required identifying data. Upon
verification of the existence in systems
of records pertaining to the requester,
a copy of the records located shall be
mailed to the requester subject to ap-
propriate specific exemptions, applica-
ble Public Laws, special procedures
pertaining to medical rec- ords, includ-
ing psychological records, and the ex-
clusion for information compiled in
reasonable anticipation of a civil ac-
tion or proceeding. If the request can-
not be processed within ten working
days from the time of receipt of the re-
quest, an acknowledgment of receipt of
the request will be sent to the re-
quester.

(2) Appointment of other individual. If
a requester wishes another individual
to obtain the requested records on his
behalf, the requester shall provide a
written, signed, notarized statement
appointing that individual as his rep-
resentative, certifying that the indi-
vidual appointed may have access to
the records of the requester and that
such access shall not constitute an in-
vasion of the privacy of the requester
nor a violation of his rights under the
Privacy Act of 1974.

(b) Individual currently affiliated with
NSA—(1) Request procedure. Any indi-
vidual currently authorized access to
the National Security Agency head-
quarters may make the request for no-
tification to the appropriate official
delegated responsibility for a system of
records pursuant to internal agency
regulations pertaining to the Privacy
Act of 1974. In the alternative, such in-
dividual may direct the request to the
NSA Information Officer in writing in
the same form and including the data
required in §322.4(a)(1) above. In the
case of any denial of notification by of-
ficials delegated responsibility for a
system the request shall be referred to
the NSA Information Officer for re-
view.

(2) Appointment of other individual. If
the requester makes a request pursu-
ant to this paragraph and wishes to
designate another individual to accom-
pany him, the same procedures as pro-
vided in paragraph (a)(2) of this section
apply. If the individual appointed is

§322.6

currently authorized access to the Na-
tional Security Agency headquarters,
he may accompany the requester. If
the individual appointed is not cur-
rently authorized access, a copy of the
records located may be mailed to the
appointed individual subject to appro-
priate specific exemptions, applicable
Public Laws, special procedures per-
taining to medical records including
psychological records, and the exclu-
sion for information compiled in rea-
sonable anticipation of a civil action or
proceeding.

[40 FR 44294, Sept. 25, 1975. Redesignated at
56 FR 55631, Oct. 29, 1991, as amended at 56
FR 57803, Nov. 14, 1991]

§322.5 Medical or
records.

psychological

If the request includes records of a
medical or psychological nature, and if
an Agency doctor makes the deter-
mination that the records requested
contain information which would have
an adverse effect upon the requester,
the requester will be advised to appoint
a medical doctor in the appropriate
discipline to receive the information.
The appointment of the doctor shall be
in the same form as that indicated in
§322.4(a)(2) and shall include a certifi-
cation that the doctor appointed is au-
thorized to practice the appropriate
specialty by virtue of a license to prac-
tice same in the state which granted
the license.

[40 FR 44294, Sept. 25, 1975. Redesighated at
56 FR 55631, Oct. 29, 1991, as amended at 56
FR 57803, Nov. 14, 1991]

§322.6 Parents or legal guardians act-
ing on behalf of minor applicants
and employees.

Parents or legal guardians acting on
behalf of minors who request records
concerning NSA/CSS applicants or em-
ployees who are minors shall be subject
to the same requirements contained in
§322.4(a)(1) appointment of other indi-
viduals, including the requirement for
written authorization. Requests by
parents or legal guardians acting on
behalf of minors will be processed in
the same manner and in accordance
with the procedures established herein
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§322.7

for individuals not currently author-
ized access to the NSA headquarters.

[40 FR 44294, Sept. 25, 1975. Redesignated at
56 FR 55631, Oct. 29, 1991, as amended at 56
FR 57803, Nov. 14, 1991]

§322.7 Procedures for amendment.

(a) Request procedure. Any request for
amendment of a record or records con-
tained in a system of records shall be
in writing addressed to the Information
Officer, National Security Agency,
Fort George G. Meade, Md. 20755, At-
tention: Privacy Act Amendment, and
shall contain sufficient details con-
cerning the requested amendment, jus-
tification for the amendment, and a
copy of the record(s) to be amended or
sufficient identifying data concerning
the affected record(s) to permit its
timely retrieval. Such requests may
not be used to accomplish actions for
which other procedures have been es-
tablished such as grievances, perform-
ance appraisal protests, etc. In such
cases the requester will be advised of
the appropriate procedures for such ac-
tions.

(b) Initial determination: The NSA In-
formation Officer may make an initial
determination concerning the re-
quested amendment within ten work-
ing days or shall acknowledge receipt
of the amendment request within that
period if a determination cannot be
completed. The determination shall ad-
vise the requester of action taken to
make the requested amendment or in-
form the requester of the rejection of
the request, the reason(s) for the rejec-
tion and the procedures established by
the Agency for review of rejected
amendment requests.

(c) Request on appeal: A requester
may appeal the rejection by the NSA
Information Officer of a request for
amendment to the Executive for Staff
Services. Such appeal shall be in writ-
ing, addressed to the Executive for
Staff Services, National Security
Agency, Fort George G. Meade, Md.
20755, Attention: Privacy Act Amend-
ment Appeal.

§322.8 Appeal determination.

The Executive for Staff Services
shall acknowledge receipt of the appeal
within ten working days. A determina-
tion concerning the appeal shall be pro-
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vided to the requester within 30 work-
ing days, unless the Director, National
Security Agency, extends the period
for good cause. The Executive for Staff
Services shall advise the requester of
the action taken to make the requested
amendment or inform the requester of
the rejection of the appeal, the right to
submit for incorporation in the file
containing the disputed record(s) a
concise statement of disagreement, and
notify the requester of the right of ju-
dicial review of the denial pursuant to
subsection (g)(1)(A) of 5 U.S.C. 552a.

§322.9 Fees.

A fee may be charged for the repro-
duction of copies of any requested rec-
ords, provided one copy is made avail-
able without charge where access is
limited to mail service only. Fees shall
be charged in accordance with The Uni-
form Schedule of Fees established by
the Department of Defense pursuant to
Pub. L. 93-502.

§322.10 Specific exemptions.

(a)(1) The following National Secu-
rity Agency systems of records, pub-
lished in the FEDERAL REGISTER, are
specifically exempted from the provi-
sions of 5 U.S.C. 552a, subsections (c)(3),
@), (e)1), E@@AG), E@@MH), @M
and (f) pursuant to subsection (k) of
section 552a to the extent that each
system contains individual records or
files within the category or categories
provided by subsection (k). Notice is
hereby given that individual records
and files within each NSA system of
records may be subject to specific pro-
visions of Pub. L. 86-36, Pub. L. 88-290
and Title 18 U.S.C. 798 and other laws
limiting access to certain types of in-
formation or application of laws to cer-
tain categories of information.

(2) In addition, those records main-
tained pursuant to notice of systems of
records published by the CSC are ex-
empted pursuant to Title 5 U.S.C.
552a(k)(1) to the extent that they con-
tain classified information in order to
protect such information from unau-
thorized disclosure. Such records may
also be subject to other specific exemp-
tions pursuant to rules promulgated by
the CSC.

(b) Systems of records subject to spe-
cific exemptions:
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(1) System name: NSA/CSS Access, Author-
ity and Release of Information File.

Exemption: This system of records is ex-
empted from the sections of title 5 U.S.C.
552a cited in paragraph 322.10(a) and is sub-
ject to the limitations noted in that para-
graph.

Authority: 5 U.S.C. 552a(k)(1), (k)(5)

Reasons: This system of records is exempt-
ed from all subsections cited pursuant to ex-
emption (k)(1) to protect from unauthorized
disclosure classified information which may
be contained in records and files making up
the system. The exemption does not limit ac-
cess to that portion of the rec- ords in the
system which are not classified or otherwise
protected from unauthorized disclosure.

This system of records is also exempted
from all subsections cited pursuant to ex-
emption (k)(5) to protect the identity of con-
fidential sources of information constituting
investigatory material compiled solely for
the purpose of determining access to classi-
fied information. The exemption does not
limit access to that portion of the records in
the system which are not exempted, not oth-
erwise protected from unauthorized disclo-
sure, and which would not undermine the in-
tegrity of the controlled access system.

(2) System name: NSA/CSS Applicants

Exemption: This system of records is ex-
empted from the sections of Title 5 U.S.C.
552a cited in paragraph 322.10(a) and is sub-
ject to the limitations noted in that para-
graph.

Authority: 5 U.S.C. 552a(k)(1), (k)(5)

Reasons: This system of records is exempt-
ed from all subsections cited pursuant to ex-
emption (k)(1) to protect from unauthorized
disclosure classified information which may
be contained in records and files making up
the system. The exemption does not limit ac-
cess to that portion of the rec- ords in the
system which are not classified or otherwise
protected from unauthorized disclosure.

This system of records is also exempted
from all subsections cited pursuant to ex-
emption (k)(5) to protect the identity of con-
fidential sources of information constituting
investigatory material compiled solely for
the purposes of determining suitability; eli-
gibility; qualifications for Federal civilian
employment; Federal contracts; or access to
classified information which may be con-
tained in records and files making up the
system. The exemption does not limit access
to that portion of the records in the system
which are not subject to this exemption, nor
otherwise protected from unauthorized dis-
closure.

(3) System name: NSA/CSS Correspondence,
Cases, Complaints, Visitors, Requests

Exemption: This system of records is ex-
empted from the sections of Title 5 U.S.C.
552a cited in §322.10(a) and is subject to the
limitations noted in that paragraph.

§322.10

Authority: 5 U.S.C. 552a(k)(1), (k)(2), (kK)(4),
(K)(5)

Reasons: This system of records is exempt-
ed from all subsections cited pursuant to ex-
emption (k)(1) to protect from unauthorized
disclosure classified information which may
be contained in records and files making up
the system. The exemption does not limit ac-
cess to that portion of the rec- ords in the
system which are not classified or otherwise
protected from unauthorized disclosure.

This system of records is exempted from
all subsections cited pursuant to exemption
(k)(2) to protect from unauthorized disclo-
sure individual records and files which con-
stitute investigatory material compiled for
law enforcement purposes pursuant to a law-
ful national security intelligence investiga-
tion and maintain the integrity of the per-
sonnel security system required by Pub. L.
88-290. The exemption does not limit access
to that portion of the records in the system
which are not investigatory material which
are not exempted or otherwise protected
from unauthorized disclosure.

This system is exempted from all sub-
sections cited pursuant to exemption (k)(4)
where individual records and files are main-
tained and used solely for statistical records
in accordance with statutory requirements
to insure compliance with those require-
ments with a minimum of administrative
burden and expense.

This system is exempted from all sub-
sections cited pursuant to exemption (k)(5)
to protect the identity of confidential
sources of information constituting inves-
tigatory material compiled solely for the
purpose of determining suitability; eligi-
bility; qualifications for Federal civilian em-
ployment, Federal contracts; or access to
classified information which may be con-
tained in records and files making up the
system. The exemption does not limit access
to that portion of the records in the system
which are not subject to this exemption or
otherwise protected from unauthorized dis-
closure.

(4) System name: NSA/CSS Cryptologic Re-
serve Mobilization Designee List

Exemption: This system of records is ex-
empted from the sections of Title 5 U.S.C.
552a cited in §322.10(a) and is subject to the
limitations noted in that paragraph.

Authority: 5 U.S.C. 552a (k) (1), (k) (5)

Reasons: This system of records is exempt-
ed from all subsections cited pursuant to ex-
emption (k)(1) to prevent the unauthorized
disclosure of classified information concern-
ing anticipated personnel assignments to
sensitive cryptologic positions during peri-
ods of national emergency or war requiring
reserve mobilization.

This system of records is also exempted
from all subsections cited pursuant to ex-
emption (k)(5) to protect the identity of con-
fidential sources of information constituting
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investigatory material compiled solely for
the purpose of determining suitability, eligi-
bility or qualifications for designation for
mobilization to fill a sensitive cryptologic
position or access to classified material as a
result of designation for mobilization.

(5) System name: NSA/CSS Equal Employ-
ment Opportunity Data

Exemption: This system of records is ex-
empted from the sections of Title 5 U.S.C.
552a cited in §322.10(a) and is subject to the
limitations noted in that paragraph.

Authority: 5 U.S.C. 552a(k) (1), (K) (2), (4)

Reasons: This system of records is exempt-
ed from all subsections cited pursuant to ex-
emption (k)(1) to protect from unauthorized
disclosure classified information which may
be contained in records and files making up
the system. The exemption does not limit ac-
cess to that portion of the rec- ords in the
system which are not classified or otherwise
protected from unauthorized disclosure.

This system of records is exempted from
all subsections cited pursuant to exemption
(k)(4) to protect the integrity of those statis-
tical records compiled for Equal Employ-
ment Opportunity purposes.

This system of records is also exempted
from all subsections cited pursuant to ex-
emption (k)(2) to the extent that individual
records and files are related to investiga-
tions to enforce the provisions of Pub. L. 92—
261 and consistent with the provisions of that
statute with respect to individual access to
such records. The purpose of the exemption
is to protect the integrity of investigations
conducted pursuant to Pub. L. 92-261.

(6) System name: NSA/CSS Health, Medical
and Safety Files

Exemption: This system of records is ex-
empted from sections of Title 5 U.S.C. 552a
cited in §322.10(a) and is subject to the statu-
tory limitations noted in that paragraph.

Authority: 5 U.S.C. 552a(k) (1), (k) (5), (k)
(6).

Reasons: This system of records is exempt-
ed from all subsections cited pursuant to ex-
emption (k)(1) to protect from unauthorized
disclosure classified information which may
be contained in records and files making up
the system. The exemption does not limit ac-
cess to that portion of the rec- ords in the
system which are not classified or otherwise
protected from unauthorized disclosure.

This system of records is exempted from
all subsections cited pursuant to exemption
(k)(5) to protect the identity of confidential
sources of information constituting inves-
tigatory material compiled solely for the
purpose of determining suitability, eligi-
bility, or qualifications for Federal civilian
employment, Federal contracts or access to
classified information. The exemption does
not limit access to that portion of the
records in the system which are not exempt-
ed or otherwise protected from unauthorized
disclosure.
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This system of records is also exempted
from all subsections cited pursuant to ex-
emption (k)(6) to protect those testing or ex-
amination materials used solely to deter-
mine individual qualifications for employ-
ment in the Federal service the disclosure of
which would compromise the objectivity or
fairness of the testing or examination proc-
ess.

(7) System name: NSA/CSS Motor Vehicles
and Carpools

Exemption: This system of records is ex-
empted from the sections of Title 5 U.S.C.
552a cited in §322.10(a) and is subject to the
statutory limitations noted in that para-
graph.

Authority: 5 U.S.C. 552a(k)(1)

Reasons: This system of records is exempt-
ed from all subsections cited pursuant to ex-
emption (k)(1) to protect from unauthorized
disclosure any and all classified information
which may be contained in records and files
making up the system. The exemption does
not limit access to that portion of the of the
records in the system which are not classi-
fied or otherwise protected from unauthor-
ized disclosure.

(8) System name:
Claims

Exemption: This system of records is ex-
empted from the sections of Title 5 U.S.C.
552a cited in §322.10(a) and is subject to the
statutory limitations noted in that para-
graph.

Authority: 5 U.S.C. 552a(k) (1), (k) (2)

Reasons: This system of records is exempt-
ed from all subsections cited pursuant to ex-
emption (k)(1) to protect from unauthorized
disclosure classified information which may
be contained in records and files making up
this system. The exemption does not limit
access to that portion of the records in the
system which are not classified or otherwise
protected from unauthorized disclosure.

This system of records is also exempted
from all subsections cited pursuant to ex-
emption (k)(2) to protect investigatory ma-
terials related to the enforcement of laws
with respect to claims against the Govern-
ment. The exemption does not limit access
to that portion of the records in the system
not related to investigations of claims or
otherwise protected from unauthorized dis-
closure.

(9) System name: NSA/CSS Personnel File

Exemption: This system of records is ex-
empted from the sections of Title 5 U.S.C.
552a cited in §322.10(a) and is subject to the
statutory limitations noted in that para-
graph.

Authority: 5 U.S.C. 552a(k) (1), (k) (5), (k) (6)

Reasons: This system of records is exempt-
ed from all subsections cited pursuant to ex-
emption (k)(1) to protect from unauthorized
disclosure classified information which may
be contained in records and files making up

NSA/CSS Payroll and
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the system. The exemption does not limit ac-
cess to that portion of the rec- ords in the
system which are not classified or otherwise
protected from unauthorized disclosure.

This system of records is exempted from
all subsections cited pursuant to exemption
(k)(5) to protect the identity of confidential
sources of information constituting inves-
tigatory material compiled solely for the
purpose of determining suitability, eligi-
bility, or qualifications for Federal civilian
employment, Federal contracts or access to
classified information. The exemption does
not limit access to that portion of the
records in the system which are not exempt-
ed or otherwise protected from unauthorized
disclosure.

This system of records is also exempted
from all subsections cited pursuant to ex-
emption (k)(6) to protect those testing or ex-
amination materials used solely to deter-
mine individual qualifications for employ-
ment in the Federal service the disclosure of
which would compromise the objectivity or
fairness of the testing or examination proc-
ess.

(10) System name: NSA/CSS Personnel Secu-
rity File

Exemption: This system of records is ex-
empted from the sections of Title 5 U.S.C.
552a cited in §322.10(a) and is subject to the
limitations noted in that paragraph.

AUTHORITY: 5 U.S.C. 552a (k)(1), (k)(2),
(K)(5), and (k)(6)

Reasons: This system of records is exempt-
ed from all subsections cited pursuant to ex-
emption (k)(1) to protect from unauthorized
disclosure classified information which may
be contained in records and files making up
the system. The exemption does not limit ac-
cess to that portion of the rec- ords in the
system which are not classified or otherwise
protected from unauthorized disclosure.

This system of records is exempted from
all subsections cited pursuant to exemption
(k)(2) to protect investigatory materials
compiled for purposes of enforcement of Pub.
L. 88-290 and title 18 U.S.C. 798 as well as
other appropriate criminal and civil laws re-
lated to the protection of sensitive
cryptologic information. Both statutes cited
require the Director, NSA, to observe special
procedures and standards in permitting ac-
cess to sensitive cryptologic information and
provide statutory authority to act when
those standards are breached. The materials
contained in this system are of an investiga-
tory nature, are maintained on a continuing
basis and are used to insure compliance with
and enforcement of the cited statutes.

This system of records is exempted from
all subsections cited pursuant to exemption
(k)(5) to protect the identity of confidential
sources of information constituting inves-
tigatory material compiled solely for the
purpose of determining suitability, eligi-
bility, or qualifications for Federal civilian

§322.10

employment, Federal contracts or access to
classified information. The exemption does
not limit access to that portion of the
records in the system which are not exempt-
ed or otherwise protected from unauthorized
disclosure.

This system of records is exempted from
all subsections cited pursuant to exemption
(k)(6) to protect testing or examination ma-
terials and procedures, the disclosure of
which would compromise the objectivity or
fairness of the testing or examination proc-
ess.

(11) System name: NSA/CSS Time, Attend-
ance, and Absence

Exemption: This system of records is ex-
empted from the sections of Title 5 U.S.C.
552a cited in §322.10(a) and is subject to the
limitations noted in that paragraph.

Authority: 5 U.S.C. 552a(k)(1)

Reasons: This system of records is exempt-
ed from all subsections cited pursuant to ex-
emption (k)(1) to protect from unauthorized
disclosure classified information which may
be contained in records and files making up
the system. The exemption does not limit ac-
cess to that portion of the rec- ords in the
system which are not classified or otherwise
protected from unauthorized disclosure.

(12) System name: NSA/CSS Training

Exemption: This system of records is ex-
empted from the sections of Title 5 U.S.C.
552a cited in §322.10(a) and is subject to the
limitations noted in that paragraph.

Authority: 5 U.S.C. 552a (k)(1), (k)(5), (K)(6).

Reasons: This system of records is exempt-
ed from all subsections cited pursuant to ex-
emption (k)(1) to protect from unauthorized
disclosure classified information which may
be contained in records and files making up
the system. The exemption does not limit ac-
cess to that portion of the records in the sys-
tem which are not classified or otherwise
protected from unauthorized disclosure.

This system of records is exempted from
all subsections cited pursuant to exemption
(k)(5) to protect the identity of confidential
sources of information constituting inves-
tigatory material compiled solely for the
purpose of determining suitability, eligi-
bility, or qualifications for Federal civilian
employment, Federal contracts or access to
classified information. The exemption does
not limit access to that portion of the
records in the system which are not exempt-
ed or otherwise protected from unauthorized
disclosure.

This system of records is also exempted
from all subsections cited pursuant to ex-
emption (K)(6) to protect those testing or ex-
amination materials used solely to deter-
mine individual qualifications for employ-
ment in the Federal service the disclosure of
which would compromise the objectivity or
fairness of the testing or examination proc-
ess.
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(13) System name: NSA/CSS Archival Rec-
ords.

Exemption: This system is exempted from
the sections of Title 5 U.S.C. 552a cited in
§322.10(a) and is subject to the statutory lim-
itations noted in that paragraph.

Authority: 5 U.S.C. 552a(k)(1) and (k)(4).

Reasons: This system of records is exempt-
ed from all subsections cited pursuant to ex-
emption (k)(1) to protect from unauthorized
disclosure classified information which may
be contained in records and files making up
the system. The exemption does not limit ac-
cess to that portion of the rec- ords in the
system which are not classified or otherwise
protected from unauthorized disclosure.

This system is exempted from all sub-
sections cited pursuant to exemption (k)(4)
where individual records and files are main-
tained and used solely for statistical compli-
ance with those requirements with a mini-
mum of administrative burden and expense.

(14) System Identification and Name—
GNSA14, entitled ‘*“NSA/CSS Library Patron
File Control System”’.

Exemption—Portions of this system which
fall within 5 U.S.C. 552a (k)(1) and (k)(4) are
exempt from the following provisions of 5
U.S.C. 552a, sections (c)(3), (d) (1)-(5), (e)(1),
©)@# (G)-(), and (f) (1)-(5).

Authority—5 U.S.C. 552a (k)(1) and (k)(4).

Reasons—This record system is exempted
from all subsections pursuant to exemption
(k)(1) to protect from unauthorized disclo-
sure classified information which may be
contained in records and files making up the
system. The exemption does not limit access
to that portion of the records in the system
which are not classified or otherwise pro-
tected from unauthorized disclosure.

This record system is exempted from all
subsections pursuant to exemption (k)(4) to
protect from unauthorized disclosure records
maintained for statistical research or pro-
gram evaluation. The exemption does not
limit access to that portion of the records in
the system which are not classified or other-
wise protected from unauthorized disclosure.

(15) System Identification and Name—
GNSAI5, entitled ““NSA/CSS Computer Users
Control System””.

Exemption—Portions of this system which
fall within 5 U.S.C. 552a (k)(1) and (k)(2) are
exempt from the following provisions of 5
U.S.C. 552a, sections (c)(3), (d) (1)-(5), (e)(1),
©)@# (G)-(), and () (1)-(5).

Authority—5 U.S.C. 552a (k)(1) and (k)(2).

Reasons—This system of records is exempt-
ed from all subsections pursuant to exemp-
tion (k)(1) to protect from unauthorized dis-
closure classified information which may be
contained in records and files making up the
system. The exemption does not limit access
to that portion of the records in the system
which are not classified or otherwise pro-
tected from unauthorized disclosure.

32 CFR Ch. | (7-1-98 Edition)

This system of records is exempted from
all subsections cited pursuant to exemption
(k)(2) to the extent that individual records
and files are related to investigations to en-
force the provisions of Pub. L. 88-290 and
consistent with the provisions of that stat-
ute with respect to individual access to such
records. The purpose of the exemption is to
protect the integrity of investigations con-
ducted pursuant to Pub. L. 88-290.

(16) System Identification and Name—
GNSAI16, entitled ‘““NSA/CSS Drug Testing
Program’’.

Exemption—Portions of this system which
fall within 5 U.S.C. 552a(k)(1) are exempt
from the following provisions of 5 U.S.C.
552a, sections (c)(3), (d) (1)-(5), (e)(1), (e)(4)
(G)-(1), and (f) (1)=(5).

Authority—5 U.S.C. 552a(k)(1).

Reasons—This system of records is exempt-
ed from all subsections cited pursuant to ex-
emption (k)(1) to protect from unauthorized
disclosure classified information which may
be contained in records and files making up

the system.
(17) System Identification and Name—
GNSA17, entitled ‘“Employee Assistance

Service (EAS) Case Record System”’.

Exemption—Portions of this system which
fall within 5 U.S.C. 552a (k)(1), (k)(2), (k)(4)
and (k)(5) are exempt from the following pro-
visions of 5 U.S.C. 552a, sections (c)(3), (d)
M=), @), (©)@) (G)-(1), and (f) (1)~(5).

Authority—5 U.S.C. 552a (k)(1), (k)(2), (k)(4),
and (k)(5).

Reasons—This system of records is exempt-
ed from all subsections cited pursuant to ex-
emption (k)(1) to protect from unauthorized
disclosure classified information which may
be contained in records and files making up
the system.

This system of records is exempted from
all subsections cited pursuant to exemption
(k)(2) to the extent that individual records
and files are related to investigations to en-
force the provisions of Public Law 92-261 and
consistent with the provisions of that stat-
ute with respect to individual access to such
records. The purpose of the exemption is to
protect the integrity of investigations con-
ducted pursuant to Public Law 92-261.

This record system is exempted from all
subsections pursuant to exemption (k)(4) to
protect from unauthorized disclosure records
maintained for statistical research or pro-
gram evaluation. The exemption does not
limit access to that portion of the records in
the system which are not classified or other-
wise protected from unauthorized disclosure.

This system of records is also exempted
from all subsections cited pursuant to ex-
emption (k)(5) to protect the identity of con-
fidential sources of information constituting
investigatory material compiled solely for
the purpose of determining suitability, eligi-
bility, or qualifications for federal civilian
employment, federal contracts, or access to
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classified information. The exemption does
not limit access to that portion of the
records in the system which are not exempt-
ed or otherwise protected from unauthorized
disclosure.

(18) System identification and
GNSAI18, NSA/CSS Operations Files.

Exemption—Portions of this record system
may be exempted from subsections of 5
U.S.C. 552a (€)(3), (d)(D)—(). ()H(G)—),
and (f)(1)—(5).

Authority—5 U.S.C. 552a(k) (1), (2) and (5).

Reasons—Subsection (c)(3) because there
may be occasions when making an account-
ing available to the individual named in the
record at his or her request, would reveal
classified information. The release of ac-
counting of disclosure would inform a sub-
ject that he or she is under investigation.
This information would provide considerable
advantage to the subject in providing him or
her with knowledge concerning the nature of
the investigation and the coordinated inves-
tigative efforts and techniques employed by
the cooperating agencies.

Subsection (d) because granting access and/
or subsequent amendment to the record
would reveal classified information. It may
also alert a subject to the fact that an inves-
tigation of that individual is taking place,
and might weaken the on-going investiga-
tion, reveal investigatory techniques, and
place confidential informants in jeopardy.
NSA/CSS may refuse to confirm or deny the
existence of a particular record because to do
so would reveal classified information.

Subsection (€)(4)(G), (e)(4)(H), and (e)(4)(1).
Although NSA/CSS has published procedures
whereby an individual can be notified if a
particular record system contains informa-
tion about themselves; how to gain access to
that information; and the source of the in-
formation, there may be occasions when con-
firming that a record exists, granting access,
or giving out the source of the information
would reveal classified information.

Subsection (f) because the agency’s rules
are inapplicable to those portions of the sys-
tem that are exempt and would place the
burden on the agency of either confirming or
denying the existence of a record pertaining
to a requesting individual. The confirming or
denying might, in itself, provide an answer
to that individual relating to an on-going
criminal investigation. The conduct of a suc-
cessful investigation leading to the indict-
ment of a criminal offender precludes the ap-
plicability of established agency rules relat-
ing to verification of record, disclosure of
the record to that individual, and record
amendment procedures for this record sys-
tem. Also, because this record system is ex-

name—

§323.2

empt from the individual access provisions
of subsection (d).

[40 FR 44294, Sept. 25, 1975, as amended at 45
FR 80106, Dec. 3, 1980; 52 FR 41711, Oct. 30,
1987; 55 FR 34907, Aug. 27, 1990; 56 FR 16007,
Apr. 19, 1991. Redesignated at 56 FR 55631,
Oct. 29, 1991, as amended at 56 FR 57803, Nov.
14, 1991]

PART 323—DEFENSE LOGISTICS
AGENCY PRIVACY PROGRAM

Sec.
323.1
323.2
323.3
323.4
323.5
323.6

APPENDIX A TO PART 323—INSTRUCTIONS FOR
PREPARATION OF SYSTEM NOTICES

APPENDIX B TO PART 323—CRITERIA FOR NEW
AND ALTERED RECORD SYSTEMS

APPENDIX C TO PART 323—INSTRUCTIONS FOR
PREPARATION OF REPORTS TO NEW OR AL-
TERED SYSTEMS

APPENDIX D TO PART 323—WORD PROCESSING
CENTER (WPC) SAFEGUARDS

APPENDIX E TO PART 323—OMB GUIDELINES
FOR MATCHING PROGRAMS

APPENDIX F TO PART 323—LITIGATION STATUS
SHEET

APPENDIX G TO PART 323—PRIVACY ACT EN-
FORCEMENT ACTIONS

APPENDIX H TO PART 323—DLA EXEMPTION
RULES

AUTHORITY: Privacy Act of 1974, Pub. L. 93—
579, Stat. 1896 (5 U.S.C. 552a).

SOURCE: DLAR 5400.21, 51 FR 33595, Sept. 22,
1986, unless otherwise noted. Redesignated at
56 FR 57803, Nov. 14, 1991.

Purpose and scope.
Policy.
Definitions.
Responsibilities.
Procedures.

Forms and reports.

§323.1 Purpose and scope.

This part 323 implements the Privacy
Act of 1974 (5 U.S.C. 552a) and DoD Di-
rective and DoD Regulation 5400.11, De-
partment of Defense Privacy Program
(32 CFR part 286a). It applies to Head-
quarters, Defense Logistics Agency (HQ
DLA) and all DLA field activities.

§323.2 Policy.

It is the policy of DLA to safeguard
personal information contained in any
system of records maintained by DLA
activities and to make that informa-
tion available to the individual to
whom it pertains to the maximum ex-
tent practicable. DLA policy specifi-
cally requires that DLA activities:
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