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§ 806.0 Purpose.
This part implements Department of

Defense (DoD) Directive 5400.7, 13 May
1988, DoD Freedom of Information Act
Program; and DoD Regulation 5400.7–R,
3 October 1990, DoD Freedom of Infor-
mation Act Program, 10 May 1991, with
Change 1 (32 CFR Parts 285 and 286). It
provides guidance for making records
public and for the Air Force Freedom
of Information Act (FOIA) Program. It
tells how to process FOIA requests and
tells the public how to request copies
of Air Force records using the FOIA

(Title 5, United States Code, Section
552, as amended). It outlines the re-
quirements for For Official Use (FOUO)
material. If this part conflicts with
other Air Force publications, it takes
precedence over those that deal with
making records public.

§ 806.1 General guidance.

The Air Force discloses its records in
its possession and control to the pub-
lic, except those records exempt under
the FOIA which, if released, would
cause an identifiable harm. Make dis-
cretionary disclosures of exempt infor-
mation whenever possible. (Discre-
tionary releases are generally not ap-
propriate for exemptions 1, 3, 4, 6, and
7(C)). A discretionary release to one re-
quester will prevent withholding the
same record if someone else requests it.
Answer all requests for information
and records promptly. Handle requests
in a customer-friendly manner. Get
misrouted FOIA requests to the FOIA
Office immediately. Do not withhold a
record simply because it might suggest
administrative error or inefficiency or
cause embarrassment. Do not deny a
request just because the record is
stored in a computer.

§ 806.2 Responsibilities.

(a) The Administrative Assistant to
the Secretary of the Air Force (SAF/
AA) takes overall responsibility for
making sure the Air Force complies
with the FOIA.

(b) The Office of the General Counsel
to the Secretary of the Air Force (SAF/
GSA) makes final decisions on appeals.

(c) The Director of Information man-
agement (SAF/AAI), through the Ac-
cess Programs Office of the Adminis-
trative Communications and Records
Management Division, SAF/AAIQ:

(1) Administers procedures described
in this part.

(2) Submits required reports to the
Office of the Assistant to the Secretary
of Defense (Public Affairs).

(3) Provides guidance and instruc-
tions to major commands (MAJCOM)
and field operating agencies (FOA).
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(d) MAJCOM and FOA commanders
implement this part in their commands
and agencies.

(e) FOIA managers:
(1) Control and process FOIA re-

quests.
(2) Obtain recommendations from the

office of primary responsibility (OPR)
for records.

(3) Provide a reading room for in-
specting, copying and giving copies of
records to requesters.

(4) Provide training.
(5) Review publications to make sure

they comply with this part.
(6) Conduct periodic program reviews.
(7) Approve or deny fee waivers.
(8) Assess and collect fees.
(9) Send extension notices to request-

ers.
(10) Submit required reports.
(11) Make final determinations on

‘‘no records’’ responses.
(f) OPRs:
(1) Coordinate the release or denial

with the offices of collateral respon-
sibility (OCR) and with the Staff Judge
Advocate (SJA) and FOIA office on pro-
posed denials.

(2) Provide requested records.
(3) Help the disclosure authority de-

termine whether to release record; and
act as declassification authority when
appropriate.

(g) Disclosure authorities determine
whether to release records and provide
them to the FOIA office.

(h) Initial denial authorities:
(1) Make final decisions to deny

records.
(2) Tell requesters the nature of

records or information denied, exemp-
tion supporting the denial with reason,
and appeal procedures.

§ 806.3 Material not covered by the
FOIA.

(a) Objects or articles, such as struc-
tures, furniture, vehicles, and equip-
ment, whatever their historical value
or value as evidence.

(b) Administrative tools for creating,
storing, and retrieving records, if not
created or used as sources of informa-
tion about organizations, policies,
functions, decisions, or procedures of
DoD. Normally computer software, in-
cluding source code, object code, and
listings of source and object codes, re-

gardless of medium, are not agency
records. This does not include the sup-
ported data that is processed and pro-
duced by such software an that in some
instances may be stored with the soft-
ware.

(c) Personal notes of an individual
not subject to agency creation or re-
tention requirements, created and
maintained primarily for the conven-
ience of an agency employee, and not
distributed to other agency employees
for their official use.

(d) Information stored in a computer
for which there is no existing computer
program for retrieval of the requested
information.

(e) If other procedures for processing
requests for material not covered by
FOIA exist:

(1) Log the request and refer the re-
quest outside of the FOIA to the proper
office.

(2) Acknowledge the requester’s let-
ter, tell the individual where you re-
ferred the request, and that the mate-
rial is not a record under the FOIA.

(f) If no alternative release proce-
dures exist, process the request under
FOIA by advising the requester that
materials are not agency records and
give the requester appeal rights.

§ 806.4 FOIA requests.

(a) Under FOIA, members of the pub-
lic, including foreign citizens, military
and civilian personnel acting as private
citizens, organizations and businesses,
and individual members of the Con-
gress, for themselves or constituents,
may request records in writing. Fed-
eral agencies or fugitives from the law
cannot make FOIA requests.

(b) Requesters should not use Gov-
ernment equipment, supplies, station-
ery, postage, telephones, or official
mail channels to make FOIA requests.
FOIA managers will process such re-
quests and tell requesters that using
government resources to make FOIA
requests is not an authorized official
use.

§ 806.5 Submitting FOIA requests.

Submit written requests that reason-
ably describe the desired records and
include a statement on fees. Address

VerDate 25<JUN>98 04:19 Jul 30, 1998 Jkt 179126 PO 00000 Frm 00002 Fmt 8010 Sfmt 8010 Y:\SGML\179126T.XXX 179126T PsN: 179126T



9

Department of the Air Force, DoD § 806.10

letters to the FOIA office of the activ-
ity that has the record. List other ad-
dressees to save time.

§ 806.6 Processing requests under
FOIA and Privacy Act (PA).

Process requests under the Act that
gives the most information. If the re-
quester cites both Acts, address each in
the reply.

§ 806.7 Describing records.
The requester is responsible for iden-

tifying the desired record. He or she
should sufficiently describe the record
to help locate it with a reasonable
amount of effort. Generally a reason-
able description contains enough infor-
mation for an organized, nonrandom
search. Offices must make reasonable
efforts to find the records described.
This means searching all activities and
locations most likely to have the
records, including staged or retired
records. If the description is unclear,
ask for more specific information.
When possible, tell the requester what
information would help.

§ 806.8 Creating a record.
(a) The Air Force is not required to

create, compile, or obtain a record
from outside the Air Force to fulfill a
request. You may want to create a new
record when it would be a more useful
response to the requester or is less bur-
densome for the agency than providing
an existing record and the requester
agrees. Do not charge the requester
more for creating a record than you
would charge for the existing record.

(b) Apply a standard of reasonable-
ness for electronic data when there is a
question on whether you are creating,
programming, or formatting a record.
If you can respond with a ‘‘business as
usual’’ approach, process the request,
otherwise offer the requester appeal
rights.

§ 806.9 Special disclosure procedures.
Some instructions have disclosure

procedures for certain types of records.
Refer to those instructions for specific
disclosure procedures when you process
FOIA requests. The only reason to
deny a request is a FOIA exemption.

(a) Process FOIA requests from for-
eign citizens, foreign governments,

their representatives, or international
commands under this part, and coordi-
nate with your foreign disclosure of-
fice. If the command has no foreign dis-
closure office, refer the request to SAF/
AAIS (FOIA) for SAF/IAD coordination
through the MAJCOM FOIA office.

(b) If requests from foreign govern-
ment officials do not cite the FOIA,
refer them to your foreign disclosure
office and notify the requester.

(c) If you have a non-U.S. Govern-
ment record, coordinate with the
record’s originator before releasing it
(see § 806.10(e)(1). This includes records
created by foreign governments and or-
ganizations like the North Atlantic
Treaty Organization (NATO) and North
American Aerospace Defense (NORAD).
Coordinate release of foreign govern-
ment records with the U.S. Department
of State through the MAJCOM FOIA
office. Coordinate release or denial of
Letters of Offer and Acceptance (LOA)
and SAF/IA through SAF/AAIS (FOIA).

§ 806.10 FOIA exemptions.
Denial authorities may withhold

records or information when an identi-
fiable harm would result by disclosure,
and the records are exempt under 5
U.S.C. 552(b).

(a) Exemption 1—Classified Records.
Records properly and currently classi-
fied in the interest of national defense
or foreign policy, as authorized by ex-
ecutive order and implementing in-
structions. Apply this exemption when
disclosing information by itself or in
the context of other information that
could reasonably be expected to dam-
age national security.

(1) To make a sound decision, review
the record paragraph by paragraph for
releasable information. Review all un-
classified parts before release to see if
they are exempt. Before releasing a re-
viewed and declassified document,
draw a single black line through all the
classification markings, so they are
still legible and stamp the document
‘‘Unclassified.’’ Review material, if ap-
propriate, to determine if it should be
classified, even though it was not clas-
sified when requested. AFI 31–401, In-
formation Security Program Manage-
ment (formerly AFRs 205–1 and 205–43),
tells how to classify and declassify
records. Check to see if information
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from foreign sources is classified. De-
lete exempt parts of records and dis-
close the rest if it does not distort
meaning and you can reasonably as-
sume that a skillful, knowledgeable
person could not reconstruct the infor-
mation deleted. Denial letters must
say that unauthorized disclosure of
such information could reasonably be
expected to cause damage to national
security and cite the appropriate exec-
utive order paragraph(s) as authority
for classification. When denying a
whole classified record, release all un-
classified parts that would cause no
identifiable harm. Coordinate with the
local information security specialist
when invoking this exemption for con-
sistency of classification policy and
procedures.

(2) When simply knowing whether a
record exists or not reveals classified
information, use the ‘‘Glomar’’ (refusal
to confirm or deny) response. Apply it
consistently, not only when a record
exists but also when a record does not
exist. Otherwise, the pattern of using a
‘‘no record’’ response when a record
does not exist, and a ‘‘refusal to con-
firm or deny’’ when a record does exist
will disclose exempt information. Cite
the FOIA exemption when you use the
‘‘Glomar’’ response.

(b) Exemption 2—Internal Personnel
Rules and Practices. Exempt informa-
tion falls in two categories:

(1) ‘‘High’’ 2 protects records which,
if disclosed, would substantially hinder
the effective performance of a signifi-
cant function of the DoD by risking
circumvention of a statute or Air
Force instruction or policy.

(2) ‘‘Low’’ 2 is for trivial internal ad-
ministrative matters of no genuine
public interest and the process of re-
leasing such records would constitute
an unwarranted administrative burden.
You can only use the ‘‘low’’ 2 exemp-
tion before fully processing the re-
quested records. Otherwise, you may
eliminate the administrative burden
justification.

(c) Exemption 3—Other Statutes.
Records of matters that a statute spe-
cifically exempts from disclosure by
terms that permit no discretion on the
issue of withholding or according to de-
fined standards for withholding or re-
ferring to particular types of matters

we must withhold. When using this ex-
emption, cite both exemption 3 and the
specific statute.

(d) Exemption 4—Confidential Commer-
cial Information. Records with trade se-
crets and commercial or financial in-
formation submitted by a person or en-
tity outside the Federal Government
on a privileged or confidential basis
that, if released, is likely to cause sub-
stantial competitive harm to the sub-
mitter of the information or impair the
government’s future ability to obtain
necessary information. Examples of ex-
empt information follow:

(1) Trade secrets that are commer-
cially valuable plans, formulas, proc-
esses, or devices used for making, pre-
paring, compounding, or processing
trade commodities and are the product
of innovation or substantial effort and
were given in confidence.

(2) Commercial or financial informa-
tion given in confidence, in connection
with loans, bids, contracts, or propos-
als; or privileged information, such as
trade secrets, inventions, discoveries,
or other proprietary data.

(3) Statistical data and commercial
or financial information concerning
contract performance, income, profits,
losses, and expenditures, offered and
given in confidence by a contractor or
potential contractor.

(4) Personal statements made during
inspections, investigations, or audits,
if such statements are given in con-
fidence by the individual and kept con-
fidential, because they reveal trade se-
crets or commercial or financial infor-
mation normally considered confiden-
tial or privileged.

(5) Financial data private employers
provide in confidence for local wage
surveys, used to set and adjust pay
schedules for prevailing wage rate em-
ployees of the DoD.

(6) Scientific and manufacturing
processes or developments concerning
technical or scientific data or other in-
formation submitted with a research
grant application or with a report dur-
ing research.

(7) Computer software qualifying as a
record under this part that is copy-
righted under the Copyright Act of 1976
(17 U.S.C. 106), the disclosure of which
would adversely affect its market
value.
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(8) Technical or scientific data a con-
tractor or subcontractor developed en-
tirely with private funds and technical
or scientific data developed with both
Federal and private funds, which the
contractor or subcontractor legally
owns per 10 U.S.C. 2320–2321 and DoD
Federal Acquisition Regulation Sup-
plement (DFARS), chapter 2 of 48 CFR
227.4. You may withhold technical data
developed entirely with Federal funds
under Exemption 3 if the data meets
the criteria of 10 U.S.C. 130.

(e) Before releasing information sub-
mitted from outside the Air Force:

(1) Write to the submitter of the data
for views on releasability and include
appendix b with your letter.

(2) Tell the requester that we must
give the submitter of the data the op-
portunity to comment before the Air
Force decides whether to release the
information.

(3) Give the submitter a reasonable
period of time (no more than 30 cal-
endar days) to object to release and
provide justification.

(4) If the submitter does not respond,
write that you have not received a
reply, tell the submitter of the decision
to release with the reason and give the
expected release date (at least 2 weeks
from the date of your letter).

(5) If the submitter objects, but the
Air Force disclosure authority consid-
ers the records releasable, tell the sub-
mitter before releasing the data. In-
clude in the letter a brief explanation
and a release date at least 2 weeks
from the date of the letter.

(f) Exemption 5—Inter- or Intra-Agency
Records. Intra-agency or inter-agency
memoranda or letters that, according
to recognized legal privileges are not
routinely released to a party in litiga-
tion with the Air Force or DoD. If such
a record or part of such a record would
be made available routinely through
the discovery process in the course of
litigation with the agency, release it.
In the discovery process, litigants get
from each other information relevant
to issues in a trial or hearing. if the in-
formation is only made available
through the discovery process by spe-
cial court order, then it is exempt. Re-
lease factual records or parts unless
the information is privileged or other-
wise exempt. Generally, release a di-

rection or order from a superior to a
subordinate, though contained in an in-
ternal communication, if it forms pol-
icy guidance or a decision, but is not a
discussion of preliminary or other mat-
ters that would compromise decision
making. Consult your SJA about
whether Exemption 5 material would
be routinely available through the dis-
covery process. Here are examples of
exempt information.

(1) The deliberative process privi-
lege—those parts of records with inter-
nal advice, opinions, evaluations, or
recommendations that reveal Air Force
or DoD deliberations.

(2) Those nonfactual parts of Air
Force personnel evaluations of contrac-
tors and their products.

(3) Advance information of a specula-
tive, tentative, or evaluative nature on
such matters as proposals to buy,
lease, or otherwise acquire and dispose
of materials, real estate, facilities, or
functions, if such information gives
private personal interests an unfair
competitive advantage or impedes le-
gitimate governmental functions. Gen-
erally, you cannot use this privilege to
withhold factual information. However,
you may withhold facts when they are
so interconnected with deliberative in-
formation that disclosing facts nec-
essarily discloses the Air Force’s delib-
erative process or when facts and delib-
erative information are so inter-
connected that separating them would
be uninformative or redundant.

(4) Official reports of inspection, au-
dits, investigations, or surveys on safe-
ty, security, or internal management,
administration, or operation of the Air
Force.

(5) The attorney work product privi-
lege—records an attorney prepares, or
supervises the preparation of, in con-
templating or preparing for adminis-
trative proceedings or litigation.

(6) The attorney-client privilege—
confidential communication between
an attorney and client. For example, a
commander expresses concerns in con-
fidence to his or her judge advocate
and asks for a legal opinion. The legal
opinion and everything the commander
tells the judge advocate in confidence
qualify.

(7) Unlike deliberative process privi-
lege, you may withhold both facts and
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opinions in attorney work product or
privileged communications.

(8) Trade secrets or other confiden-
tial research, development, or commer-
cial information the Air Force or DoD
owns, whose premature release prob-
ably would affect the Air Force’s or
DoD’s negotiating position or other
commercial interests.

(9) Computer software qualifying as a
record under this part which is delib-
erative in nature, if its release would
inhibit decisionmaking. In this case,
closely examine the use of the software
to ensure its deliberative nature.

(10) Planning, programming, and
budget information involving defense
planning and resource allocation.

(g) Exemption 6—Invasion of Personal
Privacy. Personnel, medical, and simi-
lar personal information in other files
whose release to the public clearly in-
vades personal privacy. To decide
whether to release personal informa-
tion, balance the privacy interest
against what its release would tell the
public about how the Air Force func-
tions or about the conduct of an Air
Force functions or about the conduct
of any Air force employee (the public
interest). Withhold records only when
the privacy interest exceeds the public
interest. Do not use this exemption to
protect a deceased person’s privacy,
but you may use it to protect the pri-
vacy of the deceased person’s family in
rare instances. Generally let a person
(or their representative) see their own
personnel, medical, or similar files and
withhold information from the subject
only using 5 U.S.C. 552a, The Privacy
Act of 1974 (see part 806b of this chap-
ter).

(1) Withhold names and duty address-
es of personnel serving overseas or in
sensitive or routinely deployable units.
Routinely deployable units normally
leave their permanent home stations
on a periodic or rotating basis for
peacetime operations or for scheduled
training exercises conducted outside
the United States or U.S. territories on
a routine basis. Units based in the
United States for a long time, such as
those in extensive training or mainte-
nance activities, do not quality during
that period. Units designated for de-
ployment or contingency plans not yet
executed and units that seldom leave

the United States or U.S. territories
(e.g., annually or semiannually) are
not routinely deployable units. How-
ever, units alerted for deployment out-
side the United States or U.S. terri-
tories during actual execution of a con-
tingency plan or in support of a crisis
operation qualify. The way the Air
Force deploys units makes it difficult
to determine when a unit that has part
of its personnel deployed becomes eligi-
ble for denial. The Air Force any con-
sider a unit deployed on a routine basis
or deployed fully overseas when 30 per-
cent of its personnel has been either
alerted or actually deployed. In this
context, alerted means that a unit has
received an official written warning of
an impending operational mission out-
side the United States or U.S. terri-
tories.

(2) Sensitive units are primarily in-
volved in training for special activities
or classified missions, including, for
example, intelligence-gathering units
that collect, handle, dispose of, or store
classified information and materials,
as well as units that train or advise
foreign personnel.

(3) Each MAJCOM and FOA will es-
tablish a system and OPR(s) to identify
units in their command qualifying for
this exemption. Appropriate OPRs
could include Directors of Operations,
Plans, and Programs, and Personnel.
The resulting list of nonreleasable
units will be reviewed and updated in
January and July and provided to the
MAJCOM or FOA FOIA office. This
listing will be in ASCII format on a 31⁄2
or 51⁄4 inch floppy disk (double sided,
high density), which contains the
unit’s eight-position personnel ac-
counting symbol (PAS) code, with 1 pas
code per line (record) (8-byte record).
The MAJCOM or FOA FOIA manager
will forward an electronic copy of the
list of nonreleasonable units to
AFMPC/RMI to be included in the per-
sonnel data system. The MAJCOM and
AFMPC FOIA offices will use it to de-
termine releasable lists of names and
duty addresses.

(h) Exemption 7—Investigative Records.
Records or information gathered for
law enforcement purposes but only
when releasing these records would
probably:
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(1) Interfere with enforcement pro-
ceedings.

(2) Deprive a person of the right to a
fair trial or an impartial judgment.

(3) Invade personal privacy unneces-
sarily.

(4) Identify a confidential source, in-
cluding a state, local, or foreign agency
or authority or any private institution
that gives confidential information.

(5) Disclose information from a con-
fidential source and obtained by a
criminal law enforcement authority in
a criminal investigation or by an agen-
cy conducting a lawful national secu-
rity intelligence investigation.

(6) Disclose methods for law enforce-
ment investigation or prosecutions.

(7) Disclose guidelines for law en-
forcement investigations or prosecu-
tions if the release would probably en-
courage circumvention of the law.

(8) Endanger an individual’s life or
physical safety.

(i) You may use this exemption to
prevent disclosure of documents not
originally created for, but later gath-
ered for law enforcement purposes.

(j) Exemption 8—Financial Institutions.
Those records contained in or related
to examination, operation, or condition
reports prepared by, on the behalf of,
or for the use of, an agency that regu-
lates or supervises financial institu-
tions.

(k) Exemption 9—Wells. Records with
geological and geophysical information
and data, including maps, concerning
wells.

§ 806.11 FOIA exclusions.

(a) Under two limited situations, re-
quests for law enforcement records are
not subject to disclosure under FOIA:

(1) Requests for law enforcement
records when the investigation in-
volves a possible criminal violation,
the subject is unaware of the investiga-
tion, and disclosing the record’s exist-
ence could interfere with enforcement.

(2) Requests for informant records a
criminal law enforcement agency keeps
under the informant’s name or per-
sonal identifier made by a third party
using the informant’s name or personal
identifier, but only when the inform-
ant’s status as an informant has not
been officially confirmed.

(b) In these cases, do not use denial
procedures; instead, say you found no
records. Coordinate with the SJA on
these cases. When you write to the re-
quester, do not give the statutory cita-
tion for the exclusion nor state your
reliance on an exclusion.

§ 806.12 Denials.
Only denial authorities may withhold

information. Denial authority level is
at the deputy chiefs of staff and chiefs
of comparable offices or higher at HQ
USAF, and MAJCOM and FOA com-
manders. These officials may name an
additional official as a denial author-
ity. Send SAF/AAIQ a letter with the
position titles only. Only the Adminis-
trative Assistant to the Secretary of
the Air Force can approve a request for
more than one additional denial au-
thority. Send those requests, with jus-
tification, to SAF/AAIQ.

(a) When denying information, delete
only the exempt parts of a record, re-
lease what remains, and let the re-
quester know that you are providing
all reasonably segregable, releasable
parts of the record. Clearly show the
requester where you deleted informa-
tion.

(b) Denial letters must include the
reason for the denial and cite the stat-
utory exemption. Only authorized de-
nial authorities sign denial letters.
FOIA managers may sign ‘‘no records’’
responses. Denial letters and ‘‘no
records’’ responses must also include
an appeal paragraph that:

(1) Tells the requester to address ap-
peals to the Secretary of the Air Force,
through the FOIA office of the activity
that issued the denial or ‘‘no records’’
response.

(2) Tells the requester to appeal with-
in 60 calendar days from the date of the
letter and to include reasons for recon-
sideration.

(3) Asks the requester to attach a
copy of the response.

§ 806.13 Freedom of Information Act
annual report.

(a) MAJCOM and FOA FOIA man-
agers submit a calendar-year report on
31⁄2- or 51⁄4-inch disk using the FOIA
System. Send the report by 10 January
to SAF/AAIQ. The report control sym-
bol (RCS) is DD–PA(A)1365.

VerDate 25<JUN>98 04:19 Jul 30, 1998 Jkt 179126 PO 00000 Frm 00007 Fmt 8010 Sfmt 8010 Y:\SGML\179126T.XXX 179126T PsN: 179126T



14

32 CFR Ch. VII (7–1–98 Edition) § 806.14

(b) SAF/AAIQ submits the report to
the Office of the Assistant to the Sec-
retary of Defense (Public Affairs) Di-
rectorate for Freedom of Information
and Security Review on DD Form 2564,
Annual Report—Freedom of Informa-
tion Act.

§ 806.14 Host-tenant relationship.
(a) The host base FOIA manager logs,

processes, and reports FOIA requests
for tenant units. The host base FOIA
office refers all recommended denials
and ‘‘no records’’ appeals to the tenant
MAJCOM FOIA manager.

(b) This host-tenant relationship does
not apply to disclosure authorities for
specialized records, such as the Air
Force Audit Agency and the Air Force
Office of Special Investigations.

§ 806.15 Processing FOIA requests.
All FOIA offices use the FOIA system

to track and manage FOIA requests.
AFM 4–196 is the FOIA System End
Users Manual.

(a) After receiving a FOIA request,
the FOIA manager:

(1) Records the date and time of re-
ceiving the request, logs the request in
the FOIA system and sets a suspense
date. For more than 10 FOIA requests,
sets up a first-in, first-out system to
process the requests in the order re-
ceived.

(2) Considers a request received when
the FOIA office responsible for process-
ing the request receives it; and when
the requester states a willingness to
pay fees set for his or her category (see
§ 806.17), has paid past FOIA debts, and
has reasonably described the requested
records.

(3) Determines the fee according to
the requester’s category, writes to re-
questers who have not made arrange-
ments to pay for the information and
whose fees are more than $15, telling
them the category and cost of the re-
quest.

(4) Answers fee waiver requests be-
fore processing. Asks for more jus-
tification, if needed to make a good de-
cision. Do not consider this notice a de-
nial.

(5) Attaches DD Form 2086, Record of
Freedom of Information (FOI) Process-
ing Cost, or DD 2086–1, Record of Free-
dom of Information (FOI) Processing

Cost for Technical Data, to each re-
quest. The OPR must complete and re-
turn this form to the FOIA office.
These forms give the fees for charging,
if any, and processing costs you use to
prepare the FOIA annual report.

(6) Writes the requester to acknowl-
edge receipt of the request if the date
or postmark (whichever is later) is
more than 10 workdays ago and in-
forms the requester of any unusual
problems.

(7) Tells the requester if the record is
not sufficiently described and asks for
more information. If possible, offers to
help the requester identify the re-
quested records and tells what kind of
information makes searching for a
record easier.

(8) Sends the request to the OPR who
searches for the record and decides
whether to release it.

(9) Sends classified records with no
OPR or functional equivalent to SAF/
AAIS, through the MAJCOM or FOA
FOIA office, for HQ USAF/SP review.
Telephones SAF/AAIS before sending
the records.

(10) Tells the requester in a letter
sent within 10 workdays after receiving
the request of the final decision to re-
lease or deny the records.

(11) When answering requests for lists
of names and duty addresses, tells re-
questers as early as possible about the
mass mailing restrictions outlined in
AFI 37–125, Official Mail, Small Parcel
and Distribution Management (for-
merly AFR 4–50).

(12) Grants 10 additional workdays
for one or more of three reasons:

(i) All or part of the requested
records are not at the installation
processing the request.

(ii) Fulfilling the request means col-
lecting and reviewing an enormous
number of records.

(iii) Other Air Fore activities or
other agencies need to be involved in
deciding whether to release the
records.

(13) Sends the requester a letter with-
in 10 workdays, giving the reason for
the delay and a date (within 20 work-
days after receiving the request) when
the requester can expect a final deci-
sion.

(14) Records extensions and reasons
for them in the FOIA system.
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(15) Coordinates with the public af-
fairs office if the requested records are
potentially newsworthy or if the news
media sent the request.

(16) Sends releasable records to re-
questers with a bill (if appropriate).

(17) Sends a request the OPR wants
to deny through the MAJCOM or FOA
FOIA office to the denial authority for
a decision. The package must include:

(i) The request.
(ii) A copy of the requested records.
(iii) The OPR’s and SJA’s written

recommendations.
(iv) The exemption cited.
(v) The reason for denial.
(b) The OPR locates the information

and recommends its release. In cases
where several OPRs have functional re-
sponsibility for the information, the
primary OPR is the one responsible for
most of the information in the docu-
ment. The OPR:

(1) Works with the offices of collat-
eral responsibility (OCR) inside and
outside the Air Force, considers the
opinions and information they provide,
and makes the final release decision.

(2) Forwards records that need co-
ordination with other Air Force func-
tional areas and outside agencies to
the MAJCOM or FOA FOIA office,
which sends them to the appropriate
FOI office for review and return for
final decision.

(3) Answers each functional request
and follows FOIA denial procedures for
records withheld.

§ 806.16 Referrals.
A FOIA manager refers requests to

another FOIA office after consulting
with them when the request asks for
records or information originated by
someone other than the activity re-
ceiving the request or when an OPR
finds records in a search that belong to
another activity.

(a) Refer FOIA requesters to sources
that can provide unaltered publications
and processed documents, such as
maps, charts, regulations, and manuals
to the public, with or without charge.
For example, people can obtain docu-
ments published in the FEDERAL REG-
ISTER without using the FOIA. The Na-
tional Technical Information Service
(NTIS), 5285 Port Royal Road, Spring-
field, VA 22161, sells current Air Force

standard numbered (departmental)
publications, but does not stock super-
seded, obsolete, rescinded, classified,
FOUO, limited (L), or ‘‘X’’ distribution
Air Force publications. FOIA requests
for these publications go through nor-
mal FOIA channels to the OPR for a re-
lease recommendation.

(b) Usually, tell the requester about
the referral, identify the record re-
ferred as security permits, and tell the
requester to expect an answer from the
agency or activity receiving the refer-
ral.

(c) If a request would involve many
referrals, tell the requester where to
address the request; don’t refer it your-
self.

(d) Before releasing records or infor-
mation originated with the National
Security Council (NSC) or the White
House, refer them through the Office of
the Assistant to the Secretary of De-
fense (Public Affairs) Directorate for
Freedom of Information
(OATSD[PA]DFOISR), Washington DC
20301. The OATSD(PA) will consult
with them and reply back to you.

(e) The General Accounting Office
(GAO) is outside the Executive Branch
and not subject to the FOIA. However,
if the FOIA manager receives a FOIA
request directly from the public or re-
ferred from GAO for GAO documents
that contain Air Force or DoD infor-
mation, process the request under
FOIA.

§ 806.17 Categorizing requesters.

(a) Requesters’ fees depend on which
group they belong to:

(1) Category 1: Commercial. Requesters
pay all search, review, and duplication.
To decide who belongs in this category
find out how these requesters will use
the requested documents. If you are
unsure how the requester plans to use
the records or the request itself does
not clearly state plans, seek additional
information before you categorize the
request.

(2) Category 2: Educational or Non-
commercial Scientific Institution or News
Media. Requesters get the first 100 cop-
ies free and pay for additional copies.
These requesters do not pay search or
review charges. Requesters who use re-
quested records to write and spread
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news are not considered commercial re-
questers.

(3) Category 3: Others. Requesters get
the first 2 hours of search and the first
100 copies free. These requesters do not
pay review charges.

(b) Analyze each request to cat-
egorize the requester. If you think the
requester’s category differs from what
the requester claims, ask the individ-
ual for more justification and say you
cannot begin searching for records
until you have agreed on the category.
If the requester does not send the FOIA
manager more justification in reason-
able time (normally, 30 calendar days),
the manager makes a final decision
and notifies the requester of the deci-
sion and of the right to appeal it.

(c) Tell requesters that you cannot
begin to answer their requests until
they state they will pay the costs set
for their category.

§ 806.18 Fee assessment.

The FOIA limits charges to search,
review, and duplication based on the
requester’s category.

(a) Estimate fees if the requester
asks. Do not charge an amount more
than the estimate or the amount the
requester agrees to unless the re-
quester first agrees to pay more.

(b) Search time includes all time
spent looking for records to respond to
a request. Personnel must search effi-
ciently to minimize both the Air
Force’s and the requester’s costs.
Search efforts must be thorough and
include all locations and activities
most likely to have the requested
records. Searches may include retired
or staged records. Time spent review-
ing documents to decide whether statu-
tory exemptions apply counts as review
time, not search time. For computer
searches, determine the first 2 free
hours against the salary scale of the
person operating the computer.

(1) FOIA managers may charge for
search time for the appropriate cat-
egory (and review time for commercial
requesters only), if the requester
agreed in advance to pay, even if:

(i) A search does not uncover the re-
quested records.

(ii) The records found are entirely ex-
empt from disclosure.

(2) When estimated search charges
exceed $25, tell the requester the esti-
mated fees, unless the requester has al-
ready indicated a willingness to pay
fees as high as the estimate. When fea-
sible, offer the requester the oppor-
tunity to restate the request so that
the search costs less.

(c) Review is the process of examin-
ing documents to determine if one or
more of the statutory exemptions al-
lows withholding. It also includes the
time it takes to excise information.
Review does not include time spent re-
solving general legal or policy issues
on exemptions. FOIA managers may
only assess commercial requesters for
initial review. This does not include re-
views at the appeal stage for exemp-
tions already applied, but it may in-
clude review to apply an exemption not
previously cited.

(d) Requesters pay only for copies of
the records they actually receive. Cop-
ies may be on paper, microfiche, audio-
visual, or machine-readable magnetic
tape or disk, among other media. FOIA
managers must try hard to ensure cop-
ies are clear. If you cannot possibly
provide a clear copy, tell the requester
that the copy is the best available and
that he or she can make an appoint-
ment to review the master copy. For
copies of computer tapes and audio-
visual material, charge the actual
copying cost, including the operator’s
time.

(e) Before beginning or continuing
work on a request, FOIA managers
may require advance payment from re-
questers:

(1) Who have not paid fees on time
(usually within 30 calendar days) in the
past.

(2) Whose estimated fees are over
$250, unless the requester always pays
promptly. In that case, give the re-
quester an estimate and ask the re-
quester to ensure full payment.

(f) If the requester has always paid
promptly, the FOIA manager sends the
records and requests payment at the
same time.

(g) If a requester has not paid on
time in the past, FOIA managers may
ask the requester to:

(1) Pay (or show proof of payment of)
outstanding bills, plus interest, for
past FOIA requests. Consult 31 U.S.C.
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3717 for interest rates and coordinate
with your accounting and finance of-
fice.

(2) Pay estimated fees in advance.
(h) If a requester has no payment his-

tory, or has not paid on time in the
past, FOIA managers may ask the re-
quester to pay after processing the re-
quest but before sending the records.

(i) When employees with different
hourly rates search for information for
an ‘‘Other’’ (Category 3) requester,
waive the cost of the most expensive 2
hours of search. Requesters receive the
first 2 hours search (Category 3 re-
questers only) and the first 100 pages of
duplication (Categories 2 and 3) free
only once per request. If you complete
your work and refer the request to an-
other FOI office for action, tell that
FOI office how much time you spent
searching and how many pages you
copied for the requester.

§ 806.19 Aggregating requests.
A requester may make many re-

quests at once, each seeking parts of a
document or documents, just to avoid
paying fees. When a requester or a
group of requesters breaks a request
into many requests to avoid paying,
the FOIA manager may combine the
requests and charge accordingly. Be-
fore combining requests, be sure you
have solid evidence that the requesters
are trying to avoid fees. Do not com-
bine one requester’s multiple requests
on unrelated subjects. Contact SAF/
AAIQ before taking action.

§ 806.20 Fee waivers.
(a) Waive fees for requesters of all

categories when:
(1) FOIA costs total $15 or less.
(2) A record is created voluntarily to

save the cost of supplying many
records.

(3) A record previously withheld is re-
leased at small cost (e.g., $15 to $30).

(4) Releasing the information is like-
ly to contribute significantly to public
understanding of the operations or ac-
tivities of the DoD and is not primarily
in the commercial interest of the re-
quester.

(b) A waiver in the public interest es-
tablishes the two basic requirements
below. Both must be met before you
waive or reduce fees. Use the following

six factors. Begin with the first four
factors to determine ‘‘public interest’’
and then use the two remaining factors
to decide if release ‘‘is not primarily in
the commercial interest of the re-
quester.’’

(1) Requirement 1. Is releasing the in-
formation in the public interest busi-
ness it will probably contribute signifi-
cantly to public understanding of the
government’s operations or activities?

(i) Factor 1—Subject of the Request.
Analyze whether the subject matter
will significantly contribute to the
public understanding of DoD oper-
ations or activities. Requests made for
records in DoD’s possession originated
by nongovernment organizations for
their intrinsic content rather than in-
formative value will likely not contrib-
ute to public understanding of DoD op-
erations or activities. Press clippings,
magazine articles, or records express-
ing an opinion or concern from a mem-
ber of the public regarding a DoD ac-
tivity are such records. Releasing older
records may be relevant to current
DoD activities, so do not discount it
under this factor simply because it is
old. For example, a requester might
want historical records to study how a
certain current DoD policy evolved.
Review these requests closely, compar-
ing the requester’s stated purpose for
the records and the potential for public
understanding of DoD operations and
activities.

(ii) Factor 2—Informative Value. Close-
ly analyze a record’s substantive con-
tents to determine whether disclosure
is meaningful, and will inform the pub-
lic on DoD operations or activities.
While the subject of a request may con-
tain information concerning DoD oper-
ations or activities it may not always
help people understand these oper-
ations or activities. One example is a
heavily edited record, containing only
random words, fragmented sentences,
or paragraph headings. Another exam-
ple is information already in the public
domain.

(iii) Factor 3—General Public Will Un-
derstand the Subject Better. Will the
records’ release inform, or have the po-
tential to inform, the public or just the
requester or a few interested persons?
Knowing the requester’s identity is es-
sential to determine whether he or she
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plans to, and knows how to, commu-
nicate information to the public. Plans
to write a book, research a subject,
work on a doctoral dissertation, or
indigency are not reason enough to
waive fees. The requester must tell how
he or she plans to disclose the informa-
tion to the general public. You may
ask requesters for their qualifications,
the nature of their research, the pur-
pose of requesting information, and
their plans for making information
public.

(iv) Factor 4—Significance of Public
Understanding. Balance the relative
significance or impact of the disclosure
against the level of public knowledge
or understanding that exists before dis-
closure. Records released on a subject
of wide public interest should contain
previously unknown facts that increase
public knowledge. They should not du-
plicate what the general public already
knows. Determining the significance of
information requires objective judg-
ment. Take care to determine whether
disclosure will probably lead to signifi-
cant public understanding of the issue.
Do not judge whether the information
is important enough to be public.

(2) Requirement 2. Does disclosure of
the information primarily mean profit
for the requester?

(i) Factor 5—Commercial Interest. If
you determine the requester will use
the records to make a profit, then de-
cide if it’s primary, as opposed to a per-
sonal or noncommercial interest. In ad-
dition to profit-making organizations,
individuals, and other organizations
may have a commercial interest in cer-
tain records. When you have difficulty
deciding whether a request is commer-
cial in nature, the requester’s identity
and the circumstances of the request
may help. You may write to the re-
quester and ask for more details.

(ii) Factor 6—Primary Interest. After
you have determined the requester’s
commercial interest, decide if it is pri-
mary. Commercial interests are pri-
mary only if the requester’s profit
clearly overrides a personal or non-
profit interest. You must decide wheth-
er the commercial interest outweighs
any benefit to the public as a result of
disclosure. Waive or reduce fees when
the public gains more than the re-
quester. If the requester’s commercial

interest is greater than the public in-
terest, do not waive or reduce fees even
if public interest is significant. As
business organizations, news organiza-
tions have a commercial interest; how-
ever, you can assume that their pri-
mary interest is giving the general
public news. Scholars writing books or
engaging in other academic research,
may profit, either directly or indi-
rectly (through the institution they
represent); however, such work is pri-
marily done for educational purposes.
Usually you would not assess scholars
fees. Assume that brokers or others
who compile government information
for marketing use the information for
profit.

(iii) Decide each fee waiver case by
case. When you have doubts about
waiving or charging a fee, favor the re-
quester.

§ 806.21 Transferring fees to account-
ing and finance offices.

The Treasurer of the United States
has two accounts for FOIA receipts.
Use account 3210, Sales of Publications
and Reproductions, Freedom of Infor-
mation Act, for depositing fees for pub-
lications and forms described in Fed-
eral Account Symbols and titles. Use
receipt account 3210, Fees and Other
Charges for Services, Freedom of Infor-
mation Act, to deposit fees for search-
ing for, copying, and reviewing records
to provide information not in existing
publications or forms. Add your dis-
bursing office’s prefix to the account
numbers. Deposit all FOIA receipts in
these accounts except those from in-
dustrially funded and nonappropriated
funded activities. Deposit these re-
ceipts in the applicable fund.

§ 806.22 Fee rates.
(a) These fees apply only to FOIA re-

quests. Part 813 of this chapter, Sched-
ule of Fees for Copying, Certifying and
Searching Records and Other Docu-
mentary Material, contains the fee
schedule for non-FOIA services. Refer
to Part 806B of this chapter for guid-
ance on fees for PA requests.

(b) Search and review:
(1) Clerical (E9 and GS–8 and below)—

$12 an hour.
(2) Professional (01–06 and GS–9–GS/

GM–15)—$25 an hour.
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(3) Executive (07 and GS–16/ES1 and
above)—$45 an hour.

(c) Computer search fees are based on
direct costs of the central processing
unit, input-output devices, and mem-
ory capacity of the actual computer
configuration. Also include the salary
scale (equal to hourly rates above) for
the computer operator or programmer
who planned and carried out the
search.

(d) Duplication:
(1) Preprinted material—$.02 per

page.
(2) Office copies—$.15 per page.
(3) Microfiche—$.25 per page.
(4) Computer copies (tapes or print-

outs)—actual cost of duplicating the
tape or printout, including operator’s
time and tape cost.

(e) Copying cost for audiovisual docu-
ments is the actual cost of reproducing
the material, including the wage of the
person doing the work. Audiovisual
materials given to a requester need not
be reproducible.

(f) Special Services. Includes certify-
ing that records are true copies and
sending records by express mail. You
may recover their costs if the requester
clearly asks for and agrees to pay for
them.

§ 806.23 Technical data.
Technical data does not include com-

puter software or data used for con-
tract administration, such as financial
and management information. If the
FOIA requires, release technical data
(not including critical technology with
military or space application) after the
requester pays all reasonable costs for
search, duplication, and review.

§ 806.24 Technical data fee rates.
(a) Clerical search and review—$13.25

an hour. Minimum charge—$8.30. Pro-
fessionals and executives—set rate be-
fore beginning at actual hourly rate.
Minimum charge is 1⁄2 of hourly rate.

(b) Copying rates depend on the type
of record. If this list does include the
product, use the fair market value.

(1) Aerial photographs, specifica-
tions, permits, charts, blueprints, and
other technical documents—$2.50 each.

(2) Microfilmed engineering data ap-
erture cards (silver duplicate nega-
tives)—$.75 per card.

(3) Silver duplicate negatives, key-
punched and verified—$.85 per card.

(4) Diazo duplicate negatives—$.65
per card.

(5) Diazo duplicate negatives key-
punched and verified—$.75 per card.

(6) Engineering data on 35mm roll
film—$.50 per frame.

(7) Engineering data 16mm roll film—
$.45 per frame.

(8) Engineering paper prints and
drawings—$1.50 each.

(9) Reprints of microfilm indices—
$.10 each.

(10) Office copies—$3.50 for up to six
images. Each additional image—$.10.

(11) Typewritten pages—$3.50 each.
(12) Certification and validation with

seal—$5.20.
(13) Hand-drawn plots and sketches—

$12 an hour or less.
(14) Fee Waivers for Technical Data.

Waive the fees if they are more than
regular FOIA fee rates if a citizen or a
US corporation asks and certifies the
need for technical data to submit (or
assess its ability to submit) an offer to
supply the United States or its con-
tractor with a product related to the
technical data. You may ask the citi-
zen or corporation for a deposit of not
more than what fulfilling the request
costs. When the citizen or coporation
submits the offer, refund the deposit.
Also waive charges:

(15) If a requester needs technical
data to meet the terms of an inter-
national agreement.

(16) If you decide, using regular FOIA
fee waiver guidance, that a waiver is in
the interest of the United States.

§ 806.25 Appeals.
Requesters may appeal denials of

records, category determinations, fee
waiver requests, and ‘‘no records’’ de-
terminations by writing to the Office
of the Secretary of the Air Force, with-
in 60 calendar days after the date of the
denial letter. A requester who sends
the appeal after 60 calendar days,
should explain the reason for the delay.

(a) Requesters who appeal have ex-
hausted all administrative remedies
within the Department of the Air
Force and The Office of the General
Counsel to the Secretary of the Air
Force (SAF/GC) makes a final decision.
Requesters must address all appeals to
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the Office of the Secretary of the Air
Force, through the MAJCOM or FOA
FOIA office that denied the request.
Requesters should attach a copy of the
denial letter to their appeal and give
their reasons for appealing.

(b) After coordinating with the local
SJA (and the OPR, if appropriate),
MAJCOM and FOA FOIA offices send
all appeals, including late submissions,
to Air Force Legal Services Agency
(AFLSA/JACL) for determination, un-
less they have reconsidered and ap-
proved the request. MAJCOM and FOA
FOIA offices give appeals priority.
They do not have 20 workdays to proc-
ess an appeal.

(c) Requesters must appeal denials
involving Office of Personnel Manage-
ment’s controlled civilian personnel
records to the Office of the General
Counsel, Office of Personnel Manage-
ment, 1900 E Street NW, Washington
DC 20415.

(d) When sending appeals to AFLSA/
JACL, attach:

(1) The original appeal letter and en-
velope.

(2) The initial request and any at-
tachments.

(3) The denial letter, with an index of
the denied material, if applicable.

(4) Copies of all records you have al-
ready provided; or if the records are
massive (Several cubic feet) and
AFLSA/JACL agrees, an index or de-
scription of released records.

(5) Copies of all administrative proc-
essing documents, including extension
letters and opinions and recommenda-
tions about the request.

(6) Copy of the denied record or de-
nied portions of it marked to show
what you withheld. If the records are
massive and AFLSA/JACL agrees, you
may substitute a detailed description
of the documents.

(7) A point-by-point discussion of fac-
tual and legal arguments the request-
er’s appeal contains and, proof that the
denial authority considered and re-
jected these arguments and why.

(8) An explanation of the decision-
making process for intraagency docu-
ments denied under the deliberative
process privilege and how the denied
material fits into that process.

(e) Assemble appeal packages:

(1) Arrange attachments in the order
listed in paragraph (d) of this section.
Use tabbed dividers to separate attach-
ments.

(2) List all attachments in your cover
letter.

(3) Include the name of the person to
contact and a phone number.

(f) AFLSA/JACL sends the appeal of
the Office of the General Counsel, who
makes a final determination. The law
requires a final decision within 20
workdays after receipt of the appeal
letter. The 20 days begins when the de-
nial authority’s FOIA office receives
the appeal. The time limit includes
processing actions by all levels. If a
final determination cannot be made
within 20 days, AFLSA/JACL writes to
the requester to acknowledge the ap-
peals’ receipt and to explain the delay.
If SAF/GC upholds the denial, in whole
or in part, SAF/GC tells the requester,
explains reasons for the denial, and
tells the requester about judicial re-
view rights. If SAF/GC grants the ap-
peal, that office tells the requester in
writing and releases, or directs the re-
lease of, the record.

(g) For ‘‘no records’’ determinations,
search again, if warranted, or verify
the first search. Include in the package
you send to AFLSAS/JACL any letters
that show you systematically tried to
find records. Tell, for example, what
areas or offices you search for how you
conducted the search—manually, by
computer, by telephone, etc.

(h) For appeals to denials of fee waiv-
er requests, fully account for actual
and estimated costs with a copy of the
DD 2086 or DD Form 2086–1.

§ 806.26 For Official Use Only (FOUO).

FOUO is not a classification. Infor-
mation marked FOUO must meet the
criteria for exemptions 2 through 9, or
you cannot withhold it. Do not con-
sider or mark any other records FOUO.

(a) Originators mark records when
they create them to call attention to
FOUO content. An FOUO marking does
not mean you must withhold a record
under the FOIA. You still need to re-
view a requested record. Examine
records with and without markings to
identify information that needs protec-
tion and is exempt from public release
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or to decide whether discretionary re-
lease is appropriate.

(1) Information in a technical docu-
ment that requires a distribution
statement per AFI 61–204, Controlling
the Distribution of Classified and Un-
classified Scientific and Technical In-
formation (formerly AFR 80–30), must
show that statement. The originator
may also mark the information FOUO,
if appropriate.

(2) Mark an unclassified document
containing FOUO information ‘‘For Of-
ficial Use Only’’ at the bottom, on the
outside of the front cover (if any), on
each page containing FOUO informa-
tion, on the back page, and on the out-
side of the back cover (if any).

(3) In unclassified documents, the
originator may also mark individual
paragraphs that contain FOUO infor-
mation to alert users and assist in re-
view.

(4) In a classified document, mark:
(i) An individual paragraph that con-

tains FOUO, but not classified informa-
tion, by placing ‘‘(FOUO)’’ at the be-
ginning of the paragraph.

(ii) The top and bottom of each page
that has both FOUO and classified in-
formation, with the highest security
classification of information on that
page.

(iii) ‘‘FOUO’’ at the bottom of each
page that has FOUO but not classified
information.

(5) If a classified document also con-
tains FOUO information or if the clas-
sified material becomes FOUO when
declassified, place the following state-
ment on the bottom of the cover or the
first page, under the classification
marking: If declassified, review the
document to make sure material is not
FOUO and not exempt under this part
before public release.

(6) Mark other records, such as com-
puter printouts, photographs, films,
tapes, or slides,‘‘For Official Use Only’’
or ‘‘FOUO’’ so the receiver or viewer
knows the record contains FOUO infor-
mation.

(7) Mark FOUO material sent to au-
thorized persons outside the DoD with
an explanation typed or stamped on
the document:

This document contains information EX-
EMPT FROM MANDATORY DISCLOSURE
UNDER THE FOIA. Exemption(s) . . . . . . ap-

plies (apply). (Further distribution is prohib-
ited without the approval of (enter OPR)).

(b) DoD components, officials of DoD
components, and authorized DoD con-
tractors, consultants, and grantees
send FOUO information to each other
to conduct official DoD business. Tell
recipients the status of such informa-
tion, and send the material in a way
that prevents unauthorized public dis-
closure. Make sure documents that
transmit FOUO material call attention
to any FOUO attachments. Normally,
you may send FOUO records over fac-
simile equipment. To prevent unau-
thorized disclosure, consider attaching
special cover sheets (i.e., AF Form 3227,
Privacy Act Cover Sheet, for Privacy
Act information), the location of send-
ing and receiving machines, and wheth-
er authorized personnel are around to
receive FOUO information. FOUO in-
formation may be passed to officials in
other departments and agencies of the
executive and judicial branches to ful-
fill a government function. Mark the
records ‘‘For Official Use Only,’’ and
tell the recipient the information is ex-
empt from public disclosure under the
FOIA and whether it needs special han-
dling. If the records are subject to the
PA, refer to Part 806b of this chapter
for PA disclosure policies.

(c) AFI 90–401, Air Force Relations
With Congress (formerly AFR 11–7),
governs the release of FOUO informa-
tion to members of the Congress and
AFI 65–401, Air Force Relations With
the General Accounting Office (for-
merly AFR 11–8), governs its release to
the General Accounting Office (GAO).
Review records before releasing to see
if the information warrants FOUO sta-
tus. If not, remove FOUO markings. If
the material still warrants FOUO sta-
tus, mark the records FOUO and ex-
plain the appropriate exemption and
marking to the recipient.

(d) When you use the US Postal Serv-
ice, package records with FOUO infor-
mation so their contents are safe. If
FOUO information is not combined
with classified information, individuals
may send FOUO information by First
Class Mail or Parcel Post. Bulky ship-
ments, such as FOUO directives or
testing materials, that qualify under
postal regulations may be sent by
Fourth Class Mail.

VerDate 25<JUN>98 04:19 Jul 30, 1998 Jkt 179126 PO 00000 Frm 00015 Fmt 8010 Sfmt 8010 Y:\SGML\179126T.XXX 179126T PsN: 179126T



22

32 CFR Ch. VII (7–1–98 Edition) Pt. 806, App. A

(e) Mark each part of a message that
contains FOUO information. Unclassi-
fied messages containing FOUO infor-
mation must show the abbreviation
‘‘FOUO’’ before the text begins.

(f) To safeguard FOUO records during
normal duty hours, place them in an
out-of-sight location if people who do
not work for the government come into
the work area. After normal duty
hours, store FOUO records to prevent
unauthorized access. File them with
other unclassified records in unlocked
files or desks, etc., if the Government
or a Government contractor provides
normal internal building security.
When there is no internal security,
locked buildings or rooms usually pro-
vide adequate after-hours protection.
For additional protection, store FOUO
material in locked containers such as
file cabinets, desks, or bookcases.

(g) When a record is no longer FOUO,
remove the markings or indicate on
the document the markings no longer
apply. Try to tell everyone who has the
records that their status has changed.

(h) Destroy FOUO materials by tear-
ing them up so no one can put them
back together and throwing them into
trash containers. When the informa-
tion needs more protection, local au-
thorities may use other methods. How-
ever, balance the expense of extra pro-
tection against the degree of sensitiv-
ity of the FOUO information in the
records. You may recycle FOUO mate-
rial. Safeguard the FOUO documents or
information until recycling to prevent
unauthorized disclosure. Recycling
contracts must include agreements on
how to protect and destroy FOUO and
PA materials.

(i) Unauthorized disclosure of FOUO
records is not an unauthorized disclo-
sure of classified information. Air
Force personnel must act to protect
FOUO records under their control from
unauthorized disclosure. When unau-
thorized persons gain access to these
records, administrators find out who is
responsible and take disciplinary ac-
tion where appropriate. Unauthorized
disclosure of FOUO information con-
taining PA information may also re-
sult in civil or criminal sanctions
against individuals or the Air Force.
Tell the originating organization when
its records are improperly disclosed.

APPENDIX A TO PART 806—GLOSSARY OF
TERMS

Appellate Authority—The Office of the Gen-
eral Counsel to the Secretary of the Air
Force, who decides FOIA appeals.

Commercial Request—A category 1 request
from, or on behalf of, one who seeks informa-
tion that furthers the commercial, trade, or
profit interest of the requester or the person
represented.

Denial—A determination by a denial au-
thority not to disclose requested records in
its possession and control.

Determination—The decision to grant or
deny all or part of a request from the public
for records.

Disclosure—Providing access to, or one
copy of, a record.

Disclosure Authority—Official authorized to
release records.

Education Institution Request—A category 2
request from a preschool, a public or private
elementary or secondary school, an institu-
tion of undergraduate higher education, an
institution of graduate higher education, an
institution of professional education, or an
institution of vocational education that op-
erates one or more scholarly research pro-
grams.

Electronic Data—Records or information
created, stored, and retrieved by electronic
means. Electronic records do not include
computer software used as a tool to create,
store, or retrieve electronic data.

FOIA Manager—The person who manages
the FOIA Program at each organizational
level.

FOIA Request—A written request for
records from the public that cites or implies
the FOIA.

Functional Request—A request for records
that does not specifically cite or imply the
FOIA.

Glomar Response—A reply that neither con-
firms nor denies the existence or nonexist-
ence of the requested record. A ‘‘Glomar’’ re-
sponse may be used with FOIA exemptions 1,
6, and 7(C).

Initial Denial Authority (IDA)—Persons in
authority positions who may withhold
records under the FOIA.

News Media Request—A category 2 request
from a person whose job is gathering news
for a publishing or broadcasting organization
that supplies news to the public. News media
also includes free lance journalists who can
prove they have good reason for expecting a
news organization to publish their work.

Noncommercial Scientific Institution Re-
quest—A category 2 request from a non-
commercial institution that operates solely
to conduct scientific research not intended
to promote a particular product or industry.

Other Request—A category 3 request from
anyone who does not fit into the Commercial
category or the Noncommercial Scientific or
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Educational Institutions or News Media cat-
egory.

Partial Denial—Decision to withhold part of
a requested agency record.

Public Interest—When releasing official in-
formation sheds light on how an agency per-
forms its statutory duties and informs citi-
zens about what their government is doing
or reveals an Air Force official’s conduct.
Normally there is no public interest in per-
sonal information if it does not reveal a per-
son’s conduct in their job.

Records—The products of data compilation,
such as all books, papers, maps, and photo-
graphs, machine readable materials or other
documentary materials, regardless of phys-
ical form or characteristics, made or re-
ceived by an agency of the U.S. Government
in connection with the transaction of public
business and in the agency’s possession and
control at the time it receives the request.
Records such as notes, working papers, and
drafts kept as historical evidence of actions
are subject to the FOIA, and may be exempt
from release under 5 U.S.C. 552(b)(5) if an
identifiable harm exists by their release.
Computer software rarely qualifies as an
agency record. Evaluate each case. Two ex-
amples of software as a record are:

a. Data embedded in the software cannot
be extracted without the software.

b. Software that reveals information about
DoD organization, policies, functions, deci-
sions, or procedures, such as computer mod-
els used to forecast budget outlays, to cal-
culate retirement system costs, or to opti-
mize models on travel costs.

Search—To look for a requested record or a
specific section of a record. You can search
over the telephone, manually, or with com-
puter searches.

Statutory Time Limits—The 10 workdays
after receiving the request to tell the re-
quester whether the records are released or
denied. This term also covers the additional
10-workday extension allowed for reasons in
§ 806.15(a)(12). The 10 days begin when the
FOIA manager receives a properly filed re-
quest with a reasonable description of the re-
quested records and with the requester’s
stated willingness to pay fees or fees paid. If
the requester disagrees with his or her cat-
egory or wants fees reduced or waived, the 10
days begin after resolving these issues.

Technical Data—Information (including
computer software documentation) that is
scientific or technical in nature and recorded
on any medium.

APPENDIX B TO PART 806—REQUIRE-
MENTS OF 5 U.S.C. 552(B)(4) (SEND
WITH LETTER TO SUBMITTERS)

(a) The Freedom of Information Act (FOIA)
requires Federal agencies to provide their
records, except those specifically exempted,
for the public to inspect and copy.

(b) Section (b) of the Act lists nine exemp-
tions that are the only basis for withholding
records from the public.

(c) In this case, the fourth exemption, 5
U.S.C. 552(b)(4), may apply to records or in-
formation the Air Force maintains. Under
this exemption, agencies may withhold trade
secrets and commercial or financial informa-
tion they obtained from a person or organi-
zation outside the government which is priv-
ileged or confidential.

(d) This generally includes information
provided and received with the understand-
ing that it will be kept privileged or con-
fidential.

(e) Commercial or financial matter is
‘‘confidential’’ and exempt if its release will
probably:

(1) Impair the Government’s ability to ob-
tain necessary information in the future.

(2) Substantially harm the source’s com-
petitive position or impair some other legiti-
mate Government interest.

(f) The exemption may be used to help the
source when public disclosure will probably
cause substantial harm to its competitive
position. Examples of information that may
qualify for this exemption include:

(1) Commercial or financial information re-
ceived in confidence with loans, bids, con-
tracts, or proposals, as well as other infor-
mation received in confidence or privileged,
such as trade secrets, inventions, discov-
eries, or other proprietary data.

(2) Statistical data and commercial or fi-
nancial information concerning contract
performance, income, profits, losses, and ex-
penditures, offered and received in con-
fidence from a contractor or potential con-
tractor.

(3) Personal statements given during in-
spections, investigations, or audits, received
and kept in confidence because they reveal
trade secrets or commercial or financial in-
formation, normally considered confidential
or privileged.

(4) Financial data that private employers
give in confidence for local wage surveys
used to set and adjust pay schedules for the
prevailing wage rate of DoD employees.

(5) Information about scientific and manu-
facturing processes or developments that is
technical or scientific or other information
submitted with a research grant application,
or with a report while research is in
progress.

(6) Technical or scientific data a contrac-
tor or subcontractor develops entirely at pri-
vate expense, and technical or scientific data
developed partly with Federal funds and
partly with private funds, in which the con-
tractor or subcontractor retains legitimate
proprietary interests per 10 U.S.C. 2320–2321
and 48 CFR 227.4.

(7) Computer software copyrighted under
the Copyright Act of 1976 (17 U.S.C. 106), the
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disclosure of which would adversely impact
its potential market value.

(g) If release of the subject material would
prejudice your commercial interests, give de-
tailed written reasons that identify the spe-
cific information and the competitive harm
it will cause to you, your organization, or
your business. The Act requires we provide
any reasonably segregable part of a record
after deleting exempt parts. So, tell us if de-
leting key words or phrases would ade-
quately protect your interests.

(h) If you do not prove the probability of
substantial harm to your competitive posi-
tion or other commercial interests, we may
be required to release the information.
Records qualify for protections case by case.

PART 806b–AIR FORCE PRIVACY
ACT PROGRAM

Subpart A–Overview of the Privacy Act
Program

Sec.
806b.1 Basic guidelines.
806b.2 Violation penalties.
806b.3 Personal notes.
806b.4 Responsibilities.

Subpart B–Obtaining Law Enforcement
Records and Promises of Confidentiality

806b.5 Obtaining law enforcement records.
806b.6 Promising confidentiality.

Subpart C–Collecting Personal Information

806b.7 How to collect personal information.
806b.8 When to give Privacy Act state-

ments (PAS).
806b.9 Requesting the social security num-

ber (SSN).

Subpart D–Giving Access to Privacy Act
Records

806b.10 Making a request for access.
806b.11 Processing a request for access.
806b.12 Fees.
806b.13 Denying or limiting access.
806b.14 Denial authorities.

Subpart E–Amending the Record

806b.15 Amendment reasons.
806b.16 Responding to amendment requests.
806b.17 Approving or denying a record

amendment.
806b.18 Seeking review of unfavorable agen-

cy determinations.
806b.19 Appeal procedures.
806b.20 Contents of Privacy Act case files.

Subpart F–Privacy Act Notifications

806b.21 When to include a Privacy Act
warning statement in publications.

806b.22 Publishing system notices.
806b.23 Timing of notices.

Subpart G–Protecting and Disposing of
Records

806b.24 Protecting records.
806b.25 Balancing protection.
806b.26 Disposing of records.

Subpart H–Privacy Act Exemptions

806b.27 Requesting an exemption.
806b.28 Exemption types.
806b.29 Authorizing exemptions.
806b.30 Approved exemptions.

Subpart I–Disclosing Records to Third
Parties

806b.31 Disclosure considerations.
806b.32 Disclosing information for which

consent is not required.
806b.33 Disclosing other information.
806b.34 Agencies or individuals to whom

the Air Force may release privacy infor-
mation.

806b.35 Disclosing the medical records of
minors.

806b.36 Disclosure accounting.
806b.37 Computer matching.

Subpart J–Training

806b.38 Who needs training.
806b.39 Training tools.

Subpart K–Privacy Act Reporting

806b.40 Privacy act report (RCS: DD–
DA&M(A)1379).

APPENDIX A TO PART 806B—GLOSSARY OF REF-
ERENCES, ABBREVIATIONS, ACRONYMS, AND
TERMS

APPENDIX B TO PART 806B—PREPARING A SYS-
TEM NOTICE

APPENDIX C TO PART 806B—GENERAL AND SPE-
CIFIC EXEMPTIONS

AUTHORITY: Pub. L. 93–579, 88 Stat. 1896 (5
U.S.C. 552a).

SOURCE: 59 FR 53099, Oct. 21, 1994, unless
otherwise noted.

Subpart A—Overview of the
Privacy Act Program

§ 806b.1 Basic guidelines.
The Privacy Act of 1974 and this part

apply only to information in Air Force
systems of records on living United
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States citizens and permanent resident
aliens.

(a) An official system of records must
be:

(1) Authorized by law or Executive
Order.

(2) Controlled by an Air Force or
lower level directive.

(3) Needed to carry out an Air Force
mission or function.

(b) The Air Force does not:
(1) Keep records on how a person ex-

ercises First Amendment rights. EX-
CEPTIONS are when: The Air Force
has the permission of that individual
or is authorized by federal statute; or
the information pertains to an author-
ized law enforcement activity.

(2) Penalize or harass an individual
for exercising rights guaranteed under
the Privacy Act. Give reasonable aid to
individuals exercising their rights.

(c) Air Force members:
(1) Keep paper and electronic records

containing personal information and
retrieved by name or personal identi-
fier only in approved systems published
in the FEDERAL REGISTER.

(2) Collect, maintain, and use infor-
mation in such systems only to support
programs authorized by law or Execu-
tive Order.

(3) Safeguard the records in the sys-
tem and keep them the minimum time
required.

(4) Keep the records timely, accurate,
complete, and relevant.

(5) Amend and correct records on re-
quest.

(6) Let individuals review and receive
copies of their own records unless the
Secretary of the Air Force approved an
exemption for the system or the Air
Force created the records in anticipa-
tion of a civil action or proceeding.

(7) Provide a review of decisions that
deny individuals access to or amend-
ment of their records.

§ 806b.2 Violation penalties.

An individual may file a civil suit
against the Air Force for failing to
comply with the Privacy Act. The
courts may find an individual offender
guilty of a misdemeanor and fine that
individual offender not more than
$5,000 for:

(a) Willfully maintaining a system of
records that doesn’t meet the public
notice requirements.

(b) Disclosing information from a
system of records to someone not enti-
tled to the information.

(c) Obtaining someone else’s records
under false pretenses.

§ 806b.3 Personal notes.
If you keep personal notes on individ-

uals to use as memory aids to supervise
or perform other official functions, and
do not share them with others, and an
Air Force directive does not require
their maintenance, the Privacy Act
does not apply.

§ 806b.4 Responsibilities.
(a) The Administrative Assistant to

the Secretary of the Air Force (SAF/
AA) manages the entire program.

(b) The Office of the General Counsel
to the Secretary of the Air Force (SAF/
GCA) makes final decisions on appeals.

(c) The Director of Information Man-
agement (SAF/AAI), through the Ac-
cess Programs Office of the Policy Di-
vision, (SAF/AAIA):

(1) Administers procedures outlined
in this part.

(2) Submits system notices and re-
quired reports to the Defense Privacy
Office.

(3) Guides major commands
(MAJCOM) and field operating agencies
(FOA).

(d) MAJCOM and FOA commanders,
HQ USAF and Deputy Chiefs of Staff
(DCS), and comparable officials, and
SAF offices implement this part. Each
HQ USAF and SAF office appoints a
Privacy Act monitor. Send the name,
office symbol, and phone number to
SAF/AAIA.

(e) MAJCOM and FOA Information
Managers:

(1) Manage the program.
(2) Appoint a command Privacy Act

officer.
(3) Send the name, office symbol, and

phone number to SAF/AAIA.
(f) Privacy Act Officers:
(1) Guide and train.
(2) Review the program at regular in-

tervals.
(3) Submit reports.
(4) Review all publications and forms

for compliance with this part.
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(5) Review system notices.
(6) Investigate complaints.
(7) Staff denial recommendations (at

MAJCOMs and FOAs only).
(g) System Managers:
(1) Decide the need for, and content

of systems.
(2) Manage and safeguard the system.
(3) Train personnel on Privacy Act

requirements.
(4) Protect records from unauthorized

disclosure, alteration, or destruction.
(5) Prepare system notices and re-

ports.
(6) Answer Privacy Act requests.
(7) Keep records of disclosures.
(8) Evaluate the systems annually.
(h) Privacy Act Monitors (PAM):
(1) Are the focal point in their func-

tional area for general Privacy Act
questions and correspondence.

(2) Maintain a list of all systems of
records and system managers in their
area.

(3) Act as liaison with the Privacy
Act Officer.

(4) Maintain statistics for the annual
Privacy Act report.

Subpart B—Obtaining Law En-
forcement Records and Prom-
ises of Confidentiality

§ 806b.5 Obtaining law enforcement
records.

The Commander AFOSI; the Chief,
Air Force Security Police Agency
(AFSPA); MAJCOM, FOA, and base
chiefs of security police; AFOSI de-
tachment commanders; and designees
of those offices may ask another agen-
cy for records for law enforcement
under 5 U.S.C. 552a(b)(7). The request-
ing office must indicate in writing the
specific part of the record desired and
identify the law enforcement activity
asking for the record.

§ 806b.6 Promising confidentiality.

Record promises of confidentiality to
exempt from disclosure any ‘confiden-
tial’ information under subsections
(k)(2), (k)(5), or (k)(7) of the Privacy
Act.

Subpart C—Collecting Personal
Information

§ 806b.7 How to collect personal infor-
mation.

Collect personal information directly
from the subject of the record when
possible. You may ask third parties
when:

(a) You must verify information.
(b) You want opinions or evaluations.
(c) You can’t contact the subject.
(d) The subject asks you.

§ 806b.8 When to give Privacy Act
statements (PAS).

(a) Give a PAS orally or in writing:
(1) To anyone from whom you are

collecting personal information that
will be put in a system of records.

(2) Whenever you ask someone for his
or her Social Security Number (SSN).

NOTE: Do this regardless of how you collect
or record the answers. You may display a
sign in areas where people routinely furnish
this kind of information. Give a copy of the
PAS if asked. Do not ask the person to sign
the PAS.

(3) A PAS must include four items:
(i) Authority: The legal authority,

that is, the United States Code or Ex-
ecutive Order authorizing the program
the system supports.

(ii) Purpose: The reason you are col-
lecting the information.

(iii) Routine Uses: A list of where and
why the information will be disclosed
outside DoD.

(iv) Disclosure: Voluntary or Manda-
tory. (Use Mandatory only when disclo-
sure is required by law and the individ-
ual will be penalized for not providing
information.) Include any con-
sequences of nondisclosure in non-
threatening language.

§ 806b.9 Requesting the social security
number (SSN).

(a) Do not deny people a legal right,
benefit, or privilege for refusing to give
their SSNs unless the law requires dis-
closure, or a law or regulation adopted
before January 1, 1975, required the
SSN and the Air Force uses it to verify
a person’s identity in a system of
records established before that date.
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1 Copies may be obtained at cost from the
National Technical Information Service, 5285
Port Royal Road, Springfield, VA 22161.

When you ask for an SSN to create a
record, tell the individual:

(1) The statute, regulation, or rule
authorizing you to ask for the SSN.

(2) The uses that will be made of the
SSN.

(3) If he or she is legally obligated to
provide the SSN.

(b) The Air Force requests an individ-
ual’s SSN and provides the individual
information required by law when any-
one enters military service or becomes
an Air Force civilian employee. The
Air Force uses the SSN as a service or
employment number to reference the
individual’s official records. When you
ask someone for an SSN as identifica-
tion (ID) to retrieve an existing record,
you do not have to restate this infor-
mation.

(c) Executive Order 9397, November
22, 1943, authorizes using the SSN as a
personal identifier. This order is not
adequate authority to collect an SSN
to create a record. When law does not
require disclosing the SSN or when the
system of records was created after
January 1, 1975, you may ask for the
SSN, but the individual does not have
to disclose it. If the individual refuses
to respond, use alternative means of
identifying records.

(d) SSNs are personal and unique to
each individual. Protect them as FOR
OFFICIAL USE ONLY (FOUO). Do not
disclose them to anyone without an of-
ficial need to know.

Subpart D—Giving Access to
Privacy Act Records

§ 806b.10 Making a request for access.
Persons or their designated rep-

resentatives may ask for a copy of
their records in a system of records.
Requesters need not state why they
want access to their records. Verify the
identity of the requester to avoid unau-
thorized disclosures. How you verify
identity will depend on the sensitivity
of the requested records. Persons with-
out access to notary services may use
an unsworn declaration in the follow-
ing format: ‘I declare under penalty of
perjury (if outside the United States,
add ‘under the laws of the United
States of America’) that the foregoing
is true and correct. Executed on (date).
(Signature).’

§ 806b.11 Processing a request for ac-
cess.

Consider a request from an individual
for his or her own records in a system
of records under both the Freedom of
Information Act (FOIA) and the Pri-
vacy Act regardless of the Act cited.
The requester need not cite any Act.
Process the request under whichever
Act gives the most information. When
necessary, tell the requester under
which Act you processed the request
and why.

(a) Requesters should describe the
records they want. They do not have to
name a system of records number, but
they should at least name a type of
record or functional area. For requests
that ask for ‘all records about me,’ ask
for more information and tell the per-
son how to review the Air Force sys-
tems of records published in the FED-
ERAL REGISTER or in AFDIR 37–144 1,
‘Privacy Act Systems of Record’ (for-
merly AFR 4–36).

(b) Requesters should not use govern-
ment equipment, supplies, stationery,
postage, telephones, or official mail
channels for making Privacy Act re-
quests. Privacy Act Officers and sys-
tem managers process such requests
but tell requesters that using govern-
ment resources to make Privacy Act
requests is not authorized.

(c) Tell the requester if a record ex-
ists and how to review the record. If
possible, respond to requests within 10
workdays of receiving them. If you
cannot answer the request in 10 work-
days, send a letter explaining why and
give an approximate completion date
no more than 20 workdays after the
first office received the request.

(d) Show or give a copy of the record
to the requester within 30 workdays of
receiving the request unless the system
is exempt and the Air Force lists the
exemption in appendix C of this part;
or published as a final rule in the FED-
ERAL REGISTER. Give information in a
form the requester can understand.

(e) If the requester wants another
person present during the record re-
view, the system manager may ask for
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written consent to authorize discussing
the record with another person present.

§ 806b.12 Fees.

Give the first 100 pages free, and
charge only reproduction costs for the
remainder. Copies cost $.15 per page;
microfiche costs $.25 per fiche. Charge
the fee for the first 100 pages if records
show that the Air Force already re-
sponded to a request for the same
records at no charge. Do not charge
fees:

(a) When the requester can get the
record without charge under another
publication (for example, medical
records).

(b) For search.
(c) For reproducing a document for

the convenience of the Air Force.
(d) For reproducing a record so the

requester can review it.

§ 806b.13 Denying or limiting access.

Process access denials within five
workdays after you receive a request
for access. When you may not release a
record, send a copy of the request, the
record, and why you recommend deny-
ing access (including the applicable ex-
emption) to the denial authority
through the Staff Judge Advocate
(SJA) and the Privacy Act officer. The
SJA gives a written legal opinion on
the denial. The MAJCOM or FOA Pri-
vacy Act officer reviews the file, gets
written advice from the SJA and the
functional office of primary respon-
sibility (OPR), and makes a rec-
ommendation to the denial authority.
The denial authority sends the re-
quester a letter with the decision. If
the denial authority grants access, re-
lease the record. If the denial authority
refuses access, tell the requester why
and explain pertinent appeal rights.

(a) Before you deny a request for ac-
cess to a record, make sure that:

(1) The system has an SAF approved
exemption.

(2) The exemption covers each docu-
ment.

(3) Nonexempt parts are segregated.
(b) You may refuse to give out medi-

cal records if a physician believes that
doing so could harm the person’s men-
tal or physical health. You have these
options:

(1) Ask the requester to get a letter
from a physician to whom you can send
the records. Include a letter explaining
to the physician that giving the
records directly to the individual could
be harmful.

(2) Offer the services of a military
physician other than one who provided
treatment if naming the physician
poses a hardship on the individual.

(c) Do not delete third-party informa-
tion from a record when the subject re-
quests access, except as noted in
§ 806b.13(d), unless the Air Force covers
the record with an established exemp-
tion (appendix C of this part). Presume
that all information in a file pertains
to the subject of the file.

(d) Do not release third-party per-
sonal data (such as SSN and home ad-
dress). This action is not a denial.

(e) Withhold records compiled in con-
nection with a civil action or other
proceeding including any action where
the Air Force expects judicial or ad-
ministrative adjudicatory proceedings.
This exemption does not cover crimi-
nal actions. Do not release attorney
work products prepared before, during,
or after the action or proceeding.

§ 806b.14 Denial authorities.
These officials or a designee may

deny access or amendment of records.
Send a letter to SAF/AAIA with the po-
sition titles of designees. You must get
SAF/AA approval before delegating
this authority to a lower level. Send
requests for waiver with justification
to SAF/AAIA. Authorities are:

(a) DCSs and chiefs of comparable of-
fices or higher level at SAF or HQ
USAF.

(b) MAJCOM or FOA commanders.
(c) HQ USAF/DPCP, Pentagon, Wash-

ington, DC 20330–5060 (for civilian per-
sonnel records).

(d) Commander, Air Force Office of
Special Investigations (AFOSI), Wash-
ington, DC 20332–6001 (for AFOSI
records).

Subpart E—Amending the Record
§ 806b.15 Amendment reasons.

Individuals may ask to have their
records amended to make them accu-
rate, timely, relevant, or complete.
System managers routinely correct a
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record if the requester can show that it
is factually wrong.

§ 806b.16 Responding to amendment
requests.

(a) Anyone may request minor cor-
rections orally. Requests for more seri-
ous modifications should be in writing.

(b) After verifying the identity of the
requester, make the change, notify all
known recipients of the record, and in-
form the individual.

(c) Acknowledge requests within 10
workdays of receipt. Give an expected
completion date unless you complete
the change within that time. Final de-
cisions must take no longer than 30
workdays.

§ 806b.17 Approving or denying a
record amendment.

The Air Force does not usually
amend a record when the change is
based on opinion, interpretation, or
subjective official judgment. This ac-
tion constitutes a denial, and request-
ers may appeal. If the system manager
decides not to amend or partially
amend the record, send a copy of the
request, the record, and the rec-
ommended denial reasons to the denial
authority through the SJA and the Pri-
vacy Act officer. SJAs will include a
legal opinion.

(a) The MAJCOM or FOA Privacy Act
officer reviews the proposed denial,
gets a legal opinion from the SJA and
written advice from the functional
OPR, and makes a recommendation to
the denial authority.

(b) The denial authority sends the re-
quester a letter with the decision. If
the denial authority approves the re-
quest, amend the record and notify all
previous recipients that it has been
changed. If the authority denies the re-
quest, give the requester the statutory
authority, reason, and pertinent appeal
rights.

§ 806b.18 Seeking review of unfavor-
able agency determinations.

Requesters should pursue record cor-
rections of subjective matters and
opinions through proper channels to
the Civilian Personnel Office using
grievance procedures or the Air Force
Board for Correction of Military
Records (AFBCMR). Record correction

requests denied by the AFBCMR are
not subject to further consideration
under this part.

§ 806b.19 Appeal procedures.

(a) Individuals may request a denial
review by writing to the Secretary of
the Air Force through the denial au-
thority within 60 calendar days after
receiving a denial letter. The denial
authority promptly sends a complete
appeal package to SAF/AAIA, includ-
ing:

(1) Original appeal letter.
(2) Initial request.
(3) Initial denial.
(4) Copy of the record.
(5) Any internal records or coordina-

tion actions relating to the denial.
(6) Denial authority’s comments on

the appellant’s arguments.
(7) Legal reviews.
(b) If the denial authority reverses an

earlier denial and grants access or
amendment, notify the requester im-
mediately.

(c) SAF/AAIA reviews the denial and
forwards to SAF/GCA for legal review
or staffing to grant or deny the appeal.
SAF/GCA tells the requester the final
Air Force decision and explains judi-
cial review rights.

(d) The requester may file a concise
statement of disagreement with the
system manager if SAF/GCA denies the
request to amend the record. SAF/GCA
explains the requester’s rights when
they issue the final appeal decision.

(1) The records should clearly show
that a statement of disagreement is
filed with the record or separately.

(2) The disputed part of the record
must show that the requester filed a
statement of disagreement.

(3) Give copies of the statement of
disagreement to the record’s previous
recipients. Inform subsequent record
users about the dispute and give them
a copy of the statement with the
record.

(4) The system manager may include
a brief summary of the reasons for not
amending the record. Limit the sum-
mary to the reasons SAF/GCA gave to
the individual. The summary is part of
the individual’s record, but it is not
subject to amendment procedures.
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§ 806b.20 Contents of Privacy Act case
files.

Do not keep copies of disputed
records in this file. Use the file solely
for statistics and to process requests.
Do not use the case files to make any
kind of determination about an indi-
vidual. Document reasons for untimely
responses. These files include:

(a) Requests from and replies to indi-
viduals on whether a system has
records about them.

(b) Requests for access or amend-
ment.

(c) Approvals, denials, appeals, and
final review actions.

(d) Coordination actions and related
papers.

Subpart F—Privacy Act
Notifications

§ 806b.21 When to include a Privacy
Act warning statement in publica-
tions.

Include a Privacy Act Warning State-
ment in each Air Force publication
that requires collecting or keeping per-
sonal information in a system of
records. Also include the warning
statement when publications direct
collection of the SSN from the individ-
ual. The warning statement will cite
legal authority and the system of
records number and title. You can use
the following warning statement: ‘This
part requires collecting and maintain-
ing information protected by the Pri-
vacy Act of 1974 authorized by (U.S.C.
citation and or Executive Order num-
ber). System of records notice (number
and title) applies.’

§ 806b.22 Publishing system notices.
The Air Force must publish notices

in the FEDERAL REGISTER of new,
amended, and deleted systems to in-
form the public of what records the Air
Force keeps and give them an oppor-
tunity to comment. The Privacy Act
also requires submission of new or sig-
nificantly altered systems to the Office
of Management and Budget (OMB) and
both houses of the Congress before pub-
lication in the FEDERAL REGISTER. This
includes:

(a) Starting a new system.
(b) Instituting significant changes to

an existing system.

(c) Sending out data collection forms
or instructions.

(d) Issuing a request for proposal or
invitation for bid to support a new sys-
tem.

§ 806b.23 Timing of notices.
At least 120 days before the effective

start date, system managers must send
the system notice to SAF/AAIA on a 5
1/4 or 3 1/2–inch disk in Wordstar
(ASCII text file) or Microsoft Word,
with a paper copy highlighting any
changes through the MAJCOM or FOA
Privacy Act Officer. See Appendix B of
this part for a sample system notice.

Subpart G—Protecting and
Disposing of Records

§ 806b.24 Protecting records.
Protect information according to its

sensitivity level. Consider the personal
sensitivity of the information and the
risk of loss or alteration. Most infor-
mation in systems of records is FOR
OFFICIAL USE ONLY (FOUO). Refer
to AFI 37–131 2, ‘Air Force Freedom of
Information Act Program,’ for protec-
tion methods.

§ 806b.25 Balancing protection.
Balance additional protection

against risk and cost. AF Form 3227,
‘Privacy Act Cover Sheet’, is available
for use with Privacy Act material. For
example, a password may be enough
protection for an automated system
with a log-on protocol. Classified com-
puter systems or those with estab-
lished audit and password systems are
obviously less vulnerable than unpro-
tected files or word processors in of-
fices that are periodically empty. Fol-
low AFI 33–202 3, ‘The Air Force Com-
puter Security Program,’ for proce-
dures on safeguarding personal infor-
mation in automated records.

§ 806b.26 Disposing of records.
You may use the following methods

to dispose of records protected by the
Privacy Act according to records reten-
tion schedules:
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(a) Destroy by any method that pre-
vents compromise, such as tearing,
burning, or shredding, so long as the
personal data is not recognizable and
beyond reconstruction.

(b) Degauss or overwrite magnetic
tapes or other magnetic medium.

(c) Dispose of paper products through
the Defense Reutilization and Market-
ing Office (DRMO) or through activi-
ties who manage a base-wide recycling
program. The recycling sales contract
must contain a clause requiring the
contractor to safeguard privacy mate-
rial until its destruction and to pulp,
macerate, shred, or otherwise com-
pletely destroy the records. Originators
must safeguard Privacy Act material
until it is transferred to the recycling
contractor. A federal employee or, if
authorized, a contractor employee
must witness the destruction. This
transfer does not require a disclosure
accounting.

Subpart H—Privacy Act
Exemptions

§ 806b.27 Requesting an exemption.
A system manager who believes that

a system needs an exemption from
some or all of the requirements of the
Privacy Act should send a request to
SAF/AAIA through the MAJCOM or
FOA Privacy Act Officer. The request
should detail the reasons for the ex-
emption and the section of the Act
that allows the exemption. SAF/AAIA
gets approval for the request through
SAF/AA and the Defense Privacy Of-
fice.

§ 806b.28 Exemption types.
(a) A general exemption frees a sys-

tem from most parts of the Privacy
Act.

(b) A specific exemption frees a sys-
tem from only a few parts of the Pri-
vacy Act.

§ 806b.29 Authorizing exemptions.
Only SAF/AA can exempt systems of

records from any part of the Privacy
Act. Denial authorities can withhold
records using these exemptions only if
SAF/AA previously approved and pub-
lished an exemption for the system in
the FEDERAL REGISTER. Appendix C of

this part lists the systems of records
that have approved exemptions.

§ 806b.30 Approved exemptions.

Approved exemptions exist under 5
U.S.C. 552a for:

(a) Certain systems of records used
by activities whose principal function
is criminal law enforcement (sub-
section (j)(2)).

(b) Classified information in any sys-
tem of records (subsection (k)(1)).

(c) Law enforcement records (other
than those covered by subsection
(j)(2)). The Air Force must allow an in-
dividual access to any record that is
used to deny rights, privileges or bene-
fits to which he or she would otherwise
be entitled by federal law or for which
he or she would otherwise be eligible as
a result of the maintenance of the in-
formation (unless doing so would re-
veal a confidential source) (subsection
(k)(2)).

(d) Statistical records required by
law. Data is for statistical use only and
may not be used to decide individuals’
rights, benefits, or entitlements (sub-
section (k)(4)).

(e) Data to determine suitability, eli-
gibility, or qualifications for federal
service or contracts, or access to clas-
sified information if access would re-
veal a confidential source (subsection
(k)(5)).

(f) Qualification tests for appoint-
ment or promotion in the federal serv-
ice if access to this information would
compromise the objectivity of the tests
(subsection (k)(6)).

(g) Information which the Armed
Forces uses to evaluate potential for
promotion if access to this information
would reveal a confidential source
(subsection (k)(7)).

Subpart I—Disclosing Records to
Third Parties

§ 806b.31 Disclosure considerations.
Before releasing personal informa-

tion to third parties, consider the con-
sequences, check accuracy, and make
sure that no law or directive bans dis-
closure. You can release personal infor-
mation to third parties when the sub-
ject agrees orally or in writing. Air
Force members consent to releasing
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their home telephone number and ad-
dress when they sign and check the ‘Do
Consent’ block on the AF Form 624,
‘Base/Unit Locator and PSC Directory’
(see AFI 37–129 4, ‘Base and Unit Per-
sonnel Locators and Postal Direc-
tories’).

(a) Before including personal infor-
mation such as home addresses, home
phones, and similar information on so-
cial rosters or directories, ask for writ-
ten consent statements. Otherwise, do
not include the information.

(b) You must get written consent be-
fore releasing any of these items of in-
formation:

(1) Marital status.
(2) Number and sex of dependents.
(3) Gross salary of military personnel

(see § 806b.32 for releasable pay infor-
mation).

(4) Civilian educational degrees and
major areas of study.

(5) School and year of graduation.
(6) Home of record.
(7) Home address and phone.
(8) Age and date of birth.
(9) Present or future assignments for

overseas or for routinely deployable or
sensitive units.

(10) Office and unit address and duty
phone for overseas or for routinely
deployable or sensitive units.

§ 806b.32 Disclosing information for
which consent is not required.

You don’t need consent before releas-
ing any of these items:

(a) Information releasable under the
FOIA.

(b) Information for use within the
Department of Defense by officials or
employees with a need to know.

(c) Name.
(d) Rank.
(e) Grade.
(f) Air Force specialty code (AFSC).
(g) Pay (including base pay, special

pay, all allowances except Basic Allow-
ance for Quarters (BAQ) and Variable
Housing Allowance (VHA)).

(h) Gross salary for civilians.
(i) Past duty assignments.
(j) Present and future approved and

announced stateside assignments.
(k) Position title.

(l) Office, unit address, and duty
phone number.

(m) Date of rank.
(n) Entered on active duty (EAD)

date.
(o) Pay date.
(p) Source of commission.
(q) Professional military education.
(r) Promotion sequence number.
(s) Military awards and decorations.
(t) Duty status of active, retired, or

reserve.
(u) Active duty official attendance at

technical, scientific, or professional
meetings.

(v) Biographies and photos of key
personnel.

§ 806b.33 Disclosing other information.

Use these guidelines to decide wheth-
er to release information:

(a) Would the subject have a reason-
able expectation of privacy in the in-
formation requested?

(b) Would disclosing the information
benefit the general public? The Air
Force considers information as meet-
ing the public interest standard if it re-
veals anything regarding the oper-
ations or activities of the agency, or
performance of its statutory duties.

(c) Balance the public interest
against the individual’s probable loss
of privacy. Do not consider the request-
er’s purpose, circumstances, or pro-
posed use.

§ 806b.34 Agencies or individuals to
whom the Air Force may release
privacy information.

The Air Force may release informa-
tion without consent to these individ-
uals or agencies:

(a) Agencies outside the Department
of Defense for a Routine Use published
in the FEDERAL REGISTER. The purpose
of the disclosure must be compatible
with the purpose in the Routine Use.
When initially collecting the informa-
tion from the subject, the Routine Uses
block in the Privacy Act Statement
must name the agencies and reason.

(b) The Bureau of the Census to plan
or carry out a census or survey under
13 U.S.C. 8.

(c) A recipient for statistical re-
search or reporting. The recipient must
give advanced written assurance that

VerDate 25<JUN>98 04:19 Jul 30, 1998 Jkt 179126 PO 00000 Frm 00026 Fmt 8010 Sfmt 8010 Y:\SGML\179126T.XXX 179126T PsN: 179126T



33

Department of the Air Force, DoD § 806b.37

the information is for statistical pur-
poses only.

NOTE: No one may use any part of the
record to decide on individuals’ rights, bene-
fits, or entitlements. You must release
records in a format that makes it impossible
to identify the real subjects.

(d) The Archivist of the United
States and the National Archives and
Records Administration (NARA) to
evaluate records for permanent reten-
tion. Records stored in Federal Records
Centers remain under Air Force con-
trol.

(e) A federal, state, or local agency
(other than the Department of Defense)
for civil or criminal law enforcement.
The head of the agency or a designee
must send a written request to the sys-
tem manager specifying the record or
part needed and the law enforcement
purpose. The system manager may also
disclose a record to a law enforcement
agency if the agency suspects a crimi-
nal violation. This disclosure is a Rou-
tine Use for all Air Force systems of
records and is published in the FED-
ERAL REGISTER.

(f) An individual or agency that
needs the information for compelling
health or safety reasons. The affected
individual need not be the record sub-
ject.

(g) The Congress, a congressional
committee, or a subcommittee, for
matters within their jurisdictions.

(h) A congressional office acting for
the record subject. A published, blan-
ket Routine Use permits this disclo-
sure. If the material for release is sen-
sitive, get a release statement.

(i) The Comptroller General or an au-
thorized representative of the General
Accounting Office on business.

(j) A court order of a court of com-
petent jurisdiction, signed by a judge.

(k) A consumer credit agency accord-
ing to the Debt Collections Act when a
published system notice lists this dis-
closure as a Routine Use.

(l) A contractor operating a system
of records under an Air Force contract.
Records maintained by the contractor
for the management of contractor em-
ployees are not subject to the Privacy
Act.

§ 806b.35 Disclosing the medical
records of minors.

Air Force personnel may disclose the
medical records of minors to their par-
ents or legal guardians. The laws of
each state define the age of majority.

(a) The Air Force must obey state
laws protecting medical records of drug
or alcohol abuse treatment, abortion,
and birth control. If you manage medi-
cal records, learn the local laws and co-
ordinate proposed local policies with
the servicing SJA.

(b) Outside the United States (over-
seas), the age of majority is 18. Unless
parents or guardians have a court order
granting access or the minor’s written
consent, they will not have access to
minor’s medical records overseas when
the minor sought or consented to
treatment between the ages of 15 and 17
in a program where regulation or stat-
ute provides confidentiality of records
and he or she asked for confidentiality.

§ 806b.36 Disclosure accountings.
System managers must keep an accu-

rate record of all disclosures made
from any system of records except dis-
closures to DoD personnel for official
use or disclosures under the FOIA. Sys-
tem managers may use AF Form 771,
‘Accounting of Disclosures’.

(a) System managers may file the ac-
counting record any way they want as
long as they give it to the subject on
request, send corrected or disputed in-
formation to previous record recipi-
ents, explain any disclosures, and pro-
vide an audit trail for reviews. Include
in each accounting:

(1) Release date.
(2) Description of information.
(3) Reason for release.
(4) Name and address of recipient.
(b) Some exempt systems let you

withhold the accounting record from
the subject.

(c) You may withhold information
about disclosure accountings for law
enforcement purposes at the law en-
forcement agency’s request.

§ 806b.37 Computer matching.
Computer matching programs elec-

tronically compare records from two or
more automated systems which may
include the Department of Defense, an-
other federal agency, or a state or
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other local government. A system man-
ager proposing a match that could re-
sult in an adverse action against a fed-
eral employee must meet these re-
quirements of the Privacy Act:

(a) Prepare a written agreement be-
tween participants.

(1) Secure approval of the Defense
Data Integrity Board.

(2) Publish a matching notice in the
FEDERAL REGISTER before matching be-
gins.

(3) Ensure full investigation and due
process.

(4) Act on the information, as nec-
essary.

(b) The Privacy Act applies to match-
ing programs that use records from:

(1) Federal personnel or payroll sys-
tems.

(2) Federal benefit programs where
matching:

(i) Determines federal benefit eligi-
bility,

(ii) Checks on compliance with bene-
fit program requirements,

(iii) Recovers improper payments or
delinquent debts from current or
former beneficiaries.

(c) Matches used for statistics, pilot
programs, law enforcement, tax admin-
istration, routine administration,
background checks and foreign coun-
terintelligence, and internal matching
that won’t cause any adverse action
are exempt from Privacy Act matching
requirements.

(d) Any activity that expects to par-
ticipate in a matching program must
contact SAF/AAIA immediately. Sys-
tem managers must prepare a notice
for publication in the FEDERAL REG-
ISTER with a Routine Use that allows
disclosing the information for use in a
matching program. Send the proposed
system notice to SAF/AAIA. Allow 180
days for processing requests for a new
matching program.

(e) Record subjects must receive
prior notice of a match. The best way
to do this is to include notice in the
Privacy Act Statement on forms used
in applying for benefits. Coordinate
computer matching statements on
forms with SAF/AAIA through the
MAJCOM Privacy Act Officer.

Subpart J—Training

§ 806b.38 Who needs training.
The Privacy Act requires training for

all persons involved in the design, de-
velopment, operation and maintenance
of any system of records. Some persons
may need more specialized training.
They include information managers,
supervisors, and individuals working
with medical, financial, security, and
personnel records.

§ 806b.39 Training tools.
Helpful aids include:
(a) AFH 37–146 5, ‘Privacy Act Train-

ing’, a self-paced course.
(b) ‘The Privacy Act of 1974,’ a 32–

minute film developed by the Defense
Privacy Office. Consult your local
audiovisual library.

(c) ‘A Manager’s Overview, What You
Need to Know About the Privacy Act’.
Contact SAF/AAIA for copies.

NOTE: Formal school training groups that
develop or modify blocks of instruction must
send the material to SAF/AAIA for coordina-
tion.

Subpart K—Privacy Act Reporting

§ 806b.40 Privacy Act Report (RCS:
DD–DA&M(A)1379).

By March 1, of each year, MAJCOM
and FOA Privacy Act officers must
send SAF/AAIA a report covering the
previous calendar year. The report in-
cludes:

(a) Total number of requests granted
in whole.

(b) Total number of requests granted
in part.

(c) Total number of requests denied
and the Privacy Act exemptions used.

(d) Total number of requests for
which no record was found.

(e) Total number of amendment re-
quests granted in whole.

(f) Total number of amendment re-
quests granted in part.

(g) Total number of amendment re-
quests wholly denied.

(h) Specific recommendations for
changes to the Act or the Privacy Act
Program.
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APPENDIX A TO PART 806b—GLOSSARY OF
REFERENCES, ABBREVIATIONS, ACRO-
NYMS, AND TERMS

Section A–References

a. Privacy Act of 1974, as amended, Pub. L.
93–579, 88 Stat 1896 (5 U.S.C. 552a).

b. 10 U.S.C 8013, ‘Secretary of the Air
Force: Powers and Duties.’

c. Executive Order 9397, ‘Numbering Sys-
tem for Federal Accounts Relating to Indi-
vidual Persons.’

d. 32 CFR part 806b, ‘Air Force Privacy Act
Program.’

e. DoD Directive 5400.11 1, ‘Department of
Defense Privacy Program.’

f. DoD 5400.11–R 2, ‘Department of Defense
Privacy Program.’

g. AFI 33–202 3, ‘The Air Force Computer
Security Program’ (formerly AFR 205–16).

h. AFPD 37–1 4, ‘Air Force Information
Management.’

i. AFI 37–131 5, ‘Air Force Freedom of Infor-
mation Act Program’ (formerly AFR 4–33).

j. AFI 37–129 6, ‘Base and Unit Personnel
Locators and Postal Directories’ (formerly
AFR 11–24).

k. AFMAN 37–139 7, ‘Disposition of Records’
(formerly AFR 4–20, volume 2).

l. AFDIR 37–144 8, ‘Air Force Privacy Act
Systems of Records Notices.’

m. AFH 37–146 9, ‘Privacy Act Training.’

Section B–Definitions Abbreviations and
Acronyms

a. AETC – Air Education and Training
Command

b. AFA – Air Force Academy
c. AFBCMR – Air Force Board for Correc-

tion of Military Records
d. AFISA – Air Force Intelligence Services

Agency
e. AFMC – Air Force Materiel Command
f. AFOSI – Air Force Office of Special In-

vestigations
g. AFSC – Air Force Specialty Code

h. AFSCO – Air Force Security Clearance
Office

i. AFSPA – Air Force Security Police
Agency

j. ASCII – American Standard Code for In-
formation Interchange

k. BAQ – Basic Allowance for Quarters
l. CFR – Code of Federal Regulations
m. DCS – Deputy Chief of Staff
n. DoD – Department of Defense
o. DR&MO – Defense Reutilization and

Marketing Office
p. EAD – Entered on Active Duty
q. FOA – Field Operating Agency
r. FOIA – Freedom of Information Act
s. FOUO – For Official Use Only
t. IG – Inspector General
u. IMC – Interim Message Change
v. LE – Logistics and Engineering
w. MAJCOM – Major Command
x. MIRS – Management Information and

Research System
y. MP – Military Personnel
z. MPC – Military Personnel Center
aa. NARA – National Archives and Records

Administration
bb. OMB – Office of Management and Budg-

et
cc. OPR – Office of Primary Responsibility
dd. PA – Privacy Act
ee. PAM – Privacy Act Monitor
ff. PAS – Privacy Act Statement
gg. RCS – Reports Control Symbol
hh. SAF – Secretary of the Air Force
ii. SAF/AA – The Administrative Assistant

to the Secretary of the Air Force
jj. SAF/AAIA – Policy Division, Direc-

torate of Information Management
kk. SAF/GCA – Assistant General Counsel

for Civilian Personnel and Fiscal Law
ll. SG – Surgeon General
mm. SJA – Staff Judge Advocate
nn. SP – Security Police
oo. SSN – Social Security Number
pp. US – United States
qq. USAF – United States Air Force
rr. U.S.C. – United States Code
ss. VHA – Variable Housing Allowance

Section C–Terms

a. Access. Allowing individuals to review or
receive copies of their records.

b. Amendment. The process of adding, delet-
ing, or changing information in a system of
records to make the data accurate, relevant,
timely, or complete.

c. Computer matching. A computerized com-
parison of two or more automated systems of
records or a system of records with non-Fed-
eral records to establish or verify eligibility
for payments under Federal benefit programs
or to recover delinquent debts for these pro-
grams.

d. Confidential source. A person or organiza-
tion giving information under an express or
implied promise of confidentiality made be-
fore September 27, 1975.
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e. Confidentiality. An expressed and re-
corded promise to withhold the identity of a
source or the information provided by a
source. The Air Force promises confidential-
ity only when the information goes into a
system with an approved exemption for pro-
tecting the identity of confidential sources.

f. Defense Data Integrity Board. Representa-
tives from the Services and the Department
of Defense who oversee, coordinate, and ap-
prove all DoD computer matching programs
covered by the Act.

g. Denial authority. The individuals with
authority to deny requests for access or
amendment of records under the Privacy
Act.

h. Disclosure. Giving information from a
system, by any means, to anyone other than
the record subject.

i. Federal benefit program. A federally fund-
ed or administered program for individuals
that provides cash or in-kind assistance
(payments, grants, loans, or loan guaran-
tees).

j. Individual. A living United States citizen
or a permanent resident alien.

k. Matching agency. The agency that per-
forms a computer match.

l. Minor. Anyone under the age of majority
according to local state law. If there is no
applicable state law, a minor is anyone
under age 18. Military members and married
persons are not minors, no matter what their
chronological age.

m. Personal identifier. A name, number, or
symbol which is unique to an individual,
usually the person’s name or SSN.

n. Personal information. Information about
an individual other than items of public
record.

o. Privacy Act request. An oral or written
request by an individual about his or her
records in a system of records.

p. Recipient agency. An agency or contrac-
tor that receives the records and actually
performs the computer match.

q. Record. Any information about an indi-
vidual.

r. Routine use. A disclosure of records to in-
dividuals or agencies outside the Department
of Defense for a use that is compatible with
the purpose for which the Air Force created
the records.

s. Source agency. A federal, state, or local
government agency that discloses records for
the purpose of a computer match.

t. System manager. The official who is re-
sponsible for managing a system of records,
including policies and procedures to operate
and safeguard it. Local system managers op-
erate record systems or are responsible for
part of a decentralized system.

u. System of records. A group of records con-
taining personal information retrieved by
the subject’s name, personal identifier, or in-
dividual identifier through a cross-reference
system.

v. System notice. The official public notice
published in the FEDERAL REGISTER of the
existence and content of the system of
records.

APPENDIX B TO PART 806b—PREPARING A
SYSTEM NOTICE

The following elements comprise a system
of records notice for publication in the FED-
ERAL REGISTER:

a. System identifier. SAF/AAIA assigns the
notice number, for example, F011 AFMC A,
where ‘F’ indicates ‘Air Force,’ the next
number represents the series from AFMAN
37–139 regarding records disposition, and the
final letter group shows the system man-
ager’s command or DCS. The last character
‘A’ indicates that this is the first notice for
this series and system manager.

b. System name. Use a short, specific, plain-
language title that identifies the system’s
general purpose (limited to 55 characters).

c. System location. Specify the address of
the primary system and any decentralized
elements, including automated data systems
with a central computer facility and input or
output terminals at separate locations. Use
street address, 2–letter state abbreviations
and 9–digit ZIP Codes. Spell out office
names. Do not use office symbols.

d. Categories of individuals covered by the
system. Use nontechnical, specific categories
of individuals about whom the Air Force
keeps records. Do not use categories like ‘all
Air Force personnel’ unless they are actually
true.

e. Categories of records in the system. De-
scribe in clear, nontechnical terms, all cat-
egories of records in the system. List only
documents actually kept in the system. Do
not show source documents that are used to
collect data and then destroyed. Do not list
form numbers.

f. Authority for maintenance of the system.
Cite the specific law or Executive Order that
authorizes the program the records support.
Cite the DoD directive or instruction or the
Air Force or other instruction that author-
izes the system of records. Always include ti-
tles with the citations.

NOTE: Executive Order 9397 authorizes
using the Social Security Number (SSN). In-
clude this authority whenever the SSN is
used to retrieve records.

g. Purpose(s). Describe briefly and specifi-
cally what the Air Force does with the infor-
mation collected.

h. Routine uses of records maintained in the
system including categories of users and the
purpose of such uses. The Blanket Routine
Uses published in the Air Force Directory of
System Notices apply to all system notices
unless you indicate otherwise. Also list each
specific agency or activity outside DoD to
whom the records may be released and the
purpose for such release.
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i. Policies and practices for storing, retrieving,
accessing, retaining, and disposing of records in
the system.

j. Storage. State the medium in which the
Air Force keeps the records, for example, in
file folders, card files, microfiche, computer,
and so on. Storage does not refer to the stor-
age container.

k. Retrievability. State how the Air Force
retrieves the records, for example, by name,
SSN, or personal characteristics (such as fin-
gerprints or voiceprints).

l. Safeguards. List the kinds of officials
who have immediate access to the system.
List those responsible for safeguarding the
records. Identify the system safeguards, for
example, storage in safes, vaults, locked
cabinets or rooms, use of guards, visitor con-
trols, personnel screening, computer systems
software, and so on. Describe safeguards
fully without compromising system security.

m. Retention and disposal. State how long
AFMAN 37–139 requires the activity to main-
tain the record. Indicate when or if the
records may be transferred to a Federal
Records Center and how long the record
stays there. Specify when the Records Center
sends the record to the National Archives or
destroys it. Indicate how the records may be
destroyed.

n. System manager(s) and address. List the
title and duty address of the system man-
ager. For decentralized systems, show the lo-
cations and the position or duty title of each
category of officials responsible for any seg-
ment of the system.

o. Notification procedure. List the title and
duty address of the official authorized to tell
requesters if their records are in the system.
Specify the information a requester must
submit, for example., full name, military
status, SSN, date of birth, or proof of iden-
tity, and so on.

p. Record access procedures. Explain how in-
dividuals may arrange to access their
records. Include the titles or categories of of-
ficials who may assist, for example, the sys-
tem manager.

q. Contesting records procedures. SAF/AAIA
provides this standard caption.

r. Record source categories. Show categories
of individuals or other information sources
for the system. Do not list confidential
sources protected by subsections (k)(2),
(k)(5), or (k)(7) of the Act.

s. Exemptions claimed for the system. When a
system has no approved exemption, write
‘none’ under this heading. Specifically list
any approved exemption including the sub-
section in the Act.

APPENDIX C TO PART 806b—GENERAL
AND SPECIFIC EXEMPTIONS

(a) General exemption. The following sys-
tems of records are exempt under 5 U.S.C.
552a(j)(2):

(1) System identifier and name: F124 AF A,
Counter Intelligence Operations and Collec-
tion Records.

(2) System identifier and name: F124 AF C,
Criminal Records.

(3) System identifier and name: F125 AF SP
E, Security Police Automated System
(SPAS).

(4) System identifier and name: F124 AF D,
Investigative Support Records.

(5) System identifier and name: F125 AF A,
Correction and Rehabilitation Records.

Exemption–Portions of this system that fall
within 5 U.S.C.552a(j)(2) are exempt from the
following provisions of 5 U.S.C. 552a, Sec-
tions (c)(3) and (c)(4); (d)(1) through (d)(5);
(e)(2) and (e)(3); (e)(4)(G) and (e)(4)(H), (e)(5);
(f)(1) through (f)(5); (g)(1) through (g)(5); and
(h) of the Act.

Authority–5 U.S.C. 552a(j)(2).
Reason–The general exemption will protect

ongoing investigations and protect from ac-
cess criminal investigation information con-
tained in this record system so as not to
jeopardize any subsequent judicial or admin-
istrative process taken as a result of infor-
mation contained in the files.

(b) Specific exemptions. The following sys-
tems of records are subject to the specific ex-
emptions shown:

(1) Classified records.
(i) All records in any systems of records

that are properly classified according to Ex-
ecutive Orders 11652, 12065 or 12958, are ex-
empt from 5 U.S.C. 552a(c)(3); (d); (e)(4)(G),
(H), and (I); and (f), regardless of whether the
entire system is otherwise exempt or not.

(ii) Authority. 5 U.S.C. 552a(k)(1).
(2) System identifier and name: F053 AFA C,

Admissions and Registrar Records.
(i) Exemption. Parts of this system of

records (Liaison Officer Evaluation and Se-
lection Panel Candidate Evaluation) are ex-
empt from 5 U.S.C. 552a(d), (e)(4)(H), and (f),
but only to the extent that disclosure would
reveal the identity of a confidential source.

(ii) Authority. 5 U.S.C. 552a(k)(5).
(iii) Reasons. To ensure the frankness of in-

formation used to determine whether cadets
are qualified for graduation and commission-
ing as officers in the Air Force.

(3) System identifier and name: F035 MPC R,
Air Force Personnel Test 851, Test Answer
Cards.

(i) Exemption. This system is exempt from
5 U.S.C. 552a(c)(3); (d); (e)(4) (G), (H), and (I);
and (f).

(ii) Authority. 5 U.S.C. 552a(k)(6).
(iii) Reasons. To protect the objectivity of

the promotion testing system by keeping the
test questions and answers in confidence.

(4) System identifier and name: F035 AFA A,
Cadet Personnel Management System.

(i) Exemption. Parts of this system are ex-
empt from 5 U.S.C. 552a(d), (e)(4)(H), and (f),
but only insofar as disclosure would reveal
the identity of a confidential source.
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(ii) Authority. 5 U.S.C. 552a(k)(7).
(iii) Reasons. To maintain the candor and

integrity of comments needed to evaluate an
Air Force Academy cadet for commissioning
in the Air Force.

(5) System identifier and name: F045 AETC C,
Cadet Records.

(i) Exemption. Portions of this system (De-
tachment Professional Officer Course (POC)
Selection Rating Sheets; Air Force Reserve
Officer Training Corps (AFROTC) Form 0–24–
Disenrollment Review; Memoranda for
Record and Staff Papers with Staff Advice,
Opinions, or Suggestions) are exempt from 5
U.S.C. 552a(c)(3); (d); (e)(4)(G) and (H), and (f),
but only to the extent that disclosure would
reveal the identity of a confidential source.

(ii) Authority. 5 U.S.C. 552a(k)(5).
(iii) Reasons. To protect the identity of a

confidential source who furnishes informa-
tion necessary to make determinations
about the qualifications, eligibility, and
suitability of cadets for graduation and com-
missioning in the Air Force.

(6) System identifier and name: F168 AF SG
B, Family Advocacy Program Record.

(i) Exemption. Parts of this system are ex-
empt from 5 U.S.C. 552a(c)(3) and (d), but
only to the extent that disclosure would re-
veal the identity of a confidential source.

(ii) Authority. 5 U.S.C. 552a(k)(2) and (k)(5).
(iii) Reasons. To encourage those who know

of exceptional medical or educational condi-
tions or family maltreatments to come for-
ward by protecting their identities, and the
integrity of ongoing and civil law investiga-
tions of criminal and civil law violations.
Giving subjects access to their files could re-
sult in them concealing, altering, or fab-
ricating evidence could hamper the identi-
fication of offenders and alleged offenders;
and could jeopardize the safety and well–
being of the family.

(7) System identifier and name: F035 AF MP
A, Effectiveness/Performance Reporting Sys-
tem.

(i) Exemptions–Brigadier General Selectee
Effectiveness Reports and Colonel and Lieu-
tenant Colonel Promotion Recommendations
with close out dates on or before January 31,
1991, may be exempt from subsections of 5
U.S.C. 552a(c)(3); (d); (e)(4)(H); and (f).

(ii) Authority–5 U.S.C. 552a(k)(7).
(iii) Reasons–Subsection (c)(3) because

making the disclosure accounting available
to the individual may compromise express
promises of confidentiality by revealing de-
tails about the report and identify other
record sources, which may result in cir-
cumvention of the access exemption.

Subsection (d) because individual disclo-
sure compromises express promises of con-
fidentiality conferred to protect the integ-
rity of the promotion rating system.

Subsection (e)(4)(H) because of and to the
extent that portions of this record system

are exempt from the individual access provi-
sions of subsection (d).

Subsection (f) because of and to the extent
that portions of this record system are ex-
empt from the individual access provisions
of subsection (d).

(8) [Reserved]
(i) Exemption. This system is exempt from

5 U.S.C. 552a(c)(3); (d); (e)(4) (G), (H), and (I);
and (f).

(ii) Authority. 5 U.S.C. 552a(k)(2).
(iii) Reasons. To enforce civil laws, court

orders, and the activities of the Departments
of Housing and Urban Development and Jus-
tice.

(9) System identifier and name: F035 AP A,
Files on General Officers and Colonels As-
signed to General Officer Positions.

(i) Exemption. This system is exempt from
5 U.S.C. 552a(c)(3); (d); (e)(4)(G), (H), and (I);
and (f), but only to the extent that disclo-
sure would reveal the identity of a confiden-
tial source.

(ii) Authority. 5 U.S.C. 552a(k)(7).
(iii) Reasons. To protect the integrity of in-

formation used in the Reserve Initial Briga-
dier General Screening Board, the release of
which would compromise the selection proc-
ess.

(10) System identification and name: F035 AF
MP P, General Officer Personnel Data Sys-
tem.

(i) Exemption– Air Force General Officer
Promotion and Effectiveness Reports with
close out dates on or before January 31, 1991,
may be exempt from subsections of 5 U.S.C.
552a(c)(3); (d); (e)(4)(H); and (f).

(ii) Authority–5 U.S.C. 552a(k)(7).
(iii) Reason–Subsection (c)(3) because mak-

ing the disclosure accounting available to
the individual may compromise express
promises of confidentiality by revealing de-
tails about the report and identify other
record sources, which may result in cir-
cumvention of the access exemption.

Subsection (d) because individual disclo-
sure compromises express promises of con-
fidentiality conferred to protect the integ-
rity of the promotion rating system.

Subsection (e)(4)(H) because of and to the
extent that portions of this record system
are exempt from the individual access provi-
sions of subsection (d).

Subsection (f) because of and to the extent
that portions of this record system are ex-
empt from the individual access provisions
of subsection (d).

(11) System identifier and name: F035 MPC L,
Historical Airman Promotion Master Test
File.

(i) Exemption. This system is exempt from
5 U.S.C. 552a(c)(3); (d); (e)(4) (G), (H), and (I);
and (f).

(ii) Authority. 5 U.S.C. 552a(k)(6).
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(iii) Reasons. To protect the integrity, ob-
jectivity, and equity of the promotion test-
ing system by keeping test questions and an-
swers in confidence.

(12) System identifier and name: F120 AF IG
B, Inspector General Records.

(i) Exemption. This system is exempt from
5 U.S.C. 552a(c)(3); (d); (e)(4) (G), (H), and (I);
and (f). However, if a person is denied any
right, privilege, or benefit, he or she would
otherwise be entitled to as a result of keep-
ing this material, it must be released, unless
doing so would reveal the identity of a con-
fidential source.

(ii) Authority. 5 U.S.C. 552a(k)(2).
(iii) Reasons. Granting individuals access

to information collected while an Inspector
General inquiry is in progress could interfere
with the just, thorough, and timely resolu-
tion of the complaint or inquiry and could
possibly enable individuals to conceal wrong
doing or mislead the inquiring officer. Dis-
closure might also subject sources, wit-
nesses, and their families to harassment or
intimidation.

(13) System identifier and name: F124 AFOSI
B, Investigative Applicant Processing
Records.

(i) Exemption. This system is exempt from
5 U.S.C. 552a(c)(3); (d); (e)(4) (G), (H), and (I);
and (f), but only to the extent that disclo-
sure would reveal the identity of a confiden-
tial source.

(ii) Authority. 5 U.S.C. 552a(k)(5).
(iii) Reasons. To protect those who gave in-

formation in confidence during Air Force Of-
fice of Special Investigations (AFOSI) appli-
cant inquiries. Fear of harassment could
cause sources not to make frank and open re-
sponses about applicant qualifications. This
could compromise the integrity of the
AFOSI personnel program that relies on se-
lecting only qualified people.

(14) System identifier and name: F035 AFB B,
Master Cadet Personnel Record (Active/His-
torical).

(i) Exemptions. Parts of these systems are
exempt from 5 U.S.C. 552a(d), (e)(4)(H), and
(f), but only to the extent that they would
reveal the identity of a confidential source.

(ii) Authority. 5 U.S.C. 552a(k)(7).
(iii) Reasons. To maintain the candor and

integrity of comments needed to evaluate a
cadet for commissioning in the Air Force.

(15) System identifier and name: F205 AFISA
A, Sensitive Compartmented Information
Personnel Records.

(i) Exemption. This system is exempt from
5 U.S.C. 552a(a)(3); (d); (e)(4) (G), (H), and (I);
and (f), but only to the extent that disclo-
sure would reveal the identity of a confiden-
tial source.

(ii) Authority. 5 U.S.C. 552a(k)(2) and (k)(5).
(iii) Reasons. To protect the identity of

sources to whom proper promises of con-
fidentiality have been made during inves-
tigations. Without these promises, sources

will often be unwilling to provide informa-
tion essential in adjudicating access in a fair
and impartial manner.

(16) F124 AFA, Security and Related Inves-
tigative Records.

(i) Exemption. This system is exempt from
5 U.S.C. 552a(c)(3); (d); (e)(4) (G), (H), and (I);
and (f), but only to the extent that disclo-
sure would reveal the identity of a confiden-
tial source.

(ii) Authority. 5 U.S.C. 552a(k)(5).
(iii) Reasons. To protect the identity of

those who give information in confidence for
personnel security and related investiga-
tions. Fear of harassment could cause
sources to refuse to give this information in
the frank and open way needed to pinpoint
those areas in an investigation that should
be expanded to resolve charges of question-
able conduct.

(17) System identifier and name: F205 AFSCO
A, Special Security Case Files.

(i) Exemption. This system is exempt from
5 U.S.C. 552a(c)(3); (d), (e)(4) (G), (H), and (I);
and (f), but only to the extent that disclo-
sure would reveal the identity of a confiden-
tial source.

(ii) Authority. 5 U.S.C. 552a(k)(5).
(iii) Reasons. To protect the identity of

those who give information in confidence for
personnel security and related investiga-
tions. Fear of harassment could cause
sources to refuse to give this information in
the frank and open way needed to pinpoint
those areas in an investigation that should
be expanded to resolve charges of question-
able conduct.

(18) System identifier and name: F205 AF SP
A, Special Security Files.

(i) Exemption. This system is exempt from
5 U.S.C. 552a(c)(3); (d); (e)(4) (G), (H), and (I);
and (f), but only to the extent that disclo-
sure would reveal the identity of a confiden-
tial source.

(ii) Authority. 5 U.S.C. 552a(k)(5).
(ii) Reasons. To protect the identity of

those who give information in confidence for
personnel security and related investiga-
tions. Fear of harassment could cause them
to refuse to give this information in the
frank and open way needed to pinpoint areas
in an investigation that should be expanded
to resolve charges of questionable conduct.

(19) System identifier and name: F035 AF MP
R, Applications for Appointment and Ex-
tended Active Duty Files.

(i) Exemption. Parts of this system of
records are exempt from 5 U.S.C. 552a(d), but
only to the extent that disclosure would re-
veal the identity of a confidential source.

(ii) Authority.5 U.S.C. 552a(k)(5).
(iii)Reasons. To protect the identity of con-

fidential sources who furnish information
necessary to make determinations about the
qualifications, eligibility, and suitability of
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health care professionals who apply for Re-
serve of the Air Force appointment or inter-
service transfer to the Air Force.

(20) System identifier and name: F111 AF JA
B, Courts-Martial and Article 15 Records.

(i) Exemption. Portions of this system of
records may be exempt pursuant to 5 U.S.C.
552a(j)(2) from the following subsection of 5
U.S.C. 552a(c)(3), (c)(4), (d), (e)(1), (e)(2),
(e)(3), (e)(4)(G), (H) and (I), (e)(5), (e)(8), (f),
and (g).

(ii) Exemption. Portions of this system of
records may be exempt pursuant to 5 U.S.C.
552a(k)(2) from the following subsection of 5
U.S.C. 552a(c)(3), (d), (e)(1), (e)(4)(G), (H) and
(I), and (f).

(iii) Authority: 5 U.S.C. 552a(j)(2) and (k)(2).
(iv) Reason: (1) From subsection (c)(3) be-

cause the release of the disclosure account-
ing, for disclosures pursuant to the routine
uses published for this system, would permit
the subject of a criminal investigation or
matter under investigation to obtain valu-
able information concerning the nature of
that investigation which will present a seri-
ous impediment to law enforcement.

(2) From subsection (c)(4) because an ex-
emption is being claimed for subsection (d),
this subsection will not be applicable.

(3) From subsection (d) because access to
the records contained in this system would
inform the subject of a criminal investiga-
tion of the existence of that investigation,
provide the subject of the investigation with
information that might enable him to avoid
detection or apprehension, and would present
a serious impediment to law enforcement.

(4) From subsection (e)(1) because in the
course of criminal investigations informa-
tion is often obtained concerning the viola-
tion of laws or civil obligations of others not
relating to an active case or matter. In the
interests of effective law enforcement, it is
necessary that this information be retained
since it can aid in establishing patterns of
activity and provide valuable leads for other
agencies and future cases that may be
brought.

(5) From subsection (e)(2) because in a
criminal investigation the requirement that
information be collected to the greatest ex-
tent possible from the subject individual
would present a serious impediment to law
enforcement in that the subject of the inves-
tigation would be placed on notice of the ex-
istence of the investigation and would there-
fore be able to avoid detection.

(6) From subsection (e)(3) because the re-
quirement that individuals supplying infor-
mation be provided with a form stating the
requirements of subsection (e)(3) would con-
stitute a serious impediment to law enforce-
ment in that it could compromise the exist-
ence of a confidential investigation, reveal
the identity of confidential sources of infor-
mation and endanger the life and physical
safety of confidential informants.

(7) From subsections (e)(4)(G) and (H) be-
cause this system of records is exempt from
individual access pursuant to subsections (j)
and (k) of the Privacy Act of 1974.

(8) From subsection (e)(4)(I) because the
identity of specific sources must be withheld
in order to protect the confidentiality of the
sources of criminal and other law enforce-
ment information. This exemption is further
necessary to protect the privacy and phys-
ical safety of witnesses and informants.

(9) From subsection (e)(5) because in the
collection of information for law enforce-
ment purposes it is impossible to determine
in advance what information is accurate, rel-
evant, timely, and complete. With the pas-
sage of time, seemingly irrelevant or un-
timely information may acquire new signifi-
cance as further investigation brings new de-
tails to light and the accuracy of such infor-
mation can only be determined in a court of
law. The restrictions of subsection (e)(5)
would restrict the ability of trained inves-
tigators and intelligence analysts to exercise
their judgment in reporting on investiga-
tions and impede the development of intel-
ligence necessary for effective law enforce-
ment.

(10) From subsection (e)(8) because the in-
dividual notice requirements of subsection
(e)(8) could present a serious impediment to
law enforcement as this could interfere with
the ability to issue search authorizations
and could reveal investigative techniques
and procedures.

(11) From subsection (f) because this sys-
tem of records has been exempted from the
access provisions of subsection (d).

(12) From subsection (g) because this sys-
tem of records is compiled for law enforce-
ment purposes and has been exempted from
the access provisions of subsections (d) and
(f).

(13) Consistent with the legislative purpose
of the Privacy Act of 1974, the Department of
the Air Force will grant access to nonexempt
material in the records being maintained.
Disclosure will be governed by the Depart-
ment of the Air Force’s Privacy Regulation,
but will be limited to the extent that the
identity of confidential sources will not be
compromised; subjects of an investigation of
an actual or potential criminal violation will
not be alerted to the investigation; the phys-
ical safety of witnesses, informants and law
enforcement personnel will not be endan-
gered, the privacy of third parties will not be
violated; and that the disclosure would not
otherwise impede effective law enforcement.
Whenever possible, information of the above
nature will be deleted from the requested
documents and the balance made available.
The controlling principle behind this limited

VerDate 25<JUN>98 04:19 Jul 30, 1998 Jkt 179126 PO 00000 Frm 00034 Fmt 8010 Sfmt 8010 Y:\SGML\179126T.XXX 179126T PsN: 179126T



41

Department of the Air Force, DoD § 807.3

access is to allow disclosures except those in-
dicated above. The decisions to release infor-
mation from these systems will be made on
a case-by-case basis.

[59 FR 53099, Oct. 21, 1994, as amended at 60
FR 36224, July 14, 1995; 61 FR 2917, Jan. 30,
1996; 61 FR 17070, Apr. 9, 1997]

PART 807—SALE TO THE PUBLIC

Sec.
807.1 General requirements.
807.2 Charges for publications and forms.
807.3 Requests for classified material, For

Official Use only material, accountable
forms, storage safeguard forms, Limited
(L) distribution items, and items with re-
strictive distribution caveats.

807.4 Availability and nonavailability of
stock.

807.5 Processing requests.
807.6 Depositing payments.

AUTHORITY: 10 U.S.C. 8013.

SOURCE: 55 FR 36631, Sept. 6, 1990, unless
otherwise noted.

§ 807.1 General requirements.
(a) Unaltered Air Force publications

and forms will be made available to the
public with or without charge, subject
to the requirements of this part. Base
Chiefs of Information Management will
set up procedures to meet these needs
and will make available Master Publi-
cations Libraries for public use accord-
ing to AFR 4–61. They will also advise
requesters that these libraries are
available, since in many cases this will
satisfy their needs and reduce work-
loads in processing sales requests. If
the item is on sale by the Superintend-
ent of Documents, GPO, refer the re-
quest to that outlet. Refer general pub-
lic requests for Air Force administra-
tive publications and forms to the Na-
tional Technical Information Service
(NTIS), Defense Publication Section,
US Department of Commerce, 4285 Port
Royal Road, Springfield, VA 22161–0001.

(b) The Air Force does not consider
these unaltered publications and forms
as records, within the meaning of the
Freedom of Information Act (FOIA), as
outlined in 5 U.S.C. 552 and imple-
mented by part 806 of this chapter.
Refer requests that invoke the FOIA to
the chief, base information manage-
ment, for processing.

(c) Units will process requests under
the Foreign Military Sales Program

(FMS) as specified in AFR 4–71, chapter
11.

(d) Units will send requests from for-
eign governments, their representa-
tives, or international organizations to
the MAJCOM foreign disclosure policy
office and to HQ USAF/CVAII, Wash-
ington DC 20330–5000. Also send infor-
mation copies of such requests to the
base public affairs office. Commands
will supplement this requirement to in-
clude policies pertaining to those items
for which they have authority to re-
lease.

(e) Units will return a request for
non-Air Force items to the requester
for submission to appropriate agency.

§ 807.2 Charges for publications and
forms.

(a) The Air Force applies charges to
all requests unless specifically ex-
cluded.

(b) The Air Force applies charges ac-
cording to part 813, Schedule of Fees
for Copying, Certifying, and Searching
Records and Other Documentary Mate-
rial. Additional guidance is in part 812,
User Charges, including specific exclu-
sion from charges as listed in § 812.5. As
indicated, the list of exclusions is not
all inclusive and recommendations for
additional exclusions are sent to the
office of primary responsibility for part
812 of this chapter.

(c) When a contractor requires publi-
cations and forms to perform a con-
tract, the Air Force furnishes them
without charge, if the government con-
tracting officer approves these require-
ments.

§ 807.3 Requests for classified mate-
rial, For Official Use Only material,
accountable forms, storage safe-
guard forms, Limited (L) distribu-
tion items, and items with restric-
tive distribution caveats.

(a) Classified material. The unit re-
ceiving the requests should tell the re-
quester that the Air Force cannot au-
thorize the material for release be-
cause it is currently and properly clas-
sified in the interest of national secu-
rity as authority by Executive Order,
and must be protected from unauthor-
ized disclosure.

(b) For Official Use Only (FOUO) mate-
rial. The office of primary responsibil-
ity for the material will review these
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requests to determine the material’s
releasability.

(c) Accountable forms. The unit receiv-
ing the request will return it to the re-
quester stating that the Air Force
stringently controls these forms and
cannot release them to unauthorized
personnel since their misuse could
jeopardize Department of Defense secu-
rity or could result in fraudulent finan-
cial gain or claims against the govern-
ment.

(d) Storage safeguard forms. The unit
receiving these requests returns them
to the requesters stating that the Air
Force specially controls these forms
and that they are not releasable out-
side the Department of Defense since
they could be put to unauthorized or
fraudulent use.

(e) Limited (L) distribution items are
not releasable outside the Department
of Defense without special review ac-
cording to AFR 700–6. Units receiving
these requests should refer them to the
SCS manager shown in the index or on
the cover of the publications. Advise
the requesters of the referral.

(f) Items with restrictive distribution ca-
veats. Some publications have restric-
tive distribution caveats on the cover.
Follow the instructions stated and ad-
vise the requesters of the referral.

§ 807.4 Availability and nonavailability
of stock.

(a) Limit quantities furnished so that
stock levels required for operational
Air Force support are not jeopardized.

(b) If the item is not available from
publishing distribution office (PDO)
stock, obtain it from the Air Force
Publishing Distribution Center. If the
item is under revision, advise the re-
quester that it is being revised and
that no stock is available.

(c) If stocks are not available and the
item is being reprinted, advise the re-
quester that stocks are expected to be
available in 90 calendar days and to re-
submit at that time.

§ 807.5 Processing requests.
Payment is required before shipping

the requested material. Payment must
be by check or money order.

(a) Upon receipt of the request, deter-
mine the cost involved and request the
material.

(b) Upon receipt of the item, advise
the requester to resubmit the required
payment and send the material after
payment is received.

(c) If the material cannot be ob-
tained, advise the requester of the rea-
son.

§ 807.6 Depositing payments.
Obtain instructions from the local

Accounting and Finance Office regard-
ing how checks or money orders must
be prepared and required procedures for
depositing them.

PART 809a—ENFORCEMENT OF
ORDER AT AIR FORCE INSTALLA-
TIONS, CONTROL OF CIVIL DIS-
TURBANCES, SUPPORT OF DISAS-
TER RELIEF OPERATIONS, AND
SPECIAL CONSIDERATION FOR
OVERSEAS AREAS

Sec.
809a.0 Purpose.

Subpart A—Enforcement of Order at or
Near Air Force Installations

809a.1 Military responsibility and author-
ity.

809a.2 Civil responsibility and authority.
809a.3 Unauthorized entry to installations.
809a.4 Use of Government facilities.

Subpart B—Use of Military Forces in Civil
Defense, Civil Disturbances, and Disasters

809a.5 Definitions.
809a.6 Base policies and laws.
809a.7 Conditions for use of Air Force re-

sources.
809a.8 Military Commanders’ responsibil-

ities.

Subpart C—Special Considerations for
Overseas Areas

809a.9 General.
809a.10 Requirements for supplements.

AUTHORITY: Sec. 8012, 70A Stat. 488; 10
U.S.C. 8012.

§ 809a.0 Purpose.
This part prescribes the commanders’

responsibilities for enforcing order at
and in the vicinity of installations
under their jurisdiction. It provides
guidance for the use of Air Force re-
sources in controlling civil disturb-
ances and in supporting disaster relief
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operations. This part applies to instal-
lations in the continental United
States and will be used to the maxi-
mum extent possible in the overseas
commands, the States of Alaska and
Hawaii, the Commonwealth of Puerto
Rico, and the territories and posses-
sions of the United States. Instructions
issued by the appropriate unified com-
mander, status of forces agreements,
and other international agreements
provide more definitive guidance for
the overseas commands. Nothing in
this part should be construed as au-
thorizing or requiring security police
units to collect and maintain informa-
tion concerning persons or organiza-
tions having no affiliation with the Air
Force.

[37 FR 18728, Sept. 15, 1972]

Subpart A—Enforcement of Order
at or Near Air Force Installations

§ 809a.1 Military responsibility and au-
thority.

(a) Air Force installation command-
ers are responsible for protecting per-
sonnel and property under their juris-
dictions and for maintaining order on
installations, to insure the uninter-
rupted and successful accomplishment
of the Air Force mission.

(b) Each commander is authorized to
grant or deny access to his installa-
tions, and to exclude or remove persons
whose presence is unauthorized. In ex-
cluding or removing persons from the
installation, he must not act in an ar-
bitrary or capricious manner. His ac-
tion must be reasonable in relation to
his responsibility to protect and to pre-
serve order on the installation and to
safeguard persons and property there-
on. As far as practicable, he should pre-
scribe by regulation the rules and con-
ditions governing access to his instal-
lation.

[37 FR 18728, Sept. 15, 1972]

§ 809a.2 Civil responsibility and au-
thority.

Local civil authorities are primarily
responsible for maintaining order out-
side the perimeter of an installation. If
assistance from civil authorities is in-

sufficient, and the installation com-
mander believes that the employment
of Air Force resources is essential, he
should send a request for instructions
and a report of the circumstances to
Hq USAF per Joint Chiefs of Staff
(JCS) Pub. 6, Volume V, U.S. Air Force
Reporting Instruction, June 1970. Un-
less an emergency involves imminent
danger to personnel or property under
the commander’s jurisdiction, he is not
authorized to act before instructions
are received.

[33 FR 4462, Mar. 13, 1968, as amended at 37
FR 18728, Sept. 15, 1972]

§ 809a.3 Unauthorized entry to instal-
lations.

Removal of violators: If unauthorized
entry occurs, the violators may be ap-
prehended, ordered to leave, and es-
corted off the installation by personnel
carefully selected for such duties. The
complete and proper identification of
violators, including the taking of pho-
tographs, must be accomplished. Viola-
tors who reenter an installation—after
having been removed from it or having
been ordered, by an officer or person in
command or charge, not to reenter—
may be prosecuted under 18 U.S.C. 1382.
If prosecution for subsequent reentry is
contemplated, the order not to reenter
should be in writing so as to be easily
susceptible of proof. Commanders are
cautioned that only civil law enforce-
ment authorities have the power to ar-
rest and prosecute for unauthorized
entry of government property.

[33 FR 4462, Mar. 13, 1968, as amended at 37
FR 18728, Sept. 15, 1972]

§ 809a.4 Use of Government facilities.

Commanders are prohibited from au-
thorizing demonstrations for partisan
political purposes but other demonstra-
tions may or may not be authorized
only in accordance with the provisions
of paragraph 3e, AFR 35–15. They are
not to volunteer public statements on
demonstrations or possible demonstra-
tions.

[37 FR 18728, Sept. 15, 1972]
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Subpart B—Use of Military Forces
in Civil Defense, Civil Disturb-
ances, and Disasters

§ 809a.5 Definitions.
(a) Emergencies. These are conditions

which affect public welfare and occur
as a result of enemy attack, insurrec-
tion, civil disturbances, earthquake,
fire, flood, or other public disasters
which endanger life and property or
disrupt the usual process of govern-
ment. The term ‘‘emergency’’ includes
any or all of the conditions explained
in this section.

(b) Civil defense emergency. This is a
disaster situation resulting from devas-
tation created by an enemy attack and
requiring emergency operations during
and following attack. It may also be
proclaimed by appropriate authority in
anticipation of an attack.

(c) Civil disturbances. These are goup
acts of violence or disorder prejudicial
to public law and order including those
which follow a major disaster. They in-
clude riots, acts of violence, insurrec-
tions, unlawful obstructions or assem-
blages, or other disorders.

(d) Major disaster. Any flood, fire,
hurricane, or other catastrophe which,
in the determination of the President,
is or threatens to be of sufficient sever-
ity and magnitude to warrant disaster
assistance by the Federal Government
to supplement the efforts and available
resources of the State and local gov-
ernments in alleviating the damage,
hardship, or suffering caused thereby.

[33 FR 4462, Mar. 13, 1968, as amended at 37
FR 18728, Sept. 15, 1972; 37 FR 20243, Sept. 28,
1972]

§ 809a.6 Base policies and laws.
This subpart contains policies on the

use of Air Force military personnel in
civil disturbances and disasters. The
more important laws concerning mili-
tary aid to civil authorities are also
summarized.

(a) The Air Force gives military as-
sistance to civil authorities in civil de-
fense or civil disturbances and disas-
ters only when such asistance is re-
quested or directed. Commanders will
not undertake such assistance without
authority, unless the overruling de-
mands of humanity compel immediate

action to protect life and property and
to restore order.

(b) The military service having avail-
able resources nearest the affected area
is responsible for providing initial as-
sistance to civil authorities in emer-
gencies. Subsequent operations are to
be according to the mutual agreement
between the senior service commanders
concerned.

(c) The protection of life and prop-
erty and the maintenance of law and
order within the territorial jurisdiction
of any State is the primary responsibil-
ity of State and local authorities. It is
well-established U.S. Government pol-
icy that intervention with military
forces takes place only after State and
local authorities have used their own
forces and are unable to control the
situation, or when they do not take ap-
propriate action.

[33 FR 4462, Mar. 13, 1968]

§ 809a.7 Conditions for use of Air
Force resources.

This part is not intended to extend
Air Force responsibilities in emer-
gencies to generate additional re-
sources (manpower, materiel, facilities,
etc.) requirements, or encourage par-
ticipation in such operations at the ex-
pense of the Air Force primary mis-
sion. It is a guide for the employment
of Air Force resources when:

(a) A disaster or disturbance occcurs
in areas in which the U.S. Air Force is
the executive agent of the United
States.

(b) A disaster or disturbance occurs
in areas that are remote from an Army
installation but near an Air Force in-
stallation, thereby necessitating Air
Force assumption of responsibility
pending arrival of Army personnel.

(c) The overriding demand of condi-
tions resulting from a natural disaster
compels immediate action to protect
life and property and to restore order.

[33 FR 4462, Mar. 13, 1968, as amended at 37
FR 18728, Sept. 15, 1972]

§ 809a.8 Military Commanders’ respon-
sibilities.

(a) Civilians in the affected area will
be informed of the rules of conduct and
other restrictive measures to be en-
forced by the military. These will be
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announced by local proclamation or
order, and will be given the widest pub-
licity by all available media.

(b) Persons not normally subject to
military law, who are taken into cus-
tody by military forces incident to
civil disturbances, will be turned over
to the civil authorities as soon as pos-
sible.

(c) Military forces will ordinarily ex-
ercise police powers previously inoper-
ative in an affected area; restore and
maintain order; maintain essential
transportation and communication;
and provide necessary relief measures.

(d) U.S. Air Force civilian employees
may be used, in any assignments in
which they are capable and willing to
serve. In planning for on-base contin-
gencies of fires, floods, hurricanes, and
other natural disasters, arrangements
should be made for the identification
and voluntary use of individual em-
ployees to the extent that the needs for
their services are anticipated.

[33 FR 4462, Mar. 13, 1968, as amended at 37
FR 18728, Sept. 15, 1972]

Subpart C—Special
Considerations for Overseas Areas

§ 809a.9 General.
The use of Air Force personnel in

overseas areas poses unique problems
inasmuch as their use is governed by
national laws of the country concerned
and by the terms of international pact
or bilateral agreements to which the
United States is signatory.

[37 FR 18729, Sept. 15, 1972]

§ 809a.10 Requirements for supple-
ments.

The implementation of policies relat-
ing to overseas areas must conform to
the pertinent terms of the status of
forces agreement under which a U.S.
Force may be stationed in the foreign
host country concerned. Accordingly,
major commands must prepare individ-
ual supplements to this part for each
country in which they have units sta-
tioned. These supplements shall con-
tain specific policy and guidance on
the use of Air Force personnel. It is es-
sential that each commander clearly
understands the status of his installa-
tion or base, including that of all sub
bases, annexes, housing areas, etc.

[37 18729, Sept. 15, 1972]
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