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VIOLATIONS

25.37 Violations.
25.39 Criminal penalties.
APPENDIX A TO PART 25—FEES FOR NRC AC-

CESS AUTHORIZATION

AUTHORITY: Secs. 145, 161, 68 Stat. 942, 948,
as amended (42 U.S.C. 2165, 2201); sec. 201, 88
Stat. 1242, as amended (42 U.S.C. 5841); E.O.
10865, as amended, 3 CFR 1959—1963 Comp., p.
398 (50 U.S.C. 401, note); E.O. 12829, 3 CFR,
1993 Comp., p. 570; E.O. 12958, 3 CFR, 1995
Comp., p. 333; E.O. 12968, 3 CFR, 1995 Comp.,
p. 396.

Appendix A also issued under 96 Stat. 1051
(31 U.S.C. 9701).

SOURCE: 45 FR 14481, Mar. 5, 1980, unless
otherwise noted.

GENERAL PROVISIONS

§ 25.1 Purpose.
The regulations in this part establish

procedures for granting, reinstating,
extending, transferring, and termi-
nating access authorizations of li-
censee personnel, licensee contractors
or agents, and other persons (e.g., indi-
viduals involved in adjudicatory proce-
dures as set forth in 10 CFR part 2, sub-
part I) who may require access to clas-
sified information.

[62 FR 17687, Apr. 11, 1997]

§ 25.3 Scope.
The regulations in this part apply to

licensees and others who may require
access to classified information related
to a license or an application for a li-
cense.

[62 FR 17687, Apr. 11, 1997]

§ 25.5 Definitions.
Access authorization means an admin-

istrative determination that an indi-
vidual (including a consultant) who is
employed by or an applicant for em-
ployment with the NRC, NRC contrac-
tors, agents, licensees and certificate
holders, or other person designated by
the Executive Director for Operations,
is eligible for a security clearance for
access to classified information.

Act means the Atomic Energy Act of
1954 (68 Stat. 919), as amended.

Certificate holder means a facility op-
erating under the provisions of parts 71
or 76 of this chapter.

Classified information means either
classified National Security Informa-

tion, Restricted Data, or Formerly Re-
stricted Data or any one of them. It is
the generic term for information re-
quiring protection in the interest of
National Security whether classified
under an Executive Order or the Atom-
ic Energy Act.

Classified National Security Informa-
tion means information that has been
determined pursuant to E.O. 12958 or
any predecessor order to require pro-
tection against unauthorized disclosure
and that is so designated.

Cognizant Security Agency (CSA)
means agencies of the Executive
Branch that have been authorized by
E.O. 12829 to establish an industrial se-
curity program for the purpose of safe-
guarding classified information under
the jurisdiction of those agencies when
disclosed or released to U.S. industry.
These agencies are the Department of
Defense, the Department of Energy,
the Central Intelligence Agency, and
the Nuclear Regulatory Commission. A
facility has a single CSA which exer-
cises primary authority for the protec-
tion of classified information at the fa-
cility. The CSA for the facility pro-
vides security representation for other
government agencies with security in-
terests at the facility. The Secretary of
Defense has been designated as Execu-
tive Agent for the National Industrial
Security Program.

Commission means the Nuclear Regu-
latory Commission or its duly author-
ized representatives.

L access authorization means an ac-
cess authorization granted by the Com-
mission which is normally based on a
national agency check and credit in-
vestigation (NAC&C) or national agen-
cy check, inquiries and credit inves-
tigation (NACIC) conducted by the Of-
fice of Personnel Management.

License means a license issued pursu-
ant to 10 CFR parts 50, 70, or 72.

Matter means documents or material.
National Security Information means

information that has been determined
pursuant to Executive Order 12356 or
any predecessor order to require pro-
tection against unauthorized disclosure
and that is so designated.

Need-to-know means a determination
made by an authorized holder of classi-
fied information that a prospective re-
cipient requires access to a specific
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classified information to perform or as-
sist in a lawful and authorized govern-
mental function under the cognizance
of the Commission.

Person means (1) any individual, cor-
poration, partnership, firm, associa-
tion, trust, estate, public or private in-
stitution, group, government agency
other than the Commission or the De-
partment of Energy (DOE), except that
the DOE shall be considered a person to
the extent that its facilities are subject
to the licensing and related regulatory
authority of the Commission pursuant
to section 202 of the Energy Reorga-
nization Act of 1974 and sections 104,
105 and 202 of the Uranium Mill
Tailings Radiation Control Act of 1978,
any State or any political subdivision
of, or any political entity within a
State, any foreign government or na-
tion or any political subdivision of any
such government or nation, or other
entity; and (2) any legal successor, rep-
resentative, agent, or agency of the
foregoing.

Q Access Authorization means an ac-
cess authorization granted by the Com-
mission based on a full field investiga-
tion conducted by the Office of Per-
sonnel Management, the Federal Bu-
reau of Investigation, or other U.S.
Government agency which conducts
personnel security investigations.

Restricted Data means all data con-
cerning design, manufacture or utiliza-
tion of atomic weapons, the production
of special nuclear material, or the use
of special nuclear material in the pro-
duction of energy, but shall not include
data declassified or removed from the
Restricted Data category pursuant to
section 142 of the Act.

Visit authorization letters (VAL) means
a letter, generated by a licensee, cer-
tificate holder or other organization
under the requirements of 10 CFR parts
25 and/or 95, verifying the need-to-know
and access authorization of an indi-
vidual from that organization who
needs to visit another authorized facil-
ity for the purpose of exchanging or ac-

quiring classified information related
to the license.

[45 FR 14481, Mar. 5, 1980, as amended at 46
FR 58283, Dec. 1, 1981; 47 FR 38683, Sept. 2,
1982; 48 FR 24320, June 1, 1983; 50 FR 36984,
Sept. 11, 1985; 55 FR 11574, Mar. 29, 1990; 62 FR
17687, Apr. 11, 1997]

§ 25.7 Interpretations.
Except as specifically authorized by

the Commission in writing, no inter-
pretation of the meaning of the regula-
tions in this part by any officer or em-
ployee of the Commission other than a
written interpretation by the General
Counsel will be recognized to be bind-
ing upon the Commission.

§ 25.8 Information collection require-
ments: OMB approval.

(a) The Nuclear Regulatory Commis-
sion has submitted the information
collection requirements contained in
this part to the Office of Management
and Budget (OMB) for approval as re-
quired by the Paperwork Reduction
Act (44 U.S.C. 3501 et seq.). The NRC
may not conduct or sponsor and a per-
son is not required to respond to, a col-
lection of information unless it dis-
plays a currently valid OMB control
number. OMB has approved the infor-
mation collection requirements con-
tained in this part under control num-
ber 3150–0046.

(b) The approved information collec-
tion requirements contained in this
part appear in §§ 25.11, 25.17, 25.21, 25.23,
25.25, 25.27, 25.29, 25.31, 25.33, and 25.35.

(c) This part contains information
collection requirements in addition to
those approved under the control num-
ber specified in paragraph (a) of this
section. These information collection
requirements and the control numbers
under which they are approved are as
follows:

(1) In §§ 25.17(b), 25.21(c), 25.27(a), 25.29,
and 25.31, NRC Form 237 is approved
under control number 3150–0050.

(2) In §§ 25.17(c), 25.21(c), 25.27(b), 25.29,
and 25.31, SF–86 is approved under con-
trol number 3206–0007.

(3) In § 25.21(b), NRC Form 354 is ap-
proved under control number 3150–0026.
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(4) In § 25.33, NRC Form 136 is ap-
proved under control number 3150–0049.

(5) In § 25.35, NRC Form 277 is ap-
proved under control number 3150–0051.

[49 FR 19624, May 9, 1984, as amended at 57
FR 3720, Jan. 31, 1992; 62 FR 17687, Apr. 11,
1997; 62 FR 52185, Oct. 6, 1997]

§ 25.9 Communications.
Except where otherwise specified, all

communications and reports con-
cerning the regulations in this part
should be addressed to the Director, Di-
vision of Security, U.S. Nuclear Regu-
latory Commission, Washington, DC
20555.

§ 25.11 Specific exemptions.
The Commission may, upon applica-

tion of any interested party, grant an
exemption from the requirements of
this part 25. Exemptions will be grant-
ed only if they are authorized by law
and will not constitute an undue risk
to the common defense and security.
Documentation related to the request,
notification and processing of an ex-
emption shall be maintained for three
years beyond the period covered by the
exemption.

[45 FR 14481, Mar. 5, 1980, as amended at 53
FR 19245, May 27, 1988]

§ 25.13 Maintenance of records.
(a) Each licensee or organization em-

ploying individuals approved for per-
sonnel security access authorization
under this part, shall maintain records
as prescribed within the part. These
records are subject to review and in-
spection by CSA representatives during
security reviews.

(b) Each record required by this part
must be legible throughout the reten-
tion period specified by each Commis-
sion regulation. The record may be the
original or a reproduced copy or a
microform provided that the copy or
microform is authenticated by author-
ized personnel and that the microform
is capable of producing a clear copy
throughout the required retention pe-
riod. The record may also be stored in
electronic media with the capability
for producing legible, accurate, and
complete records during the required
retention period. Records such as let-
ters, drawings, specifications, must in-

clude all pertinent information such as
stamps, initials, and signatures. The li-
censee shall maintain adequate safe-
guards against tampering with and loss
of records.

[45 FR 14481, Mar. 5, 1980, as amended at 53
FR 19245, May 27, 1988; 62 FR 17687, Apr. 11,
1997]

ACCESS AUTHORIZATIONS

§ 25.15 Access permitted under ‘‘Q’’ or
‘‘L’’ access authorization.

(a) A ‘‘Q’’ access authorization per-
mits an individual access on a need-to-
know basis to (1) Secret and Confiden-
tial Restricted Data and (2) Secret and
Confidential National Security Infor-
mation including intelligence informa-
tion, CRYPTO (i.e., cryptographic in-
formation) or other classified commu-
nications security (COMSEC) informa-
tion.

(b) An ‘‘L’’ access authorization per-
mits an individual access on a need-to-
know basis to Confidential Restricted
Data and Secret and Confidential Na-
tional Security Information other than
the categories specifically included in
paragraph (a) of this section. In addi-
tion, access to certain Confidential
COMSEC information is permitted as
authorized by a National Communica-
tions Security Committee waiver dated
February 14, 1985.

(c) Each employee of the Commission
is processed for one of the two levels of
access authorization. Licensees and
other persons will furnish National Se-
curity Information and/or Restricted
Data to a Commission employee on of-
ficial business when the employee has
the appropriate level of NRC access au-
thorization and need-to-know. Some
individuals are permitted to begin NRC
employment without an access author-
ization. However, no NRC employee
shall be permitted access to any classi-
fied information until the appropriate
level of access authorization has been
granted to that employee by NRC.

[45 FR 14481, Mar. 5, 1980, as amended at 47
FR 9195, Mar. 4, 1982; 50 FR 36984, Sept. 11,
1985]

§ 25.17 Approval for processing appli-
cants for access authorization.

(a) Access authorizations must be re-
quested for licensee employees or other
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