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(4) The routine uses which may be
made of the information, as published
in the system notices;

(5) The effects, if any, on the individ-
ual of not providing all or any part of
the requested information.

§ 1212.603 Mailing lists.
NASA will not sell, rent, or other-

wise disclose an individual’s name and
address to anyone, unless otherwise
specifically authorized by law.

§ 1212.604 Social security numbers.
(a) It is unlawful for NASA to deny to

individuals any rights, benefits, or
privileges provided by law because of
the individuals’ refusal to disclose
their social security numbers, except
where:

(1) The disclosure is required by law;
or

(2) The disclosure is from a system of
records in existence and operating be-
fore January 1, 1975, and was required
under statute or regulation adopted be-
fore that date to verify the identity of
the individual(s).

(b) Any time individuals are re-
quested to disclose their social security
numbers, NASA shall indicate whether
that disclosure is mandatory or vol-
untary, by what authority the numbers
are requested, and what uses will be
made of them.

§ 1212.605 Safeguarding information in
systems of records.

(a) Safeguards appropriate for a
NASA system of records shall be devel-
oped by the system manager in a writ-
ten plan approved by the Installation
Security Officer.

(b) When records or copies of records
are distributed within NASA they shall
be prominently identified as records
protected under the Privacy Act and
shall be subject to the same safeguard,
retention, and disposition require-
ments applicable to the system of
records.

(c) When records or copies of records
are distributed to other Federal agen-
cies, other than those having custody
of the systems of records, they shall be
prominently identified as records pro-
tected under the Privacy Act.

(d) Records that are otherwise re-
quired by law to be released to the pub-

lic need not be safeguarded or identi-
fied as Privacy Act records.

§ 1212.606 Duplicate copies of records
or portions of records.

(a) NASA officials may maintain and
use, for official purposes, duplicate
copies of records or portions of records
from a system of records maintained
by their own organizational unit. This
practice should occur only where there
are justifiable organizational needs for
it, e.g., where geographic distances
make use of the system of records time
consuming or inconvenient. These du-
plicate copies shall not be considered a
separate NASA system of records. For
example, an office head or designee
may keep duplicate copies of person-
nel, training, or similar records on em-
ployees within the organization for ad-
ministrative convenience purposes.

(b) No disclosure shall be made from
duplicate copies outside of the organi-
zational unit. Any outside request for
disclosure shall be referred to the ap-
propriate system manager for response.

(c) Duplicate copies are subject to
the same safeguard requirements appli-
cable to the system of records.

Subpart 1212.7—NASA Authority
and Responsibilities

§ 1212.700 NASA employees.
(a) Each NASA employee is respon-

sible for adhering to the requirements
of the Privacy Act and this regulation.

(b) An employee shall not seek or ob-
tain access to a record in a NASA sys-
tem of records or to copies of any por-
tion of such records under false pre-
tenses. Only those employees with an
official ‘‘need to know’’ may seek and
obtain access to records pertaining to
others.

(c) Employees shall refrain from dis-
cussing or disclosing personal informa-
tion about others which they have ob-
tained because of their official need to
know such information in the perform-
ance of official duties.

(d) To the extent included in a con-
tract which provides for the mainte-
nance by or on behalf of NASA of a sys-
tem of records to accomplish a func-
tion of NASA, the requirements of this
section shall apply to contractor em-
ployees who work under the contract.
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§ 1212.701 Assistant Deputy Adminis-
trator.

The Assistant Deputy Administrator
is responsible for:

(a) Making final Agency determina-
tions on appeals (§ 1212.400);

(b) Authorizing exemptions from one
or more provisions of the Privacy Act
for NASA systems of records (See
§ 1212.500); and,

(c) Authorizing an extension for mak-
ing a final determination on an appeal
(§ 1212.400(d)).

§ 1212.702 Associate Administrator for
Management Systems and Facili-
ties.

(a) The Associate Administrator for
Management Systems and Facilities is
responsible for the following:

(1) Providing overall supervision and
coordination of NASA’s policies and
procedures under this regulation;

(2) Approving system notices for pub-
lication in the FEDERAL REGISTER;

(3) Assuring that NASA employees
and officials are informed of their re-
sponsibilities and that they receive ap-
propriate training for the implementa-
tion of these requirments; and,

(4) Preparing and submitting the bi-
ennial report on implementation of the
Privacy Act to OMB and special re-
ports required under this regulation,
including establishing appropriate re-
porting procedures in accordance with
OMB Circular No. A–130.

(b) The Associate Administrator for
Management Systems and Facilities
may establish a position of ‘NASA Pri-
vacy Officer,’ or designate someone to
function as such an officer, reporting
directly to the Associate Adminis-
trator for Management Systems and
Facilities, and delegate to that officer
any of the functions described in para-
graph (a) of this section.

§ 1212.703 Headquarters and Field or
Component Installations.

(a) Officials-in-Charge of Head-
quarters Offices, Directors of NASA
Field Installations and Officials-in-
Charge of Component Installations are
responsible for the following with re-
spect to those systems of records main-
tained in their organization:

(1) Avoiding the establishment of new
systems of records or new routine uses

of a system of records without first
complying with the requirements of
this regulation;

(2) Ensuring that the requirements of
this regulation and the Privacy Act are
followed by employees;

(3) Ensuring that there is appropriate
coordination within NASA before a de-
termination is made to disclose infor-
mation without the individual’s con-
sent under authority of 5 U.S.C. 552a(b)
(See § 1212.203(g)); and

(4) Providing appropriate oversight
for responsibilities and authorities ex-
ercised by system managers under
their jurisdiction (§ 1212.704).

(b) Directors of NASA Field Installa-
tions and Officials-in-Charge of Compo-
nent Installations or designees may es-
tablish a position of installation Pri-
vacy Officer to assist in carrying out
the responsibilities listed in paragraph
(a) of this section.

§ 1212.704 System manager.
(a) Each system manager is respon-

sible for the following with regard to
the system of records over which the
system manager has cognizance:

(1) Overall compliance with the ‘‘Pri-
vacy Act—NASA Regulations’’ (NASA
Management Instruction (NMI) 1382.17)
and the Computer Matching Program
(NMI 1382.18);

(2) Ensuring that each person in-
volved in the design, development, op-
eration, or maintenance of the system
of records is instructed with respect to
the requirements of this regulation and
the possible penalties for noncompli-
ance;

(3) Submitting a request to the As-
sistant Deputy Administrator for an
exemption of the system under subpart
1212.5 of this part, setting forth in pro-
posed rulemaking form the reasons for
the exemption and citing the specific
provision of the Privacy Act which is
believed to authorize the exemption;

(4) After consultation with the Office
of the General Counsel or the Chief
Counsel, making reasonable efforts to
serve notice on an individual when any
record on such individual is made
available to any person under compul-
sory legal process when such process
becomes a matter of public record;

(5) Making an initial determination
on an individual’s request to correct or
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amend a record, in accordance with
§ 1212.302;

(6) Prior to disclosure of any record
about an individual, assuring that the
record is first reviewed for accuracy,
completeness, timeliness, and rel-
evance;

(7) Authorizing disclosures of a
record without the individual’s consent
under § 1212.203(g) (1) through (12);

(8) Responding within the require-
ments of § 1212.200 to an individual’s re-
quest for information as to whether the
system contains a record pertaining to
the individual;

(9) Responding to an individual’s re-
quest for access and copying of a
record, in accordance with subpart
1212.2 of this part;

(10) Amending a record under subpart
1212.3 of this part, or filing in an indi-
vidual’s record a statement of dispute;

(11) Preparing an addendum to an in-
dividual’s statement of dispute to be
filed in the individual’s records, in ac-
cordance with § 1212.401;

(12) Maintaining disclosure account-
ings in accordance with 5 U.S.C. 552a(c)
and 14 CFR 1212.203. This includes
records disclosed pursuant to any com-
puter matching programs;

(13) Notifying persons to whom a
record has been disclosed and for which
an accounting was made as to disputes
and corrections involving the record;
and

(14) Developing appropriate safe-
guards for the system of records in ac-
cordance with § 1212.605(a).

(b) Where a system of records has
subsystems described in the system no-
tice, the subsystem manager will have
the responsibilities outlined in para-
graph (a) of this section. Although the
system manager has no line authority
over subsystem managers, the system
manager does have overall functional
responsibility for the total system, and
may issue guidance to subsystem man-
agers on implementation of this part.
When furnishing information for re-
quired reports, the system manager
will be responsible for reporting the en-
tire system of records, including any
subsystems.

(c) Exercise of the responsibilities
and authorities in paragraph (a) of this
section by any system or subsystem
managers at a NASA Installation shall

be subject to any conditions or limita-
tions imposed in accordance with
§ 1212.703 (a)(4) and (b).

§ 1212.705 Assistant Administrator for
Procurement.

The Assistant Administrator for Pro-
curement is responsible for developing
appropriate procurement regulations
and procedures under which NASA con-
tracts requiring the maintenance of a
system of records in order to accom-
plish a NASA function are made sub-
ject to the requirements of this part.

§ 1212.706 Delegation of authority.
Authority necessary to carry out the

responsibilities specified in this regula-
tion is delegated to the officials
named, subject to any conditions or
limitations imposed in accordance with
this subpart 1212.7.

Subpart 1212.8—Failure To Com-
ply With Requirements of This
Part

§ 1212.800 Civil remedies.
Failure to comply with the require-

ments of the Privacy Act and this part
could subject NASA to civil suit under
the provisions of 5 U.S.C. 552a(g).

§ 1212.801 Criminal penalties.
(a) A NASA officer or employee may

be subject to criminal penalties under
the provisions of 5 U.S.C. 552a(i) (1) and
(2).

(1) Section 552a(i)(1). Any officer or
employee of an agency, who by virtue
of employment or official position, has
possession of, or access to, agency
records which contain individually
identifiable information the disclosure
of which is prohibited by this section
or by rules or regulations established
thereunder, and who knowing that dis-
closure of the specific material is so
prohibited, willfully discloses the ma-
terial in any manner to any person or
agency not entitled to receive it, shall
be guilty of a misdemeanor and fined
not more than $5,000.

(2) Section 552a(i)(2). Any officer or
employee of any agency who willfully
maintains a system of records without
meeting the notice requirements of
subsection (e)(4) of this section shall be
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