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Subpart C—Access to Classified
Information

§ 4a.13 Access by persons outside the
Executive branch.

Department of Commerce classified
information may be made available to
persons outside the Executive Branch
provided that (a) they are engaged in
historical research projects or pre-
viously have occupied policy-making
positions to which they were appointed
by the President, or (b) the informa-
tion is necessary for their performance
of a function related to a contract or
other agreement with the U.S. Govern-
ment. The Director, Office of Security,
shall determine, prior to the release of
classified information under this provi-
sion, the propriety of such action in
the interest of national security and
obtain assurance of the recipient’s
trustworthiness and need to know.

§ 4a.14 Access by industrial, edu-
cational, and commercial entities.

Bidders, contractors, grantees, edu-
cational, scientific or industrial orga-
nizations may receive classified infor-
mation under the procedures prescribed
in the Department of Defense Indus-
trial Security Manual.

§ 4a.15 Access by historical research-
ers and former presidential ap-
pointees.

(a) Persons who are engaged in his-
torical research projects or who have
previously occupied policy-making po-
sitions to which they were appointed
by the President may be authorized ac-
cess to classified information provided
that the head of the component with
classification jurisdiction over the in-
formation:

(1) Makes a written determination
that access is consistent with the in-
terests of national security;

(2) Is assured by the Director, Office
of Security, that the requestors have
an appropriate determination of trust-
worthiness as a precondition to access;

(3) Obtains written agreements from
requestors to safeguard the informa-
tion to which they are given access in
accordance with these regulations;

(4) Obtains written consent to a re-
view by the Department of Commerce
of their resultant notes and manu-

scripts for the purpose of determining
that no classified information is con-
tained therein; and

(5) Limits access granted to former
Presidential appointees to items that
the person originated, reviewed, signed,
or received while serving as a Presi-
dential appointee.

(b) The material requested should be
clearly identified so that it can be lo-
cated and compiled with a reasonable
amount of effort. If the access re-
quested by historical researchers or
former Presidential appointees re-
quires the rendering of services for
which fair and equitable fees may be
charged, the requestor shall be noti-
fied.

(c) The provisions of this section
apply only to classified information, or
any part of it, originated by the De-
partment of Commerce or information
that is now in the sole custody of the
Department. Otherwise, the researcher
shall be referred to the classifying
agency. Operating units providing in-
formation under this section shall
maintain custody of classified informa-
tion at a Commerce facility.

§ 4a.16 Access by foreign nationals,
foreign governments, international
organizations and immigrant aliens.

Foreign nationals employed by the
Department of Commerce may be
granted access to classified informa-
tion originated within the Department
only for the specific classified project
to which they are assigned and only
after they have met those require-
ments set forth in DAO 207–3, ‘‘Secu-
rity Requirements for Research Associ-
ates, Guest Workers and Trainees,’’
and Appendix B of DAO 207–4, ‘‘Secu-
rity and Suitability Investigations of
Personnel.’’ If a need for access by for-
eign nationals (other than employees)
is indicated, the Director, Office of Se-
curity, shall be consulted for decision
on a case-by-case basis.

PART 4b—PRIVACY ACT

Sec.
4b.1 Purpose and scope.
4b.2 Definitions.
4b.3 Procedures for inquiries pertaining to

individual records in a record system.
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4b.4 Times, places, and requirements for
identification of individuals making re-
quests for access.

4b.5 Disclosure of requested information to
individuals.

4b.6 Special procedures: Medical records.
4b.7 Request for correction or amendment

to record.
4b.8 Agency review of request for correction

or amendment of record.
4b.9 Appeal of initial adverse agency deter-

mination on correction or amendment.
4b.10 Disclosure of record to person other

than the individual to whom it pertains.
4b.11 Fees.
4b.12 Penalties.
4b.13 General exemptions.
4b.14 Specific exemptions.
APPENDIX A TO PART 4B—OFFICIALS TO RE-

CEIVE INQUIRIES, REQUESTS FOR ACCESS
AND REQUESTS FOR CORRECTION OR
AMENDMENT

APPENDIX B TO PART 4B—SYSTEMS OF
RECORDS NOTICED BY OTHER FEDERAL
AGENCIES AND APPLICABLE TO RECORDS OF
THE DEPARTMENT AND APPLICABILITY OF
THIS PART THERETO

APPENDIX C TO PART 4B—FACSIMILE OF OFFI-
CIAL FORM FOR INQUIRIES AND REQUESTS

AUTHORITY: 5 U.S.C. 552a; 5 U.S.C. 553; 5
U.S.C. 552; 5 U.S.C. 301; 44 U.S.C. 3101; Reor-
ganization Plan No. 5 of 1950.

SOURCE: 40 FR 45621, Oct. 2, 1975; 40 FR
50662, Oct. 30, 1975; 40 FR 51168, Nov. 3, 1975,
unless otherwise noted.

§ 4b.1 Purpose and scope.
(a) The purpose of this part is to es-

tablish policies and procedures for im-
plementing the Privacy Act of 1974
(Pub. L. 93–579), particularly 5 U.S.C.
552a as added by the Act. The main ob-
jectives are to facilitate full exercise of
rights conferred on individuals under
the Act and to ensure the protection of
privacy as to individuals on whom the
Department maintains records in sys-
tems of records under the Act. The De-
partment accepts the responsibility to
act promptly and in accordance with
the Act upon receipt of any inquiry, re-
quest or appeal from a citizen of the
United States or an alien lawfully ad-
mitted for permanent residence into
the United States, regardless of the age
of the individual. Further, the Depart-
ment accepts the obligations to main-
tain only such information on individ-
uals as is relevant and necessary to the
performance of its lawful functions, to
maintain that information with such
accuracy, relevancy, timeliness, and

completeness as is reasonably nec-
essary to assure fairness in determina-
tions made by the Department about
the individual, to obtain information
from the individual to the extent prac-
ticable, and to take every reasonable
step to protect that information from
unwarranted disclosure. The Depart-
ment will maintain no record describ-
ing how an individual exercises rights
guaranteed by the First Amendment
unless expressly authorized by statute
or by the individual about whom the
record is maintained or unless perti-
nent to and within the scope of an au-
thorized law enforcement activity. An
individual’s name and address will not
be sold or rented by the Department
unless such action is specifically au-
thorized by law; however, this provi-
sion shall not be construed to require
the withholding of names and addresses
otherwise permitted to be made public.

(b) This part applies to all units in
the Department in order to assure the
maximum amount of uniformity and
consistency within the Department in
its implementation of the Act. The
units of the Department may promul-
gate supplementary orders and rules
not inconsistent with this part.

(c) The Assistant Secretary for Ad-
ministration is delegated responsi-
bility for maintaining this part, for
issuing such orders and directives in-
ternal to the Department as are nec-
essary for full compliance with the
Act, and for effecting publication of all
required notices concerning systems of
records.

(d) Matters outside the scope of this
part include the following:

(1) Requests solely under the Free-
dom of Information Act (5 U.S.C. 552)
and part 4 of this title;

(2) Requests involving information
pertaining to an individual which is in
a record or file but not within the
scope of a system of records notice pub-
lished in the FEDERAL REGISTER;

(3) Requests to correct a record
where a grievance procedure is avail-
able to the individual either by regula-
tion or by provision in a collective bar-
gaining agreement with the Depart-
ment or a unit of the Department, and
the individual has initiated, or has ex-
pressed in writing the intention of ini-
tiating, such grievance procedure. An
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