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17.24 Duration of classification.
17.25 Identification and markings.
17.26 Derivative classification.
17.27 Delcassification and downgrading.
17.28 Automatic declassification.
17.29 Documents of permanent historical

value.
17.30 Classification challenges.
17.31 Mandatory review for declassification

requests.
17.32 Notification of classification changes.

Subpart C—Access to Classified
Information

17.41 Access to classified information.
17.42 Positions requiring financial disclo-

sure.
17.43 Reinvestigation requirements.
17.44 Access eligibility.
17.45 Need-to-know.
17.46 Access by persons outside the Execu-

tive Branch.
17.47 Denial or revocation of eligibility for

access to classified information.

AUTHORITY: 28 U.S.C. 501, 509, 510, 515–519; 5
U.S.C. 301; E.O. 12958, 60 FR 7977; 3 CFR, 1995
Comp., p. 333 19825; E.O. 12968, 60 FR 40245, 3
CFR, 1995 Comp., p. 391; 32 CFR part 2001.

SOURCE: Order No. 2091–97, 62 FR 36984, July
10, 1997, unless otherwise noted.

§ 17.1 Purpose.
The purpose of this part is to ensure

that information within the Depart-
ment of Justice (the ‘‘Department’’) re-
lating to the national security is clas-
sified, protected, and declassified pur-
suant to the provisions of Executive
Orders 12958 (3 CFR, 1995 Comp., p. 333)
and 12968 (3 CFR, 1995 Comp., p. 391) and
implementing directives from the In-
formation Security Oversight Office of
the National Archives and Records Ad-
ministration (‘‘ISOO’’). Executive Or-
ders 12958 and 12968 made numerous
substantive changes in the system of
classification, declassification, and
downgrading of classified National Se-
curity Information and the criteria for
access to this information. Accord-
ingly, this part is a revision of the De-
partment’s classified information secu-
rity rules.

(a) Subpart A of this part prescribes
the implementation of Executive Or-
ders 12958 and 12968 within the Depart-
ment through the Assistant Attorney
General for Administration, as the sen-
ior responsible agency official. Subpart
A of this part also provides for certain
relationships within the Department

between the Assistant Attorney Gen-
eral for Administration, other compo-
nent heads, and the Office of Intel-
ligence Policy and Review.

(b) Subpart B of this part prescribes
an orderly and progressive system for
ensuring that every necessary safe-
guard and procedure is in place to as-
sure that information is properly clas-
sified and that classified information is
protected from unauthorized disclo-
sure. Subpart B of this part requires
original classification authorities to
make classification decisions based on
specific criteria; provides that most
newly created classified information be
considered for declassification after 10
years; provides that historically valu-
able information that is more than 25
years old (including information classi-
fied under prior Executive Orders) be
automatically declassified, with appro-
priate exceptions; and establishes pro-
cedures for authorized holders of classi-
fied information to challenge the clas-
sification of information.

(c) Subpart C of this part establishes
substantive standards and procedures
for granting, denying, and revoking,
and for appealing decisions to deny ac-
cess to classified information with an
emphasis on ensuring the consistent,
cost-effective, and efficient protection
of classified information. Subpart C of
this part provides a process that is fair
and equitable to those with whom clas-
sified information is entrusted and, at
the same time, assures the security of
the classified information.

§ 17.2 Scope.

(a) All employees, contractors, grant-
ees, and others granted access to clas-
sified information by the Department
are governed by this part, and by the
standards in Executive Order 12958, Ex-
ecutive Order 12968, and directives pro-
mulgated under those Executive Or-
ders. If any portion of this part con-
flicts with any portion of Executive
Order 12958, Executive Order 12968, or
any successor Executive Order, the Ex-
ecutive Order shall apply. This part su-
persedes the former rule and any De-
partment internal operating policy or
directive that conflicts with any por-
tion of this part.
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