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Any action the Secretary of Defense or
his designee may take in these respects
shall be final. In the event of a post-
ponement, known bidders will be ad-
vised thereof and their bids returned
unopened.

§ 274.9 Delegation of authority to the
Secretary of the Treasury.

There is hereby delegated to the Sec-
retary or Acting Secretary of the
Treasury the authority, in the name of
and title of the Secretary of the Treas-
ury, to invite bids under this memo-
randum, to issue, modify and revoke
public notices, notices, and announce-
ments concerning such bids, to pre-
scribe additional terms and conditions
with respect thereto, consistent with
this memorandum, to receive, return,
open, reject, and accept bids, and to
take such other actions as may be nec-
essary and proper to execute this dele-
gation of authority to implement this
memorandum, excluding, however, the
issuance of guaranties under § 274.4.

§ 274.10 Reservations.
The Secretary of Defense reserves the

right, at any time, or from time to
time, to amend, repeal, supplement, re-
vise or withdraw all or any of the pro-
visions of this memorandum.

PART 275—OBTAINING INFORMA-
TION FROM FINANCIAL INSTITU-
TIONS: RIGHTS TO FINANCIAL
PRIVACY ACT OF 1978

Sec.
275.1 Purpose.
275.2 Applicability and scope.
275.3 Policy.
275.4 Information requirements.
275.5 Responsibilities.
275.6 Definitions.
275.7 Requesting basic identifying account

information.
275.8 Procedures for obtaining customer’s

consent.
275.9 Other access procedures.
275.10 Requests for financial records in con-

nection with foreign intelligence and for-
eign counterintelligence activities.

275.11 Emergency access procedures.
275.12 Procedures for delay of notice.
275.13 Procedures for releasing information

obtained from financial institutions.
275.14 Right to Financial Privacy Act of

1978 Annual Report.

ENCLOSURE 1—REQUEST FOR BASIC IDENTI-
FYING ACCOUNT DATA FORMAT

ENCLOSURE 2—CUSTOMER CONSENT AND AU-
THORIZATION FOR ACCESS FORMAT

ENCLOSURE 3—FORMAL WRITTEN REQUEST FOR
ACCESS FORMAT

ENCLOSURE 4—CERTIFICATE OF COMPLIANCE
WITH THE RIGHT TO FINANCIAL PRIVACY
ACT OF 1978

ENCLOSURE 5—OBTAINING ACCESS TO FINAN-
CIAL RECORDS OVERSEAS

AUTHORITY: 92 Stat. 3697 et seq. (12 U.S.C.
3401, et seq.)

SOURCE: 45 FR 17576, Mar. 19, 1980, unless
otherwise noted. Redesignated at 56 FR 57984,
Nov. 15, 1991.

§ 275.1 Purpose.
This part implements Title 12, U.S.C.

section 3401, et seq., Pub. L. 95–630,
‘‘Right to Financial Privacy Act of
1978,’’ and prescribes the procedures for
the Department of Defense to use to
gain access to financial records main-
tained by financial institutions.

§ 275.2 Applicability and scope.
(a) The provisions of this part apply

to the Office of the Secretary of De-
fense, the Military Departments, the
Defense Investigative Service, and the
National Security Agency (hereafter
referred to as the ‘‘DoD Components’’).

(b) Its provisions apply only to finan-
cial records maintained by financial in-
stitutions as defined in § 275.6(a).

[45 FR 17576, Mar. 19, 1980. Redesignated and
amended at 56 FR 57984, Nov. 15, 1991]

§ 275.3 Policy.
(a) It is the policy of the Department

of Defense when obtaining financial
records from a financial institution to
seek the consent of the customer to
whom the record pertains, unless doing
so compromises or harmfully delays a
legitimate law enforcement inquiry. If
the person declines to consent to dis-
closure, the alternative means of ob-
taining the records authorized by this
part shall be utilized.

(b) The provisions of 12 U.S.C. 3401 et
seq. do not govern obtaining access to
financial records maintained by mili-
tary banking contractors located out-
side of the United States, the District
of Columbia, Guam, American Samoa,
or the Virgin Islands. The procedures
outlined in enclosure 5 may be followed
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in obtaining financial information
from these facilities.

[45 FR 17576, Mar. 19, 1980, as amended at 46
FR 29706, June 3, 1981]

§ 275.4 Information requirements.
The report required by § 275.14 of this

part is assigned Report Control Symbol
DD–COMP(A)1538.

[45 FR 17576, Mar. 19, 1980. Redesignated and
amended at 56 FR 57984, Nov. 15, 1991]

§ 275.5 Responsibilities.
(a) Heads of affected DoD Compo-

nents shall:
(1) Follow the procedures outlined in

this part when seeking access to finan-
cial records.

(2) Establish procedures for imple-
menting this part within the Compo-
nent.

(3) Established procedures to ensure
that the report required by § 275.14 is
forwarded to the Defense Privacy
Board, Office of the Deputy Assistant
Secretary of Defense (Administration).

(b) The Deputy Assistant Secretary of
Defense (Administration), or designee,
shall:

(1) Prepare a consolidated DoD an-
nual report required by 12 U.S.C.
3421(b) and § 275.14.

(2) Provide policy guidance to DoD
Components to implement this part.

[45 FR 17576, Mar. 19, 1980. Redesignated and
amended at 56 FR 57984, Nov. 15, 1991]

§ 275.6 Definitions.
(a) Financial institution. Any office of

a bank, savings bank, credit card
issuer, industrial loan company, trust
company, savings and loan, building
and loan, homestead association (in-
cluding cooperative banks), credit
union, or consumer finance institution
that is located in any State or terri-
tory of the United States, or in the
District of Columbia, Puerto Rico,
Guam, American Samoa, or the Virgin
Islands.

(b) Financial record. An original, its
copy, or information known to have
been extracted from the original record
held by a financial institution that per-
tains to a customer’s relationship with
the financial institution.

(c) Person. An individual or a partner-
ship of five or less individuals.

(d) Customer. Any person or author-
ized representative of that person who
used or is using any service of a finan-
cial institution or for whom a financial
institution is acting or has acted as fi-
duciary for an account maintained in
the name of that person.

(e) Law enforcement office. Any ele-
ment of a DoD Component authorized
by the Component head to conduct law
enforcement inquiries.

(f) Law enforcement inquiry. A lawful
investigation or official proceeding
that inquires into a violation of or fail-
ure to comply with a criminal or civil
statute, or any rule, regulation, or
order issued pursuant thereto.

(g) Personnel security investigation. An
investigation required to determine a
person’s eligibility for access to classi-
fied information, assignment or reten-
tion in sensitive duties, or other des-
ignated duties requiring such inves-
tigation. Personnel security investiga-
tions include investigations of subver-
sive affiliations, suitability informa-
tion, or hostage situations conducted
for the purpose of making personnel se-
curity determinations; and also include
investigations of allegations that arise
subsequent to adjudicative action that
require resolution to determine an in-
dividual’s current eligibility for access
to classified information, or assign-
ment or retention in a sensitive posi-
tion.

(h) Personnel security element. Any
element of a DoD Component author-
ized by the Secretary of Defense to
conduct personnel security investiga-
tions.

§ 275.7 Requesting basic identifying
account information.

(a) A DoD law enforcement office
may issue a formal written request for
basic identifying account information
to a financial institution relevant to a
legitimate law enforcement inquiry. A
request may be issued to a financial in-
stitution for any or all of the following
identifying data:

(1) Name.
(2) Address.
(3) Account Number.
(4) Type of account of any customer

or ascertainable group of customers as-
sociated with a financial transaction or
class of financial transactions.
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(b) A request for disclosure of the
above specified basic identifying infor-
mation concerning a customer’s ac-
count shall not require any customer
notice (§§ 275.9, 275.11, and 275.13), chal-
lenge (§ 275.9) or transfer (§ 275.13) pro-
cedures. However, this partial excep-
tion for basic identifying data shall not
alter the mandatory access require-
ments set forth in §§ 275.8 and 275.9 to
obtain the actual financial record
itself.

(c) A format for requesting basic
identifying account data is set forth in
enclosure 1 of this part.

[45 FR 17576, Mar. 19, 1980. Redesignated and
amended at 56 FR 57984, Nov. 15, 1991]

§ 275.8 Procedures for obtaining cus-
tomer’s consent.

(a) A DoD law enforcement office or
personnel security element seeking ac-
cess to a person’s financial records
shall, when feasible, obtain the cus-
tomer’s consent.

(b) Any consent obtained under
§ 275.8(a) shall:

(1) Be in writing, signed, and dated.
(2) Identify the particular financial

records that are being disclosed.
(3) State that the customer may re-

voke the consent at any time before
disclosure.

(4) Specify the purpose for disclosure
and to which agency the records may
be disclosed.

(5) Authorize the disclosure for a pe-
riod not in excess of 3 months.

(6) Contain a Privacy Act advisory
statement required by part 286a of this
title for a personnel security investiga-
tion.

(7) Contain a ‘‘Statement of Cus-
tomer Rights Under the Right to Fi-
nancial Privacy Act of 1978’’ (enclosure
2).

(c) Any customer’s consent not con-
taining all of the elements listed in
§ 275.8(b), shall be void. A customer con-
sent form, in a format set forth in en-
closure 2, shall be used for this pur-
pose.

(d) A copy of the customer’s consent
shall be made a part of the law enforce-
ment inquiry or personnel security in-
vestigation file.

(e) A certification of compliance with
12 U.S.C. 3401 et seq., in writing (enclo-
sure 4), along with the customer’s con-

sent, shall be provided to the financial
institution as a prerequisite to obtain-
ing access to financial records.

(f) The annual reporting require-
ments of § 275.14 shall apply to any re-
quest for access under § 275.8(a).

[45 FR 17576, Mar. 19, 1980. Redesignated and
amended at 56 FR 57984, Nov. 15, 1991]

§ 275.9 Other access procedures.
(a) Access by compulsory legal process—

(1) Administrative summons or subpoena.
(i) Within the Department of Defense,
the Inspector General, DoD, has the au-
thority under Pub. L. 95–452 (The In-
spector General Act of 1978, as amended
by Pub. L. 97–252) to issue administra-
tive subpoenas for access to financial
records. No other DoD Component offi-
cial may issue summonses or sub-
poenas for access to these records.

(ii) The Inspector General, DoD, shall
issue administrative procedures for ac-
cess to financial records in accordance
with established procedures.

(2) Search warrant. (i) A law enforce-
ment office may obtain financial
records by using a search warrant ob-
tained under Rule 41 of the Federal
Rules of Criminal Procedure in appro-
priate cases.

(ii) Unless a delay of notice has been
obtained under provisions of § 275.12,
the law enforcement office shall, no
later than 90 days after serving the
search warrant, mail to the customer’s
last known address a copy of the search
warrant together with the following
notice:

Records or information concerning your
transactions held by the financial institu-
tion named in the attached search warrant
were obtained by this [agency or depart-
ment] on [date] for the following purpose:
[state purpose]. you may have rights under
the Right to Financial Privacy Act of 1978.

(iii) In any state or territory of the
United States, or in the District of Co-
lumbia, Puerto Rico, Guam, American
Samoa, or the Virgin Islands, search
warrants signed by installation com-
manders or military judges shall not be
used to gain access to financial
records.

(3) Judicial subpoena. Judicial sub-
poenas are those issued in connection
with a pending judicial proceeding and
inlcude subpoenas issued under para-
graph 115 of the Manual for Courts-
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Martial (1969 Revised) and Article 46 of
the Uniform Code of Military Justice.
Cognizant legal counsel shall be con-
sulted on the availability and use of ju-
dicial subpoenas.

(b) Formal written request. (1) A law
enforcement office may issue a formal
written request for financial records
when the records sought are relevant
to a legitimate law enforcement in-
quiry. This request may be issued only
if the customer has declined to con-
sent, § 275.8, to the disclosure of his or
her records, or if it is determined that
to seek consent from the customer
would compromise or harmfully delay
a legitimate law enforcement inquiry.

(2) A formal written request shall be
in a format set forth in enclosure 3 and
shall:

(i) State that the request is issued
under the Right to Financial Privacy
Act of 1978 and the Component’s imple-
mentation of this part.

(ii) Describe the specific records to be
examined.

(iii) State that access is sought in
connection with a legitimate law en-
forcement inquiry.

(iv) Describe the nature of the in-
quiry.

(v) Be signed by the head of the law
enforcement office or a designee.

(3) When a formal written request is
issued to a financial institution, a copy
of the request shall, at the same time
or before, be personally served upon, or
mailed to the customer’s last known
address unless a delay of customer no-
tice has been obtained under § 275.12.
The notice to the customer shall be in
a format similar to enclosure shall be
personally served at least 14 days or
mailed at least 18 days prior to the
date on which access is sought.

(4) The official who signs the cus-
tomer notice shall be designated to re-
ceive any challenge from the customer.

(5) The customer shall have 14 days
to challenge a notice request when per-
sonal service is made and 18 days when
service is by mail.

(6) Components shall establish proce-
dures to ensure that no access to finan-
cial records is attempted before the ex-
piration of the pertinent time period
while awaiting receipt of a potential
customer challenge, or prior to the ad-

judication, prescribed by 12 U.S.C. 3410,
of any challenge made.

(7) When a customer fails to file a
challenge to access to financial records
within the pertinent above time peri-
ods, or after a challenge is adjudicated
in favor of the law enforcement office,
the head of the office, or a designee,
shall certify in writing to the financial
institution that such office has com-
plied with the requirements of 12
U.S.C. 3401 et seq. No access to any fi-
nancial records shall be made before
such certification is given.

(c) Certification. Prior to obtaining
the requested records under § 275.9 (a)(2)
and (a)(3), a certification of compliance
with 12 U.S.C. 3401 et seq. and Enclo-
sure 4 of this part, shall be provided to
the financial institution as a pre-
requisite to obtaining access to finan-
cial records.

(d) Annual report. The annual report-
ing requirements of § 275.14 shall apply
to access procedures under paragraph
(a) and (b) of this section.

[45 FR 17576, Mar. 19, 1980, as amended at 48
FR 20228, May 5, 1983. Redesignated and
amended at 56 FR 57984, Nov. 15, 1991]

§ 275.10 Requests for financial records
in connection with foreign intel-
ligence and foreign counterintel-
ligence activities.

(a) Except as specified in paragraph
(b) of this section, nothing in this part
shall apply to requests for financial
records in connection with authorized
foreign intelligence and foreign coun-
terintelligence activities as defined in
E.O. 12036, January 24, 1978.

(b) When a request for financial rec-
ords is made under paragraph (a) of
this section, a Component official des-
ignated by the Secretary of Defense,
the Secretary of a Military Depart-
ment, or the Head of the DoD Compo-
nent authorized to conduct foreign in-
telligence and foreign counterintel-
ligence activities shall certify to the fi-
nancial institution that the requesting
Component has complied with the pro-
visions of 12 U.S.C. 3401 et seq. Such
certification, in a format similar to en-
closure 4 of this part, shall be made be-
fore obtaining any records.
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(c) A Component requesting financial
records under paragraph (a) of this sec-
tion, may notify the financial institu-
tion from which records are sought
that section 3414(3) of 12 U.S.C., pro-
hibits disclosure to any person by the
institution, its agents, or employees
that financial records have been sought
or obtained.

(d) The annual reporting require-
ments of § 275.14 shall apply to any re-
quest for access under paragraph (a) of
this section.

[45 FR 17576, Mar. 19, 1980. Redesignated and
amended at 56 FR 57984, Nov. 15, 1991]

§ 275.11 Emergency access procedures.
(a) Except as provided in paragraph

(b) and (c) of this section, nothing in
this part shall apply to a request for fi-
nancial records from a financial insti-
tution when the law enforcement office
making such request determines that a
delay in obtaining access to such
records would create an imminent dan-
ger of:

(1) Physical injury to any person.
(2) Serious property damage.
(3) Flight to avoid prosecution.
(b) When access is made to financial

records under paragraph (a) of this sec-
tion, Component official designated by
the Secretary of Defense or the Sec-
retary of a Military Department shall:

(1) Certify in writing, in a format set
forth in Enclosure 4 of this part, to the
financial institution that the Compo-
nent has complied with the provisions
of 12 U.S.C. 3401 et seq., as a pre-
requisite to obtaining access.

(2) Submit for filing with the appro-
priate court a signed sworn statement
setting forth the grounds for the emer-
gency access within 5 days of obtaining
access to financial records.

(c) After filing of the signed sworn
statement required by paragraph (b)(2)
of this section, the Component that has
obtained access to financial records
under paragraph (a) of this section,
shall personally serve or mail to the
customer a copy of the request to the
financial institution and the following
notice, unless a delay of notice has
been obtained under § 275.12.

Records concerning your transactions held
by the financial institution named in the at-
tached request were obtained by [agency or
department] under the Right to Financial

Privacy Act of 1978 on [date] for the fol-
lowing purpose: [state with reasonable speci-
ficity the nature of the law enforcement in-
quiry]. Emergency access to such records
was obtained on the grounds that [state
grounds].

Mailings under this paragraph shall
be by certified or registered mail to the
last known address of the customer.

(d) The annual reporting require-
ments of § 275.14 shall apply to any ac-
cess pursuant to paragraph (a) of this
section.

[45 FR 17576, Mar. 19, 1980. Redesignated and
amended at 56 FR 57984, Nov. 15, 1991]

§ 275.12 Procedures for delay of notice.

(a) The customer notice required by
§ 275.9(b)(3), § 275.11(c), or § 275.13(c) may
be delayed for successive periods of 90
days. The notice required by paragraph
(a)(2)(ii) of this section may be delayed
for one period of 180 days and succes-
sive periods of 90 days. A delay of no-
tice may only be granted by a court of
competent jurisdiction and only when
not serving the notice would result in:

(1) Endangering the life or physical
safety of any person.

(2) Flight from prosecution.
(3) Destruction of or tampering with

evidence.
(4) Intimidation of potential wit-

nesses.
(5) Otherwise seriously jeopardizing

an investigation or official proceeding
or unduly delaying a trial or ongoing
official proceeding to the same degree
as the circumstances in paragraphs
(a)(1) through (4) of this section.

(b) When a delay of notice is appro-
priate, legal counsel shall be consulted
to obtain such a delay. Application for
delays of notice shall be made with rea-
sonable specificity.

(c) Upon the expiration of a delay ob-
tained under paragraph (a) of this sec-
tion, of a notice required by:

(1) Section 275.9(a)(2)(ii), the law en-
forcement office obtaining such records
shall mail to the customer a copy of
the search warrant and the following
notice:

Records or information concerning your
transactions held by the financial institu-
tion named in the attached search warrant

VerDate 11<MAY>2000 01:58 Aug 10, 2000 Jkt 190117 PO 00000 Frm 00628 Fmt 8010 Sfmt 8010 Y:\SGML\190117T.XXX pfrm02 PsN: 190117T



629

Office of the Secretary of Defense § 275.13

were obtained by this [agency or depart-
ment] on [date]. Notification was delayed be-
yond the statutory 90-day delay period pur-
suant to a determination by the court that
such notice would seriously jeopardize an in-
vestigation concerning [state with reason-
able specificity]. You may have rights under
the Right to Financial Privacy Act of 1978.

(2) Section 275.9(b)(3), the law en-
forcement office obtaining such records
shall serve personally or mail to the
customer a copy of the process or re-
quest and the following notice:

Records of information concerning your
transactions which are held by the financial
institution named in the attached process or
request were supplied to or requested by the
Government authority named in the process
or request on [date]. Notification was with-
held pursuant to a determination by the
[title of the court so ordering] under the
Right to Financial Privacy Act of 1978 that
such notice might [state reason]. The pur-
pose of the investigation or official pro-
ceeding was [state purpose with reasonable
specificity].

(3) Section 275.11(c), the law enforce-
ment office obtaining financial records
shall serve personally or mail to the
customer a copy of the request and the
notice required by § 275.11(c).

(4) Section 275.13(c), the law enforce-
ment office or personnel security ele-
ment transferring such records shall
serve personally or mail to the cus-
tomer the notice required by § 275.13(c).

(d) The annual reporting require-
ments of § 275.14 shall apply to any re-
quest for access under the delay of no-
tice.

[45 FR 17576, Mar. 19, 1980. Redesignated and
amended at 56 FR 57984, Nov. 15, 1991]

§ 275.13 Procedures for releasing infor-
mation obtained from financial in-
stitutions.

(a) Financial records obtained under
12 U.S.C. 3401 et seq., shall be marked:

This record was obtained pursuant to the
Right to Financial Privacy Act of 1978, 12
U.S.C. 3401 et seq., and may not be trans-
ferred to another federal agency or depart-
ment without prior compliance with the
transferring requirements of 12 U.S.C. 3412.

(b) Financial records obtained under
the provisions of 12 U.S.C. 3401 et seq.,
shall not be transferred to another
agency or department outside the De-
partment of Defense unless the head of
the transferring law enforcement of-

fice, personnel security element, or
delegate certifies in writing that there
is reason to believe that the records
are relevant to a legitimate law en-
forcement inquiry within the jurisdic-
tion of the receiving agency or depart-
ment. Such certificates shall be main-
tained with the DoD Component copy
of the released records.

(c) Unless a delay of customer notice
has been obtained under § 275.12, when
financial information is transferred
under paragraph (b) of this section the
law enforcement office or personnel se-
curity element shall within 14 days,
personally serve or mail to the cus-
tomer, at his or her last known ad-
dress, a copy of the certificate required
by paragraph (b) of this section, and
the following notice:

Copies of or information contained in your
financial records lawfully in possession of
(name of Component) have been furnished to
(name of agency) pursuant to the Right to
Financial Privacy Act of 1978 for the fol-
lowing purposes: [state the nature of the law
enforcement inquiry with reasonable speci-
ficity]. If you believe that this transfer has
not been made to further a legitimate law
enforcement inquiry, you may have legal
rights under the Financial Privacy Act of
1978 or the Privacy Act of 1974.

(d) If a request for release of informa-
tion is from a federal agency author-
ized to conduct foreign intelligence or
foreign counterintelligence activities,
as defined in E.O. 12036 for purposes of
conducting such activities, the trans-
ferring DoD Component shall release
the information without notifying the
customer, unless permission to provide
notification is given in writing by the
requesting agency.

(e) Whenever financial data obtained
under this part is incorporated into a
report of investigation or other cor-
respondence, precautions must be
taken to ensure that:

(1) The reports or correspondence are
not distributed outside the Department
of Defense except in compliance with
paragraphs (b) and (c) of this section;
and

(2) The report or correspondence con-
tains an appropriate warning restric-
tion on the first page or cover.

(f) A suggested restrictive legend for
use on the first page or cover sheet of
reports or other correspondence fol-
lows:
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Some of the information contained herein
(cite specific paragraph) is financial record
information which was obtained pursuant to
the Right to Privacy Act of 1978, 12 U.S.C.
3401 et seq. This information may not be re-
leased to another federal agency or depart-
ment outside the Department of Defense
without compliance with the specific re-
quirements of 12 U.S.C. 3412.

[45 FR 17576, Mar. 19, 1980, as amended at 46
FR 29706, June 3, 1981. Redesignated and
amended at 56 FR 57984, Nov. 15, 1991]

§ 275.14 Right to Financial Privacy Act
of 1978 Annual Report.

(a) Each affected DoD Component
shall compile an annual report setting
forth the following for the preceding
calendar year:

(1) The number of requests for access
to financial institutions specifying the
types of access and any other informa-
tion deemed relevant or useful.

(2) The number of customer chal-
lenges to access and whether they were
successful.

(3) The number of transfers to agen-
cies outside of the Department of De-
fense of information obtained under
this part.

(4) The number of customers chal-
lenges to the transfer of information
and whether they were successful.

(5) The number of applications for
delay of notice, the number granted,
and the names of the officials request-
ing such delays.

(6) The number of delay of notice ex-
tensions sought and the number grant-
ed.

(7) The number of refusals by finan-
cial institutions to grant access by cat-
egory of authorization, such as, cus-
tomer consent or formal written re-
quest.

(b) This report shall be submitted to
the Defense Privacy Board, Office of
the Deputy Assistant Secretary of De-
fense (Administration), by February 15
annually.

ENCLOSURE 1—REQUEST FOR BASIC
IDENTIFYING ACCOUNT DATA FORMAT

[Official Letterhead]

Mr./Mrs. llllll,
Chief Teller (as appropriate), First National

Bank, Little Rock, AR 72203

Dear Mr./Mrs. llllll. In connection
with a legitimate law enforcement inquiry
and pursuant to section 3413(g) of the Right

to Financial Privacy Act of 1978, 12 U.S.C.
3401 et seq., you are requested to provide the
following account information: [Name, ad-
dress, account number, and type of account
of any customer or ascertainable group of
customers associated with a certain class of
financial transactions as set forth in § 275.7.]

I hereby certify, pursuant to section 3403(b)
of the Right of Financial Privacy Act of 1978,
that the provisions of the Act have been
complied with as to this request for account
information.

[Official Signature Block]

Under section 3417(c) of the Act, good faith
reliance upon this certification relieves your
institution and its employees and agents of
any possible liability to the subject in con-
nection with the disclosure of the requested
financial records.

[46 FR 29706, June 3, 1981. Redesignated and
amended at 56 FR 57984, Nov. 15, 1991]

ENCLOSURE 2—CUSTOMER CONSENT AND
AUTHORIZATION FOR ACCESS FORMAT

Pursuant to section 3404(a) of the Right to
Financial Privacy Act of 1978, I, [Name of
customer], having read the explanation of
my rights on the reverse side, hereby author-
ize the [Name and address of financial insti-
tution] to disclose these financial records:
[List the particular financial records] to
[DoD Component] for the following pur-
pose(s): [Specify the purpose(s)].

I understand that this authorization may
be revoked by me in writing at any time be-
fore my records, as described above, are dis-
closed, and that this authorization is valid
for no more than three months from the date
of my signature.
Date: llllllllllllllllllll
Signature: llllllllllllllllll
[Typed name]
[Mailing address of customer]

Statement of Customer Rights Under the Right
to Financial Privacy Act of 1978

Federal law protects the privacy of your fi-
nancial records. Before banks, savings and
loan associations, credit unions, credit card
issuers, or other financial institutions may
give financial information about you to a
federal agency, certain procedures must be
followed.

Consent to Financial Records

You may be asked to consent to the finan-
cial institution making your financial rec-
ords available to the Government. You may
withhold your consent, and your consent is
not required as a condition of doing business
with any financial institution. If you give
your consent, it can be revoked in writing at
any time before your records are disclosed.
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Furthermore, any consent you give is effec-
tive for only three months, and your finan-
cial institution must keep a record of the in-
stances in which it discloses your financial
information.

Without Your Consent

Without your consent, a federal agency
that wants to see your financial records may
do so ordinarily only by means of a lawful
subpoena, summons, formal written request,
or search warrant for that purpose. Gen-
erally, the federal agency must give you ad-
vance notice of its request for your records
explaining why the information is being
sought and telling you how to object in
court. The federal agency must also send you
copies of court documents to be prepared by
you with instructions for filling them out.
While these procedures will be kept as sim-
ple as possible, you may want to consult an
attorney before making a challenge to a fed-
eral agency’s request.

Exceptions

In some circumstances, a federal agency
may obtain financial information about you
without advance notice or your consent. In
most of these cases, the federal agency will
be required to go to court for permission to
obtain your records without giving you no-
tice beforehand. In these instances, the court
will make the Government show that its in-
vestigation and request for your records are
proper.

When the reason for the delay of notice no
longer exists, you will usually be notified
that your records were obtained.

Transfer of Information

Generally, a federal agency that obtains
your financial records is prohibited from
transferring them to another federal agency
unless it certifies in writing that the trans-
fer is proper and sends a notice to you that
your records have been sent to another agen-
cy.

Penalties

If the federal agency or financial institu-
tion violates the Right to Financial Privacy
Act, you may sue for damages or seek com-
pliance with the law. If you win, you may be
repaid your attorney’s fee and costs.

Additional Information

If you have any questions about your
rights under this law, or about how to con-
sent to release your financial records, please
call the official whose name and telephone
number appears below:
llllllllllllllllllllllll
(Last Name, First Name, Middle Initial)
Title (Area Code) (Telephone number)
llllllllllllllllllllllll

(Component activity, Local Mailing Address)

[46 FR 29706, June 3, 1981. Redesignated at 56
FR 57984, Nov. 15, 1991]

ENCLOSURE 3—FORMAL WRITTEN
REQUEST FOR ACCESS FORMAT

[Official Letterhead]

Mr./Mrs. llllll,
President (as appropriate), City National Bank

and Trust Company, Altoona, PA
Dear Mr./Mrs. llllll. In connection

with a legitimate law enforcement inquiry
and pursuant to section 3402(5) and section
3408 of the Right to Financial Privacy Act of
1978, 12 U.S.C. 3401 et seq., and [cite Compo-
nent’s implementation of this part], you are
requested to provide the following account
information pertaining to the subject:
[Describe the specific records to be exam-
ined]

The [DoD Component] is without authority
to issue an administrative summons or sub-
poena for access to these financial records
which are required for [Describe the nature
or purpose of the inquiry].

A copy of this request was [personally
served upon or mailed] to the subject on
[Date] who has [10 or 14] days in which to
challenge this request by filing an applica-
tion in an appropriate United States district
court if the subject desires to do so.

Upon the expiration of the above men-
tioned time period and absent any filing or
challenge by the subject, you will be fur-
nished a certification certifying in writing
that the applicable provisions of the Act
have been complied with prior to obtaining
the requested records. Upon your receipt of a
Certificate of Compliance with the Right to
Financial Privacy Act of 1978, you will be re-
lieved of any possible liability to the subject
in connection with the disclosure of the re-
quested financial records.
[Official Signature Block]

[46 FR 29706, June 3, 1981. Redesignated at 56
FR 57984, Nov. 15, 1991]

ENCLOSURE 4—CERTIFICATE OF COMPLI-
ANCE WITH THE RIGHT TO FINANCIAL
PRIVACY ACT OF 1978

[Official Letterhead]

Mr./Mrs. llllll,
Manager, Army Federal Credit Union, Fort Ord,

CA 93941
Dear Mr./Mrs. llllll. I certify, pursu-

ant to section 3403(b) of the Right to Finan-
cial Privacy Act of 1978, 12 U.S.C. 3401 et seq.,
that the applicable provisions of that statute
have been complied with as to the [Cus-
tomer’s consent, search warrant or judicial
subpoena, formal written request, emergency
access, as applicable] presented on [Date],
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for the following financial records of [Cus-
tomer’s name]:

[Describe the specific records]
[Official Signature Block]

Pursuant to section 3417(c) of the Right to
Financial Privacy Act of 1978, good faith re-
liance upon this certificate relieves your in-
stitution and its employees and agents of
any possible liability to the customer in con-
nection with the disclosure of these financial
records.

[46 FR 29706, June 3, 1981. Redesignated at 56
FR 57984, Nov. 15, 1991]

ENCLOSURE 5—OBTAINING ACCESS TO

FINANCIAL RECORDS OVERSEAS

(a) The provisions of 12 U.S.C. 3401 et seq.
do not govern obtaining access to financial
records maintained by military banking con-
tractors in overseas or other financial insti-
tutions in offices located on DoD installa-
tions outside the United States, the District
of Columbia, Guam, American Samoa, or the
Virgin Islands. The purpose of this part is to
describe a uniform procedure for access to
the financial records of these institutions.

(b) Access to financial records maintained
by military banking contractors in overseas
areas or other financial institutions located
on DoD installations outside the United
States, the District of Columbia, Guam,
American Samoa or the Virgin Islands is
preferably obtained by customer consent.
However, in those cases where it would not
be appropriate to obtain this consent or
where such consent is refused and the finan-
cial institution is not otherwise willing to
provide access to its records the law enforce-
ment activity may seek access by the use of
a search authorization issued by the appro-
priate military official. This search author-
ization shall be issued in accordance with es-
tablished Component procedures and the
Military Rules of Evidence.

(c) Information obtained under this enclo-
sure shall be properly identified as financial
information and transferred only where an
official need-to-know exists. Failure to iden-
tify or limit access in accordance with this
paragraph does not render the information
inadmissible in courts-martial or other pro-
ceedings.

(d) Access to financial records maintained
by all other financial institutions overseas
by law enforcement activities shall be in ac-
cordance with the local foreign statutes or
procedures governing such access.

[46 FR 29706, June 3, 1981. Redesignated at 56
FR 57984, Nov. 15, 1991]

PART 277—IMPLEMENTATION OF
THE PROGRAM FRAUD CIVIL
REMEDIES ACT

Sec.
277.1 Purpose.
277.2 Applicability.
277.3 Policy.
277.4 Responsibilities.

APPENDIX TO PART 277—PROGRAM FRAUD
CIVIL REMEDIES

AUTHORITY: 31 U.S.C. 3807.

SOURCE: 53 FR 39262, Oct. 6, 1988, unless
otherwise noted.

§ 277.1 Purpose.
This part establishes uniform poli-

cies, assigns responsibilities, and pre-
scribes procedures for implementation
of Pub. L. 99–509.

§ 277.2 Applicability.
This part applies to the Office of the

Secretary of Defense (OSD); the Mili-
tary Departments; the Office of the In-
spector General, Department of De-
fense (OIG, DoD); the Defense Agencies;
and the DoD Field Activities (hereafter
referred to collectively as ‘‘DoD Com-
ponents’’).

§ 277.3 Policy.
It is DoD policy to redress fraud in

DoD programs and operations through
the nonexclusive use of Pub. L. 99–509.
All DoD Components shall comply with
the requirements of this part in using
this new remedy. Changes or modifica-
tions to this part by implementing or-
ganizations are prohibited. Imple-
menting regulations are authorized
only to the extent necessary to effec-
tively carry out the requirements of
this part.

§ 277.4 Responsibilities.
(a) The Inspector General, Department

of Defense (IG, DoD), shall establish
procedures for carrying out the duties
and responsibilities of the ‘‘inves-
tigating official’’ as outlined in the ap-
pendix of this part.

(b) The General Counsel, Department of
Defense (GC, DoD), shall:

(1) Establish procedures for carrying
out the duties and responsibilities of
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