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PART 314—DEFENSE ADVANCED
RESEARCH PROJECTS AGENCY,
PRIVACY ACT OF 1974

AUTHORITY: Pub. L. 93–579, 88 Stat. 1896 (5
U.S.C. 552a).

§ 314.1 Source of regulations.
The Defense Advanced Research

Projects Agency is governed by the
Privacy Act implementation regula-
tions of the Office of the Secretary of
Defense, 32 CFR part 311.

[40 FR 55535, Nov. 28, 1975. Redesignated at 56
FR 55631, Oct. 29, 1991, as amended at 56 FR
57802, Nov. 14, 1991]

PART 315—UNIFORMED SERVICES
UNIVERSITY OF HEALTH
SCIENCES, PRIVACY ACT OF
1974

AUTHORITY: Pub. L. 93–579, 88 Stat. 1896 (5
U.S.C. 552a).

§ 315.1 Source of regulations.
The Uniformed Services University of

the Health Sciences, is governed by the
Privacy Act implementation regula-
tions of the Office of the Secretary of
Defense, 32 CFR part 311.

[40 FR 55535, Nov. 28, 1975. Redesignated at 56
FR 55631, Oct. 29, 1991, as amended at 56 FR
57802, Nov. 14, 1991]

PART 316—DEFENSE INFORMATION
SYSTEMS AGENCY PRIVACY
PROGRAM

Sec.
316.1 Purpose.
316.2 Applicability.
316.3 Authority.
316.4 Definitions.
316.5 Policy.
316.6 Procedures and responsibilities.
316.7 Questions.
316.8 Exemptions.

AUTHORITY: Pub. L. 93–579, 88 Stat. 1986 (5
U.S.C. 552a).

SOURCE: 40 FR 55535, Nov. 28, 1975, unless
otherwise noted. Redesignated at 57 FR 6074,
Feb. 20, 1992.

§ 316.1 Purpose.
This part delineates responsibility

and provides guidance for the imple-

mentation of Pub. L. 93–579 (Privacy
Act of 1974).

§ 316.2 Applicability.

This part applies to Headquarters,
Defense Information Systems Agency
(DISA) and DISA field activities.

[40 FR 55535, Nov. 28, 1975. Redesignated at 57
FR 6074, Feb. 20, 1992, as amended at 62 FR
26389, May 14, 1997]

§ 316.3 Authority.

This part is published in accordance
with the authority contained in 32 CFR
part 310, August 1975.

[40 FR 55535, Nov. 28, 1975. Redesignated and
amended at 57 FR 6074, Feb. 20, 1992]

§ 316.4 Definitions.

Add to the definitions contained in 32
CFR 310.6 the following:

System Manager: The DISA official
who is responsible for policies and pro-
cedures governing a DISA System of
Record. His title and duty address will
be found in the paragraph entitled
Sysmanager in DISA’s Record System
Notices which are published in the
FEDERAL REGISTER in compliance with
provisions of the Privacy Act of 1974.

[40 FR 55535, Nov. 28, 1975. Redesignated and
amended at 57 FR 6074, Feb. 20, 1992; 62 FR
26389, May 14, 1997]

§ 316.5 Policy.

It is the policy of DISA:
(a) To preserve the personal privacy

of individuals, to permit an individual
to know what records exist pertaining
to him in the DISA, and to have access
to and have a copy made of all or any
portion of such records and to correct
or amend such records.

(b) To collect, maintain, use, or dis-
seminate any record of identifiable per-
sonal information in a manner that
assures that such action is for a nec-
essary and lawful purpose; that the in-
formation is timely and accurate for
its intended use; and that adequate
safeguards are provided to prevent mis-
use of such information.

[40 FR 55535, Nov. 28, 1975. Redesignated at 57
FR 6074, Feb. 20, 1992, as amended at 62 FR
26389, May 14, 1997]
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§ 316.6 Procedures and responsibil-
ities.

(a) The Counsel, DISA, is hereby des-
ignated the Privacy Act Officer for
DISA and is responsible for insuring
that an internal DISA Privacy Pro-
gram is established and maintained. He
will also insure that all echelons of
DISA effectively comply with and im-
plement 32 CFR part 310.

(b) The Civilian Assistant to the
Chief of Staff will be responsible for
the annual reporting requirements con-
tained in 32 CFR 310.5.

(c) DISA System Managers and other
appropriate DISA officials will:

(1) Insure compliance with the provi-
sions of 32 CFR 310.9.

(2) Comply with the provisions of 32
CFR 286a.11. In this area the Assistant
to the Director for Administration will
provide assistance.

(3) Adhere to the following:
(i) Within DISA, the System Manager

of any record system will assure that
records pertaining to an individual will
be disclosed, upon request, to the indi-
vidual to whom the record pertains.
The individual need not state a reason
or otherwise justify the need to gain
access. A person of the individual’s
choosing may accompany the indi-
vidual when the record is disclosed.
The System Manager may require the
individual to furnish a written state-
ment authorizing discussion of the in-
dividual’s records in the presence of
the accompanying person. If requested,
the System Manager will have a copy
made of all or any portion of the record
pertaining to the individual in a form
comprehensible to the requester.

(ii) The System Manager may release
records to the individual’s representa-
tive who has the written consent of the
individual. The System Manager will
require reasonable identification of in-
dividuals to assure that records are dis-
closed to the proper person. No
verification of identity will be required
of an individual seeking access to
records which are otherwise available
to any member of the public under the
Freedom of Information Act. Identi-
fication requirements should be con-
sistent with the nature of the records
being disclosed. For disclosure of
records to an individual in person, the
System Manager will require that the

individual show some form of identi-
fication. For records disclosed to an in-
dividual in person or by mail, the Sys-
tem Manager may require whatever
identifying information is needed to lo-
cate the record; i.e., name, social secu-
rity number, date of birth. If the sensi-
tivity of the data warrants, the System
Manager may require a signed nota-
rized statement of identity. The Sys-
tem Manager may compare the signa-
tures of the requester with those in the
records to verify identity. An indi-
vidual will not be denied access to his
record for refusing to disclose his so-
cial security number unless disclosure
is required by statute or by regulation
adopted before 1 January 1975. An indi-
vidual will not be denied access to
records pertaining to him because the
records are exempted from disclosure
under the provisions of the Freedom of
Information Act.

(iii) The System Manager will not
deny access to a record or a copy there-
of to an individual solely because its
physical presence is not readily avail-
able (i.e. on magnetic tape) or because
the context of the record may disclose
sensitive information about another in-
dividual. To protect the personal pri-
vacy of other individuals who may be
identified in a record, the System Man-
ager shall prepare an extract to delete
only that information which would not
be releasable to the requesting indi-
vidual under the Freedom of Informa-
tion Act.

(iv) When the System Manager is of
the opinion that the disclosure of med-
ical information could have an adverse
effect upon the individual to whom it
pertains, the System Manager will
promptly request the individual to sub-
mit the name and address of a doctor
who will determine whether the med-
ical record may be disclosed directly to
the individual. The System Manager
will then request the opinion of the
doctor named by the individual on
whether a medical record may be dis-
closed to the individual. The System
Manager shall disclose the medical
record to the individual to whom it
pertains unless, in the judgment of the
doctor, access to the record could have
an adverse effect upon the individual’s
physical or mental health. In this

VerDate 11<MAY>2000 01:58 Aug 10, 2000 Jkt 190117 PO 00000 Frm 00847 Fmt 8010 Sfmt 8010 Y:\SGML\190117T.XXX pfrm02 PsN: 190117T



848

32 CFR Ch. I (7–1–00 Edition)§ 316.6

event the System Manager will trans-
mit the record to the doctor and imme-
diately inform the individual.

(v) The fees to be charged, if any, to
an individual for making copies of his
record, excluding the cost of any
search for and review of the record,
will be in accordance with the ‘‘Sched-
ule of Fees’’ as set forth in 32 CFR 286.5
and 286.10.

(vi) The System Manager of the
record will permit an individual to re-
quest amendment of a record per-
taining to the individual. Requests to
amend records shall be in person or in
writing and shall be submitted to the
System Manager who maintains the
records. Such requests should contain
as a minimum, identifying information
needed to locate the record, a brief de-
scription of the item or items of infor-
mation to be amended, and the reason
for the requested change.

(vii) The System Manager will pro-
vide a written acknowledgment of the
receipt of a request to amend a record
to the individual who requested the
amendment within 10 days (excluding
Saturdays, Sundays, and legal public
holidays) after the date of receipt of
such request. Such an acknowledgment
may, if necessary, request any addi-
tional information needed to make a
determination. No acknowledgment is
required if the request can be reviewed
and processed and the individual noti-
fied of compliance or denial within the
10 day period.

(viii) The System Manager will
promptly take one of the following ac-
tions on requests to amend records:

(A) Refer the request to the agency
or office that has control of and main-
tains the record in those instances
where the record requested remains the
property of the controlling office or
agency.

(B) In accordance with existing stat-
ute, regulation, or administrative pro-
cedure, make any correction of any
portion thereof which the individual
believes is not accurate, relevant,
timely or complete, or

(C) Inform the individual of the Sys-
tem Manager’s refusal to amend the
record in accordance with the individ-
ual’s request, the reason for the re-
fusal, and the individual’s right to re-
quest a review of the refusal by the Di-

rector, DISA, through the DISA Pri-
vacy Act Board.

(ix) The DISA Privacy Act Board will
be comprised of the DISA Counsel, as
Chairman; the Assistant to the Direc-
tor for Administration, and the Assist-
ant to the Director for Personnel; or in
their absence, their authorized rep-
resentatives. The individual who dis-
agrees with the refusal of the System
Manager to amend his record may re-
quest a review of this refusal by the
DISA Privacy Act Board. The request
for the review may be made orally or in
writing and shall be made to the Sys-
tem Manager. The System Manager
will promptly forward the request for
review to the Chairman of the Board to
make a proper review. The Board will
promptly review the matter. If, after
review, the Board is unanimous in its
decision that the record be amended in
accordance with the request of the in-
dividual then the Chairman of the
Board shall so notify the System Man-
ager. The System Manager will imme-
diately make the necessary corrections
to the record and will promptly notify
the individual. The System Manager
will, if an accounting of disclosure of
the record has been made, advise all
previous recipients of the record, which
was corrected, of the correction and its
substance. This will be done in all in-
stances when a record is amended. If,
after review, the Board decides that
the request for amendment should be
denied, it will promptly forward its
recommendation to the Director, DCA.
A majority vote of the members of the
Board will constitute a recommenda-
tion to the Director.

(x) The Director, DISA, upon receipt
of the Board’s recommendation, will
complete the review and make a final
determination.

(xi) If the Director, DISA, after his
review, agrees with the individual’s re-
quest to amend the record, he will,
through the DISA Counsel, so advise
the individual in writing. The System
Manager will receive a copy of the Di-
rector’s decision and will assure that
the record is corrected accordingly and
that if an accounting of disclosure of
the record has been made, advise all
previous recipients of the record which
was corrected of the correction and its
substance.
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(xii) If, after his review, the Director
refuses to amend the records as the in-
dividual requested, he will, through the
DISA Counsel, advise the individual of
his refusal and the reasons for it; of the
individual’s right to file a concise
statement setting forth the reasons for
the individual’s disagreement with the
decision of the Director, DISA; that
the statement which is filed will be
made available to anyone to whom the
record is subsequently disclosed to-
gether with, at the discretion of the
Agency, a brief statement by the Agen-
cy summarizing its reasons for refusing
to amend the record; that prior recipi-
ents of the disputed record will be pro-
vided a copy of any statement of dis-
pute to the extent that an accounting
of disclosures was maintained; and of
the individual’s right to seek judicial
review of the Agency’s refusal to
amend a record.

(xiii) The Director’s final determina-
tion on the individual’s request for a
review of the System Manager’s initial
refusal to amend the record must be
concluded within 30 days (excluding
Saturdays, Sundays, and legal public
holidays) from the date on which the
individual requested such review unless
the Director determines that a fair and
equitable review cannot be made with-
in that time. If additional time is re-
quired, the individual will be informed
in writing of reasons for the delay and
of the approximate date on which the
review is expected to be completed.

(xiv) After the Director, DISA has re-
fused to amend a record and the indi-
vidual has filed a statement setting
forth the reasons for the individual’s
disagreement with the decision of the
Director, the System Manager will
clearly note any portion of the record
which is disputed. The System Man-
ager’s notation should make clear that
the record is disputed and this should
be apparent to anyone who may subse-
quently have access to, use, or disclose
the record. When the System Manager
has previously disclosed or will subse-
quently disclose that portion of the
record which is disputed he will note
that that portion of the record is dis-
puted and will provide the recipients of
the record with a copy of the individ-
ual’s statement setting forth the rea-
sons for the individual’s disagreement

with the decision of the Director not to
amend the record. The System Man-
ager will also provide recipients of the
disputed record with a brief summary
of the Director’s reasons for not mak-
ing the requested amendments to the
record.

(xv) Nothing herein shall allow an in-
dividual access to any information
compiled in reasonable anticipation of
a civil action or proceeding.

(xvi) Any requests by an individual
for access to or copies of his records
shall be processed in accordance with
this part and 32 CFR part 310.

(d) DISA System Managers will be:
(1) Responsible for complying with

the provisions contained in 32 CFR
310.8 relating to the disclosure to oth-
ers of personal records, obtaining the
written consent of individuals to whom
the record pertains, and for keeping an
accurate accounting of each disclosure
of a record.

(2) Responsible for providing to the
Civilian Assistant to the Chief of Staff
the information requested in 32 CFR
310.5. However, the information will be
reported on a quarterly basis with the
first report due to the Civilian Assist-
ant to the Chief of Staff by 31 Decem-
ber 1975.

(e) The Assistant to the Director for
Administration, Headquarters, DCA
will:

(1) Be responsible for furnishing writ-
ten guidelines to assist System Man-
agers and other DISA officials in evalu-
ating and implementing paperwork
management procedures required under
the Privacy Act of 1974. In this regard
it should be noted that the Act estab-
lishes a number of requirements.
Among these are the requirements:

(i) To disclose records contained in a
system of records only under condi-
tions specified in the law,

(ii) To maintain an accounting of
such disclosures,

(iii) To establish procedures for the
disclosure to an individual of his record
or information pertaining to him,

(iv) For reviewing a request con-
cerning the amendment of such record,
and

(v) For permitting individuals to file
a statement of disagreement which will
be forwarded with subsequent disclo-
sures.
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The guidelines will cover those por-
tions of the Privacy Act which requires
paperwork systems for implementa-
tion. In preparing those guidelines the
Assistant to the Director for Adminis-
tration will make use of the ‘‘Records
Management System for Implementing
the Privacy Act’’ as provided by the
GSA and National Archives and
Records Service, Office of Records
Management. The GSA and NARA pro-
cedures and guidelines will be adapted
and modified as required to meet DISA
needs.

(2) Be responsible for providing the
‘‘Forms’’ which are required to comply
with 32 CFR 310.9(b).

(f) The Assistant to the Director for
Personnel, Headquarters, DISA will:

(1) Be responsible for development,
within DISA, of an appropriate train-
ing program for all DISA personnel
whose duties involve responsibilities
for systems of records affected by the
Privacy Act.

(2) Assure that DISA personnel in-
volved in the design, development, op-
eration, or maintenance of any system
of records, as defined in 32 CFR 310.6
are informed of all requirements to
protect the privacy of the individuals
who are subjects of the records. The
criminal penalties and civil suit as-
pects of the Privacy Act will be empha-
sized.

(3) Assure that within DISA adminis-
trative and physical safeguards are es-
tablished to protect information from
unauthorized or unintentional access,
disclosure, modification or destruction
and to insure that all persons whose of-
ficial duties require access to or proc-
essing and maintenance of personal in-
formation are trained in the proper
safeguarding and use of such informa-
tion.

[40 FR 55535, Nov. 28, 1975. Redesignated and
amended at 57 FR 6074, Feb. 20, 1992; 62 FR
26389, May 14, 1997]

§ 316.7 Questions.

Questions on both the substance and
procedure of the Privacy Act and the
DISA implementation thereof should
be addressed to the DISA Counsel by

the most expeditious means possible,
including telephone calls.

[40 FR 55535, Nov. 28, 1975. Redesignated at 57
FR 6074, Feb. 20, 1992, as amended at 62 FR
26390, May 14, 1997]

§ 316.8 Exemptions.
Section 5 U.S.C. 552a (3)(j) and (3)(k)

authorize an agency head to exempt
certain systems of records or parts of
certain systems of records from some
of the requirements of the act. This
part reserves to the Director, DISA, as
head of an agency, the right to create
exemptions pursuant to the exemption
provisions of the act. All systems of
records maintained by DISA shall be
exempt from the requirements of 5
U.S.C. 552a (d) pursuant to 5 U.S.C.
552a(3)(k)(1) to the extent that the sys-
tem contains any information properly
classified under Executive Order 11652,
‘‘Classification and Declassification of
National Security Information and Ma-
terial,’’ dated March 8, 1972 (37 FR
10053, May 19, 1972) and which is re-
quired by the executive order to be
kept secret in the interest of national
defense or foreign policy. This exemp-
tion, which may be applicable to parts
of all systems of records, is necessary
because certain record systems not
otherwise specifically designated for
exemptions may contain isolated infor-
mation which has been properly classi-
fied.

[42 FR 20298, Apr. 19, 1977. Redesignated at 57
FR 6074, Feb. 20, 1992, as amended at 62 FR
26390, May 14, 1997]

PART 317—DEFENSE CONTRACT
AUDIT AGENCY PRIVACY ACT
PROGRAM

Subpart A—General Provisions

Sec.
317.1 Purpose.
317.2 Applicability and scope.
317.3 Definitions.
317.4 Policy.
317.5 Responsibilities.
317.6 Procedures.

Subpart B—Systems of Records

317.10 General.
317.11 Federal Government contractors.
317.12 Safeguarding information in systems

of records.
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