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The guidelines will cover those por-
tions of the Privacy Act which requires
paperwork systems for implementa-
tion. In preparing those guidelines the
Assistant to the Director for Adminis-
tration will make use of the ‘‘Records
Management System for Implementing
the Privacy Act’’ as provided by the
GSA and National Archives and
Records Service, Office of Records
Management. The GSA and NARA pro-
cedures and guidelines will be adapted
and modified as required to meet DISA
needs.

(2) Be responsible for providing the
‘‘Forms’’ which are required to comply
with 32 CFR 310.9(b).

(f) The Assistant to the Director for
Personnel, Headquarters, DISA will:

(1) Be responsible for development,
within DISA, of an appropriate train-
ing program for all DISA personnel
whose duties involve responsibilities
for systems of records affected by the
Privacy Act.

(2) Assure that DISA personnel in-
volved in the design, development, op-
eration, or maintenance of any system
of records, as defined in 32 CFR 310.6
are informed of all requirements to
protect the privacy of the individuals
who are subjects of the records. The
criminal penalties and civil suit as-
pects of the Privacy Act will be empha-
sized.

(3) Assure that within DISA adminis-
trative and physical safeguards are es-
tablished to protect information from
unauthorized or unintentional access,
disclosure, modification or destruction
and to insure that all persons whose of-
ficial duties require access to or proc-
essing and maintenance of personal in-
formation are trained in the proper
safeguarding and use of such informa-
tion.

[40 FR 55535, Nov. 28, 1975. Redesignated and
amended at 57 FR 6074, Feb. 20, 1992; 62 FR
26389, May 14, 1997]

§ 316.7 Questions.

Questions on both the substance and
procedure of the Privacy Act and the
DISA implementation thereof should
be addressed to the DISA Counsel by

the most expeditious means possible,
including telephone calls.

[40 FR 55535, Nov. 28, 1975. Redesignated at 57
FR 6074, Feb. 20, 1992, as amended at 62 FR
26390, May 14, 1997]

§ 316.8 Exemptions.
Section 5 U.S.C. 552a (3)(j) and (3)(k)

authorize an agency head to exempt
certain systems of records or parts of
certain systems of records from some
of the requirements of the act. This
part reserves to the Director, DISA, as
head of an agency, the right to create
exemptions pursuant to the exemption
provisions of the act. All systems of
records maintained by DISA shall be
exempt from the requirements of 5
U.S.C. 552a (d) pursuant to 5 U.S.C.
552a(3)(k)(1) to the extent that the sys-
tem contains any information properly
classified under Executive Order 11652,
‘‘Classification and Declassification of
National Security Information and Ma-
terial,’’ dated March 8, 1972 (37 FR
10053, May 19, 1972) and which is re-
quired by the executive order to be
kept secret in the interest of national
defense or foreign policy. This exemp-
tion, which may be applicable to parts
of all systems of records, is necessary
because certain record systems not
otherwise specifically designated for
exemptions may contain isolated infor-
mation which has been properly classi-
fied.

[42 FR 20298, Apr. 19, 1977. Redesignated at 57
FR 6074, Feb. 20, 1992, as amended at 62 FR
26390, May 14, 1997]
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1 Copies may be obtained, at cost, from the
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2 See footnote 1 to § 317.1(a).
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Subpart A—General Provisions

§ 317.1 Purpose.
(a) This part consolidates into a sin-

gle document, the Defense Contract
Audit Agency policies and procedures
for implementing the Privacy Act of
1974 (5 U.S.C. 552a), as amended, by au-
thorizing the development, publication
and maintenance of the DCAA Privacy
Act Program set forth by DCAA Regu-
lation 5410.10 1, ‘‘Privacy Act Pro-
gram’’, and DCAA Manual 5410.16 2,
‘‘DCAA Privacy Act Processing
Guide.’’

(b) Its purpose is to delegate authori-
ties and assign responsibilities for the
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3 Copies may be obtained, at cost, from the
National Technical Information Service, 5285
Port Royal Road, Springfield, VA 22161.

administration of the DCAA Privacy
Act Program and to prescribe uniform
procedures for agency personnel con-
sistent with DoD 5025.1–M 3, ‘‘DoD Di-
rectives System Procedures.’’

§ 317.2 Applicability and scope.
(a) This part applies to all DCAA or-

ganizational elements and takes prece-
dence over all regional regulatory
issuances that supplement the DCAA
Privacy Program.

(b) This part shall be made applicable
by contract or other legally binding ac-
tion to contractors whenever a DCAA
contract provides for the operation of a
system of records or portion of a sys-
tem of records to accomplish an agency
function.

§ 317.3 Definitions.
(a) Access. The review of a record or a

copy of a record or parts thereof in a
system of records by any individual.

(b) Agency. For the purposes of dis-
closing records subject to the Privacy
Act among DoD components, the De-
partment of Defense is considered a
single agency. For all other purposes to
include applications for access and
amendment, denial of access or amend-
ment, appeals from denials, and record-
keeping as regards release to non-DoD
agencies; each DoD component, includ-
ing DCAA, is considered an agency
within the meaning of the Privacy Act.

(c) Confidential source. A person or or-
ganization who has furnished informa-
tion to the Federal Government under
an express promise that the person’s or
the organization’s authority will be
held in confidence or under an implied
promise of such confidentiality if this
implied promise was made before Sep-
tember 27, 1975.

(d) Defense Data Integrity Board. Con-
sists of members of the Defense Pri-
vacy Board, as established pursuant to
32 CFR part 310, and in addition the In-
spector General, DoD or the designee,
when convening to oversee, coordinate
and approve or disapprove all DoD
component computer matching covered
by the Privacy Act.

(e) Disclosure. The transfer of any
personal information from a system of
records by any means of communica-
tion (such as oral, written, electronic,
mechanical, or actual review) to any
person, private entity, or government
agency, other than the subject of the
record, the subject’s designated agent
or the subject’s legal guardian.

(f) Federal benefit program. Any pro-
gram administered or funded by the
Federal Government, or by any agent
or state on behalf of the Federal Gov-
ernment, providing cash or in-kind as-
sistance in the form of payments,
grants, loans, or loan guarantees to in-
dividuals.

(g) Federal benefit program match. A
computerized comparison of two or
more automated systems of records or
an automated system of records with
automated non-Federal records for the
purpose of establishing or verifying the
eligibility of or continuing compliance
with statutory and regulatory require-
ments by, applicants for, recipients and
beneficiaries (both present and past) of,
participants in, or providers of services
with respect to, cash or in-kind assist-
ance or payments under Federal ben-
efit programs; or recouping payments
or delinquent debts under such Federal
benefit programs.

(h) Federal personnel. Officers and em-
ployees of the Government of the
United States, members of the uni-
formed services (including members of
the reserve components), individuals
entitled to receive immediate or de-
ferred retirement benefits under any
retirement program of the Government
of the United States (including sur-
vivor benefits).

(i) Federal personnel match. A comput-
erized comparison of two or more auto-
mated Federal personnel or payroll
systems of records or an automated
Federal personnel or payroll system of
records with automated non-Federal
records.

(j) Individual. A living citizen of the
United States or an alien lawfully ad-
mitted to the United States for perma-
nent residence. The legal guardian of
an individual has the same rights as
the individual and may act on his or
her behalf. No rights are vested in the
representative of a dead person under
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this chapter and the term ‘‘individual’’
does not embrace an individual acting
in an interpersonal capacity (for exam-
ple, sole proprietorship or partnership).

(k) Individual access. Access to infor-
mation pertaining to the individual by
the individual or his or her designated
agent or legal guardian.

(l) Maintain. Includes maintain, col-
lect, use, or disseminate.

(m) Matching agency. The agency
which actually performs the match.

(n) Matching program. (1) The term
means any computerized comparison
of:

(i) Two or more automated systems
of records or a system of records with
non-Federal records for the purpose of:

(A) Establishing or verifying the eli-
gibility of, or continuing compliance
with statutory and regulatory require-
ments by, applicants for, recipients or
beneficiaries of, participants in, or pro-
viders of services with respect to, cash
or in-kind assistance or payments
under Federal benefit programs, or

(B) Recouping payments or delin-
quent debts under such Federal benefit
programs, or

(ii) Two or more automated Federal
personnel or payroll systems of records
or a system of Federal personnel or
payroll records with non-Federal
records,

(iii) But does not include:
(A) Matches performed to produce ag-

gregate statistical data without any
personal identifiers.

(B) Matches performed to support
any research for statistical project, the
specific data of which may not be used
to make decisions concerning the
rights, benefits, or privileges of specific
individuals.

(C) Matches performed by an agency
which performs as its principal func-
tion any activity pertaining to the en-
forcement of criminal laws, subsequent
to the initiation of a specific criminal
or civil law enforcement investigation
of a named person or persons for the
purpose of gathering evidence against
such person or persons.

(iv) Matches of tax information.
(A) Pursuant to section 6103(d) of the

Internal Revenue Code of 1986.

(B) For purposes of tax administra-
tion as defined in section 6301(b)(4) of
such Code.

(C) For the purpose of intercepting a
tax refund due an individual under au-
thority granted by section 464 or 1137 of
the Social Security Act; or

(D) For the purpose of intercepting a
tax refund due an individual under any
other tax refund intercept program au-
thorized by statute which has been de-
termined by the Director of the Office
of Management and Budget to contain
verification, notice, and hearing re-
quirements that are substantially simi-
lar to the procedures in section 1137 of
the Social Security Act.

(E) Matches. (1) Using records pre-
dominantly relating to Federal per-
sonnel, that are performed for routine
administrative purposes (subject to
guidance provided by the Director of
the Office of Management and Budget
pursuant to subsection (v) of the Pri-
vacy Act).

(2) Conducted by an agency using
only records from systems of records
maintained by that agency; if the pur-
pose of the match is not to take any
adverse financial, personnel, discipli-
nary, or other adverse action against
Federal personnel; or

(F) Matches performed for foreign
counterintelligence purposes or to
produce background checks for secu-
rity clearances of Federal personnel or
Federal contractor personnel.

(o) Member of the public. Any indi-
vidual or party acting in a private ca-
pacity to include Federal employees or
military personnel.

(p) Non-Federal agency. Any state or
local government, or agency thereof,
which receives records contained in a
system of records from a source agency
for use in a matching program.

(q) Official use. Within the context of
this chapter, this term is used when of-
ficials and employees of the Agency
have a demonstrated need for the use
of any record or the information con-
tained therein in the performance of
their official duties, subject to DCAA
Regulation 5410.10.

(r) Personal information. Information
about an individual that is intimate or
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private to the individual, as distin-
guished from information related sole-
ly to the individual’s official functions
or public life.

(s) Privacy Act. The Privacy Act of
1974 (5 U.S.C. 552a), as amended.

(t) Privacy Act request. A request from
an individual for notification as to the
existence of, access to, or amendment
of records pertaining to that indi-
vidual. These records must be main-
tained in a system of records. The re-
quest must indicate that it is being
made under the Privacy Act to be con-
sidered a Privacy Act request.

(u) Recipient agency. Any agency, or
contractor thereof, receiving records
contained in a system of records from a
source agency for use in a matching
program.

(v) Record. Any item, collection, or
grouping of information about an indi-
vidual that is maintained by an agen-
cy, including, but not limited to, the
individual’s education, financial trans-
actions, medical history, and criminal
or employment history, and that con-
tains the individual’s name, or identi-
fying number, symbol, or other identi-
fying particular assigned to the indi-
vidual, such as a finger or voice print
or a photograph.

(w) Risk assessment. An analysis con-
sidering information sensitivity,
vulnerabilities, and the cost to a com-
puter facility or word processing activ-
ity in safeguarding personal informa-
tion processed or stored in the facility
or activity. Applies to manual and
automated systems.

(x) Routine use. The disclosure of a
record outside the Agency for a use
that is compatible with the purpose for
which the information was collected
and maintained by the Agency. The
routine use must be included in the
published system notice for the system
of records involved.

(y) Source agency. Any agency which
discloses records contained in a system
of records to be used in a matching pro-
gram, or any state or local govern-
ment, or agency thereof, which dis-
closes records to be used in a matching
program.

(z) Statistical record. A record main-
tained only for statistical research or

reporting purposes and not used in
whole or in part in making determina-
tions about specific individuals.

(aa) System of records. A group of
records under the control of the Agen-
cy from which information is retrieved
by the individual’s name or by some
identifying number, symbol, or other
identifying particular assigned to the
individual. System notices for all Pri-
vacy Act systems of records must be
published in the FEDERAL REGISTER.

(bb) Word processing equipment. Any
combination of electronic hardware
and computer software integrated in a
variety of forms (programmable soft-
ware, hard wiring, or similar equip-
ment) that permits the processing of
textual data.

(cc) Word processing system. A com-
bination of equipment employing auto-
mated technology, systematic proce-
dures, and trained personnel for the
primary purpose of manipulating
human thoughts and verbal or written
communications into a form suitable
to the originator.

§ 317.4 Policy.
It is DCAA policy that personnel will

comply with the DCAA Privacy Pro-
gram and the Privacy Act of 1974.
Strict adherence is necessary to ensure
uniformity in the implementation of
the DCAA Privacy Program and create
conditions that will foster public trust.
It is also agency policy to safeguard
personal information contained in any
system of records maintained by DCAA
organizational elements and to make
that information available to the indi-
vidual to whom it pertains to the max-
imum extent practicable. DCAA policy
specifically requires that DCAA organi-
zational elements:

(a) Collect, maintain, use, and dis-
seminate personal information only
when it is relevant and necessary to
achieve a purpose required by statute
or Executive Order.

(b) Collect personal information di-
rectly from the individuals to whom it
pertains to the greatest extent prac-
tical.

(c) Inform individuals who are asked
to supply personal information for in-
clusion in any system of records:

(1) The authority for the solicitation.
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(2) Whether furnishing the informa-
tion is mandatory or voluntary.

(3) The intended uses of the informa-
tion.

(4) The routine disclosures of the in-
formation that may be made outside of
Department of Defense; and

(5) The effect on the individual of not
providing all or any part of the re-
quested information.

(d) Ensure that records used in mak-
ing determinations about individuals
and those containing personal informa-
tion are accurate, relevant, timely, and
complete for the purposes for which
they are being maintained before mak-
ing them available to any recipients
outside of Department of Defense,
other than a Federal agency, unless the
disclosure is made under DCAA Regula-
tion 5410.10, DCAA Freedom of Infor-
mation Act Program (32 CFR part 290).

(e) Keep no record that describes how
individuals exercise their rights guar-
anteed by the First Amendment to the
U.S. Constitution, unless expressly au-
thorized by statute or by the individual
to whom the records pertain or is perti-
nent to and within the scope of an au-
thorized law enforcement activity.

(f) Notify individuals whenever
records pertaining to them are made
available under compulsory legal proc-
esses, if such process is a matter of
public record.

(g) Establish safeguards to ensure the
security of personal information and to
protect this information from threats
or hazards that might result in sub-
stantial harm, embarrassment, incon-
venience, or unfairness to the indi-
vidual.

(h) Establish rules of conduct for
DCAA personnel involved in the design,
development, operation, or mainte-
nance of any system of records and
train them in these rules of conduct.

(i) Assist individuals in determining
what records pertaining to them are
being collected, maintained, used, or
disseminated.

(j) Permit individual access to the in-
formation pertaining to them main-
tained in any system of records, and to
correct or amend that information, un-
less an exemption for the system has
been properly established for an impor-
tant public purpose.

(k) Provide, on request, an account-
ing of all disclosures of the informa-
tion pertaining to them except when
disclosures are made:

(1) To DoD personnel in the course of
their official duties.

(2) Under 32 CFR part 290; and
(3) To another agency or to an instru-

mentality of any governmental juris-
diction within or under control of the
United States conducting law enforce-
ment activities authorized by law.

(l) Advise individuals on their rights
to appeal any refusal to grant access to
or amend any record pertaining to
them, and file a statement of disagree-
ment with the record in the event
amendment is refused.

§ 317.5 Responsibilities.

(a) Headquarters. (1) The Assistant Di-
rector, Resources has overall responsi-
bility for the DCAA Privacy Act Pro-
gram and will serve as the sole appel-
late authority for appeals to decisions
of respective initial denial authorities.
Under his direction, the Chief, Informa-
tion Resources Management Branch,
under the supervision of the Chief, Ad-
ministrative Management Division shall:

(i) Establish, issue, and update poli-
cies for the DCAA Privacy Act Pro-
gram; monitor compliance with this
part; and provide policy guidance for
the DCAA Privacy Act Program.

(ii) Resolve conflicts that may arise
regarding implementation of DCAA
Privacy Act policy.

(iii) Designate an agency Privacy Act
Advisor, as a single point of contact, to
coordinate on matters concerning Pri-
vacy Act policy.

(iv) Make the initial determination
to deny an individual’s written Privacy
Act request for access to or amend-
ment of documents filed in Privacy Act
systems of records. This authority can-
not be delegated.

(2) The DCAA Privacy Act Advisor
under the supervision of the Chief, In-
formation Resources Management
Branch shall:

(i) Manage the DCAA Privacy Act
Program in accordance with this part
and applicable DCAA policies, as well
as Department of Defense and Federal
regulations.
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4 See footnote 1 to § 317.1(a).
5 See footnote 1 to § 317.1(a).

(ii) Provide guidelines for managing,
administering, and implementing the
DCAA Privacy Act Program.

(iii) Implement and administer the
Privacy Act program at the Head-
quarters.

(iv) Ensure that the collection, main-
tenance, use, or dissemination of
records of identifiable personal infor-
mation is in a manner that assures
that such action is for a necessary and
lawful purpose; that the information is
timely and accurate for its intended
use; and that adequate safeguards are
provided to prevent misuse of such in-
formation.

(v) Maintain and publish DCAA Pam-
phlet 5410.13 4, ‘‘DCAA Compilation of
Privacy Act System Notices’’; DCAA
Pamphlet 5410.15 5, ‘‘Privacy Act of
1974, An Employee Guide to Privacy’’;
and DCAA Manual 5410.16, ‘‘DCAA Pri-
vacy Act Processing Guide.’’

(vi) Prepare promptly any required
new, amended, or altered system no-
tices for systems of records subject to
the Privacy Act and submit them to
the Defense Privacy Office for subse-
quent publication in the FEDERAL REG-
ISTER.

(vii) Prepare the annual Privacy Act
Report as required by 32 CFR part 310,
‘‘DoD Privacy Act Program.’’

(viii) Conduct training on the Pri-
vacy Act program for agency per-
sonnel.

(3) Heads of Principal Staff Elements
are responsible for:

(i) Reviewing all regulations or other
policy and guidance issuances for
which they are the proponent to ensure
consistency with the provisions of this
part.

(ii) Ensuring that the provisions of
this part are followed in processing re-
quests for records.

(iii) Forwarding to the DCAA Privacy
Act Advisor, any Privacy Act requests
received directly from a member of the
public, so that the request may be ad-
ministratively controlled and proc-
essed.

(iv) Ensuring the prompt review of
all Privacy Act requests, and when re-
quired, coordinating those requests
with other organizational elements.

(v) Providing recommendations to
the DCAA Privacy Act Advisor regard-
ing the releasability of DCAA records
to members of the public, along with
the responsive documents.

(vi) Providing the appropriate docu-
ments, along with a written justifica-
tion for any denial, in whole or in part,
of a request for records to the DCAA
Privacy Act Advisor. Those portions to
be excised should be bracketed in red
pencil, and the specific exemption or
exemptions cited which provide the
basis for denying the requested records.

(4) The General Counsel is responsible
for:

(i) Ensuring uniformity is main-
tained in the legal position, and the in-
terpretation of the Privacy Act (32
CFR part 310), and this part.

(ii) Consulting with General Counsel,
Department of Defense on final denials
that are inconsistent with decisions of
other DoD components, involve issues
not previously resolved, or raise new or
significant legal issues of potential sig-
nificance to other Government agen-
cies.

(iii) Providing advice and assistance
to the Assistant Director, Resources;
Regional Directors; and the Regional
Privacy Act Officer, through the DCAA
Privacy Act Advisor, as required, in
the discharge of their responsibilities.

(iv) Coordinating Privacy Act litiga-
tion with the Department of Justice.

(v) Coordinating on Headquarters de-
nials of initial requests.

(5) Each Regional Director is respon-
sible for the overall management of the
Privacy Act program within their re-
spective regions. Under his/her direc-
tion, the Regional Resources Manager is
responsible for the management and
staff supervision of the program and
for designating a Regional Privacy Act
Officer.

(i) Regional Directors will, as designee
of the Director, make the initial deter-
mination to deny an individual’s writ-
ten Privacy Act request for access to
or amendment of documents filed in
Privacy Act systems of records. This
authority cannot be delegated.

(ii) Regional Privacy Act Officers will:
(A) Implement and administer the

Privacy Act program throughout the
region.
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(B) Ensure that the collection, main-
tenance, use, or dissemination of
records of identifiable personal infor-
mation is in a manner that assures
that such action is for a necessary and
lawful purpose; that the information is
timely and accurate for its intended
use; and that adequate safeguards are
provided to prevent misuse of such in-
formation.

(C) Prepare input for the annual Pri-
vacy Act Report as shown in DCAA
Manual 5410.16 when requested by the
DCAA Information and Privacy Advi-
sor.

(D) Conduct training on the Privacy
Act program for regional and FAO per-
sonnel.

(E) Provide recommendations to the
Regional Director through the Re-
gional Resources Manager regarding
the releasability of DCAA records to
members of the public.

(6) Managers, Field Audit Offices
(FAOs) will:

(i) Ensure that the provisions of this
part are followed in processing requests
for records.

(ii) Forward to the Regional Privacy
Act Officer, any Privacy Act requests
received directly from a member of the
public, so that the request may be ad-
ministratively controlled and proc-
essed.

(iii) Ensure the prompt review of all
Privacy Act requests, and when re-
quired, coordinating those requests
with other organizational elements.

(iv) Provide recommendations to the
Regional Privacy Act Officer regarding
the releasibility of DCAA records to
members of the public, along with the
responsive documents.

(v) Provide the appropriate docu-
ments, along with a written justifica-
tion for any denial, in whole or in part,
of a request for records to the Regional
Privacy Act Officer. Those portions to
be excised should be bracketed in red
pencil, and the specific exemption or
exemptions cited which provide the
basis for denying the requested records.

(7) DCAA Employees will:
(i) Not disclose any personal informa-

tion contained in any system of
records, except as authorized by this
part.

(ii) Not maintain any official files
which are retrieved by name or other

personal identifier without first ensur-
ing that a notice for the system has
been published in the FEDERAL REG-
ISTER.

(iii) Report any disclosures of per-
sonal information from a system of
records or the maintenance of any sys-
tem of records that are not authorized
by this part to the appropriate Privacy
Act officials for their action.

§ 317.6 Procedures.
Procedures for processing material in

accordance with the Privacy Act of
1974 are outlined in subparts B through
L of this part.

Subpart B—Systems of Records
§ 317.10 General.

(a) System of records. To be subject to
this part, a ‘‘system of records’’ must:

(1) Consist of ‘‘records’’ that are re-
trieved by the name or some other per-
sonal identifier of an individual, and

(2) Be under the control of the Agen-
cy.

(b) Retrieval practices. (1) Records in a
group of records that could be retrieved
by personal identifiers, but are not cov-
ered by this part, even if the records
contain information about individuals
and are under the control of the agen-
cy. The records must, in fact, be re-
trieved by personal identifiers in order
to become a system of records.

(2) If records previously not retrieved
by personal identifiers are rearranged
so they are retrieved by personal iden-
tifiers, a new system of records is cre-
ated and a notice of the system must
be published in the FEDERAL REGISTER
of its existence.

(3) If records in a system of records
are rearranged so retrieval no longer is
by personal identifiers, the records are
no longer subject to this part and the
records system notice shall be deleted.

(c) Recordkeeping standards. A record
maintained in a system of records must
meet the following criteria:

(1) The record must be accurate--all
information in the record must be fac-
tually correct.

(2) The record must be relevant--all
information contained in the record
must be related to the individual who
is the subject of record and also must
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be related to a lawful purpose or mis-
sion of the agency.

(3) The record must be timely--all in-
formation in the record must be re-
viewed periodically to ensure that it
has not changed due to time or later
events.

(4) The record must be complete--it
must be able to stand alone in accom-
plishing the purpose for which it is
maintained.

(5) The record must be necessary--all
information in the record must be
needed to accomplish the agency mis-
sion or purpose established by Federal
law or Executive Order of the Presi-
dent.

(d) Authority to establish systems of
records. The specific Federal statute or
Executive Order of the President
should be identified that authorizes
maintaining each system of records. A
statute or Executive Order authorizing
a system of records does not negate the
responsibility to ensure the informa-
tion in the system of records is rel-
evant and necessary.

(e) Exercise of first amendment rights.
(1) Records should not be maintained
describing how an individual exercises
rights guaranteed by the first amend-
ment of the U.S. Constitution unless:

(i) Expressly authorized by Federal
law;

(ii) Expressly authorized by the indi-
vidual; or

(iii) Pertinent to and within the
scope of an authorized law enforcement
activity.

(2) First amendment rights include,
but are not limited to, freedom of reli-
gion, freedom of political beliefs, free-
dom of speech, freedom of the press,
the right to assemble, and the right to
petition.

(f) System manager’s evaluations and
reviews. (1) Each new proposed system
of records shall be evaluated.

(i) The information to be included in
the system should be evaluated before
establishing it.

(ii) The following factors should be
considered:

(A) The relationship of each item of
information to be collected and re-
tained to the purpose for which the
system is maintained. All information
must be relevant to the purpose.

(B) The specific impact on the pur-
pose or mission if each category of in-
formation is not collected. All informa-
tion must be necessary to accomplish a
lawful purpose or mission.

(C) The ability to meet the informa-
tional needs without using personal
identifiers (will anonymous statistical
records meet the needs?).

(D) The length of time each item of
information must be kept.

(E) The methods of disposal; and
(F) The cost of maintaining the infor-

mation.
(2) All existing systems of records

shall be evaluated and reviewed.
(i) When an alteration or amendment

of an existing system is prepared, an
evaluation must be performed.

(ii) Reviews should be conducted
often and reports prepared which out-
line the results and corrective actions
taken to resolve problems uncovered.

(A) Training practices should be re-
viewed annually to ensure all personnel
are familiar with the requirements of
the Privacy Act and any special needs
their specific jobs entail.

(B) Recordkeeping and disposal prac-
tices should be reviewed annually to
ensure compliance with this part.

(C) Each ongoing computer matching
program in which records from the sys-
tem have been matched with non-DoD
records should be reviewed annually to
ensure that the applicable require-
ments have been met.

(D) Actions of agency personnel that
resulted in either the agency being
found civilly liable or an employee
being found criminally liable should be
reviewed annually to determine the ex-
tent of the problem and find the most
effective way of preventing the prob-
lem in the future.

(E) Each system of records notice
should be reviewed annually to ensure
it accurately describes the system.
Where minor changes are needed,
amend the system notice. If major
changes are needed, alter the system
notice.

(F) A random sample of agency con-
tracts that provide for the operation of
a system of records on behalf of the
agency to accomplish an agency func-
tion should be reviewed every even-
numbered year to ensure the wording
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6 See footnote 1 to § 317.1(a).

7 For sale by the Superintendent of Docu-
ments, U.S. Government Printing Office,
Washington, DC 20402.

of each contract complies with the pro-
visions of the Privacy Act of 1974 (5
U.S.C. 552a).

(G) The routine use disclosures asso-
ciated with each system of records
should be reviewed every three years to
ensure the recipient’s use of the
records continues to be compatible
with the purpose for which the agency
originally collected the information.

(H) Each system of records for which
exemption rules have been established
should be reviewed every three years to
determine whether each exemption is
still needed.

(iii) When directed, the reports
should be sent through proper channels
to the agency Privacy Act Advisor who
will forward them to the Defense Pri-
vacy Office.

(g) Discontinued information require-
ments. (1) Any category or item of in-
formation about individuals that is no
longer justified should not be collected,
and when feasible, the information
should be removed from existing
records.

(2) Records that must be kept in ac-
cordance with retention and disposal
needs established under DCAA Manual
5015.1 6, ‘‘Files and Disposition Man-
ual,’’ shall not be destroyed.

(h) Review records before disclosing
them outside the Federal government. Be-
fore disclosing a record from a system
of records to anyone outside the Fed-
eral government, reasonable steps
should be taken to ensure the record to
be disclosed is accurate, relevant,
timely, and complete for the purposes
it is being maintained.

§ 317.11 Federal Government contrac-
tors.

(a) Applicability to Federal government
contractors. (1) When the agency con-
tracts for the operation of a system of
records or portion thereof to accom-
plish an agency function, this part and
5 U.S.C. 552a are applicable. For pur-
poses of the criminal penalties, the
contractor and its employees shall be
considered employees of the agency
during the performance of the con-
tract.

(2) Consistent with Parts 24 and 52 of
the Federal Acquisition Regulation 7,
contracts for the operation of a system
of records or portion thereof shall iden-
tify specifically the record system and
the work to be performed, and shall in-
clude in the solicitations and resulting
contract such terms specifically pre-
scribed by the FAR.

(3) If the contractor must use records
that are subject to this part to perform
any part of a contract, and the infor-
mation would have been collected and
maintained by the agency but for the
contract, the contractor activities are
subject to this rule.

(4) This rule does not apply to
records of a contractor that are:

(i) Established and maintained solely
to assist the contractor in making in-
ternal contractor management deci-
sions, such as records maintained by
the contractor for use in managing the
contract; or

(ii) Maintained as internal contractor
employee records, even when used in
conjunction with providing goods or
services to the agency.

(iii) For contracting that is subject
to this part, the agency shall:

(A) Inform prospective contractors of
their responsibilities under the DCAA
Privacy Program.

(B) Establish an internal system for
reviewing contractor performance to
ensure compliance with the DCAA Pri-
vacy Program; and

(C) Provide for the biennial review of
a random sampling of agency contracts
that are subject to this rule.

(b) Contracting procedures. The De-
fense Acquisition Regulatory Council
is responsible for developing the spe-
cific policies and procedures for solic-
iting, awarding, and administering con-
tracts.

(c) Contractor compliance. The agency
shall establish contract surveillance
programs to ensure contractors comply
with the procedures established by the
Defense Acquisition Regulatory Coun-
cil pursuant to the preceding sub-
section.

(d) Disclosing records to contractors.
Disclosing records to a contractor for
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use in performing a contract for the
agency is considered a disclosure with-
in the agency. The contractor is con-
sidered the agent of DCAA when receiv-
ing and maintaining the records for the
agency.

§ 317.12 Safeguarding information in
systems of records.

(a) General responsibilities. Appro-
priate administrative, technical, and
physical safeguards shall be estab-
lished to ensure the records in every
system of records are protected from
unauthorized alteration, destruction,
or disclosure. The records shall be pro-
tected from reasonably anticipated
threats or hazards that could result in
substantial harm, embarrassment, in-
convenience, or unfairness to any indi-
vidual on whom information is main-
tained.

(b) Minimum standards. (1) Risk anal-
ysis and management planning shall be
conducted for each system of records.
Sensitivity and use of the records,
present and projected threats and
vulnerabilities, and present and pro-
jected cost-effectiveness of safeguards
should be considered. The risk analysis
may vary from an informal review of a
small, relatively insensitive system to
a formal, fully quantified risk analysis
of a large, complex, and highly sen-
sitive system.

(2) All personnel operating a system
of records or using records from a sys-
tem of records should be trained in
proper record security procedures.

(3) Information exempt from disclo-
sure under DCAA Freedom of Informa-
tion Act Program (32 CFR part 290),
shall be labeled to reflect its sensi-
tivity, such as ‘‘FOR OFFICIAL USE
ONLY,’’ ‘‘PRIVACY ACT SENSITIVE:
DISCLOSE ON A NEED-TO-KNOW
BASIS ONLY,’’ or some other language
that alerts individuals to the sensi-
tivity of the records.

(4) Special administrative, physical,
and technical safeguards shall be em-
ployed to protect records stored or
processed in an automated data proc-
essing or word processing system from
threats unique to those environments.

(c) Records disposal. (1) Records from
systems of records should be disposed
of to prevent inadvertent disclosure.
Disposal methods such as tearing,

burning, melting, chemical decomposi-
tion, burying, pulping, pulverizing,
shredding, or mutilation are considered
adequate if the records are rendered
unrecognizable or beyond reconstruc-
tion. Magnetic media may be cleared
by degaussing, overwriting, or com-
pletely erasing.

(2) The transfer of large volumes of
records (e.g., computer cards and print-
outs) in bulk to a disposal activity
such as a Defense Reutilization and
Marketing Office for authorized dis-
posal is not a disclosure of records
under this rule if volume of the
records, coding of the information, or
some other factor renders it impossible
to recognize any personal information
about a specific individual.

(3) When disposing or destroying
large quantities of records from a sys-
tem of records, care must be taken to
ensure that the bulk of the records is
maintained to prevent easy identifica-
tion of specific records. If such bulk is
maintained, no special procedures are
required. If bulk is not maintained, or
if the form of the records makes indi-
vidually identifiable information easily
discernible, dispose of the records in
accordance with paragraph (c)(1) of this
section.

Subpart C—Collecting Information
About Individuals

§ 317.20 General considerations.
(a) Collect directly from the individual.

To the greatest extent practicable, in-
formation should be collected for sys-
tems of records directly from the indi-
vidual to whom the record pertains if
the record may be used to make an ad-
verse determination about the individ-
ual’s rights, benefits, or privileges
under Federal programs.

(b) Soliciting the Social Security num-
ber. (1) It is unlawful for any Federal,
State, or local government agency to
deny an individual a right, benefit, or
privilege provided by law because the
individual refuses to provide the Social
Security Number (SSN). However, this
prohibition does not apply if:

(i) A Federal law requires that the
SSN be provided, or

(ii) The SSN is required by a law or
regulation adopted before January 1,
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1975, to verify the individual’s identity
for a system of records established and
in use before that date.

(2) Before requesting an individual to
provide the SSN, the individual shall
be told:

(i) Whether providing the SSN is vol-
untary or mandatory,

(ii) By what law or other authority
the SSN is solicited, and

(iii) What uses will be made of the
SSN.

(3) The notice published in the FED-
ERAL REGISTER for each system of
records containing SSNs solicited from
individuals must indicate the author-
ity for soliciting the SSNs and whether
it is mandatory for the individuals to
provide their SSNs. Executive Order
9397 permits Federal agencies to solicit
SSNs as numerical identifiers for indi-
viduals in Federal records systems.

(4) Upon entrance into employment
with the agency, individuals must pro-
vide their SSNs; therefore, they must
be given the notification. The SSN is
then the individual’s numerical identi-
fier and used to establish personnel, fi-
nancial, medical, and other official
records. After the individual has pro-
vided the SSN to establish the records,
the notification is not required when
the SSN is requested only for
verification or to locate the records.

(5) The Federal Personnel Manual
should be consulted when soliciting
SSNs for use in systems of records con-
trolled by the Office of Personnel Man-
agement.

(c) Collecting information about indi-
viduals from third persons. It might not
always be practical to collect all infor-
mation about the individual directly
from the individual, such as when:

(1) Verifying information through
other sources for security or employ-
ment suitability determinations.

(2) Seeking other opinions, such as a
supervisor’s comments on past per-
formance or other evaluations.

(3) Obtaining the necessary informa-
tion directly from the individual will
be exceptionally difficult or will result
in unreasonable costs or delays; or

(4) The individual requests or con-
sents to contacting another person to
obtain the information.

(d) Privacy Act statement. (1) When an
individual is requested to furnish infor-

mation about himself or herself for a
system of records, a Privacy Act state-
ment must be provided to the indi-
vidual, regardless of the method used
to collect the information (forms, per-
sonal interviews, telephonic inter-
views, etc.). If the information re-
quested will not be included in a sys-
tem of records, a Privacy Act state-
ment is not required.

(2) The Privacy Act statement shall
include the following:

(i) The Federal law or Executive
Order of the President that authorizes
collecting the information.

(ii) Whether it is voluntary or man-
datory for the individual to provide the
requested information.

(iii) The principal purposes for which
the information will be used.

(iv) The routine uses that will be
made of the information (to whom and
why it will be disclosed outside the De-
partment of Defense); and

(v) The effects, if any, on the indi-
vidual if all or part of the information
is not provided.

(3) The Privacy Act statement must
appear on the form used to collect the
information or on a separate form that
can be retained by the individual re-
questing it. If the information is col-
lected other than by the individual
completing a form, such as when the
information is solicited by telephone,
the Privacy Act statement should be
read to the individual and a copy sent
to him or her on request.

(4) It is mandatory for an individual
to furnish information about himself or
herself for a system of records only
when a Federal law or Executive Order
of the President specifically imposes a
duty to furnish the information and
provides a penalty, e.g., criminal sanc-
tions, for failure to do so. If furnishing
the information is only a condition for
granting a benefit or privilege volun-
tarily sought by the individual (such as
a request for annual leave), it is vol-
untary for the individual to give the
information. However, the denial of the
benefit or privilege must be listed in
the Privacy Act statement as one of
the effects of not providing the infor-
mation, i.e., the effects on the indi-
vidual if the information is not pro-
vided.

VerDate 11<MAY>2000 01:58 Aug 10, 2000 Jkt 190117 PO 00000 Frm 00861 Fmt 8010 Sfmt 8010 Y:\SGML\190117T.XXX pfrm02 PsN: 190117T



862

32 CFR Ch. I (7–1–00 Edition)§ 317.21

8 Copies may be obtained, at cost, from the
Defense Contract Audit Agency, ATTN:
CMO, Cameron Station, Alexandria, VA
22304–6178.

§ 317.21 Forms.
(a) DCAA forms. (1) DCAA Regulation

5015.3 8, ‘‘DCAA Forms Management
Program,’’ provides guidance for pre-
paring the Privacy Act statement for
use with DCAA forms.

(2) When forms are used to collect in-
formation about individuals for a sys-
tem of records, the Privacy Act state-
ment shall appear as follows (listed in
the order of preference):

(i) Immediately below the title of the
form.

(ii) Elsewhere on the front page of
the form (clearly indicating it is the
Privacy Act statement).

(iii) On the back of the form with a
notation of its location below the title
of the form, or

(iv) On a separate form which the in-
dividual may keep.

(b) Non-DCAA forms. Forms subject to
5 U.S.C. 552a issued by other DoD com-
ponents or Federal agencies might con-
tain a Privacy Act statement; however,
the statement might not reflect accu-
rately the authority, purposes, and
routine uses applicable within the
agency. If so, the activity using the
form shall prepare a statement or sup-
plement to the one provided with the
form.

Subpart D—Access to Records
§ 317.30 Individual access to records.

(a) Right of access (1) The access pro-
visions of this part are for individuals
who are subjects of records maintained
in DCAA systems of records.

(2) All information that can be re-
leased consistent with applicable laws
and regulations should be made avail-
able to the subject of record.

(b) Notification of record’s existence.
Record managers of system of records
shall establish procedures for notifying
an individual, in response to a request,
if the system of records contains a
record pertaining to him or her.

(c) Individual requests for access. (1)
Individuals shall address requests for
access to records in systems of records

to the responsible system manager or
the regional Privacy Act officer.

(2) Requests for access may be oral or
written; however, only written re-
quests are to be maintained in the Pri-
vacy Act case file and counted when
compiling the annual Privacy Act re-
port.

(d) Verifying identity. (1) An indi-
vidual shall provide reasonable
verification of identity before obtain-
ing access to records.

(2) Procedures for verifying identity
shall not be complicated merely to dis-
courage individuals from seeking ac-
cess to records.

(3) When an individual seeks access
in person, identification can be verified
by documents normally carried by the
individual, such as an identification
card, driver’s license, or other license,
permit or pass normally used for iden-
tification purposes.

(4) When access is requested other
than in person, identity may be
verified by the individual’s providing
minimum identifying data such as full
name, date and place of birth, or other
information necessary to locate the
record sought. If the information
sought is sensitive, additional identi-
fying data may be required.

(5) The individual may be accom-
panied by a person of his or her choice
when viewing the record; however, the
individual may be required to provide
written authorization to have the
record discussed in front of the other
person.

(6) An individual shall not be denied
access to a record solely for refusing to
divulge the SSN, unless it is the only
means of retrieving the record or
verifying identity.

(7) An individual shall not be re-
quired to explain why he or she is seek-
ing access to a record.

(8) Only a designated denial author-
ity may deny access. The denial must
be in writing.

(9) If notarization of requests is re-
quired for access, procedures shall be
established for an alternate method of
verification for individuals who do not
have access to notary services, such as
military members overseas. The fol-
lowing formats may be used as pre-
scribed by 28 U.S.C. 1746:

VerDate 11<MAY>2000 01:58 Aug 10, 2000 Jkt 190117 PO 00000 Frm 00862 Fmt 8010 Sfmt 8010 Y:\SGML\190117T.XXX pfrm02 PsN: 190117T



863

Office of the Secretary of Defense § 317.30

(i) If executed outside of the United
States: ‘‘I declare (or certify, verify, or
state) under penalty of perjury under the
laws of the United States of America that
the foregoing is true and correct. Executed
on (date). (Signature).’’

(ii) If executed within the United
States, its territories, possessions, or
commonwealths: ‘‘I declare (or certify,
verify, or state) under penalty of perjury
that the foregoing is true and correct. Ex-
ecuted on (date). (Signature).’’

(e) Granting individual access to
records. (1) The individual should be
granted access to the original record
(or exact copy) without any changes or
deletions. A record that has been
amended is considered the original.

(2) The individual’s request should be
granted for an exact copy of the record,
and, upon the signed authorization of
the individual, a copy should be pro-
vided to anyone designated by the indi-
vidual. In either case, the copying fees
may be assessed to the individual.

(3) If requested, explain any record or
portion of a record that is not under-
stood, as well as any changes or dele-
tions.

(f) Illegible, incomplete, or exempt
records. (1) Illegible or incomplete
records. Individual access should not be
denied solely because the physical con-
dition or format of the record does not
make it readily available, such as when
the record is in a deteriorated state or
on magnetic tape. In this case, the doc-
ument should be recopied exactly or an
extract can be prepared.

(2) Exempt records. A request for a
record that is wholly or partially ex-
empt from access shall also be proc-
essed under the Freedom of Informa-
tion Act (FOIA). The requester shall be
granted access to all information that
is releasable under either this part or
the FOIA. The agency may provide this
information in the form of an extract
or summary of the record. The provi-
sions of this rule or the FOIA under
which access was granted should be
cited.

(g) Access to medical and psychological
records. (1) Individual access to medical
and psychological records should be
provided, even if the individual is a
minor, unless it is determined that ac-
cess could have an adverse effect on the
mental or physical health of the indi-

vidual. This determination normally
should be made in consultation with a
medical practitioner.

(2) If it is medically indicated that
access could have an adverse mental or
physical effect on the individual, the
record should be provided to a medical
practitioner named by the individual,
along with an explanation why access
without medical supervision could be
harmful to the individual.

(3) The named medical practitioner
should not be required to request the
record for the individual.

(4) If the individual refuses or fails to
designate a medical practitioner, ac-
cess shall be refused. The refusal is not
considered a denial for reporting pur-
poses under the Privacy Act.

(h) Access by parents and legal guard-
ians. (1) The parent of any minor, an
individual under 18 years of age who is
neither a member of a Military Service
nor married, or the legal guardian of
any individual declared by a court of
competent jurisdiction to be incom-
petent due to physical or mental inca-
pacity or age, may obtain access to the
record of the minor or incompetent in-
dividual if the parent or legal guardian
is acting on behalf of the minor or in-
competent (i.e., for the benefit of the
minor or incompetent). However, with
respect to access by parents and legal
guardians to medical records and med-
ical determinations about minors, ob-
serve the following procedures:

(i) In the United States, the laws of
the state where the records are located
might afford special protection to cer-
tain medical records such as drug and
alcohol abuse treatment records and
psychiatric records. The state statutes
might apply even if the records are
maintained by a military medical facil-
ity.

(ii) For installations located outside
the United States, the parent or legal
guardian of a minor shall be denied ac-
cess if all four of the following condi-
tions are met:

(A) The minor at the time of the
treatment or consultation was 15, 16, or
17 years old.

(B) The treatment or consultation
was within a program authorized by
law or regulation to provide confiden-
tiality to the minor.
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(C) The minor specifically indicated a
desire that the treatment or consulta-
tion record be handled in confidence
and not disclosed to a parent or guard-
ian, and

(D) The parent or legal guardian does
not have the written authorization of
the minor or a valid court order grant-
ing access.

(2) A minor or incompetent has the
same right of access as any other indi-
vidual. The right of access of the par-
ent or legal guardian is in addition to
that of the minor or incompetent.

(i) Access to information compiled in
anticipation of a civil proceeding. (1) An
individual is not entitled to access in-
formation compiled in reasonable an-
ticipation of a civil action or pro-
ceeding.

(2) The term ‘‘civil action or pro-
ceeding’’ includes quasi-judicial and
pretrial judicial proceedings as well as
formal litigation.

(3) Paragraphs (i)(1) and (2) of this
section do not prohibit access to
records compiled or used for purposes
other than litigation, nor prohibit ac-
cess to systems of records solely be-
cause they are frequently subject to
litigation. The information must have
been compiled for the primary purpose
of litigation.

(4) Attorney work products prepared
in conjunction with the paragraphs
(i)(1) and (2) of this section are also
protected.

(j) Non-agency records. (1) Certain
documents under the control of DCAA
personnel and used to assist them in
performing official functions may not
be considered agency records within
the meaning of this part. Such docu-
ments, if maintained in accordance
with the following subparagraph, are
not systems of records that are subject
to this part. Examples are personal
telephone lists and personal notes kept
to refresh the memory of the author.

(2) To be considered non-agency
records, the documents must:

(i) Be maintained and discarded sole-
ly at the discretion of the author.

(ii) Be created only for the author’s
personal convenience.

(iii) Not be the result of official di-
rection or encouragement, whether
oral or written; and

(iv) Not be shown to other persons for
any reason.

(k) Relationship between the Privacy
Act and the Freedom of Information Act
(FOIA). (1) Access requests that specifi-
cally state or reasonably imply that
they are made under the Freedom of
Information Act (5 U.S.C. 552), are
processed pursuant to DCAA Regula-
tion 5410.10 (32 CFR part 290).

(2) Access requests that specifically
state or reasonably imply that they are
made under the Privacy Act of 1974 (5
U.S.C. 552a) are processed pursuant to
this part.

(3) Access requests that cite both the
FOIA and the Privacy Act are proc-
essed under the Act that provides the
greater degree of access. The requester
should be informed which Act was used
in granting or denying access.

(4) Individual access should not be de-
nied to records otherwise releasable
under the Privacy Act or the Freedom
of Information Act solely because the
request does not cite the appropriate
statute.

(l) Time limits. Access requests should
be acknowledged within 10 working
days after receipt, and access should be
granted or denied within 30 working
days, excluding Federal holidays.

§ 317.31 Reproduction fees.
(a) Fee schedules. The fees charged re-

questers shall include only the direct
cost of reproduction and shall not in-
clude costs of:

(1) Time or effort devoted by agency
personnel to searching for or reviewing
the record.

(2) Fees not associated with the ac-
tual cost of reproduction.

(3) Producing a copy when it must be
provided to the individual without cost
under another regulation, directive, or
law.

(4) Normal postage.
(5) Transportation of records or per-

sonnel, or
(6) Producing a copy when the indi-

vidual has requested only to review the
record and has not requested a copy to
keep, and

(i) The only means of allowing review
is to make a copy (e.g., the record is
stored in a computer and a copy must
be printed to provide individual ac-
cess), or
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(ii) The agency does not wish to sur-
render temporarily the original record
for the individual to review.

(7) Compute fees using the appro-
priate portions of the fee schedule in 32
CFR part 286, subpart F.

(b) Fee waivers. (1) Fees shall be
waived automatically if the direct cost
of reproduction is less than $30, unless
the individual is requesting an obvious
extension or duplication of a previous
request for which he or she was granted
a waiver.

(2) Decisions to waive or reduce fees
that exceed $30 may be made on a case-
by-case basis.

§ 317.32 Denying individual access.

(a) Denying individual access. The sub-
ject of record may be denied access
only if it:

(1) Was compiled in reasonable an-
ticipation of a civil action or pro-
ceeding; or

(2) Is in a system of records that has
been exempted from the access provi-
sions of this part.

(3) The individual should be denied
access only to those portions of the
record for which the denial will serve a
legitimate governmental purpose.

(4) An individual may be refused ac-
cess for failure to comply with estab-
lished procedural requirements, but
must be told the specific reason for the
refusal and the proper access proce-
dures.

(b) Notifying the individual. Written
denial of access must be given to the
individual and must be documented in
a Privacy Act case file. The denial
shall include:

(1) The name, title, and signature of
a designated denial authority.

(2) The date of the denial.
(3) The specific reason for the denial,

citing the appropriate sections of the
Privacy Act or this part authorizing
the denial.

(4) Notice of the individual’s right to
appeal the denial within 60 calendar
days of the date the notice is mailed;
and

(5) The title and address of the appeal
official.

(c) Appeal procedures. Appeal proce-
dures provide for the following:

(1) Review by the Assistant Director,
Resources, DCAA Headquarters, or his
or her designee, of any appeal by an in-
dividual.

(2) Written notification to the indi-
vidual by the Assistant Director, Re-
sources shall:

(i) If the denial is sustained totally
or in part, include:

(A) The reason for denying the ap-
peal, citing the provision of the Pri-
vacy Act or this part upon which the
denial is based.

(B) The date of the appeal determina-
tion.

(C) The name, title, and signature of
the appeal authority; and

(D) A statement informing the appli-
cant of the right to seek judicial relief
in Federal District Court.

(ii) If the appeal is granted, advise
the individual and provide access to
the record sought.

(d) Final action, time limits, and docu-
mentation. (1) The written appeal notifi-
cation granting or denying access is
the final agency action on the initial
request for access.

(2) All appeals shall be processed
within 30 working days, excluding Fed-
eral holidays, of receipt, unless the ap-
peal authority finds that an adequate
review cannot be completed within
that period. If additional time is need-
ed, notify the applicant in writing, ex-
plaining the reason for the delay and
when the appeal will be completed.

(3) All actions on appeals must be
documented in the Privacy Act case
file.

(e) Denial of appeal by the agency’s
failure to act. An individual may con-
sider his or her appeal denied if the ap-
peal authority fails:

(1) To take final action on the appeal
within 30 working days, excluding Fed-
eral holidays, of receipt when no exten-
sion of time notice was given; or

(2) To take final action within the pe-
riod established by the extension of
time notice.

(f) Denying access to Office of Per-
sonnel Management (OPM) records held
by the agency. (1) The records in all sys-
tems of records maintained in accord-
ance with the OPM Government-wide
system notices are only in the tem-
porary custody of the agency.
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(2) All requests for access to these
records must be processed in accord-
ance with the OPM Federal Personnel
Manual as well as DCAA Manual
1400.1 9, ‘‘DCAA Personnel Management
Manual.’’

(3) When DCAA initially denies ac-
cess to a record in an OPM Govern-
ment-wide system, the agency shall in-
struct the individual to direct any ap-
peal to the Assistant Director for
Workforce Information, Personnel Sys-
tems and Oversight Group, Office of
Personnel Management, 1900 E Street,
NW, Washington, DC 20415–0001.

§ 317.33 Privacy Act case files.
(a) Documents used in processing no-

tification, access, and amendment re-
quests made under the Privacy Act or
this part shall be filed in a Privacy Act
case file established for each request,
not in the record to which they per-
tain.

(b) Privacy Act case files should con-
tain the following information:

(1) The request to be notified if a sys-
tem of records contains a record per-
taining to the individual and the re-
quest for access and amendment.

(2) Approval, denial, request for ap-
peal, action on appeal, coordination ac-
tion, and other documents relating to
the request; and

(3) Documentation of reasons for ex-
ceeding the established time limits for
processing the request.

(c) The Privacy Act case file shall
not contain a copy of the record and
shall not be used to make any deter-
mination about the individual, other
than determinations about the Privacy
Act request.

(d) The case file shall be used only to
process requests and provide statistics
such as for the annual report required
by the Privacy Act.

Subpart E—Amendment of
Records

§ 317.40 Individual review and amend-
ment.

Individuals are encouraged to review
periodically the information main-
tained about them in systems of

records, and to avail themselves of the
amendment procedures established by
this part.

§ 317.41 Amending records.
(a) Right to request amendment. An in-

dividual may request the amendment
of any record retrieved by his or her
personal identifier from a system of
records, unless the system has been ex-
empted from the amendment proce-
dures. See § 317.133. Amendments are
limited to correcting factual matters,
not matters of opinion such as those
contained in evaluations of promotion
potential and performance appraisals.

(b) Written amendment request. The
agency may require that amendment
requests be in writing; however, this
requirement shall not be used merely
to discourage individuals from request-
ing valid amendments or to burden
needlessly the amendment process.
Only written amendment requests
must be documented in the Privacy
Act case file.

(c) Content of amendment request. An
amendment request must include:

(1) A description of the information
to be amended.

(2) The reason for the amendment.
(3) The type of amendment action

sought (deletion, correction, or addi-
tion); and

(4) Copies of available documentary
evidence supporting the request.

§ 317.42 Burden of proof.
The individual must provide ade-

quate support for the request.

§ 317.43 Verifying identity.
The individual may be required to

provide identification to prevent the
inadvertent or intentional amendment
of another’s record.

§ 317.44 Limits on amending judicial
and quasi-judicial evidence and
findings.

This part does not permit the alter-
ation of evidence presented in the
course of judicial or quasi-judicial pro-
ceedings. Amendments to such records
must be made in accordance with pro-
cedures established for such pro-
ceedings. This part does not permit a
collateral attack on a judicial or quasi-
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judicial finding; however, it may be
used to challenge the accuracy of re-
cording the finding in a system of
records.

§ 317.45 Standards for amendment re-
quest determinations.

The record which the individual re-
quests to be amended must meet agen-
cy recordkeeping standards. The record
must be accurate, relevant, timely,
complete, and necessary. If the record
in its present state does not meet each
of the criteria, the amendment request
shall be granted to the extent nec-
essary to meet them.

§ 317.46 Time limits.
Within 10 working days, excluding

Federal holidays, of receiving an
amendment request, provide the indi-
vidual a written acknowledgment of
the request. If action on the amend-
ment request is completed within the
10 working days and the individual is
so informed, no separate acknowledg-
ment is necessary. The acknowledg-
ment must clearly identify the request
and advise the individual when to ex-
pect notification of the completed ac-
tion. Only under exceptional cir-
cumstances shall more than 30 working
days, excluding Federal holidays, be re-
quired to complete the action on an
amendment request. If a completed ac-
tion takes longer than 30 working days,
the delay must be explained fully in
the Privacy Act case file.

§ 317.47 Granting an amendment re-
quest in whole or in part.

(a) Notify the requester. To the extent
the amendment request is granted, the
individual shall be notified and make
the appropriate amendment.

(b) Notify previous recipients. All pre-
vious recipients of the information (as
reflected in the disclosure accounting
records) should be notified that the
amendment has been made and provide
each a copy of the amended record. Re-
cipients who are known to be no longer
retaining the record need not be ad-
vised of the amendment. If it is known
that other DoD components or other
Federal Agencies have been provided
the information that was amended, or
if the individual requests that other

DoD components or other Federal
agencies be notified, provide the notifi-
cation even if those components or
agencies are not listed in the disclosure
accounting.

(c) Documentation. The action should
be documented in the Privacy Act case
file if the request for amendment was
in writing.

§ 317.48 Denying an amendment re-
quest in whole or in part.

(a) If the amendment request is de-
nied in whole or in part, the individual
should be promptly notified in writing
and document the action in the Pri-
vacy Act case file. The notification to
the individual shall include:

(b) Basis for denial. Those sections of
the Privacy Act or this part upon
which the denial is based.

(c) Right to appeal. Advice that the
individual may appeal to the Assistant
Director, Resources, or his or her des-
ignee for an independent review of the
initial denial.

(d) Appeal procedures. The procedures
for requesting an appeal, including the
title and address of the official to
whom the appeal should be sent; and

(e) Appeal assistance. Where the indi-
vidual can receive assistance in filing
the appeal.

§ 317.49 Appeal procedures.
Procedures to ensure the prompt,

complete, and independent review of
each denial of an amendment request if
the individual appeals must ensure:

(a) Appeals are forwarded. The appeal
with all supporting documentation, in-
cluding that furnished by the indi-
vidual and that contained in agency
records, is provided to the Assistant
Director, Resources, or his or her des-
ignee.

(b) Standards for review. The standard
for deciding the appeal is whether the
unamended record is accurate, rel-
evant, timely, complete, and necessary.
If the unamended record does not meet
each of these criteria, the amendment
request shall be granted to the extent
necessary to meet them.

(c) Time limits. The appeal is proc-
essed within 30 working days, exclud-
ing Federal holidays, unless the appeal
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official determines that an adequate
review cannot be completed within
that period and gives the individual a
written explanation of the reason and
when the review will be completed.

(d) Denial notification. If the appeal is
denied completely or in part, the indi-
vidual is provided written notification
that:

(1) The appeal has been denied, citing
the sections of the Privacy Act or this
rule on which the denial was based.

(2) The individual may file a state-
ment of disagreement. An explanation
of the filing procedures will be included
in the written notification.

(3) If properly filed, the statement of
disagreement shall be included in the
record and furnished to all future re-
cipients of the record and to all prior
recipients of the record as listed on the
disclosure accounting, except those
known to be no longer retaining the
record; and

(4) The individual may seek judicial
review of the decision not to amend the
record.

(e) Amendment notification. If the
record is amended:

(1) The individual is notified prompt-
ly of the decision.

(2) All previous recipients of the
record, as listed in the disclosure ac-
counting (except those known to be no
longer retaining the record), are noti-
fied of the amendment and provided a
copy; and

(3) Any previous recipient known to
be holding a copy of the record (but not
listed in the disclosure accounting), as
well as any other DoD component or
other Federal agency named by the in-
dividual, also should be informed of the
amendment and provided a copy.

(f) Documentation. All actions on the
appeal shall be documented in the Pri-
vacy Act case file.

§ 317.50 Requests for amending OPM
records.

The records in an OPM Government-
wide system of records are only tempo-
rarily in the custody of the agency. Re-
quests for amendment of these records
must be processed in accordance with
the OPM Federal Personnel Manual.
The agency denial authority may deny
a request, but all denials are subject to

review by the Assistant Director for
Workforce Information, Personnel Sys-
tems Oversight Group, Office of Per-
sonnel Management, 1900 E Street NW,
Washington, DC 20415–0001.

§ 317.51 Individual’s statement of dis-
agreement.

(a) Right to submit. If the appeal au-
thority refuses to amend the record as
requested, the individual may submit a
concise statement of disagreement list-
ing the reasons for disagreeing with
the refusal to amend.

(b) Filing the statement. If possible, in-
corporate the statement of disagree-
ment into the record. If that is not pos-
sible, the record should be annotated to
reflect that the statement was filed
and maintain the statement so that it
can be obtained readily when the dis-
puted information is used or disclosed.
For instance, automated record sys-
tems not programmed to accept state-
ments of disagreement must be capable
of having indicators entered to reflect
the presence of statements on file and
how to obtain them.

(c) Inform previous recipients. Copies of
the statement of disagreement should
be furnished to all individuals listed in
the disclosure accounting of the record
(except those known to be no longer re-
taining the record), as well as to all
other known holders of copies of the
record.

(d) Disclosure. Whenever the disputed
information is disclosed for any pur-
pose, ensure that the statement of dis-
agreement also is used or disclosed.

§ 317.52 Agency’s statement of reasons.
(a) Right to file. If the individual files

a statement of disagreement, the agen-
cy may file a statement of reasons con-
taining a concise summary of the agen-
cy’s reasons for denying the amend-
ment request.

(b) Content. The statement of reasons
shall contain only those reasons given
to the individual by the appeal official
and shall not contain any comments on
the individual’s statement of disagree-
ment.

(c) Disclosure. At the discretion of the
agency, the statement of reasons may
be disclosed to those individuals, DoD

VerDate 11<MAY>2000 01:58 Aug 10, 2000 Jkt 190117 PO 00000 Frm 00868 Fmt 8010 Sfmt 8010 Y:\SGML\190117T.XXX pfrm02 PsN: 190117T



869

Office of the Secretary of Defense § 317.61

10 See footnote 1 to § 317.1(a).

components, and other Federal agen-
cies that receive the statement of dis-
agreement.

Subpart F—Disclosure of Records
§ 317.60 Conditions of disclosure.

(a) Disclosures to third persons. (1)
Under the Privacy Act, there are two
terms describing how information from
a record is provided:

(i) ‘‘Access’’ occurs when information
from a record is provided or shown to
the individual who is the subject of
record or, if that individual is a minor
or incompetent, to the parent or legal
guardian.

(ii) ‘‘Disclosure’’ occurs when infor-
mation from a record is provided or
shown to anyone other than the subject
of record, or the parent or legal guard-
ian of a minor or incompetent.

(b) When disclosures may be made. Dis-
closures may be made only when:

(1) The subject of record gives writ-
ten consent for the disclosure; or

(2) One of the twelve conditions spec-
ified in § 317.61.

(c) Validation before disclosure. Except
for disclosures made under the FOIA or
DCAA Regulation 5410.10 (32 CFR part
290), make reasonable efforts to ensure
the record is accurate, relevant, time-
ly, and complete for agency purposes
before disclosing any record from a sys-
tem of records to any recipient other
than a Federal agency. Records discov-
ered to have been improperly filed in
the system of records should be re-
moved before disclosure.

(1) If validation cannot be obtained
from the record itself, the agency may
contact the subject of record (if reason-
ably available) to verify the accuracy,
timeliness, completeness, and rel-
evancy of the information.

(2) If validation cannot be obtained
from the record and the subject of
record is not reasonably available, the
recipient should be advised that the in-
formation is believed to be valid as of
a specific date and reveal any factors
bearing on the validity of the informa-
tion.

§ 317.61 Non-consensual disclosures.
The Privacy Act provides twelve in-

stances when a record in a system of

records may be disclosed without the
written consent of the subject of the
record:

(a) Disclosures within the Department
of Defense for official purposes. For pur-
poses of disclosing records among DoD
components, the Department of De-
fense is considered a single agency;
hence, a record may be disclosed to any
officer or employee in the Department
of Defense who needs it in the perform-
ance of official duties. Rank or posi-
tion alone does not authorize the dis-
closure; there must be a demonstrated
official need.

(b) Disclosures required by the Freedom
of Information Act (FOIA). (1) A record
must be disclosed if required by the
FOIA, which is implemented by DCAA
Regulation 5410.10 (32 CFR part 290).

(2) The FOIA requires that records be
made available to any person request-
ing them in writing, unless the record
is exempt from disclosure under one of
the nine FOIA exemptions. Therefore,
if a record is not exempt from disclo-
sure, it must be provided to the re-
quester.

(3) Certain records, such as per-
sonnel, medical, and similar files, are
exempt from disclosure under FOIA Ex-
emption number 6. Under that exemp-
tion, disclosure of information per-
taining to an individual can be denied
only when the disclosure would be ‘‘a
clearly unwarranted invasion of per-
sonal privacy.’’

(4) Records or information from in-
vestigatory records, including per-
sonnel security investigatory records,
are exempt from disclosure under the
broader standard of ‘‘an unwarranted
invasion of personal privacy’’ found in
FOIA Exemption number 7. This broad-
er standard applies only to investiga-
tory records.

(5) A disclosure under the FOIA
about civilian employees must be in
accordance with DCAA Regulation
5410.8 10, but the following information
normally may be disclosed from civil-
ian employee records:

(i) Full name.
(ii) Present and past position titles

and occupational series.
(iii) Present and past grades.
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(iv) Present and past annual salary
rates (including performance awards or
bonuses, incentive awards, merit pay
amount, Meritorious and Distinguished
Executive Ranks, and allowances and
differentials).

(v) Past duty stations.
(vi) Present duty station and future

duty station (if finalized), including
room numbers, shop designations, or
other identifying information regard-
ing buildings or places of employment,
unless the duty stations have been de-
termined by the agency to be sensitive,
routinely deployable, or located in a
foreign territory.

(vii) Position descriptions, identifica-
tion of job elements, and those per-
formance standards (but not actual
performance appraisals) that the dis-
closure of which would not interfere
with law enforcement programs or se-
verely inhibit agency effectiveness.

(6) Disclosure of home addresses and
home telephone numbers:

(i) The disclosure under the FOIA of
home addresses and telephone numbers
normally is considered a clearly unwar-
ranted invasion of personal privacy and
is prohibited. However, they may be
disclosed if:

(A) The individual has consented, in
writing, to the disclosure.

(B) The disclosure is required by the
FOIA; or

(C) The disclosure is required by an-
other Federal law, such as 42 U.S.C. 653,
which provides assistance to states in
locating parents who have defaulted on
child support payments.

(ii) When compiling home addresses
and telephone numbers, the individual
shall be offered the option of author-
izing disclosure of the information
without further consent for specific
purposes, such as locator services. In
that case, the information may be dis-
closed for the stated purpose without
further consent. If the information is
to be disclosed for any other purpose, a
signed consent permitting the addi-
tional disclosure must be obtained
from the individual.

(iii) Before listing home addresses
and home telephone numbers in tele-
phone directories, the individual
should be given the opportunity to
refuse such a listing. If the individual
requests that the home address or tele-

phone number not be listed in the di-
rectory, additional fees should not be
assessed associated with maintaining
an unlisted number for government-
owned telephone services.

(iv) The sale or rental of lists of
names and addresses is prohibited un-
less such action is specifically author-
ized by Federal law, but this does not
prohibit the disclosure of names and
addresses otherwise permitted to be
made public, such as by DCAA Regula-
tion 5410.10 (32 CFR part 290).

(c) Disclosures for established routine
uses. (1) Records may be disclosed out-
side the agency if the disclosure is for
an established routine use.

(2) A routine use shall:
(i) Be compatible with and related to

the purpose for which the record was
created.

(ii) Identify the persons or organiza-
tions to whom the record may be dis-
closed.

(iii) Identify specifically the uses for
which the information may be em-
ployed by the receiving person or orga-
nization; and

(iv) Be contained in the system of
records notice published previously in
the FEDERAL REGISTER.

(3) A routine use shall be established
for each user of the information out-
side the agency who needs the informa-
tion for an official purpose.

(4) Routine uses may be established,
discontinued, or amended without the
consent of the individuals to whom the
records pertain. However, new and
amended routine uses must be pub-
lished in the FEDERAL REGISTER at
least 30 days before the information
may be disclosed under their provi-
sions.

(5) In addition to the routine uses es-
tablished by the system notices pub-
lished in the FEDERAL REGISTER, cer-
tain common ‘‘blanket routine uses’’
have been established for all systems of
records maintained by the agency.
These blanket routine uses are pub-
lished in the FEDERAL REGISTER at the
beginning of the listing of system no-
tices for the agency. Unless a system
notice specifically excludes a system of
records from a blanket routine use, all
blanket routine uses apply to that sys-
tem. See appendix A to this part.
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(6) If the ‘‘routine user’’ recipient has
not been identified in the FEDERAL
REGISTER or if the recipient, though
identified, intends to employ the infor-
mation for a purpose not published in
the FEDERAL REGISTER, the written
consent of the individual is required
before the disclosure can be made.

(d) Disclosures to the Bureau of the
Census. Records may be disclosed to
the Bureau of the Census for purposes
of planning or carrying out a census or
survey or related activities under the
provisions of 13 U.S.C. 8.

(e) Disclosures for statistical research or
reporting. Records may be disclosed to a
recipient for statistical research or re-
porting if:

(1) Prior to the disclosure, the recipi-
ent has provided adequate written as-
surance that the records shall be used
solely for statistical research or re-
porting; and

(2) The records are transferred in a
form that does not identify individuals.

(f) Disclosures to the National Archives
and Records Administration. (1) Records
may be disclosed to the National Ar-
chives and Records Administration for
evaluation to determine whether the
records have sufficient historical or
other value to warrant preservation by
the Federal government. If preserva-
tion is warranted, the records will be
retained by the National Archives and
Records Administration, which be-
comes the official owner of the records.

(2) Records may be disclosed to the
National Archives and Records Admin-
istration to carry out records manage-
ment inspections required by Federal
law. Such disclosures are authorized by
the National Archives and Records Act
of 1984, Pub. L. 98–497.

(3) Records transferred to a Federal
Records Center operated by the Na-
tional Archives and Records Adminis-
tration for storage are not within this
category. Those records continue to be
maintained and controlled by the agen-
cy. The Federal Records Center is con-
sidered the custodian agent of the
agency.

(g) Disclosures when requested for law
enforcement purposes. (1) A record may
be disclosed to another agency or an
instrumentality of any governmental
jurisdiction within or under the con-

trol of the United States for a civil or
criminal law enforcement activity if:

(i) The civil or criminal law enforce-
ment activity is authorized by law
(Federal, State, or local); and

(ii) The head of the agency or instru-
mentality (or his or her designee) has
made a written request to DCAA speci-
fying the particular record or portion
desired and the law enforcement activ-
ity for which it is sought.

(2) Blanket requests for any and all
records pertaining to an individual
shall not be honored. The requesting
agency or instrumentality must speci-
fy each record or portion desired and
how each relates to the authorized law
enforcement activity.

(3) This disclosure provision applies
when the law enforcement agency or
instrumentality requests the record. If
DCAA discloses a record outside the
Department of Defense for law enforce-
ment purposes without the individual’s
consent and without an adequate writ-
ten request, the disclosure must be
pursuant to an established routine use,
such as the blanket routine use for law
enforcement.

(h) Disclosures to protect the health or
safety of an individual. (1) Records may
be disclosed by any means and to any
person pursuant to a showing of com-
pelling circumstances affecting the
health or safety of an individual. The
affected individual need not be the sub-
ject of the record.

(2) Notification of the disclosure
(date and what, why, and to whom dis-
closed) must be sent to the subject of
the record. Sending the notification to
the last known address is sufficient.

(i) Disclosures to Congress. (1) A record
may be disclosed to either House of
Congress on the initiative of the agen-
cy or at the request of either the Sen-
ate or House of Representatives as a
whole.

(2) A record also may be disclosed to
any committee, subcommittee, or joint
committee of Congress if the disclosure
pertains to a matter within the legisla-
tive or investigative jurisdiction of the
committee, subcommittee, or joint
committee.

(3) Individual members of Congress
not acting on behalf of the entire
house, a committee, subcommittee, or
joint committee have no greater right
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to have records disclosed to them than
any other individual. However, for
Members of Congress making inquiries
on behalf of individuals who are sub-
jects of records, a blanket routine use
has been established to permit disclo-
sures to individual members of Con-
gress.

(i) When responding to a congres-
sional inquiry made on behalf of a con-
stituent by whose identifier the record
is retrieved, there is no need to verify
that the individual has authorized the
disclosure to the Member of Congress.

(ii) The oral statement of a congres-
sional staff member is sufficient to es-
tablish that a request has been re-
ceived from the individual to whom the
record pertains.

(iii) If the constituent inquiry is
made on behalf of an individual other
than the subject of the record, provide
the Member of Congress only that in-
formation releasable under the FOIA.
The Member of Congress should be ad-
vised that the written consent of the
subject of record is required before ad-
ditional information may be disclosed.
The subject of record should not be
contacted to obtain consent for the dis-
closure to the Member of Congress un-
less the congressional office specifi-
cally requests that it be done.

(j) Disclosures to the Comptroller Gen-
eral for the General Accounting Office.
Records may be disclosed to the Comp-
troller General, or his or her author-
ized representative, for the perform-
ance of the duties of the General Ac-
counting Office.

(k) Disclosures pursuant to court or-
ders. (1) Records may be disclosed pur-
suant to the order of a court of com-
petent jurisdiction.

(2) The court order must bear the sig-
nature of a Federal, State, or local
judge. Orders signed by court clerks or
attorneys are not deemed to be orders
of a court of competent jurisdiction. A
photocopy of the order, regular on its
face, will be sufficient evidence of the
court’s exercise of its authority if the
minimal requirements of DCAA Regu-
lation 5410.11, ‘‘Release of Official In-
formation in Litigation and Testimony
by DCAA Personnel as Witness.’’

(3) When a record is disclosed under
this provision and the compulsory legal
process becomes a matter of public

record, make reasonable efforts to no-
tify the subject of the record. Notifica-
tion sent to the last known address of
the individual is sufficient.

(l) Disclosures to consumer reporting
agencies. (1) Certain information may
be disclosed to consumer reporting
agencies as defined by 31 U.S.C. 952d.

(2) Under these provisions, the fol-
lowing information may be disclosed to
a consumer reporting agency:

(i) Name, address, taxpayer identi-
fication number (SSN), and other infor-
mation necessary to establish the iden-
tity of the individual.

(ii) The amount, status, and history
of the claim; and

(iii) The agency or program under
which the claim arose.

(3) 31 U.S.C. 952d specifically requires
that the FEDERAL REGISTER notice for
the system of records from which the
information will be disclosed indicate
that the information may be disclosed
to a consumer reporting agency.

§ 317.62 Disclosures to commercial en-
terprises.

(a) General policy. (1) Records may be
disclosed to commercial enterprises
only under the criteria established by
the FOIA.

(2) The relationship of commercial
enterprises to their customers or cli-
ents and to the agency is not changed
by this part.

(3) The policy on personal indebted-
ness for civilian employees, is con-
tained in DCAA Manual 1400.1, DCAA
Personnel Management Manual.

(b) Disclosure of information. (1) Any
information required to be disclosed by
the FOIA may be disclosed to a re-
questing commercial enterprise.

(2) Commercial enterprises may
present a concise statement signed by
the individual indicating specific con-
ditions for disclosing information from
a record. Statements such as the fol-
lowing, if signed by the individual, are
considered sufficient to authorize the
disclosure:

I hereby authorize the Defense Contract
Audit Agency to verify my Social Security
Number or other identifying information and
to disclose my home address and telephone
number to authorized representatives of
(name of commercial enterprise) to be used
in connection with my commercial dealings
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with that enterprise. All information fur-
nished will be used in connection with my fi-
nancial relationship with (name of commer-
cial enterprise).

(3) When a consent statement as de-
scribed in the preceding paragraph is
presented, the information should be
provided to the commercial enterprise,
unless the disclosure is prohibited by
another regulation or Federal law.

(4) Requests should not be honored
from commercial enterprises for offi-
cial evaluations or personal character-
istics such as personal financial habits.

§ 317.63 Disclosing health care records
to the public.

This section applies to the disclosure
of information to the news media and
the public concerning individuals
treated or hospitalized in DoD medical
facilities and, when the cost of care is
paid by the agency, in non-Federal fa-
cilities.

(a) Disclosures without the individual’s
consent. Normally, the following infor-
mation may be disclosed without the
individual’s consent:

(1) Information required to be re-
leased by the FOIA, as well as the in-
formation listed for military personnel
and for civilian employees; and

(2) The following general information
concerning medical condition:

(i) Date of admission or disposition;
and

(ii) Present medical assessment of
the individual’s condition in the fol-
lowing terms, if the medical practi-
tioner has volunteered the informa-
tion:

(A) The individual’s condition pres-
ently is (stable) (good) (fair) (serious)
(critical), and

(B) The patient is conscious,
semiconscious, or unconscious.

(b) Disclosures with the individual’s
consent. With the individual’s informed
consent, any information about the in-
dividual may be disclosed. If the indi-
vidual is a minor or has been declared
incompetent by a court of competent
jurisdiction, the parent or the ap-
pointed legal guardian may give con-
sent on behalf of the individual.

(c) Disclosures to other government
agencies. This section does not limit
otherwise lawful disclosures to other

government agencies for use in deter-
mining eligibility for special assistance
or other benefits provided there is a
published routine use permitting the
disclosure.

§ 317.64 Accounting for disclosures.

(a) When to keep disclosure account-
ings. An accurate record of all disclo-
sures made from a record (including
those made with the consent of the in-
dividual) should be kept except those
made:

(1) To DCAA personnel for use in per-
forming their official duties; and

(2) Pursuant to DCAA Regulation
5410.10 (32 CFR part 290).

(b) Content of disclosure accountings.
Disclosure accountings shall contain:

(1) The date of the disclosure.
(2) A description of the information

disclosed.
(3) The purpose of the disclosure; and
(4) The name and address of the per-

son or agency to whom the disclosure
was made.

(c) Using disclosure accountings. When
an individual’s request to amend the
record is granted and when an indi-
vidual files a statement of disagree-
ment, all persons and agencies listed in
the disclosure accounting, except those
known to be no longer retaining the
record, must be informed.

(d) Individual access to disclosure ac-
countings. The record subject has the
right of access to the disclosure ac-
counting except when:

(1) The disclosure was made at the re-
quest of a civil or criminal law enforce-
ment agency, or

(2) The system of records has been ex-
empted from the requirement to pro-
vide access to the disclosure account-
ing.

(e) Methods of disclosure accounting.
(1) The agency may use any method of
disclosure accounting that will readily
provide the necessary disclosure infor-
mation required.

(2) When numerous similar records
are disclosed (e.g., sending payroll
checks to banks), identify the category
of records disclosed and include the in-
formation in some form that can be
used to construct a disclosure account-
ing.
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(f) Retaining disclosure accountings.
The disclosure accounting shall be re-
tained for five years after the disclo-
sure was made or the life of the record,
whichever is longer.

Subpart G—Publication
Requirements

§ 317.70 Federal Register publication.
(a) Documents that must be published

in the FEDERAL REGISTER. (1) Three
types of documents relating to the Pri-
vacy Program must be published in the
FEDERAL REGISTER:

(i) DCAA Privacy Program proce-
dural rules (32 CFR part 317).

(ii) DCAA exemption rules (32 CFR
part 317), and

(iii) Record system notices.
(2) DoD 5025.1–M, ‘‘DoD Directives

System Procedures,’’ and DoD Direc-
tive 5400.9, ‘‘Publication of Proposed
and Adopted Regulations Affecting the
Public’’ (32 CFR part 336), contain in-
formation on preparing documents for
publication in the FEDERAL REGISTER.

(b) Effect of publication in the FED-
ERAL REGISTER. Publishing a document
in the FEDERAL REGISTER constitutes
official public notice of the existence
and content of the document.

(c) Formal rulemaking and notices. (1)
DCAA Privacy Program procedural and
exemption rules are subject to the rule-
making procedures prescribed by 32
CFR part 336. These are incorporated
automatically into the Code of Federal
Regulations.

(2) Record system notices are pub-
lished in the FEDERAL REGISTER as ‘‘no-
tices.’’ They are not subject to the
rulemaking procedures or automatic
incorporation into the Code of Federal
Regulations.

(d) Submitting Privacy Program proce-
dural rules for publication. (1) Proce-
dural rules must be published in the
FEDERAL REGISTER first as proposed
rules to allow for public comment, then
as final rules.

(2) The DCAA Privacy Advisor will
submit to the Defense Privacy Office
all proposed rules implementing this
rule. The submission must conform to
the FEDERAL REGISTER format.

(3) This part published as a final rule
in the FEDERAL REGISTER shall be in-

corporated by regions as their own
rules by reference rather than by re-
publication. A region that simply im-
plements this part as its own rule need
not publish it as a final rule in the
FEDERAL REGISTER.

(4) Amendments to agency rules are
submitted in the same manner as the
original rules.

(5) The Defense Privacy Office,
DA&M, reviews and submits all DoD
component rules, and amendments to
rules to the FEDERAL REGISTER for pub-
lication.

(e) Submitting exemption rules for pub-
lication. (1) Exemption rules must be
published in the FEDERAL REGISTER
first as proposed rules to allow for pub-
lic comment, then as final rules.

(2) No system of records shall be ex-
empt from any provision of the Privacy
Act until the exemption rule has been
published in the FEDERAL REGISTER as
a final rule.

(3) Proposed exemption rules should
be submitted in proper format through
the agency Privacy Advisor to the De-
fense Privacy Office, DA&M, for review
and submittal to the FEDERAL REG-
ISTER for publication.

(4) Amendments to exemption rules
are submitted in the same manner as
the original exemption rules.

(f) Submitting record system notices for
publication. (1) Although system no-
tices are not subject to formal rule-
making procedures, advance public no-
tice must be given before the agency
may begin to collect information for or
maintain a new system of records. The
notice procedures require that:

(i) The record system notice describe
the contents of the record system and
the purposes and routine uses for which
the information will be used and dis-
closed.

(ii) The public be given 30 days to
comment on any proposed routine uses
before the routine uses are imple-
mented; and

(iii) The notice contain the date the
system of records will become effec-
tive.

(2) System notices shall be submitted
though the agency Privacy Advisor to
the Defense Privacy Office, DA&M, for
publication in the FEDERAL REGISTER.
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§ 317.71 Exemption rules.
(a) General procedures. This section

provides guidance for establishing ex-
emptions for systems of records.

(b) Content of exemption rules. (1) Each
proposed exemption rule submitted for
publication in the FEDERAL REGISTER
must contain:

(i) The agency identification and
name of the record system for which an
exemption will be established.

(ii) The subsection(s) of the Privacy
Act which grants the agency authority
to claim an exemption for the system
(e.g., subsection (k)(2) or (k)(5) of the
Privacy Act).

(iii) The particular subsection(s) of
the Privacy Act which the system will
be exempt from (e.g., subsections (c)(3),
(d)(1)–(5) of the Privacy Act); and

(iv) The reasons why an exemption
from the particular subsection identi-
fied in the preceding subparagraph is
being claimed.

§ 317.72 System of records notices.
(a) Contents of a record system notice.

The following data captions are pre-
scribed by the Office of the FEDERAL
REGISTER and must be included for
each system notice:

(1) System identifier.
(2) System name.
(3) System location.
(4) Categories of individuals covered

by the system.
(5) Categories of records in the sys-

tem.
(6) Authority for maintenance of the

system.
(7) Purpose(s).
(8) Routine uses of records main-

tained in the system, including cat-
egories of users and purposes of the
uses.

(9) Policies and practices for storing,
retrieving, accessing, retaining, and
disposing of records in the system.

(10) System manager(s) and address.
(11) Notification procedures.
(12) Record access procedures.
(13) Contesting records procedures.
(14) Record source categories; and
(15) Exemptions claimed for the sys-

tem.
(b) System identification. The system

identifier must appear in all system
notices. It is limited to 21 positions, in-

cluding agency code, file number, sym-
bols, punctuation, and spaces.

(c) System name. (1) The system name
must indicate the general nature of the
system of records and, if possible, the
general category of individuals to
whom it pertains.

(2) Acronyms should be established
parenthetically following the first use
of the name (e.g., ‘‘Field Audit Office
Management Information System
(FMIS)’’). Acronyms shall not be used
unless preceded by such an expla-
nation.

(3) The system name may not exceed
55 character positions, including punc-
tuation and spaces.

(d) System location. (1) For a system
maintained in a single location, pro-
vide the exact office name, organiza-
tional identity, routing symbol, and
full mailing address. Do not use acro-
nyms in the location address.

(2) For a geographically or organiza-
tionally decentralized system, describe
each level of organization or element
that maintains a portion of the system
of records.

(3) For an automated data system
with a central computer facility and
input or output terminals at geo-
graphically separate locations, list
each location by category.

(4) If multiple locations are identified
by type of organization, the system lo-
cation may indicate that official mail-
ing addresses are published as an ap-
pendix to the agency’s compilation of
systems of records notices in the FED-
ERAL REGISTER. If no address directory
is used, or if the addresses in the direc-
tory are incomplete, the address of
each location where a portion of the
record system is maintained must ap-
pear under the ‘‘system location’’ cap-
tion.

(5) Classified addresses shall not be
listed, but the fact that they are classi-
fied shall be indicated.

(6) The U.S. Postal Service two-letter
state abbreviation and the nine-digit
zip code shall be used for all domestic
addresses.

(e) Categories of individuals covered by
the system. (1) Clear, nontechnical
terms shall state the specific cat-
egories of individuals to whom records
in the system pertain.
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(2) Broad descriptions such as ‘‘all
DCAA personnel’’ or ‘‘all employees,’’
should be avoided unless the term actu-
ally reflects the category of individuals
involved.

(f) Categories of records in the system.
(1) Clear, nontechnical terms shall be
used to describe the types of records
maintained in the system.

(2) The description of documents
should be limited to those actually re-
tained in the system of records. Source
documents should not be described that
are used only to collect data and then
are destroyed.

(g) Authority for maintenance of the
system. (1) The system of records must
be authorized by a Federal law or Exec-
utive Order of the President, and the
specific provision must be cited.

(2) When citing federal laws, include
the popular names (e.g.,‘‘5 U.S.C. 552a,
The Privacy Act of 1974’’) and for Exec-
utive Orders, the official titles (e.g.,
‘‘Executive Order 9397, Numbering Sys-
tem for Federal Accounts Relating to
Individual Persons’’).

(3) The Directive establishing the
agency, DoD Directive 5105.36 (32 CFR
part 357), as well as the law that au-
thorizes the Secretary of Defense to
issue Directives, 10 U.S.C. 133 should be
cited.

(h) Purpose(s). The specific purpose(s)
for which the system of records was
created and maintained; that is, the
uses of the records within the agency
and the rest of the Department of De-
fense should be listed.

(i) Routine uses. (1) All disclosures of
the records outside the agency, includ-
ing the recipient of the disclosed infor-
mation and the uses the recipient will
make of it should be listed.

(2) If possible, the specific activity or
element to which the record may be
disclosed (e.g., ‘‘to the Department of
Veterans Affairs, Office of Disability
Benefits’’) should be listed.

(3) General statements such as ‘‘to
other Federal Agencies as required’’ or
‘‘to any other appropriate Federal
agency’’ should not be used.

(4) The blanket routine uses, pub-
lished at the beginning of the agency’s
compilation, applies to all system no-
tices, unless the individual system no-
tice states otherwise.

(j) Policies and practices for storing, re-
trieving, accessing, retaining, and dis-
posing of records. This section is divided
into four parts.

(1) Storage: The method(s) used to
store the information in the system
(e.g., ‘‘automated, maintained in com-
puters and computer output products’’
or ‘‘manual, maintained in paper files’’
or ‘‘hybrid, maintained in paper files
and in computers’’) should be stated.
Storage does not refer to the container
or facility in which the records are
kept.

(2) Retrievability: How records are
retrieved from the system (e.g., ‘‘by
name,’’ ‘‘by SSN,’’ or ‘‘by name and
SSN’’) should be indicated.

(3) Safeguards: The categories of
agency personnel who use the records
and those responsible for protecting
the records from unauthorized access
should be stated. Generally the meth-
ods used to protect the records, such as
safes, vaults, locked cabinets or rooms,
guards, visitor registers, personnel
screening, or computer ‘‘fail-safe’’ sys-
tems software should be identified.
Safeguards should not be described in
such detail as to compromise system
security.

(4) Retention and disposal: Describe
long records are maintained. When ap-
propriate, the length of time records
are maintained by the agency in an ac-
tive status, when they are transferred
to a Federal Records Center, how long
they are kept at the Federal Records
Center, and when they are transferred
to the National Archives or destroyed
should be stated. If records eventually
are destroyed, the method of destruc-
tion (e.g., shredding, burning, pulping,
etc), should be stated. If the agency
rule is cited, the applicable disposition
schedule shall also be identified.

(k) System manager(s) and address. (1)
The title (not the name) and address of
the official or officials responsible for
managing the system of records should
be listed.

(2) If the title of the specific official
is unknown, such as with a local sys-
tem, the local director or office head as
the system manager should be indi-
cated.
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(3) For geographically separated or
organizationally decentralized activi-
ties with which individuals may cor-
respond directly when exercising their
rights, the position or title of each cat-
egory of officials responsible for the
system or portion thereof should be
listed.

(4) Addresses that already are listed
in the agency address directory; or
simply refer to the directory should
not be included.

(l) Notification procedures. (1) Notifi-
cation procedures describe how an indi-
vidual can determine if a record in the
system pertains to him or her.

(2) If the record system has been ex-
empted from the notification require-
ments of subsection (f)(1) or subsection
(e)(4)(G) of the Privacy Act, it should
be so stated.

(3) If the system has not been ex-
empted, the notice must provide suffi-
cient information to enable an indi-
vidual to request notification of wheth-
er a record in the system pertains to
him or her. Merely referring to the
agency’s procedural rules is not suffi-
cient.

(4) This section should also include:
(i) The title (not the name) and ad-

dress of the official (usually the system
manager) to whom the request must be
directed;

(ii) Any specific information the indi-
vidual must provide in order for the
agency to respond to the request (e.g.,
name, SSN, date of birth, etc.); and

(iii) Any description of proof of iden-
tity for verification purposes required
for personal visits by the requester.

(m) Record access procedures. (1) This
section describes how an individual can
review the record and obtain a copy of
it.

(2) If the system has been exempted
from access and publishing access pro-
cedures under subsections (d)(1) and
(e)(4)(H), respectively, of the Privacy
Act, it should be so indicated.

(3) If the system has not been ex-
empted, describe the procedures an in-
dividual must follow in order to review
the record and obtain a copy of it, in-
cluding any requirements for identity
verification.

(4) If appropriate, the individual may
be referred to the system manager or
another agency official who shall pro-

vide a detailed description of the ac-
cess procedures. Any addresses already
listed in the address directory should
not be repeated.

(n) Contesting record procedures. (1)
This section describes how an indi-
vidual may challenge the denial of ac-
cess or the contents of a record that
pertains to him or her.

(2) If the record system has been ex-
empted from allowing amendments to
records or publishing amendment pro-
cedures under subsections (d)(2) and
(e)(4)(H), respectively, of the Privacy
Act, it should be so stated.

(3) If the system has not been ex-
empted, the procedures an individual
must follow should be described in
order to challenge the content of a
record pertaining to him or her, or ex-
plain how he or she can obtain a copy
of the procedures (e.g., by contacting
the system manager or another agency
official).

(o) Record source categories. (1) If the
system has been exempted from pub-
lishing record source categories under
subsection (e)(4)(I) of the Privacy Act,
it should be so stated.

(2) If the system has not been ex-
empted, this caption must describe
where the agency obtained the infor-
mation maintained in the system.

(3) Describing the record sources in
general terms is sufficient; specific in-
dividuals, organizations, or institu-
tions need not be identified.

(p) Exemptions claimed for the system.
(1) If no exemption has been estab-
lished for the system, indicate ‘‘None.’’

(2) If an exemption has been estab-
lished, state under which provision of
the Privacy Act it is established (e.g.,
‘‘Parts of this system of records may
be exempt under 5 U.S.C. 552a(k)(2)’’).

§ 317.73 New and altered record sys-
tems.

(a) Criteria for a new record system. (1)
A new system of records is one for
which no existing system notice has
been published in the FEDERAL REG-
ISTER.

(2) If a notice for a system of records
has been canceled or deleted and the
agency desires to reinstate or reuse the
system, a new system notice must be
published in the FEDERAL REGISTER.
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(b) Criteria for an altered record system.
A system is considered altered when
any one of the following actions occurs
or is proposed:

(1) A significant increase or change
in the number or types of individuals
about whom records are maintained re-
quires a change to the ‘‘categories of
individuals covered by the system’’
caption in the system notice and might
require changes to the ‘‘purpose(s)’’
caption.

(i) For example, a decision to expand
a system of records that originally cov-
ered personnel assigned to only one lo-
cation to cover personnel at several lo-
cations would constitute an altered
system.

(ii) An increase in the number of in-
dividuals covered due to normal growth
is not an alteration.

(iii) A decrease in the number of indi-
viduals covered is not an alteration,
but it is an amendment.

(2) A change that expands the types
or categories of information main-
tained requires a change in the ‘‘cat-
egories of records in the system’’ cap-
tion in the system notice.

(i) For example, a personnel file that
has been expanded to include medical
records would be an alteration.

(ii) Adding to a personnel file a new
data element that is clearly within the
scope of the categories of records de-
scribed in the existing notice is not an
alteration, but is an amendment.

(3) A change that alters the purpose
for which the information is used re-
quires changing the ‘‘purpose(s)’’ cap-
tion in the system notice. In order to
be an alteration, the change must be
one that is not reasonably inferred
from any of the existing purposes.

(4) A change to equipment configura-
tion (either hardware or software) that
creates substantially greater use of
records in the system requires chang-
ing the ‘‘storage’’ caption in the sys-
tem notice. For example, placing inter-
active computer terminals at regional
offices to use a system formerly used
only at the Headquarters would be an
alteration.

(5) A change in the manner in which
records are organized or in the method
by which records are retrieved requires
changing the ‘‘Retrievability’’ caption
in the system notice.

(i) Combining record systems due to
a reorganization within the agency
would be an alteration.

(ii) Retrieving by SSNs records that
previously were retrieved only by
names would be an alteration if the
present notice failed to indicate re-
trieval by SSNs.

(c) Reports of new and altered systems
of records. (1) Under subsection (o) of
the Privacy Act, reports of new and al-
tered systems of records must be sub-
mitted to Congress and the Office of
Management and Budget.

(2) The agency shall submit reports
of new or altered systems to the De-
fense Privacy Office, DA&M, before col-
lecting information for new systems or
altering an existing system.

(3) The Defense Privacy Office,
DA&M, shall coordinate all reports of
new or altered systems with the Office
of the Assistant Secretary of Defense
(Legislative Affairs) and the Office of
the General Counsel, Department of
Defense.

(4) The Defense Privacy Office,
DA&M, shall prepare, for the approval
and signature of the Director, Adminis-
tration and Management, Office of the
Secretary of Defense, transmittal let-
ters to Congress and the Office of Man-
agement and Budget.

(d) Time limits before implementing rou-
tine uses. After publishing a system no-
tice in the FEDERAL REGISTER, 30 days
must elapse before routine uses may be
employed.

§ 317.74 Amendment and deletion of
system notices.

(a) Criteria for an amended record sys-
tem. Minor changes to published system
notices are considered amendments
rather than alterations. Amendments
must also be published in the FEDERAL
REGISTER, but a new or altered system
report does not have to be accom-
plished.

(b) Amending a system notice. In sub-
mitting an amendment to a system no-
tice for publication in the FEDERAL
REGISTER, the agency must include:

(1) The system identification and
name.

(2) A description of the specific
changes proposed; and
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(3) The full text of the system notice
as amended.

(c) Deleting a system notice. (1) When a
system of records is discontinued, in-
corporated into another system, or de-
termined to be no longer subject to
this rule, a deletion notice must be
published in the FEDERAL REGISTER.

(2) The deletion notice shall include:
(i) The system identification number

and name.
(ii) The FEDERAL REGISTER citation

of the latest publication of the system.
(iii) The reason for the deletion.
(3) If a system is deleted through

combination or merger with another
system, identify the successor system
in the deletion notice.

(d) Submitting amendments and dele-
tions for publication. (1) Amendments
and deletions should be submitted
through the agency Privacy Advisor to
the Defense Privacy Office, DA&M,
which will transmit them to the FED-
ERAL REGISTER for publication.

(2) At least one original in proper for-
mat should be included in the submis-
sion.

(3) Multiple amendments and dele-
tions, and combinations of amend-
ments and deletions, may be submitted
together.

Subpart H—Training Requirements
§ 317.80 Statutory training require-

ments.
(a) Establishing rules of conduct. Under

subsection (e)(9) of the Privacy Act,
the agency is required to establish
rules of conduct for persons involved in
the design, development, operation, or
maintenance of any system of records,
or in maintaining any record.

(b) Training. The agency shall train
all personnel involved in the functions
described in the preceding paragraph.
The training shall include instruction
in the rules of conduct and all require-
ments prescribed by the Privacy Act,
including the penalties for noncompli-
ance.

§ 317.81 DCAA training programs.
(a) Personnel to be trained. (1) To con-

form with Office of Management and
Budget guidance, compliance with the

statutory training requirements re-
quires informed and active support of
all agency personnel. All personnel who
in any way use or operate systems of
records, or who are engaged in the de-
velopment of procedures for handling
records, must be taught the require-
ments of the Privacy Act and must be
trained in the agency’s procedures for
the implementation of the Privacy Act.

(2) Personnel to be trained include,
but are not limited to, those engaged
in the following:

(i) Personnel management.
(ii) Personnel finance.
(iii) Medical care.
(iv) Investigations of personnel.
(v) Records management (reports,

forms, records, and related functions).
(vi) Computer systems development

and operation.
(vii) Communications.
(viii) Statistical data collection and

analysis, and
(ix) Performing other functions sub-

ject to this rule.

(b) Types of training. The agency shall
establish the following three levels of
training for those persons who are in-
volved with the design, development,
operation, or maintenance of any sys-
tem of records. The training shall be
provided to persons before or shortly
after assuming the duties associated
with the level of involvement.

(1) Orientation training. Orientation
training that provides a general under-
standing of the individual’s rights
under the Privacy Act.

(2) Specialized training. Training con-
cerning the application of this part to
specialized areas of job performance.

(3) Management training. Training
concentrated on factors affecting deci-
sions made by managers under the Pri-
vacy Program, such as system man-
agers, denial authorities, and managers
of the specific functions listed.

(c) Methods of training. The agency is
responsible for developing training
methods that will meet this criteria.
Such methods may include formal and
informal (on-the-job) programs, if
those personnel giving the training
have, themselves, been trained.
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Subpart I—Computer Matching
Program Procedures

§ 317.90 General.
(a) Scope. The Privacy Act and this

rule are applicable to certain types of
computer matching--the computer
comparison of automated systems of
records.

(b) Compliance. Although the Privacy
Act provides for specific procedures,
the Act is not in itself authority for
carrying out any matching activity.
Compliance with this chapter does not
relieve the agency of the obligation to
comply with any other requirements of
the Privacy Act and this part.

(c) Matching programs covered by the
Privacy Act. There are two specific
kinds of matching programs that are
fully governed by the Privacy Act and
this part. These are:

(1) Matches using records from Fed-
eral personnel or payroll systems of
records. See also definitions of this
part.

(2) Matches involving Federal benefit
programs to accomplish one or more of
the following purposes:

(i) To determine eligibility for a Fed-
eral benefit.

(ii) To comply with benefit program
requirements.

(iii) To effect recovery of improper
payments or delinquent debts from cur-
rent or former beneficiaries.

(d) Automated comparisons. The record
comparison must be a computerized
comparison, manual comparisons are
not covered, involving records from:

(1) Two or more automated systems
of records (i.e., systems of records
maintained by Federal agencies that
are subject to the Privacy Act); or,

(2) An agency’s automated system of
records and automated records main-
tained by a non-Federal agency (i.e.,
state or local government or agent
thereof).

(e) Features of a matching program. A
covered computer matching program
entails not only the actual computer-
ized comparison, but also preparing
and executing a written agreement be-
tween the participants, securing ap-
proval of the Defense Data Integrity
Board, publishing a matching notice in
the FEDERAL REGISTER before the

match begins, ensuring that investiga-
tion and due process are completed,
and taking ultimate action, if any.

§ 317.91 Federal personnel or payroll
record matches.

(a) Scope. These computer matching
programs include matches comparing
records from agency automated Fed-
eral personnel or payroll systems of
records with such automated like
records of another Federal agency; or
with a non-Federal agency. It also in-
cludes matches between DoD compo-
nents or within the agency itself (in-
ternal matches).

(b) Computerized comparisons. The
matching must be done using a com-
puter. Manual comparisons are not
covered.

(c) Exclusion. Matches must be done
for other than ‘‘routine administrative
purposes.’’

(d) Internal matches. In some in-
stances, a covered match may take
place within the agency or with an-
other DoD component. For example,
the agency may wish to determine
whether any of its own personnel, par-
ticipating in a benefit program admin-
istered by the Department of Defense,
are not complying with the program’s
eligibility requirements. This internal
match will certainly result in an ad-
verse action if ineligibility is discov-
ered. Therefore, it is covered by the re-
quirements of the Privacy Act. The
agency should not attempt to avoid the
reach of the Act, for example, by im-
properly combining dissimilar systems
into a single system, matching data
within that system to make an eligi-
bility determination, and arguing that
the match is not covered because only
one system of records is involved.

(e) Categories of record subjects. The
categories of individuals whose records
are used in this type of matching pro-
gram must be carefully analyzed before
making a determination whether a pro-
posed match is covered. All informa-
tion on subjects of record is main-
tained in the agency’s system of
records, but matching under the par-
ticular programs covered by this sub-
section is limited to ‘‘Federal per-
sonnel.’’ For matching purposes, a Fed-
eral personnel system of records should
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not be confused with, or limited to, the
commonly recognized personnel system
of records maintained by a civilian per-
sonnel office or a military assignment
branch. The agency may be maintain-
ing within a single system of records
several categories of records relating
to Federal personnel and other cat-
egories on non-Federal personnel, e.g.,
contractor personnel, applicants, de-
pendents, etc. Some categories may be
covered while others may not. Unlike
‘‘Federal personnel,’’ the subjects of
record of payroll record systems are
easily discerned.

(f) Matching purpose. The purpose of a
Federal personnel or payroll records
match must be to take some adverse
action, financial, personnel, discipli-
nary, or other adverse action against
Federal personnel.

§ 317.92 Federal benefit matches.

(a) Categories of subjects covered. The
Privacy Act provisions cover only the
following categories of subjects of
record for Federal benefit matches.

(1) Applicants for Federal benefit
programs (i.e., individuals initially ap-
plying for benefits).

(2) Program beneficiaries (i.e., indi-
viduals currently receiving or formerly
receiving benefits).

(3) Providers of services to support
such programs (i.e., those deriving in-
come from them such as health care
providers).

(b) Types of programs covered. Only
Federal benefit programs providing
cash or in-kind assistance to individ-
uals are covered by the Privacy Act.
State programs are not covered. Pro-
grams using records about subjects
who are not ‘‘individuals’’. See defini-
tions of this part (§ 317.3).

(c) Matching purpose. A Federal ben-
efit match must have as its purpose
one or more of the following:

(1) Establishing or verifying initial or
continuing eligibility for Federal ben-
efit programs.

(2) Verifying compliance with the re-
quirements, either statutory or regu-
latory, of such programs.

(3) Recouping payments or delin-
quent debts under such Federal benefit
programs.

(d) Summary of basic requirements.
Four basic elements:

(1) Computerized comparison.
(2) Categories of subjects.
(3) Federal benefit program, and
(4) Matching purpose, must all be

present before a matching program is
covered under the Privacy Act.

§ 317.93 Matching program exclusions.
The following are not included under

the definition of a matching program.
The agency is not required to comply
with the computer matching provisions
of the Privacy Act, although it may be
required to comply with any other ap-
plicable provisions of the Act and this
part.

(a) Statistical matches whose purpose is
solely to produce aggregate data stripped
of personal identifiers. This does not
mean that the data bases used in the
match must be stripped prior to the
match, but only that the results of the
match must not contain data identi-
fying any individual. Implicit in this
exception is that this kind of match is
not done to take action against specific
individuals.

(b) Statistical matches whose purpose is
in support of any research or statistical
project. The results of these matches
need not be stripped of identifiers, but
they must not be used to make deci-
sions that affect the rights, benefits or
privileges of specific individuals.

(c) Pilot matches. This exclusion cov-
ers small scale sampling matches
whose purpose is to gather cost-benefit
data on which to premise a decision
about engaging in a full-fledged match-
ing program. Pilot matches must be re-
tained in a statistical information
gathering channel. It is at this point
that the component can decide whether
to conduct a statistical data gathering
match without consequences to the
subjects of record or a full-fledged pro-
gram where results will be used to take
specific action against them. To avoid
possible misuse of pilot matches and to
ensure full compliance with the Pri-
vacy Act, these matches must be ap-
proved by the Defense Data Integrity
Board.

(d) Law enforcement investigative
matches whose purpose is to gather evi-
dence against a named person or persons
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in an existing investigation. (1) To be eli-
gible for the exclusion the match must
be performed by an activity of a com-
ponent whose principal function in-
volves enforcement of criminal laws,
i.e., an activity that is authorized to
exempt certain of its systems of
records under subsection (j)(2) of the
Privacy Act.

(2) The match must flow from an in-
vestigation already underway which fo-
cuses on a named person or persons.
Subjects identified generically, e.g.,
‘‘program beneficiaries,’’ are not eligi-
ble.

(3) The investigation may be into ei-
ther criminal or civil law violations.

(4) In the context of this exclusion
only, person or persons could include
subjects that are other than individ-
uals as defined in the Privacy Act, such
as corporations or other business enti-
ties. For example, a business entity
could be named subject of the inves-
tigation and records matched could be
those of customers or clients.

(5) The match must be for the pur-
pose of gathering evidence against the
named person or persons.

(e) Tax administration matches. (1)
Matches involving disclosures of tax-
payer return information to state or
local tax officials pursuant to section
6103(d) of the Internal Revenue Code.

(2) Tax refund offset matches accom-
plished pursuant to the Deficit Reduc-
tion Act of 1984.

(3) Matches done for tax administra-
tion pursuant to section 6103(b)(4) of
the Internal Revenue Code.

(4) Tax refund offset matches con-
ducted pursuant to other statutes pro-
vided approval of the Office of Manage-
ment and Budget is obtained.

(f) Routine administrative matches
using Federal personnel records. These
are matches between the agency and
other Federal agencies or between the
agency and non-Federal agencies for
administrative purposes that use data
bases that contain records predomi-
nantly relating to Federal personnel.
The term ‘‘predominantly’’ means that
the percentage of records in the system
that are about Federal employees must
be greater than of any other category
contained therein. For the purpose of
disclosing records subject to the Pri-

vacy Act, the Department of Defense is
considered a single agency.

(1) The purpose of the match must
not be intended to result in an adverse
action. Matches whose purpose is to
take any adverse financial, personnel,
disciplinary or other adverse action
against Federal personnel whose
records are involved in the match, are
not excluded from the Act’s coverage.

(2) An example of a match that is ex-
cluded is an agency’s disclosure of time
and attendance information on all
agency employees to the Department
of the Treasury in order to prepare the
agency’s payroll.

(3) This exclusion does not bring
under the Act’s coverage matches that
may ultimately result in an adverse ac-
tion. It only requires that their pur-
pose not be intended to result in an ad-
verse action.

(g) Internal matches using only records
from DoD systems of records. (1) Internal
matches (conducted within the Depart-
ment of Defense) are excluded on the
same basis as Federal personnel record
matching provided no adverse intent as
to a Federal employee motivates the
match.

(2) This exclusionary provision does
not disturb subsection (b)(1) of the Act
permitting disclosure to DoD employ-
ees on an official need-to-know basis.

(3) The purpose of the internal match
must not be to take any adverse finan-
cial, personnel, disciplinary, or other
adverse action against Federal per-
sonnel.

(h) Background investigation and for-
eign counterintelligence matches.
Matches done in the course of per-
forming a background check for secu-
rity clearances of Federal personnel or
Federal contractor personnel are not
covered. Matches done for the purpose
of foreign counterintelligence are also
not covered.

§ 317.94 Conducting matching pro-
grams.

(a) Source and recipient agencies. The
agency, if undertaking a matching pro-
gram, should consider if it will be a
‘‘source agency’’ or a ‘‘recipient agen-
cy’’ for the match and be prepared to
meet the following requirements:

(1) The recipient agency does the
matching. It receives the data from
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system of records of other Federal
agencies or data from state and local
governments and actually performs the
match by computer.

(2) The recipient agency is respon-
sible for publishing a notice in the FED-
ERAL REGISTER of the matching pro-
gram. Where a state or local agency is
the recipient, the Federal source agen-
cy is responsible for publishing the no-
tice.

(3) A Federal source agency discloses
the data from a system of records for
the match. A non-Federal agency may
also be a source, but the record data
will not be from a system of records.
The ‘‘system of records’’ concept under
the Privacy Act does not apply to the
recordkeeping practices of state or
local governmental agencies.

(4) The recipient Federal agency, or
the Federal source agency in a match
performed by a non-Federal agency, is
responsible for reporting the match.
This agency must contact the other
participants to gather the information
necessary to make a unified report as
required by § 317.100.

(5) In some circumstances, a source
agency may be the instigator and ulti-
mate beneficiary of the matching pro-
gram, as when an agency lacking com-
puter resources uses another agency to
perform the match; or when as a prac-
tical matter, an agency may not wish
to release and disclose its data base to
another agency as a source because of
privacy safeguard considerations.

(b) Compliance with the system of
records and disclosure provisions. (1) The
agency must ensure that it identifies
the system(s) of records involved in the
matching program and has published
the necessary notice(s) in the FEDERAL
REGISTER.

(2) The Privacy Act does not itself
authorize disclosures from system of
records for the purpose of conducting a
matching program. The agency must
justify any disclosures outside the De-
partment of Defense under subsection
(b) of the Act. This means obtaining
the written consent of the subjects of
record for the disclosure or relying on
one of the 12 non-consensual disclo-
sures exceptions to the written consent
rule. To rely on the routine use excep-
tion (b)(3), the agency must have al-
ready established the routine use (pub-

lished in the FEDERAL REGISTER), or in
the alternative, must comply with sub-
sections (e)(4)(d) and (e)(11) of the Act
which means amending the record sys-
tem notice to add an appropriate rou-
tine use for the match. An amendment
requires publication in the FEDERAL
REGISTER with a 30 day waiting period
for public comment.

(3) The routine use permitting disclo-
sure for the match must be compatible
with and related to the purpose for
which the record was initially com-
piled.

(4) The routine use for the match in
a record system notice shall clearly in-
dicate that it entails a computer
matching program with a specific
agency for an established purpose and
intended objective. For purposes of
matching, a routine use must state
that a disclosure may be made for a
matching program. The agency may
not rely on an existing established rou-
tine use to meet the requirements of
the Act unless it expressly permits dis-
closure for matching purposes.

(c) Prior notice to record subjects. Sub-
jects of record must receive prior no-
tice that their records may be
matched. This may be done by direct
and/or constructive notice.

(1) Direct notice may be given when
there is some form of contact between
the government and the subject. Infor-
mation can be furnished to individuals
on the application form when they
apply for a benefit, in a notice that ar-
rives with a benefit, or in correspond-
ence they receive in the mail. Use of
the advisory Privacy Act Statement is
an acceptable manner to provide direct
notice to subjects of record at the time
of application. The agency shall pro-
vide direct notice for front-end eligi-
bility verification matching programs
whose purpose is to validate an appli-
cant’s initial eligibility for a benefit
and later to determine continued eligi-
bility using the Privacy Act Statement
on the application form. Providers of
services should be given notice (Pri-
vacy Act Statement) on the form on
which they apply for reimbursement
for services provided. Providing notice
of matching programs using the Pri-
vacy Act Statement shall be part of
the normal process of implementing a
Federal benefits program. The agency
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shall insure records contain appro-
priate revisions.

(2) Constructive notice can only be
given by an appropriate routine use
disclosure provision of the affected sys-
tem of records to be used in the match.
For purely internal matching program
uses, amend the ‘‘Purpose(s)’’ element
of the record system notice to specifi-
cally reflect those internal computer
matches performed. The constructive
notice method requires publication in
the FEDERAL REGISTER. Examples of
when constructive notice may be used:

(i) For matching programs whose
purpose is to locate individuals in
order to recoup payments improperly
granted to former beneficiaries, direct
notice may well be impossible and con-
structive notice may have to suffice.

(ii) The agency that discloses records
to a state or local government in sup-
port of a non-Federal matching pro-
gram is not obligated to provide direct
notice to each subject of record. FED-
ERAL REGISTER publication in this in-
stance is sufficient.

(iii) Investigative matches where di-
rect notice immediately prior to a
match would provide the subject an op-
portunity to alter behavior.

(3) The agency shall also provide
periodic notice whenever an applica-
tion is renewed, or at the least during
the period the match is authorized to
take place by providing notice accom-
panying the benefit as approved by the
Defense Data Integrity Board.

(d) Publication of the matching notice.
(1) The matching agency is required to
publish in the FEDERAL REGISTER a no-
tice of any proposed matching program
or alteration of an established program
at least 30 days prior to conducting the
match for any public comment. Only
one notice is required. When a non-Fed-
eral agency is the matching agency,
the source agency shall be responsible
for the publication. The proposed
matching notice for publication shall
be submitted in FEDERAL REGISTER for-
mat and included in the agency report.
The notice shall contain the customary
preamble and contain the required in-
formation in sufficient detail describ-
ing the match so that the reader will
easily understand the nature and pur-
pose of the match, including any ad-
verse consequences.

(2) The preamble to the notice shall
be prepared by the Defense Privacy Of-
fice, DA&M, and shall contain:

(i) The date the transmittal letters
to OMB and Congress are signed.

(ii) A statement that the matching
program is subject to review by OMB
and Congress and shall not become ef-
fective until that review period has
elapsed.

(iii) A statement that a copy of the
agreement shall be available upon re-
quest to the public.

(3) The agency shall provide:
(i) Name of participating agency or

agencies.
(ii) Identity of the source agency and

the recipient agency, or in the case of
an internal DoD matching, the Compo-
nent(s) involved.

(iii) Purpose of the match being con-
ducted to include a description of the
matching program and whether the
program is a one-time or a continuing
program.

(iv) Legal authority for conducting
the matching program. Do not cite the
Privacy Act as it provides no inde-
pendent authority for carrying out any
matching activity. If at all possible,
use the U.S. Code citations rather than
the Public Law as access to the Public
Laws is more difficult. Avoid citing
housekeeping statutes such as 5 U.S.C.
301, but rather cite the underlying pro-
grammatic authority for collecting,
maintaining, and using the informa-
tion even if it results in citing the Code
of Federal Regulations or a DoD direc-
tive or regulation. Whenever possible,
the popular name or subject of the au-
thority should be given, as well as a
statute, public law, U.S. Code, or Exec-
utive Order number; for example: The
Debt Collection Act of 1982 (Pub. L. 97-
365) 5 U.S.C. 5514, Installment deduc-
tion of indebtedness.

(v) A complete description of the sys-
tem(s) of records that will be used in
the match. Include the system identi-
fication, name, and the official FED-
ERAL REGISTER citation, date pub-
lished, including any published amend-
ments thereto. Provide a positive
statement that the system(s) contains
an appropriate routine use provision
authorizing the disclosure of the
records for the purpose of conducting
the computer matching program.
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(Note: In the case of internal DoD
matches, the ‘‘purpose(s)’’ element of
the system(s) involved.) If non-Federal
records are involved, a complete de-
scription to include the specific source,
address, and category of records to be
used, e.g., Human Resources Adminis-
tration Medicaid File, City of New
York, Human Resources Administra-
tion, 250 Church Street, New York, NY
10013.

(vi) A complete description of the
category of records and individuals
covered from the record system(s) to be
used, the specific data elements to be
matched, and the approximate number
of records that will be matched.

(vii) The projected start and ending
dates for a one-time match or the in-
clusive dates for a continuing match.

(viii) The address for receipt of any
public comment or inquiries con-
cerning the notice shall indicate: Di-
rector, Defense Privacy Office, 400
Army Navy Drive, Room 205, Arling-
ton, VA 22202–2884.

§ 317.95 Providing due process to
matching subjects.

(a) Independent verification and notice.
Subjects of record of matching pro-
grams shall be afforded certain due
process procedures when a match un-
covers any disqualifying or adverse in-
formation about them. No recipient
agency, non-Federal agency, or source
agency shall take any adverse action
against an individual until such agency
has independently verified such infor-
mation and the individual has received
a notice from the agency containing a
statement of its findings and gives the
individual the opportunity to contest
the findings before making a final de-
termination. The agency shall not take
any adverse action based on the raw re-
sults of a computer matching program.
Adverse information developed by a
match must be investigated and
verified prior to any action being
taken.

(b) Waiver of independent verification
procedures. Program officials may re-
quest the Data Integrity Board waive
the independent verification require-
ment after they have identified the
type of matching data eligible for a
waiver and conducted a thorough de-
termination of the data’s accuracy.

The only data eligible for waiver is
that which identifies the individual
and the amount of benefits paid under
a federal benefit program. The data
must not be ambiguous. After the Data
Integrity Board determines that the
data qualifies for the waiver procedure,
the program official must present con-
vincing evidence to the Data Integrity
Board of the recipient agency to permit
the Board to assert a high degree of
confidence in the accuracy of the data.
The following elements are examples of
evidence which will assist a Board in
making such a determination: A de-
scription of the databases involved in-
cluding how the information is ac-
quired and maintained; the system
manager’s overall assessment of the re-
liability of the systems and the accu-
racy of the data they contain; the re-
sults of any assessments or audits con-
ducted; any material or significant
weaknesses under various statutes; se-
curity controls in place; previous secu-
rity assessments; any historical data
relating to program error rates; and
any information relating to the cur-
rency of the data. If the Board ap-
proves the waiver, it will notify the
source agency and the program offi-
cials.

(c) Independent investigation. Con-
servation of resources dictates that the
procedures for affording due process be
flexible and suited to the data being
verified and the consequences to the in-
dividual of making a mistake. If the
source agency has established a high
degree of confidence in the quality of
its data and it can demonstrate that
its quality control processes are rig-
orous, the recipient agency may choose
to expend fewer resources in independ-
ently verifying the data. Absolute con-
firmation is not required. The agency
should bring some degree of reason-
ableness to the process of verifying
data. Some methods to consider are:

(1) The individual subject of record
who is the best source where practical,
and

(2) Researching source documents.
(d) Notice and opportunity to contest.

The agency is required to notify
matching subjects of adverse informa-
tion uncovered during a matching pro-
gram and give them an opportunity to
contest and explain before the agency
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makes a final determination. Recipi-
ents already receiving benefits may not
have them suspended or reduced pend-
ing expiration of the contest period. In-
dividuals have 30 days to respond to a
notice of adverse action, unless a stat-
ute or regulation grants a longer pe-
riod. The period runs from the date of
the notice until 30 calendar days. The
agency shall allow an additional five
days for mailing time before ending the
notice period. If an individual contacts
the agency within the notice period (35
days) and indicates his or her accept-
ance of the validity of the adverse in-
formation, the agency may take imme-
diate action to deny or terminate. The
agency may also take action if the pe-
riod expires without a response.

(e) Combining verification and notice
requirements. It may be appropriate to
combine the verification and notice re-
quirements into a single step, espe-
cially if the subject of record is the
best source for verification. In this
manner, the adverse finding and notice
of the opportunity to contest are com-
pressed into a single action. This meth-
od is dependent upon the confidence,
reliability and quality of the data.
Careful thought should be given as to
when to apply this method. It may be
applicable in special cases, but should
not be considered as a routine process.
To ensure that this consideration takes
place, it shall be the responsibility of
the Defense Data Integrity Board to
make a formal determination as to
when it is appropriate to compress the
verification and notice into a single pe-
riod.

(f) Individual status pending due proc-
ess. The agency may not make a final
determination as to applicants for Fed-
eral benefit programs whose eligibility
is being verified through a matching
program until they have completed the
due process steps the Act requires. This
does not require placing an applicant
on the rolls pending a determination,
but only that the agency not make a
final determination. However, if a sub-
ject is already receiving benefits, the
benefits shall not be suspended or re-
duced until due process steps have been
completed. If the specific Federal ben-
efit program involved in the match has
its own due process requirements,
those requirements may suffice for the

purposes of the Privacy Act, provided
the Defense Data Integrity Board de-
termines that they are at least as
strong as the Privacy Act’s provisions.

(g) Exclusion. (1) If the agency deter-
mines a potentially significant effect
on public health or safety is likely, it
may take appropriate action, notwith-
standing these due process require-
ments.

(2) In such cases, the agency shall in-
clude the possibility of suspension of
due process for this reason in its
matching program agreement.

§ 317.96 Matching program agreement.
(a) Requirements. The agency should

allow sufficient lead time to ensure
that a matching agreement between
the participants can be negotiated and
signed in time to secure the Defense
Data Integrity Board decision before
the match begins. The agency, if re-
ceiving records from or disclosing
records to a non-Federal agency for use
in a matching program, is responsible
for preparing the matching agreement
and should solicit relevant data from
the non-Federal agency where nec-
essary. Both Federal source and recipi-
ent agencies must have the matching
agreement approved by their respective
Data Integrity Boards. In cases where
matching takes place entirely within
the Department of Defense, the agency
may satisfy the matching agreement
requirements by preparing a Memo-
randum of Understanding (MOU) be-
tween the systems of records managers
involved. Before the agency may par-
ticipate in a matching program the De-
fense Data Integrity Board must have
evaluated the proposed match and ap-
proved the terms of the matching
agreement or MOU.

(b) Agreements or MOUs must contain
the following elements—(1) Purpose and
legal authority. Citation of the Federal
or state statutory or regulatory au-
thority for undertaking the matching
program. Do not cite the Privacy Act.

(2) Justification and expected results. A
full explanation of why a computer
matching program, as opposed to some
other form of activity, is being pro-
posed and what the expected results
will be, including a specific estimate of
any savings.
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(3) Records description. A full identi-
fication of the system of records
(FEDERAL REGISTER citations) or non-
Federal records, number of subjects of
record, and what data elements will be
included in the match.

(4) Dates. An indication of whether
the match is a one-time or continuing
program (not to exceed 18 months) and
the projected starting and completion
dates for the match.

(5) Prior notice to subjects of record. A
description of the direct and construc-
tive notice procedures afforded the sub-
jects of record. Copies of the published
applicable record system notices in-
volved and all applicable forms con-
taining the appropriate Privacy Act
Statement being used by the partici-
pants of the proposed match should be
provided.

(6) Verification procedures. A full de-
scription of the methods the agency
will use to independently verify the in-
formation obtained through the match-
ing program.

(7) Disposition of matched items. A
statement that the information gen-
erated as a result of the matching pro-
gram will be destroyed as soon as it
has served the matching program’s
purpose and any legal retention re-
quirements the agency establishes in
conjunction with the National Ar-
chives and Records Administration or
other cognizant authority.

(8) Security procedures. A description
of the administrative, technical and
physical safeguards to be used in pro-
tecting the information. They should
be commensurate with the level of sen-
sitivity of the data.

(9) Records usage, duplication and dis-
closure restrictions. A description of any
specific restrictions imposed by either
the source agency or by statute or reg-
ulation on collateral uses of the
records used in the matching program.
Recipient agencies may not use the
records obtained for a matching pro-
gram under a matching agreement for
any other purpose unless there is a spe-
cific statutory authority or there is a
direct essential connection to the con-
duct of the matching program. Agree-
ments shall specify how long the re-
cipient agency may keep records pro-
vided for a matching program and

when they will be returned to the
source agency or destroyed.

(10) Records accuracy assessments. A
description of any information relating
to the quality of the records to be used
in the matching program such as the
error rate percentage of the data entry
for the affected records. The worse the
quality of the data, the less likely the
matching program will have a cost-
beneficial result.

(11) Disclosure Accounting. A certifi-
cation by the agency participating in a
matching program as a source agency
for disclosures outside the Department
of Defense that a disclosure accounting
shall be maintained on the subjects of
record as required by the Privacy Act.

(12) Access by the Comptroller General.
A statement that the Comptroller Gen-
eral may have access to all records of a
recipient DoD component or non-Fed-
eral agency necessary to monitor or
verify compliance with the agreement.
In this instance, the Comptroller Gen-
eral may inspect state or local govern-
ment records used in matching pro-
grams.

(c) Non-Federal agencies. Non-Federal
agencies intending to participate in
covered matching programs are re-
quired to do the following:

(1) Execute matching agreements
prepared by a Federal agency or agen-
cies involved in the matching program.

(2) Provide data to Federal agencies
on the costs and benefits of matching
programs.

(3) Certify that they will not take ad-
verse action against an individual as a
result of any information developed in
a matching program unless the infor-
mation has been independently verified
and until the applicable number of
days after the individual has been noti-
fied of the findings and given an oppor-
tunity to contest them has elapsed.

(4) For renewals of matching pro-
grams, certify that the terms of the
agreement have been followed.

(d) Duration of matching programs.
Matching agreements will remain in
force only as long as necessary to ful-
fill their specific purposes. They will
automatically expire 18 months after
their approval unless the Defense Data
Integrity Board grants an extension of
up to one year at least three months
prior to the actual expiration date. The
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program must remain unchanged if an
extension is to be granted. Each party
to the agreement must certify that the
program has been conducted in compli-
ance with the matching agreement. Re-
quests for extensions shall be sub-
mitted through channels to the Board.

(e) Altered matching program. (1) An
altered matching program is one that
is already established, but with such a
significant change proposed that it re-
quires revision of the matching notice
and approval of the Defense Data In-
tegrity Board, OMB and Congress. A
significant change is one which does
one or more of the following:

(i) Changes the purpose for which the
program was established.

(ii) Changes the matching population
either by including new categories of
subjects of record, or by greatly in-
creasing the numbers of records
matched.

(iii) Changes the legal authority
under which the match was being con-
ducted.

(iv) Changes the records (data ele-
ments) that will be used in the match.

(2) A proposal to alter an established
matching program shall be submitted
through channels to the Defense Data
Integrity Board for review and ap-
proval.

(f) Non compliance sanctions. (1) The
agency shall not disclose any record for
use in a matching program as a source
agency to any recipient agency (within
or outside the Department of Defense)
if there is reason to believe that the
terms of the matching agreement/MOU
or the due process requirements are
not being met by the recipient agency.
The Defense Privacy Office, DA&M,
shall be informed immediately,
through channels, should any such in-
cident occur. Normally consulting with
the recipient agency should resolve the
problem, but the responsibility rests
with the source.

(2) No source agency shall renew a
matching agreement/MOU unless the
recipient agency (within or outside the
Department of Defense) has certified
that it has complied with the provi-
sions of the agreement/MOU and the
agency has no reason to believe other-
wise.

(3) A willful disclosure of records
from a system of records for any unau-

thorized computer matching program
may subject the responsible officer or
employee to criminal penalties. Civil
remedies are also available to match-
ing program subjects who can show
they were harmed by an agency’s viola-
tion of the Act as set forth in subpart
J of this part.

§ 317.97 Cost-benefit analysis.
(a) Purpose. The requirement for a

cost-benefit analysis by the Act is to
assist the agency in determining
whether or not to conduct or partici-
pate in a matching program. Its appli-
cation is required in two places: As an
agency conclusion in the matching
agreement containing the justification
and specific estimate of savings; and in
the Data Integrity Board review proc-
ess where it is forwarded as part of the
matching proposal. The intent of this
requirement is not to create a pre-
sumption that when agencies balance
individual rights and cost savings, the
latter should inevitably prevail. Rath-
er, it is to ensure that sound manage-
ment practices are followed when agen-
cies use records from Privacy Act sys-
tems in matching programs. It is not in
the government’s interest to engage in
matching activities that drain agency
resources that could be better spent
elsewhere. Agencies should use the
cost-benefit requirement as an oppor-
tunity to re-examine programs and
weed out those that produce only mar-
ginal results.

(b) Cost-benefit analysis. The agency,
when proposing matching programs,
must provide the Board with all infor-
mation which is relevant and necessary
to allow the Board to make an in-
formed decision including a cost-ben-
efit analysis. The Defense Data Integ-
rity Board shall not approve any
matching agreement unless the Board
finds the cost-benefit analysis dem-
onstrates the program is likely to be
cost effective.

(1) The Board may waive the cost-
benefit analysis requirement if it de-
termines in writing that submission of
such an analysis is not required.

(2) If a matching program is required
by a specific statute, then a cost-ben-
efit analysis is not required. However,
any renegotiation of such a matching
agreement shall be accompanied by a
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cost-benefit analysis. The finding need
not be favorable. The intent, in this
case, is to provide Congress with infor-
mation to help it evaluate the effec-
tiveness of statutory matching require-
ments.

(3) The Board must find that agree-
ments conform to the provisions of the
Act and appropriate guidelines, regula-
tions, and statutes.

§ 317.98 Appeals of denials of matching
agreements.

(a) Disapproval by the Board. If the
Defense Data Integrity Board dis-
approves a matching agreement, a
party to the agreement may appeal the
disapproval to the Director of the Of-
fice of Management and Budget, Wash-
ington, DC 20503. Appeals must be made
within 30 days after the Defense Data
Integrity Board’s written disapproval.
The appealing party shall submit with
its appeal the following:

(1) Copies of all documentation ac-
companying the initial matching
agreement proposal.

(2) A copy of the Defense Data Integ-
rity Board’s disapproval and reasons.

(3) Evidence supporting the cost-ben-
efit effectiveness of the match.

(4) Any other relevant information,
e.g., timing considerations, public in-
terest served by the match, etc.

(b) OMB approval. If the Director of
the Office of Management and Budget
approves a matching program it will
not become effective until 30 days after
the Director reports his decision to
Congress.

(c) Recourse by the Inspector General.
If the Defense Data Integrity Board
and the Director of the Office of Man-
agement and Budget both disapprove a
matching program proposed by the In-
spector General of the denial agency,
the Inspector General may report that
disapproval to the head of Department
of Defense and to the Congress.

§ 317.99 Proposals for matching pro-
grams.

(a) Who initiates the action. The re-
cipient DoD component (or the DoD
component source agency in a match
conducted by a non-Federal agency); or
the recipient activity within the DoD
component for internal matches, is re-

sponsible for reporting the match for
Board approval. The responsible offi-
cial should contact the other partici-
pants to gather the information nec-
essary to make a unified report.

(b) New or altered matching programs.
Determine if the match is a new pro-
gram or an existing one. A new match
is one for which no public notice has
been published in the FEDERAL REG-
ISTER. An altered matching program is
an established (published public notice)
match with such a significant change
that it requires amendment. An altered
matching program should not be con-
fused with a request for an unchanged
extension of an established program.

(c) Contents of report (original and one
copy). (1) A proposed new matching pro-
gram report shall consist of an agency
letter of transmittal with the following
attached documents:

(i) Completed agreement between the
participants.

(ii) Benefit/cost analysis.
(iii) Proposed FEDERAL REGISTER

matching notice for public review and
comment.

(iv) Copies of all the appropriate
forms (e.g., applications) of the partici-
pating parties providing direct notice
to the individual or any other means of
communication used.

(v) Copy or copies of the appropriate
FEDERAL REGISTER system(s) of record
notice(s) containing an appropriate
routine use providing constructive no-
tice to the individual.

(2) A report on a proposed alteration
to an established matching program
shall consist of an agency letter of
transmittal with the following at-
tached documents:

(i) A report containing the signifi-
cant change(s) and the following addi-
tional information:

(A) What alternatives to matching
the agencies considered and why a
matching program was chosen.

(B) The date the match was approved
by each participating Federal agency’s
Data Integrity Board.

(C) Whether a cost-benefit analysis
was required and, if so, whether it pro-
jected a favorable ratio.

(ii) Proposed FEDERAL REGISTER
matching notice for public review and
comment.
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(3) A report requesting an extension
beyond 18 months of an established un-
changed matching program must be re-
ceived by the Defense Privacy Office,
DA&M, at least four months prior to
the actual expiration date and consist
of an agency letter of transmittal with
the following attached:

(i) Justification for the extension
(not to exceed one year).

(ii) Certification by the participants
that the program has been conducted
in compliance with the matching
agreement.

(d) Who receives the reports. All re-
ports shall be submitted to, and re-
viewed by, the agency Privacy Advisor
and forwarded to the Defense Privacy
Office, DA&M, for consideration by the
Defense Data Integrity Board.

(e) Action by the Defense Privacy Of-
fice. The Defense Privacy Office,
DA&M, shall present proposals before
the Defense Data Integrity Board
which shall either approve or dis-
approve proposals on their merits. Any
inaction based on insufficient data, jus-
tification, or supporting documenta-
tion shall be returned for any further
corrective action deemed necessary.
Any disapproved proposals are returned
with the stated reasons. Board ap-
proved proposals are coordinated with
the Office of the Assistant Secretary of
Defense (Legislative Affairs) and the
Office of the General Counsel, Depart-
ment of Defense. The Defense Privacy
Office prepares for the signature of the
Chairman of the Board (Director of Ad-
ministration and Management
(DA&M)), transmittal letters sent to
Congress and OMB and concurrently
submits the proposed FEDERAL REG-
ISTER matching notice for publication.

(f) Time restrictions on the initiation of
new or altered matching programs. (1) All
time periods begin from the date the
Chairman of the Board signs the trans-
mittal letters.

(2) At least 30 days must elapse be-
fore the matching program may be-
come operational.

(3) The 30 day period for OMB and
Congressional review and the 30 day
notice and comment period for the
Matching Notice may run concur-
rently.

(g) Requests for waivers. The agency
may seek waivers of certain matching
program requirements including the 30
day review period by OMB and Con-
gress. Requests for waivers shall be in-
cluded in the letter of transmittal to
the report. Such requests shall cite the
specific provision for which a waiver is
being requested with full justification
showing the reasons and the adverse
consequences if a waiver is not grant-
ed.

(h) Outside review and activity. The
agency may presume OMB and Con-
gressional concurrence if the review
period has run without comment from
any reviewer outside the Department
of Defense. Under no circumstances
shall the matching program be imple-
mented before 30 days have elapsed
after publication of the matching no-
tice in the FEDERAL REGISTER. This pe-
riod cannot be waived.

Subpart J—Enforcement Actions

§ 317.110 Administrative remedies.

An individual who alleges he or she
has been affected adversely by a viola-
tion of the Privacy Act shall be per-
mitted to seek relief from the Assist-
ant Director, Resources, through prop-
er administrative channels.

§ 317.111 Civil court actions.

After exhausting all administrative
remedies, an individual may file suit (5
U.S.C 552a(y)) in the Federal court
against the agency for any of the fol-
lowing acts:

(a) Denial of an amendment request.
The Assistant Director, Resources, or
designee refuses the individual’s re-
quest for review of the initial denial of
an amendment or, after review, refuses
to amend the record.

(b) Denial of access. The agency re-
fuses to allow the individual to review
the record or denies his or her request
for a copy of the record.

(c) Failure to meet recordkeeping stand-
ards. The agency fails to maintain the
individual’s record with the accuracy,
relevance, timeliness, and complete-
ness necessary to assure fairness in any
determination about the individual’s
rights, benefits, or privileges and, in
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fact, makes an adverse determination
based on the record.

(d) Failure to comply with the Privacy
Act. The agency fails to comply with
any other provision of the Privacy Act
or any rule or regulation promulgated
under the Privacy Act and thereby
causes the individual to be adversely
affected.

§ 317.112 Criminal penalties.

The Privacy Act (5 U.S.C. 552a(i)) au-
thorizes three criminal penalties
against individuals. All three are mis-
demeanors punishable by fines of $5,000.

(a) Wrongful disclosure. Any member
or employee of the agency who, by vir-
tue of his or her employment or posi-
tion, has possession of or access to
records and willfully makes a disclo-
sure to anyone not entitled to receive
the information.

(b) Maintaining unauthorized records.
Any member or employee of the agency
who willfully maintains a system of
records for which a notice has not been
published.

(c) Wrongful requesting or obtaining
records. Any person who knowingly and
willfully requests or obtains a record
concerning an individual from the
agency under false pretenses.

§ 317.113 Litigation status report.

Whenever a civil complaint citing
the Privacy Act is filed against the
agency in Federal court or whenever
criminal charges are brought against
an individual in Federal court (includ-
ing referral to a court-martial) for any
offense, the agency shall notify the De-
fense Privacy Office, DA&M. The liti-
gation status report included in appen-
dix C to this part provides a format for
this notification. An initial litigation
status report shall be forwarded pro-
viding, as a minimum, the information
specified. An updated litigation status
report shall be sent at each stage of
litigation. When the court renders a
formal disposition of the case, copies of
the court’s action, along with the liti-
gation status report reporting the ac-
tion, shall be sent to the Defense Pri-
vacy Office, DA&M.

§ 317.114 Annual review of enforce-
ment actions.

(a) Annual review. The agency shall
review annually the actions of its per-
sonnel that have resulted in either the
agency being found civilly liable or an
agency member being found criminally
liable under the Privacy Act.

(b) Reporting results. The agency shall
be prepared to report the results of the
annual review to the Defense Privacy
Office, DA&M.

Subpart K—Reports
§ 317.120 Report requirements.

(a) Statutory requirements. Subsection
(p) of the Privacy Act requires a report
and assigns to the Office of Manage-
ment and Budget the responsibility for
compiling the report.

(b) OMB requirements. (1) In addition
to the report, the Office of Manage-
ment and Budget requires that all
agencies be prepared to report the re-
sults of the reviews.

(2) All reports of the agency con-
cerning implementation of the Privacy
Act shall be submitted to the Defense
Privacy Office, DA&M, which shall pre-
scribe the contents and suspense for
such reports.

§ 317.121 Reports.
(a) Submission to the Defense Privacy

Office. The agency shall prepare statis-
tics and other documentation for the
preceding calendar year concerning
those items prescribed for the annual
report and any reports of the reviews
required, and when directed, send them
to the Defense Privacy Office, DA&M.

(b) Report Control Symbol. Unless oth-
erwise directed, any report concerning
implementation of the Privacy Pro-
gram shall be assigned Report Control
Symbol DD-DA&M(A)1379.

(c) Content of annual report. The De-
fense Privacy Office, DA&M, shall pre-
scribe the content of the annual report
but, at a minimum, the annual report
shall contain the following:

(1) Name and address of reporting
agency.

(2) Name and telephone number of
agency official who can best answer
questions about this report.
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(3) Agency Privacy Act Officials.
(i) Senior Agency Official.
(ii) Privacy Act Officer.
(4) If your agency was involved in

any litigation involving the Privacy
Act.

(i) Provide a citation to the case and
a brief description of the background,
issues and results.

(ii) If the cases required your agency
to change its practices, describe how.

(5) Systems of Records Inventory:
(i) Total number of systems of

records as of December 31, 19XX.
(ii) Number of exempt systems.
(iii) Number of automated systems

(either in whole or part).
(iv) Number of systems deleted.
(v) Number of systems added.
(vi) Number of routine uses added.
(vii) Number of routine uses deleted.
(viii) Number of existing systems to

which an exemption(s) was added, and
(ix) Number of new systems to which

an exemption(s) was added.
(6) If your agency received any public

comments on any of its systems of
other Privacy Act implementing ac-
tivities, briefly describe:

(7) Access requests (first party re-
quests which cited the Privacy Act):

(i) Number of requests.
(ii) Number granted in whole or in

part.
(iii) Number denied in whole.
(iv) Number for which no record was

found.
(8) Amendment requests (first party

requests which cited the Privacy Act):
(i) Number of requests.
(ii) Number granted in whole or part.
(iii) Number denied in whole.
(9) Appeals of denial:
(i) Number of access denials ap-

pealed.
(ii) Number in which denial was

upheld.
(iii) Number of amendment denials

appealed.
(iv) Number in which denial was

upheld.
(10) Suggestions:

Subpart L—Agency Exemption
Rules

§ 317.130 Establishing and using ex-
emptions.

(a) Types of exemptions. (1) There are
two types of exemptions permitted by
the Privacy Act:

(i) General exemptions that authorize
the exemption of a system of records
from all but specifically identified pro-
visions of the Privacy Act, and

(ii) Specific exemptions that allow a
system of records to be exempted from
only a few designated provisions of the
Privacy Act.

(2) Neither the Privacy Act nor this
part permits exemption of a system of
records from all provisions of the Pri-
vacy Act.

(b) Establishing exemptions. (1) Neither
general nor specific exemptions are es-
tablished automatically for a system of
records. Only the Director of DCAA or
his/her designee shall make a deter-
mination that the system is one for
which an exemption may be established
and then propose and establish an ex-
emption rule for the system. No system
of records within the agency shall be
considered exempted until the Assist-
ant Director, Resources, DCAA has ap-
proved the exemption and an exemp-
tion rule has been published as a final
rule in the FEDERAL REGISTER for this
part.

(2) Only the Assistant Director, Re-
sources, or his or her designee, may es-
tablish an exemption for a system of
records.

(3) No exemption may be established
for a system of records until the sys-
tem itself has been established by pub-
lishing a notice in the FEDERAL REG-
ISTER describing the system.

(4) A system of records is exempt
from only those provisions of the Pri-
vacy Act that are identified specifi-
cally in the agency exemption rule for
the system.

(c) Provisions to which exemptions may
be applied. After, or along with, estab-
lishing the system of records, the As-
sistant Director, Resources, may estab-
lish an exemption rule that shall ex-
empt the system of records from any
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provision of the Privacy Act for which
an exemption is allowed.

(d) Using exemptions. (1) Exemptions
should be used only for the specific
purposes stated in the exemption rules
and only when in the best interest of
the Government. Exemptions should be
applied to only the specific portions of
the records that require protection.

(2) An exemption should not be used
to deny an individual access to infor-
mation that he or she can obtain under
the FOIA.

(e) Exempt records maintained in non-
exempt systems. (1) An exemption rule
applies to the system of records for
which it was established. If a record
from an exempted system is incor-
porated intentionally into a system
that has not been exempted, the pub-
lished notice and rules for the non-ex-
empted system will apply to the record
and it will not be exempt from any pro-
visions of the Privacy Act.

(2) A record from one DoD compo-
nent’s exempted system that is tempo-
rarily in the possession of another DoD
component remains subject to the pub-
lished system notice and rules of the
originating DoD component. However,
if the non-originating DoD component
incorporates the record into its own
system of records, the published notice
and rules for the system into which it
is incorporated shall apply. If that sys-
tem of records has not been exempted,
the record shall not be exempt from
any provisions of the Privacy Act.

(3) Care should be exercised that ex-
empt records are not accidentally
misfiled into a system of records that
are not exempted

§ 317.131 General exemptions.

(a) Using general exemptions. (1) DCAA
is not authorized to establish the ex-
emption for records maintained by the
Central Intelligence agency under sub-
section (j)(1) of the Privacy Act.

(2) The general exemption provided
by subsection (j)(2) of the Privacy Act
may be established to protect criminal
law enforcement records maintained by
the agency.

(3) To be eligible for the (j)(2) exemp-
tion, the system of records must be
maintained by an element that per-

forms, as one of its principal functions,
the enforcement of criminal laws.

(4) Criminal law enforcement in-
cludes police efforts to detect, prevent,
control, or reduce crime, or to appre-
hend criminals, and the activities of
prosecution, court, correctional, proba-
tion, pardon, or parole authorities.

(5) Information that may be pro-
tected under the (j)(2) exemption in-
cludes:

(i) Information compiled for the pur-
pose of identifying criminal offenders
and alleged criminal offenders con-
sisting of only identifying data and no-
tations of arrests; the nature and dis-
position of criminal charges; and sen-
tencing, confinement, release, parole,
and probation status.

(ii) Information compiled for the pur-
pose of a criminal investigation, in-
cluding reports of informants and in-
vestigators, and associated with an
identifiable individual; and

(iii) Reports identifiable to an indi-
vidual, compiled at any stage of the en-
forcement process, from arrest, appre-
hension, indictment, or preferral of
charges through final release from the
supervision that resulted from the
commission of a crime.

(6) The (j)(2) exemption does not
apply to:

(i) Investigative records maintained
by an element having no criminal law
enforcement activity as one of its prin-
cipal functions, or

(ii) Investigative records compiled by
any element concerning individuals’
suitability, eligibility, or qualification
for duty, employment, or access to
classified information, regardless of
the principal functions of the DoD
component that compiled them.

(7) The (j)(2) exemption established
for a system of records maintained by
a criminal law enforcement element
cannot protect law enforcement
records incorporated into a non-ex-
empted system of records or any sys-
tem of records maintained by an ele-
ment not principally tasked with en-
forcing criminal laws. Agency system
managers are prohibited to incorporate
criminal law enforcement records into
systems other than those maintained
by criminal law enforcement elements.
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11 See footnote 3 to § 317.1(b).

(b) Access to records under a (j)(2) ex-
emption. Requests for access to crimi-
nal law enforcement records main-
tained in a system for which a (j)(2) ex-
emption has been established shall be
processed as if also made under the
FOIA.

§ 317.132 Specific exemptions.
(a) Using specific exemptions. Specific

exemptions permit certain categories
of records to be exempted from specific
provisions of the Privacy Act. Sub-
sections (k)(1–7) of the Privacy Act per-
mits claiming exemptions for seven
categories of records. To be eligible for
a specific exemption, the record must
meet the corresponding criteria.

(1) (k)(1) exemption: Information
properly classified under DoD 5200.1–
R 11 (32 CFR part 159) in the interest of
national defense or foreign policy.

(2) (k)(2) exemption: Investigatory in-
formation compiled for law enforce-
ment purposes. If maintaining the in-
formation causes an individual to be
ineligible for or denied any right, ben-
efit, or privilege that he or she would
otherwise be eligible for or entitled to
under Federal law, then he or she shall
be given access to the information, ex-
cept for the information that would
identify a confidential source. The
(k)(2) exemption, when established, al-
lows limited protection of investiga-
tive records normally maintained in a
(j)(2) exempt system for use in per-
sonnel and administrative actions.

(3) (k)(3) exemption: Records main-
tained in connection with providing
protective services to the President of
the United States and other individuals
under 18 U.S.C. 3056.

(4) (k)(4) exemption: Records required
by Federal law to be maintained and
used solely as statistical records that
are not used to make any determina-
tion about an identifiable individual,
except as provided by 13 U.S.C. 8.

(5) (k)(5) exemption: Investigatory
material compiled solely for the pur-
pose of determining suitability, eligi-
bility, or qualifications for Federal ci-
vilian employment, military service,
Federal contracts, or access to classi-
fied information, but only to the ex-
tent such material would reveal the

identity of a confidential source. This
exemption allows protection of con-
fidential sources in background inves-
tigations, employment inquiries, and
similar inquiries used in personnel
screening to determine suitability, eli-
gibility, or qualifications.

(6) (k)(6) exemption: Testing or exam-
ination material used solely to deter-
mine individual qualifications for ap-
pointment or promotion in the Federal
or military service if the disclosure
would compromise the objectivity or
fairness of the testing or examination
process.

(7) (k)(7) exemption: Evaluation ma-
terial used to determine potential for
promotion in the military services, but
only to the extent that disclosure
would reveal the identity of a confiden-
tial source.

(b) Confidential source. (1) A ‘‘con-
fidential source’’ is defined under the
Privacy Act as a person or organiza-
tion that has furnished information to
the Federal Government under an ex-
press promise or, before September 27,
1975, under an implied promise that the
identity of the person or organization
would be held in confidence.

(2) Promises of confidentiality are to
be given on a limited basis and only
when essential to obtain the informa-
tion sought. Appropriate procedures
should be established for granting con-
fidentiality and designate those cat-
egories of individuals authorized to
make such promises.

(c) Access to records under specific ex-
emptions. Requests for access to records
maintained in systems of records for
which specific exemptions have been
established shall be processed as if also
made under the FOIA.

§ 317.133 DCAA exempt record sys-
tems.

(a) Exempt systems of records. The Di-
rector, DCAA has made a determina-
tion and claims an exemption for the
following agency systems of records by
publication of an appropriate exemp-
tion rule for the record system and
therefore allowing the agency to in-
voke, at its discretion, the particular
exemption permitted by the Privacy
Act from certain subsections of the
Privacy Act.
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(b) Classified material. The Director,
DCAA has made a determination that
all systems of records maintained by
the agency shall be exempt from 5
U.S.C. 552a(d) of the Privacy Act pursu-
ant to 5 U.S.C. 552a(k)(1) to the extent
that the record system contains any
information properly classified under
Executive Order 12958 and required by
the executive order to be withheld in
the interest of national defense or for-
eign policy. This blanket exemption,
which may be applicable to parts of all
systems of records, is necessary be-
cause certain record systems not other-
wise specifically designated for exemp-
tions herein may contain items of in-
formation that have been properly
classified.

(c) General exemption rules. [Reserved]
(d) Specific exemption rules. [Reserved]

[57 FR 48992, Oct. 29, 1992, as amended at 61
FR 2916, Jan. 30, 1996]

APPENDIX A TO PART 317—DCAA
BLANKET ROUTINE USES

A. LAW ENFORCEMENT ROUTINE USE

In the event that a system of records main-
tained by this agency to carry out its func-
tions indicates a violation or potential viola-
tion of law, whether civil, criminal, or regu-
latory in nature, and whether arising by gen-
eral statute or by regulation, rule, or order
issued pursuant thereto, the relevant records
in the system of records may be referred, as
a routine use, to the appropriate agency,
whether Federal, State, local, or foreign,
charged with the responsibility of inves-
tigating or prosecuting such violation or
charged with enforcing or implementing the
statute, rule, regulation, or order issued pur-
suant thereto.

B. DISCLOSURE WHEN REQUESTING
INFORMATION ROUTINE USE

A record from a system of records main-
tained by this agency may be disclosed as a
routine use to a Federal, State, or local
agency maintaining civil, criminal, or other
relevant enforcement information, or other
pertinent information, such as current li-
censes, if necessary to obtain information
relevant to a agency decision concerning the
hiring or retention of an employee, the
issuance of a security clearance, the letting
of a contract, or the issuance of a license,
grant, or other benefit.

C. DISCLOSURE OF REQUESTED
INFORMATION ROUTINE USE

A record from a system of records main-
tained by this agency may be disclosed to a

Federal Agency, in response to its request, in
connection with the hiring or retention of an
employee, the issuance of a security clear-
ance, the reporting of an investigation of an
employee, the letting of a contract, or the
issuance of a license, grant, or other benefit
by the requesting agency, to the extent that
the information is relevant and necessary to
the requesting agency’s decision on the mat-
ter.

D. CONGRESSIONAL INQUIRIES ROUTINE
USE

Disclosure from a system of records main-
tained by this agency may be made to a con-
gressional office from the record of an indi-
vidual in response to an inquiry from the
congressional office made at the request of
that individual.

E. PRIVATE RELIEF LEGISLATION
ROUTINE USE

Relevant information contained in all sys-
tems of records of the agency published on or
before August 22, 1975, may be disclosed to
the Office of Management and Budget in con-
nection with the review of private relief leg-
islation as set forth in OMB Circular A-19 at
any stage of the legislative coordination and
clearance process as set forth in that cir-
cular.

F. DISCLOSURES REQUIRED BY INTER-
NATIONAL AGREEMENTS ROUTINE USE

A record from a system of records main-
tained by this agency may be disclosed to
foreign law enforcement, security, investiga-
tory, or administrative authorities in order
to comply with requirements imposed by, or
to claim rights conferred in, international
agreements and arrangements, including
those regulating the stationing and status in
foreign countries of Department of Defense
military and civilian personnel.

G. DISCLOSURE TO STATE AND LOCAL
TAXING AUTHORITIES ROUTINE USE

Any information normally contained in
IRS Form W-2 that is maintained in a record
from a system of records maintained by this
agency may be disclosed to State and local
taxing authorities with which the Secretary
of the Treasury has entered into agreements
pursuant to Title 5 U.S.C. Sections 5516, 5517,
5520, and only to those State and local taxing
authorities for which an employee or mili-
tary member is or was subject to tax, regard-
less of whether tax is or was withheld. This
routine use is in accordance with Treasury
Fiscal Requirements Manual Bulletin No. 76–
07.

H. DISCLOSURE TO THE OFFICE OF
PERSONNEL MANAGEMENT ROUTINE USE

A record from a system of records subject
to the Privacy Act and maintained by this
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agency may be disclosed to the Office of Per-
sonnel Management concerning information
on pay and leave, benefits, retirement reduc-
tions, and any other information necessary
for the Office of Personnel Management to
carry out its legally authorized Government-
wide personnel management functions and
studies.

I. DISCLOSURE TO THE DEPARTMENT OF
JUSTICE FOR LITIGATION ROUTINE USE

A record from a system of records main-
tained by this agency may be disclosed as a
routine use to any component of the Depart-
ment of Justice for the purpose of rep-
resenting the agency, or any officer, em-
ployee or member of the agency in pending
or potential litigation to which the record is
pertinent.

J. DISCLOSURE TO MILITARY BANKING
FACILITIES OVERSEAS ROUTINE USE

Information as to current military ad-
dresses and assignments may be provided to
military banking facilities that provide
banking services overseas and that are reim-
bursed by the Government for certain check-
ing and loan losses. For personnel separated,
discharged, or retired from the Armed
Forces, information as to last known resi-
dential or home of record address to the
military banking facility upon certification
by a banking facility officer that the facility
has a returned or dishonored check nego-
tiated by the individual or the individual has
defaulted on a loan and that if restitution is
not made by the individual, the U.S. Govern-
ment will be liable for the losses the facility
may incur.

K. DISCLOSURE OF INFORMATION TO THE
GENERAL SERVICES ADMINISTRATION
ROUTINE USE

A record from a system of records main-
tained by this agency may be disclosed as a
routine use to the General Services Adminis-
tration for the purpose of records manage-
ment inspections conducted under authority
of 44 U.S.C. Sections 2904 and 2906.

L. DISCLOSURE OF INFORMATION TO THE
NATIONAL ARCHIVES AND RECORDS AD-
MINISTRATION ROUTINE USE

A record from a system of records main-
tained by this agency may be disclosed as a
routine use to the National Archives and
Records Administration for the purpose of
records management inspections conducted
under authority of 44 U.S.C. Sections 2904
and 2906.

M. DISCLOSURE TO THE MERIT SYSTEMS
PROTECTION BOARD ROUTINE USE

A record from a system of records main-
tained by this agency may be disclosed as a
routine use to the Merit Systems Protection

Board, including the Office of the Special
Counsel, for the purpose of litigation, includ-
ing administrative proceedings, appeals, spe-
cial studies of the civil service and other
merit systems, review of OPM or agency
rules and regulations, investigation of al-
leged or possible prohibited personnel prac-
tices, including administrative proceedings
involving any individual subject of a DoD in-
vestigation, and such other functions pro-
mulgated in 5 U.S.C. Section 1205 or as may
be authorized by law.

N. COUNTERINTELLIGENCE PURPOSES
ROUTINE USE

A record from a system of records main-
tained by this agency may be disclosed as a
routine use outside the Department of De-
fense for the purpose of counterintelligence
activities authorized by U.S. law or execu-
tive order or for the purpose of enforcing
laws that protect the national security of
the United States.

APPENDIX B TO PART 317—PROVISIONS
OF THE PRIVACY ACT FROM WHICH A
GENERAL OR SPECIFIC EXEMPTION
MAY BE CLAIMED

Exemption
Section of the Privacy Act

(j)(2) (k)(1–7)

No ......... No ........ (b)(1) Disclosure within the Depart-
ment of Defense

No ......... No ........ (b)(2) Disclosure to the public
No ......... No ........ (b)(3) Disclosure for a routine use
No ......... No ........ (b)(4) Disclosure to Bureau of Census
No ......... No ........ (b)(5) Disclosure for statistical re-

search and reporting
No ......... No ........ (b)(6) Disclosure to National Archives
No ......... No ........ (b)(7) Disclosure for law enforcement

purposes
No ......... No ........ (b)(8) Disclosure under emergency cir-

cumstances
No ......... No ........ (b)(9) Disclosure to Congress
No ......... No ........ (b)(10) Disclosure to General Account-

ing Office
No ......... No ........ (b)(11) Disclosure pursuant to court

orders
No ......... No ........ (b)(12) Disclosure to consumer report-

ing agency

No ......... No ........ (c)(1) Making disclosure accountings
No ......... No ........ (c)(2) Retaining disclosure account-

ings
Yes ........ Yes ....... (c)(3) Making disclosure accounting

available to the individual
Yes ........ No ........ (c)(4) Informing prior recipients of cor-

rections

Yes ........ Yes ....... (d)(1) Individual access to records
Yes ........ Yes ....... (d)(2) Amending records
Yes ........ Yes ....... (d)(3) Review of the Component’s re-

fusal to amend a record
Yes ........ Yes ....... (d)(4) Disclosure of disputed informa-

tion
Yes ........ Yes ....... (d)(5) Access to information compiled

in anticipation of civil action

Yes ........ Yes ....... (e)(1) Restrictions on collecting infor-
mation
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Exemption
Section of the Privacy Act

(j)(2) (k)(1–7)

Yes ........ No ........ (e)(2) Collecting directly from the indi-
vidual

Yes ........ No ........ (e)(3) Informing individuals from whom
information is requested

No ......... No ........ (e)(4)(A) Describing the name and lo-
cation of the system

No ......... No ........ (e)(4)(B) Describe categories of indi-
viduals

No ......... No ........ (e)(4)(C) Describing categories of
records

No ......... No ........ (e)(4)(D) Describing routine uses
No ......... No ........ (e)(4)(E) Describing records manage-

ment policies and practices
No ......... No ........ (e)(4)(F) Identifying responsible offi-

cials
Yes ........ Yes ....... (e)(4)(G) Procedures for determining if

a system contains a record on an
individual

Yes ........ Yes ....... (e)(4)(H) Procedures for gaining ac-
cess

Yes ........ Yes ....... (e)(4)(I) Describing categories of infor-
mation sources

Yes ........ No ........ (e)(5) Standards of accuracy
No ......... No ........ (e)(6) Validating records before disclo-

sure
No ......... No ........ (e)(7) Records of First Amendment ac-

tivities
Yes ........ No ........ (e)(8) Notification of disclosures under

compulsory legal process
No ......... No ........ (e)(9) Rules of conduct
No ......... No ........ (e)(10) Administrative, technical and

physical safeguards
No ......... No ........ (e)(11) Notice of new and revised rou-

tine uses

Yes ........ Yes ....... (f)(1) Rules for determining if an indi-
vidual is subject of a record

Yes ........ Yes ....... (f)(2) Rules for handling access re-
quests

Yes ........ Yes ....... (f)(3) Rules for granting access
Yes ........ Yes ....... (f)(4) Rules for amending records
Yes ........ Yes ....... (f)(5) Rules regarding fees

Yes ........ No ........ (g)(1) Basis for civil action
Yes ........ No ........ (g)(2) Basis for judicial review and

remedies for refusal to amend
Yes ........ No ........ (g)(3) Basis for judicial review and

remedies for denial of access
Yes ........ No ........ (g)(4) Basis for judicial review and

remedies for other failure to comply
Yes ........ No ........ (g)(5) Jurisdiction and time limits

Yes ........ No ........ (h) Rights legal guardians

No ......... No ........ (i)(1) Criminal penalties for unauthor-
ized disclosure

No ......... No ........ (i)(2) Criminal penalties for failure to
publish

No ......... No ........ (i)(3) Criminal penalties for obtaining
records under false pretenses

Yes ........ No ........ (j) Rulemaking requirement
N/A ........ No ........ (j)(1) Federal exemption for the Cen-

tral Intelligence Agency
N/A ........ No ........ (j)(2) General exemption for criminal

law enforcement records

Yes ........ N/A ....... (k)(1) Exemption for classified material
N/A ........ N/A ....... (k)(2) Exemption for law enforcement

material
Yes ........ Yes ....... (k)(3) Exemption for records pertaining

to Presidential protection
Yes ........ N/A ....... (k)(4) Exemption for statistical record

Exemption
Section of the Privacy Act

(j)(2) (k)(1–7)

Yes ........ N/A ....... (k)(5) Exemption for investigatory ma-
terial compiled for determining suit-
ability for employment or service

Yes ........ N/A ....... (k)(6) Exemption for testing or exam-
ination material

Yes ........ N/A ....... (k)(7) Exemption for promotion evalua-
tion materials used by the Armed
Forces

Yes ........ No ........ (l)(1) Records stored in NARA records
centers

Yes ........ No ........ (l)(2) Records archived before Sep-
tember 27, 1975

Yes ........ No ........ (l)(3) Records archived on or after
September 27, 1975

Yes ........ No ........ (m) Applicability to government con-
tractors

Yes ........ No ........ (n) Mailing lists

Yes ........ No ........ (o) Reports on new systems

Yes ........ No ........ (p) Biennial report (Note: Department
of Defense requires an annual re-
port)

[57 FR 48992, Oct. 29, 1992, as amended at 62
FR 26390, May 14, 1997]
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