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1. Manage interest rate risk in a manner
that is appropriate to the size of the institu-
tion and the complexity of its assets and li-
abilities; and

2. Provide for periodic reporting to man-
agement and the board of directors regarding
interest rate risk with adequate information
for management and the board of directors
to assess the level of risk.

F. Asset growth. An institution’s asset
growth should be prudent and consider:

1. The source, volatility and use of the
funds that support asset growth;

2. Any increase in credit risk or interest
rate risk as a result of growth; and

3. The effect of growth on the institution’s
capital.

G. Asset quality. An insured depository in-
stitution should establish and maintain a
system that is commensurate with the insti-
tution’s size and the nature and scope of its
operations to identify problem assets and
prevent deterioration in those assets. The in-
stitution should:

1. Conduct periodic assetquality reviews to
identify problem assets;

2. Estimate the inherent losses in those as-
sets and establish reserves that are sufficient
to absorb estimated losses;

3. Compare problem asset totals to capital;
4. Take appropriate corrective action to re-

solve problem assets;
5. Consider the size and potential risks of

material asset concentrations; and
6. Provide periodic asset reports with ade-

quate information for management and the
board of directors to assess the level of asset
risk.

H. Earnings. An insured depository institu-
tion should establish and maintain a system
that is commensurate with the institution’s
size and the nature and scope of its oper-
ations to evaluate and monitor earnings and
ensure that earnings are sufficient to main-
tain adequate capital and reserves. The insti-
tution should:

1. Compare recent earnings trends relative
to equity, assets, or other commonly used
benchmarks to the institution’s historical
results and those of its peers;

2. Evaluate the adequacy of earnings given
the size, complexity, and risk profile of the
institution’s assets and operations;

3. Assess the source, volatility, and sus-
tainability of earnings, including the effect
of nonrecurring or extraordinary income or
expense;

4. Take steps to ensure that earnings are
sufficient to maintain adequate capital and
reserves after considering the institution’s
asset quality and growth rate; and

5. Provide periodic earnings reports with
adequate information for management and
the board of directors to assess earnings per-
formance.

I. Compensation, fees and benefits. An insti-
tution should maintain safeguards to pre-

vent the payment of compensation, fees, and
benefits that are excessive or that could lead
to material financial loss to the institution.

III. PROHIBITION ON COMPENSATION THAT CON-
STITUTES AN UNSAFE AND UNSOUND PRAC-
TICE

A. Excessive Compensation

Excessive compensation is prohibited as an
unsafe and unsound practice. Compensation
shall be considered excessive when amounts
paid are unreasonable or disproportionate to
the services performed by an executive offi-
cer, employee, director, or principal share-
holder, considering the following:

1. The combined value of all cash and non-
cash benefits provided to the individual;

2. The compensation history of the indi-
vidual and other individuals with com-
parable expertise at the institution;

3. The financial condition of the institu-
tion;

4. Comparable compensation practices at
comparable institutions, based upon such
factors as asset size, geographic location,
and the complexity of the loan portfolio or
other assets;

5. For postemployment benefits, the pro-
jected total cost and benefit to the institu-
tion;

6. Any connection between the individual
and any fraudulent act or omission, breach
of trust or fiduciary duty, or insider abuse
with regard to the institution; and

7. Any other factors the agencies deter-
mines to be relevant.

B. Compensation Leading to Material Financial
Loss

Compensation that could lead to material
financial loss to an institution is prohibited
as an unsafe and unsound practice.

[60 FR 35678, 35682, July 10, 1995, as amended
at 61 FR 43950, Aug. 27, 1996]
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I. INTRODUCTION

The Interagency Guidelines Establishing
Year 2000 Standards for Safety and Sound-
ness (Guidelines) set forth safety and sound-
ness standards pursuant to section 39 of the
Federal Deposit Insurance Act (section 39)
(12 U.S.C. 1831p–1) that are applicable to an
insured depository institution’s efforts to
achieve Year 2000 readiness. The Guidelines,
which also interpret the general standards in
the Interagency Guidelines Establishing
Standards for Safety and Soundness adopted
in 1995, apply to all insured depository insti-
tutions.

A. Preservation of Existing Authority

Neither section 39 nor the Guidelines in
any way limits the authority of the Federal
banking agencies to address unsafe or un-
sound practices, violations of law, unsafe or
unsound conditions, or other practices. The
Federal banking agencies, in their sole dis-
cretion, may take appropriate actions so
that insured depository institutions will be
able to successfully continue business oper-
ations after January 1, 2000, including on a
case-by-case basis requiring actions by dates
that are later than the key dates set forth in
the Guidelines. Action under section 39 and
the Guidelines may be taken independently
of, in conjunction with, or in addition to any
other action, including enforcement action,
available to the Federal banking agencies.

B. Definitions

1. In general. For purposes of the Guide-
lines the following definitions apply:

a. Business resumption contingency plan
means a plan that describes how mission-
critical systems of the insured depository in-
stitution will continue to operate in the
event there are system failures in proc-
essing, calculating, comparing, or sequenc-
ing date or time data from, into, or between
the 20th and 21st centuries; and the years
1999 and 2000; and with regard to leap year
calculations.

b. External system means a system the ren-
ovation of which is not controlled by the in-
sured depository institution, including sys-
tems provided by service providers and any
interfaces with external third party sup-
pliers and other material third parties.

c. External third party supplier means a
service provider or software vendor that sup-
plies services or products to insured deposi-
tory institutions.

d. Internal system means a system the ren-
ovation of which is controlled by the insured
depository institution, including software,
operating systems, mainframe computers,

personal computers, readers/sorters, and
proof machines. An internal system also may
include a system controlled by the insured
depository institution with embedded inte-
grated circuits (e.g., heating and cooling sys-
tems, vaults, communications, security sys-
tems, and elevators).

e. Mission-critical system means an applica-
tion or system that is vital to the successful
continuance of a core business activity or
process. An application or system may be
mission-critical if it interfaces with a des-
ignated mission-critical system. Software
products also may be mission-critical.

f. Other material third party means a third
party, other than an external third party
supplier, to whom an insured depository in-
stitution transmits data or from whom an
insured depository institution receives data,
including business partners (e.g., credit bu-
reaus), other insured depository institutions,
payment system providers, clearinghouses,
customers, and utilities.

g. Remediation contingency plan means a
plan that describes how the insured deposi-
tory institution will mitigate the risks asso-
ciated with the failure to successfully com-
plete renovation, testing, or implementation
of its mission-critical systems.

h. Renovation means code enhancements,
hardware and software upgrades, system re-
placements, and other associated changes
that ensure that the insured depository in-
stitution’s mission-critical systems and ap-
plications are Year 2000 ready.

i. Year 2000 ready or readiness with respect
to a system or application means a system
or application accurately processes, cal-
culates, compares, or sequences date or time
data from, into, or between the 20th and 21st
centuries; and the years 1999 and 2000; and
with regard to leap year calculations.

II. YEAR 2000 STANDARDS FOR SAFETY AND
SOUNDNESS

A. Review of Mission-Critical Systems For
Year 2000 Readiness. Each insured depository
institution shall in writing:

1. Identify all internal and external mis-
sion-critical systems that are not Year 2000
ready;

2. Establish priorities for accomplishing
work and allocating resources to renovating
internal mission-critical systems;

3. Identify the resource requirements and
individuals assigned to the Year 2000 project
on internal mission-critical systems;

4. Establish reasonable deadlines for com-
mencing and completing the renovation of
such internal mission-critical systems;

5. Develop and adopt a project plan that
addresses the insured depository institu-
tion’s Year 2000 renovation, testing, contin-
gency planning, and management oversight
process; and

6. Develop a due diligence process to mon-
itor and evaluate the efforts of external
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third party suppliers to achieve Year 2000
readiness.

B. Renovation of Internal Mission-Critical
Systems. Each insured depository institu-
tion shall commence renovation of all inter-
nal mission-critical systems that are not
Year 2000 ready in sufficient time that test-
ing of the renovation can be substantially
completed by December 31, 1998.

C. Renovation of External Mission-Critical
Systems. Each insured depository institu-
tion shall:

1. Determine the ability of external third
party suppliers to renovate external mission-
critical systems that are not Year 2000 ready
and to complete the renovation in sufficient
time to substantially complete testing by
March 31, 1999;

2. Maintain written documentation of all
its communications with external third
party suppliers regarding their ability to
renovate timely and effectively external
mission-critical systems that are not Year
2000 ready; and

3. Develop in writing an ongoing due dili-
gence process to monitor and evaluate the
efforts of external third party suppliers to
achieve Year 2000 readiness, including:

a. monitoring the efforts of external third
party suppliers to achieve Year 2000 readi-
ness on at least a quarterly basis and docu-
menting communications with these sup-
pliers; and

b. reviewing the insured depository institu-
tion’s contractual arrangements with exter-
nal third party suppliers to determine the
parties’ rights and obligations to achieve
Year 2000 readiness.

D. Testing of Mission-Critical Systems.
Each insured depository institution shall:

1. Develop and implement an effective
written testing plan for both internal and ex-
ternal systems. Such a plan shall include the
testing environment, testing methodology,
testing schedules, budget projections, par-
ticipants to be involved in testing, and the
critical dates to be tested to achieve Year
2000 readiness;

2. Verify the adequacy of the testing proc-
ess and validate the results of the tests with
the assistance of the project manager re-
sponsible for Year 2000 readiness, the owner
of the system tested, and an objective inde-
pendent party (such as an auditor, a consult-
ant, or a qualified individual from within or
outside of the insured depository institution
who is independent of the process under re-
view);

3. Substantially complete testing of inter-
nal mission-critical systems by December 31,
1998;

4. Commence testing of external mission-
critical systems by January 1, 1999;

5. Substantially complete testing of exter-
nal mission-critical systems by March 31,
1999;

6. Commence testing with other material
third parties by March 31, 1999; and

7. Complete testing of all mission-critical
systems by June 30, 1999.

E. Business Resumption Contingency Plan-
ning. Each insured depository institution
shall develop and implement an effective
written business resumption contingency
plan that, at a minimum:

1. Defines scenarios for mission-critical
systems failing to achieve Year 2000 readi-
ness;

2. Evaluates options and selects a reason-
able contingency strategy for those systems;

3. Provides for the periodic testing of the
business resumption contingency plan; and

4. Provides for independent testing of the
business resumption contingency plan by an
objective independent party, such as an audi-
tor, consultant, or qualified individual from
another area of the insured depository insti-
tution who was not involved in the formula-
tion of the business resumption contingency
plan.

F. Remediation Contingency Planning.
Each insured depository institution that has
failed to successfully complete renovation,
testing, and implementation of a mission-
critical system, or is in the process of reme-
diation and is not on schedule with the key
dates in section II.D., shall develop and im-
plement an effective written remediation
contingency plan that, at a minimum:

1. Outlines the alternatives available if re-
mediation efforts are not successful, includ-
ing the availability of alternative external
third party suppliers, and selects a reason-
able contingency strategy; and

2. Establishes trigger dates for activating
the remediation contingency plan, taking
into account the time necessary to convert
to alternative external third party suppliers
or to complete any other selected strategy.

G. Customer Risk. Each insured depository
institution shall develop and implement a
written due diligence process that:

1. Identifies customers, including fund pro-
viders, fund takers, and capital market/asset
management counterparties, that represent
material risk exposure to the institution;

2. Evaluates their Year 2000 preparedness;
3. Assesses their existing and potential

Year 2000 risk to the institution; and
4. Implements appropriate risk controls,

including controls for underwriting risk, to
manage and mitigate their Year 2000 risk to
the institution.

H. Involvement of the Board of Directors
and Management.

1. During all stages of the renovation, test-
ing, and contingency planning process, the
board of directors and management of each
insured depository institution shall:

a. be actively involved in efforts to plan,
allocate resources, and monitor progress to-
wards attaining Year 2000 readiness;
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b. oversee the efforts of the insured deposi-
tory institution to achieve Year 2000 readi-
ness and allocate sufficient resources to re-
solve problems relating to the institution’s
Year 2000 readiness; and

c. evaluate the Year 2000 risk associated
with any strategic business initiatives con-
templated by the insured depository institu-
tion, including mergers and acquisitions,
major systems development, corporate alli-
ances, and system interdependencies.

2. In addition, the board of directors, at a
minimum, shall require from management,
and management shall provide to the board
of directors, written status reports, at least
quarterly and as otherwise appropriate to
keep the directorate fully informed, of the
insured depository institution’s efforts in
achieving Year 2000 readiness. Such written
status reports shall, at a minimum, include:

a. The overall progress of the insured de-
pository institution’s efforts in achieving
Year 2000 readiness;

b. The insured depository institution’s in-
terim progress in renovating, validating, and
contingency planning measured against the
insured depository institution’s Year 2000
project plan as adopted under section II.A.5.
of appendix B;

c. The status of efforts by key external
third party suppliers and other material
third parties in achieving Year 2000 readi-
ness;

d. The results of the testing process;
e. The status of contingency planning ef-

forts; and
f. The status of the ongoing assessment of

customer risk.

[64 FR 66704, 66705, Nov. 29, 1999]
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A. Introduction

These Supplemental Guidelines are issued
pursuant to section 39 of the Federal Deposit
Insurance Act (FDI Act) (12 U.S.C. 1831p–1)
and apply to transfer agent and broker or
dealer systems that a national bank has not
designated as mission-critical. These Supple-
mental Guidelines are in addition to, but do
not supersede, the Year 2000 Guidelines pre-
viously adopted as Appendix B to 12 CFR
Part 30. The Guidelines in Appendix B con-

tinue to apply to efforts of national banks to
achieve Year 2000 readiness of their mission-
critical systems.

B. Preservation of existing authority

Neither section 39 nor these Supplemental
Guidelines in any way limits the authority
of the OCC to address unsafe or unsound
practices, violations of law, unsafe or un-
sound conditions, or other practices of bank
transfer agents and brokers or dealers. For
example, failure to complete any of the
standards set forth in the Supplemental
Guidelines may constitute an unsafe or un-
sound practice under 12 U.S.C. 1818(b). Action
under section 39 and the Supplemental
Guidelines may be taken independently of,
in conjunction with, or in addition to any
other remedy, including enforcement action,
available to the OCC.

C. Definitions

1. In general. For purposes of the Supple-
mental Guidelines the following definitions
apply:

a. Bank transfer agent means a national
bank that provides transfer agent services
directly or through an operating subsidiary,
or a Federal branch that is subject to the
provisions of section 39 of the FDI Act (12
U.S.C. 1831p–1), if the national bank, oper-
ating subsidiary or Federal branch is a reg-
istered transfer agent whose appropriate reg-
ulatory agency, as that term is defined in 15
U.S.C. 78c(a)(34), is the Office of the Comp-
troller of the Currency. The term bank
transfer agent does not include a transfer
agent that qualifies as an issuer or small
transfer agent, as these terms are defined in
17 CFR 240.17Ad–13(d) (1) and (2).

b. Bank broker or dealer means a national
bank that effects securities brokerage or
dealer transactions for customers, or a Fed-
eral branch that is subject to the provisions
of section 39 of the FDI Act (12 U.S.C. 1831p–
1). The term bank broker or dealer does not
include operating subsidiaries of national
banks. The term bank broker or dealer does
not include a national bank effecting fewer
than 500 securities brokerage transactions
per year for customers during the prior three
calendar year period.

c. System means an automated system and
related applications necessary to ensure the
prompt and accurate processing of securities
transactions, including order entry, transfer
execution, comparison, allocation, clearance
and settlement of securities transactions,
the maintenance of customer accounts, the
delivery of funds and securities, or the pro-
duction or retention of required records.

d. Business resumption contingency plan
means a plan that describes how a bank
transfer agent or bank broker or dealer will
continue to perform transfer agent or broker
or dealer functions, respectively, in the
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