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Office of the Secretary of the Treasury § 2.31

provides specifics on the requirements
for transporting classified information.

(2) Specific Safeguards. If it is deter-
mined that the transportation of clas-
sified information by an individual in
travel status is in the best interest of
the United States Government, the fol-
lowing specific safeguards shall be ful-
filled:

(i) Classified information shall be in
the physical possession of the indi-
vidual and shall have adequate safe-
guards at all times if proper storage at
a United States Government facility is
not available. Under no circumstances
shall classified information be stored
in a hotel safe or room, locked in auto-
mobiles, private residences, train com-
partments, or any vehicular detachable
storage compartments.

(ii) An inventory of all Top Secret
classified information, including tele-
type messages, shall be made prior to
departure and a copy of same shall be
retained by the traveller’s office until
the traveller’s return at which time all
Top Secret classified information shall
be accounted for. These same proce-
dures are recommended for informa-
tion classified Secret, Confidential or
Limited Official Use.

(iii) Classified information shall
never be displayed or used in any man-
ner in public conveyances or rooms.
First class or business travel is not au-
thorized when the justification for
commercially available transportation
is based on the need for reviewing clas-
sified materials while enroute. Trav-
elers are responsible for reviewing and
familiarizing themselves with required
classified materials, under appro-
priately secure circumstances, in ad-
vance of their travel and not during
such travel.

(iv) In order to avoid unnecessary
delays in the screening process prior to
boarding commercial air carriers, the
traveler shall have in his or her posses-
sion written authorization, on Treas-
ury or bureau letterhead, to transport
classified information and either an
identification card or credential bear-
ing both a photograph and descriptive
data. Courier authorizations shall be
signed by an appropriate security rep-
resentative authorized to direct official
travel. This courier authorization,
along with official travel orders, shall,

in most instances, permit the indi-
vidual to exempt the classified infor-
mation from inspection. If difficulty is
encountered, the traveler should tact-
fully refuse to exhibit or disclose the
classified information to inspection
and should insist on the assistance of
the local United States diplomatic rep-
resentative at the port of entry or de-
parture.

(v) Upon completion of the visit, the
traveler shall have the information re-
turned to his or her office by approved
means. All Top Secret and Secret clas-
sified information, including teletype
messages transported for the purpose
of the visit shall be accounted for. It is
highly recommended that Confidential
and Limited Official Use information
also be accounted for. If any Top Se-
cret or Secret classified items are left
with the office being visited for its re-
tention and use, the individual shall
obtain a receipt.

[55 FR 1644, Jan. 17, 1990, as amended at 55
FR 50321, Dec. 6, 1990]

§ 2.29 Telecommunications and com-
puter transmissions.

Classified information shall not be
communicated by telecommunications
or computer transmissions except as
may be authorized with respect to the
transmission of classified information
over authorized secure communica-
tions circuits or systems.

§ 2.30 Special access programs [1.2(a)
and 4.2(a)].

Only the Secretary of the Treasury
may create or continue a special access
program if:

(a) Normal management and safe-
guarding procedures do not limit ac-
cess sufficiently; and

(b) The number of persons with ac-
cess is limited to the minimum nec-
essary to meet the objective of pro-
viding extra protection for the infor-
mation.

§ 2.31 Reproduction controls [4.1(b)].
(a) Top Secret documents, except for

the controlled initial distribution of
information processed or received elec-
tronically, shall not be reproduced
without the consent of the originator.

(b) Unless restricted by the origi-
nating agency, Secret, Confidential
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