
415

Office of the Secretary of Defense § 228.5

PART 228—SECURITY PROTECTIVE
FORCE
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AUTHORITY: 40 U.S.C. 318–318c.

SOURCE: 59 FR 5948, Feb. 9, 1994, unless oth-
erwise noted.

§ 228.1 Applicability.
This part applies to all property

under the charge and control of the Di-
rector, NSA, and to all persons enter-
ing in or on such property (hereinafter
referred to as ‘‘protected property’’).
Employees of the NSA and any other
persons entering upon protected prop-
erty shall be subject to these regula-
tions.

§ 228.2 Control of activities on pro-
tected property.

Persons in and on protected property
shall at all times comply with official
signs of a prohibitory, regulatory, or
directory nature and with the direction
of Security Protective Officers and any
other duly authorized personnel.

§ 228.3 Restrictions on admission to
protected property.

Access to protected property shall be
restricted to ensure the orderly and se-
cure conduct of Agency business. Ad-

mission to protected property will be
restricted to employees and other per-
sons with proper authorization who
shall, when requested, display govern-
ment or other identifying credentials
to the Security Protective Officers or
other duly authorized personnel when
entering, leaving, or while on the prop-
erty.

§ 228.4 Control of vehicles on pro-
tected property.

Drivers of all vehicles entering or
while on protected property shall com-
ply with the signals and directions of
Security Protective Officers or other
duly authorized personnel and any
posted traffic instructions. All vehicles
shall be driven in a safe and careful
manner at all times, in compliance
with applicable motor vehicle laws.

§ 228.5 Enforcement of parking regula-
tions.

For reasons of security, parking reg-
ulations shall be strictly enforced. Ex-
cept with proper authorization, park-
ing on protected property is not al-
lowed without a permit. Parking with-
out a permit or other authorization,
parking in unauthorized locations or in
locations reserved for other persons, or
parking contrary to the direction of
posted signs or applicable state or fed-
eral laws and regulations is prohibited.
Vehicles parked in violation, where
warning signs are posted, shall be sub-
ject to removal at the owner’s risk,
which shall be in addition to any pen-
alties assessed pursuant to § 228.18. The
Agency assumes no responsibility for
the payment of any fees or costs re-
lated to such removal which may be
charged to the owner of the vehicle by
the towing organization. This para-
graph may be supplemented from time
to time with the approval of the NSA
Director of Security or his designee by
the issuance and posting of such spe-
cific traffic directives as may be re-
quired, and when so issued and posted
such directives shall have the same
force and effect as if made a part here-
of. Proof that a vehicle was parked in
violation of these regulations or direc-
tives may be taken as prima facie evi-
dence that the registered owner was re-
sponsible for the violation.
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§ 228.6 Security inspection.
Any personal property, including but

not limited to any packages, brief-
cases, containers or vehicles brought
into, while on, or being removed from
protected property are subject to in-
spection. A search of a person may ac-
company an investigative stop or an
arrest.

§ 228.7 Prohibition on weapons and ex-
plosives.

No persons entering or while on pro-
tected property shall carry or possess,
either openly or concealed, firearms,
any illegal or legally controlled weap-
on (e.g., throwing stars, switchblades),
explosives, or items intended to be used
to fabricate an explosive or incendiary
device, except as authorized by the
NSA Director of Security or his des-
ignee at each Agency facility. The use
of chemical agents (Mace, tear gas,
etc.) on protected property in cir-
cumstances that do not include an im-
mediate and unlawful threat of phys-
ical harm to any person or persons is
prohibited; however, this prohibition
does not apply to use by law enforce-
ment personnel in the performance of
their duties.

§ 228.8 Prohibition on photographic or
electronic recording or transmit-
ting equipment.

No person entering or while on pro-
tected property shall bring or possess
any kind of photographic, recording or
transmitting equipment (including but
not limited to cameras, cellular tele-
phones, or recorders), except as spe-
cially authorized by the NSA Director
of Security or his designee at each
Agency facility.

§ 228.9 Prohibition on narcotics and il-
legal substances.

Entering or being on protected prop-
erty under the influence of, or while
using or possessing, any narcotic drug,
hallucinogen, marijuana, barbiturate
or amphetamine is prohibited. Oper-
ation of a motor vehicle entering or
while on protected property by a per-
son under the influence of narcotic
drugs, hallucinogens, marijuana, bar-
biturates or amphetamines is also pro-
hibited. These prohibitions shall not
apply in cases where the drug is being

used as prescribed for a patient by a li-
censed physician.

§ 228.10 Prohibition on alcohol.

Entering or being on protected prop-
erty under the influence of alcoholic
beverages is prohibited. Operation of a
motor vehicle entering or while on pro-
tected property by a person under the
influence of alcoholic beverages is pro-
hibited. The use of alcoholic beverages
on protected property is also prohib-
ited, except on occasions and on pro-
tected property for which the NSA
Deputy Director for Support Services
or his designee has granted approval
for such use.

§ 228.11 Restrictions on the taking of
photographs.

In order to protect the security of
the Agency’s facilities, photographs
may be taken on protected property
only with the consent of the NSA Di-
rector of Security or his designee. The
taking of photographs includes the use
of television cameras, video taping
equipment, and still or motion picture
cameras.

§ 228.12 Physical protection of facili-
ties.

The willful destruction of, or damage
to any protected property, or any
buildings or personal property thereon,
is prohibited. The theft of any personal
property, the creation of any hazard on
protected property to persons or
things, and the throwing of articles of
any kind at buildings or persons on
protected property is prohibited. The
improper disposal of trash or rubbish,
or any unauthorized or hazardous ma-
terials on protected property is also
prohibited.

§ 228.13 Disturbances on protected
property.

Any conduct which impedes or
threatens the security of protected
property, or any buildings or persons
thereon, or which disrupts the perform-
ance of official duties by Agency em-
ployees, or which interferes with in-
gress to or egress from protected prop-
erty is prohibited. Also prohibited is
any disorderly conduct, any failure to
obey an order to depart the premises,
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any unwarranted loitering, any behav-
ior which creates loud or unusual noise
or nuisance, or any conduct which ob-
structs the usual use of entrances, foy-
ers, lobbies, corridors, offices, ele-
vators, stairways or parking lots.

§ 228.14 Prohibition on gambling.
Participating in games for money or

other personal property, or the oper-
ating of gambling devices, the conduct
of a lottery, or the selling or pur-
chasing of numbers tickets, in or on
protected property is prohibited. This
prohibition shall not apply to the vend-
ing or exchange of chances by licensed
blind operators of vending facilities for
any lottery set forth in a State law and
conducted by an agency of a State as
authorized by section 2(a)(5) of the
Randolph-Sheppard Act, as amended
(20 U.S.C. 107(a)(5)).

§ 228.15 Restriction regarding animals.
No animals except guide dogs for the

blind or hearing impaired, or guard or
search dogs used by authorized state or
federal officials, shall be brought upon
protected property, except as author-
ized by the NSA Director of Security or
his designee at each Agency facility.

§ 228.16 Soliciting, vending, and debt
collection.

Commercial or political soliciting,
vending of all kinds, displaying or dis-
tributing commercial advertising, col-
lecting private debts or soliciting alms
on protected property is prohibited.
This does not apply to:

(a) National or local drives for wel-
fare, health, or other purposes as au-
thorized by the ‘‘Manual on Fund Rais-
ing Within the Federal Service,’’ issued
by the U.S. Office of Personnel Man-
agement under Executive Order 12353,
47 FR 12785, 3 CFR, 1982 Comp., p. 139,
or by other federal laws or regulations;
and

(b) Authorized employee notices post-
ed on Agency bulletin boards.

§ 228.17 Distribution of unauthorized
materials.

Distributing, posting or affixing ma-
terials, such as pamphlets, handbills,
or flyers, on protected property is pro-
hibited, except as provided by § 228.16,
as authorized by the NSA Director of

Security or his designee at each Agen-
cy facility, or when conducted as part
of authorized Government activities.

§ 228.18 Penalties and the effect on
other laws.

Whoever shall be found guilty of vio-
lating any provision of these regula-
tions is subject to a fine of not more
than $50 or imprisonment of not more
than 30 days, or both. In the case of
traffic and parking violations, fines as-
sessed shall be in accordance with the
schedule(s) of fines adopted by the
United States District Court for the
District where the offense occurred.
Nothing in these regulations shall be
construed to abrogate or supersede any
other Federal laws or any State or
local laws or regulations applicable to
any area in which the protected prop-
erty is situated.

PART 229—PROTECTION OF AR-
CHAEOLOGICAL RESOURCES:
UNIFORM REGULATIONS

Sec.
229.1 Purpose.
229.2 Authority.
229.3 Definitions.
229.4 Prohibited acts and criminal pen-

alties.
229.5 Permit requirements and exceptions.
229.6 Application for permits and informa-

tion collection.
229.7 Notification to Indian tribes of pos-

sible harm to, or destruction of, sites on
public lands having religious or cultural
importance.

229.8 Issuance of permits.
229.9 Terms and conditions of permits.
229.10 Suspension and revocation of per-

mits.
229.11 Appeals relating to permits.
229.12 Relationship to section 106 of the Na-

tional Historic Preservation Act.
229.13 Custody of archaeological resources.
229.14 Determination of archaeological or

commercial value and cost of restoration
and repair.

229.15 Assessment of civil penalties.
229.16 Civil penalty amounts.
229.17 Other penalties and rewards.
229.18 Confidentiality of archaeological re-

source information.
229.19 Report.
229.20 Public awareness programs.
229.21 Surveys and schedules.

NOTE: The information collection and re-
porting requirements in this part were ap-
proved by the Office of Management and
Budget under control number 1024–0037.
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