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writing addressed to the Chief, Infor-
mation Access and Release Center, Na-
tional Reconnaissance Office, 14675 Lee 
Road, Chantilly, VA 20151–1715, should 
reference the initial denial, and shall 
contain the basis for disagreement 
with the initial denial. The Freedom of 
Information Act Appellate Authority 
shall normally make a final determina-
tion on an appeal within 20 working 
days after receipt of the appeal.

§ 296.6 Reading room. 
(a) The NRO shall provide a reading 

room equipped with hard copy and elec-
tronic records as required in the 
‘‘Electronic Freedom of Information 
Act Amendments of 1996’’. The NRO 
Reading Room is located at 14675 Lee 
Road, Chantilly VA, 20151–1715 and is 
open weekdays only from 8:00 am until 
4:00 p.m. Requestors must call for an 
appointment twenty-four (24) hours in 
advance so that optimum customer 
service can be provided. (703) 808–5029. 
Fees will be charged for duplication of 
hard copy records at $.15 per page after 
the first 100 pages. Softcopy media pro-
vided to visitors is assessed as follows: 

(1) 5.25″ Floppy diskette $0.50
(2) 3.5″ Floppy diskette $0.50
(3) CD–R Media $3.75
(4) Video Tape $4.00. 
(b) The NRO FOIA Electronic Read-

ing Room is located on the NRO Home 
Page: www.nro.odci.gov.
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§ 298.1 Purpose. 
This part states the intent of the 

agency regarding policy and procedures 
for the public to obtain information 
from the Defense Investigative Service 
(DIS) under the Freedom of Informa-
tion Act (FOIA).

§ 298.2 Organization. 
(a) The DIS organization includes a 

Headquarters located in Alexandria, 
Virginia; four Regions and one oper-
ational area with subordinate oper-
ating locations throughout the Conti-
nental United States (CONUS), Alaska, 
Hawaii, and Puerto Rico; the Defense 
Industrial Security Clearance Office 
(DISCO), Columbus, Ohio; the Per-
sonnel Investigations Center (PIC) and 
National Computer Center (NCC) in 
Baltimore, Maryland; Office of Indus-
trial Security International Europe 
(OISI–E), located in Brussels, Belgium 
with a subordinate office in Mannheim, 
Germany; Office of Industrial Security 
International Far East (OISI–FE) lo-
cated at Camp Zama, Japan; and the 
Department of Defense Security Insti-
tute, located in Richmond, Virginia. 

(b) A copy of the DIS Directory show-
ing the addresses of all offices, is avail-
able to the public upon request and 
may be obtained by following the pro-
cedures outlined in § 298.4. The names 
and duty addresses of DIS personnel 
serving overseas are not released.

§ 298.3 Records maintained by DIS. 
It is the policy of DIS to make pub-

licly available all information which 
may be released under the Freedom of 
information Act (FOIA), consistent 
with its other responsibilities. In im-
plementing this policy, DIS follows the 
procedures set forth in 32 CFR part 286. 
DIS maintains the following records 
which may be of interest to the public: 

(a) The Defense Clearance and Inves-
tigations Index (DCII), which contains 
references to investigative records cre-
ated and held by DoD Components. The 
records indexed are primarily those 
prepared by the investigative agencies 
of the DoD, covering criminal, fraud, 
counterintelligence, and personnel se-
curity information. This index also in-
cludes security clearance determina-
tions made by the various components 
of the Department of Defense. Informa-
tion in the DCII is not usually avail-
able to the general public, since gen-
eral release would violate the privacy 
of individuals whose names are indexed 
therein. 

(b) Records created as required by 
DoD Directive 5105.42, ‘‘Defense Inves-
tigative Service (DA&M),’’ (32 CFR 
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part 361) including investigative and 
industrial security records. 

(c) Publications referenced in ‘‘DIS 
Directives Listing’’ (DIS 00–1–L). A 
copy of DIS 00–1–L may be obtained 
upon request from the DIS Office of In-
formation and Public Affairs (V0020), 
1340 Braddock Place, Alexandria, VA 
22314–1651. While this document will be 
provided for the convenience of pos-
sible users of the materials, such re-
lease does not constitute a determina-
tion that all or any of the publications 
listed affect the public or have been 
cleared for public release.

§ 298.4 Procedures for release of DIS 
records. 

(a)(1) All requests will be submitted 
in writing to: Defense Investigative 
Service, Office of Information and Pub-
lic Affairs (V0020), 1340 Braddock Place, 
Alexandria, Virginia 22314–1651. 

(2) Requests directed to any agency 
activity (headquarters or field ele-
ments) will be forwarded to the Office 
of Information and Public Affairs. 

(b) All requests shall contain the fol-
lowing information: 

(1) As complete an identification as 
possible of the desired material includ-
ing to the extent known, the title de-
scription, and date. 32 CFR part 286 
does not authorize ‘‘fishing expedi-
tions.’’ In the event a request is not 
reasonably described as defined in 32 
CFR part 286, the requester will be no-
tified by DIS of the defect. 

(2) The request must contain the first 
name, middle name or initial, surname, 
date and place of birth, social security 
number, and, if applicable, military 
service number of the individual con-
cerned, with respect to material con-
cerning investigations of an individual. 

(3) A statement as to whether the re-
quester wishes to inspect the record or 
obtain a copy of it. 

(4) A statement that all costs for 
search (in the case of ‘‘other’’ and 
‘‘commercial’’ requesters), duplication 
(in case of all categories of requesters), 
and review (in the case of ‘‘commercial 
requesters’’) will be borne by the re-
quester even if no records, or no releas-
able records, are found, if appropriate. 
See 32 CFR part 286 for information on 
fees and fee waivers. 

(5) The full address (including ZIP 
code) of the requester. 

(c) A notarized request by an indi-
vidual requesting investigative or 
other personnel records may be re-
quired to avoid the risk of invasion of 
privacy. Requesters will be notified and 
furnished appropriate forms if this re-
quirement is deemed necessary. In lieu 
of a notarized statement, an unsworn 
declaration in accordance with 28 
U.S.C. 1746 may be required. 

(d) When a request is incomplete or 
fails to include all of the information 
required, the requester will be con-
tacted for additional information prior 
to beginning release procedures. 

(e) DIS shall normally respond to re-
quest within 10 working days after re-
ceipt by the Office of Information and 
Public Affairs, unless an extension is 
required and the requester is notified 
in writing. If a significant number of 
requests prevents responding in 10 
working days, requests, will be proc-
essed on a first-come, first-served basis 
to ensure equitable treatment to all re-
questers. 

(f) When the release of information 
has been approved, a statement of costs 
computed in accordance with the DoD 
Fee Schedule (32 CFR part 286), or a 
statement waiving the fee, will be in-
cluded in the notification of approval. 
Records approved for release will gen-
erally be mailed immediately following 
the receipt of fees. Fees may be waived 
or reduced in accordance with 32 CFR 
part 286. Remittances must be in the 
form of a personal check, bank draft, 
or postal money order. Remittances 
are to be made payable to the Treas-
urer of the United States. Certified 
documents may be requested for an of-
ficial government or legal function, 
and will be provided at a rate estab-
lished by 32 CFR part 286 for each au-
thentication. 

(g) When requests are denied in whole 
or in part in accordance with 32 CFR 
part 286, the requester will be advised 
of the identity of the official making 
the denial, the reason for the denial, 
the right of appeal of the decision, and 
the identity of the person to whom an 
appeal may be addressed. 

(h) Facilities for the review or repro-
duction of records following approval 
of the request or appeal are available 
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1 Copies may be obtained, at cost, from the 
National Technical Information Service, 5285 
Port Royal Road, Springfield, VA 22161.

2 See footnote 1 to this section.

at the Defense Investigative Service, 
Office of Information and Public Af-
fairs, 1340 Braddock Place, Alexandria, 
Virginia 22314–1651. All other trans-
actions will be conducted by mail. 

(i) Appeal of denial of DIS records and 
information. (1) All appeals will be sub-
mitted in writing and reach the fol-
lowing appellate authority no later 
than 60 days after the date of the ini-
tial denial letter: Director, Defense In-
vestigative Service (V0000), 1340 Brad-
dock Place, Alexandria, Virginia 22314–
1651. 

(2) All appeals will contain at least 
the same identification of the records 
requested as the original request, and a 
copy of the letter denying the request, 
if available. Requesters will be given 
appeal rights when a search has been 
conducted and no records are located. 

(3) All appeals will be reviewed by the 
Director, DIS, or the Special Assistant 
to the Director, DIS. Responses to ap-
peals normally shall be made within 20 
working days after receipt, unless an 
extension is required and the appellant 
is notified. When a request is approved 
on appeal, the procedures set forth in 
paragraph (f) of this section will be fol-
lowed.

§ 298.5 Information requirements. 

The DIS Office of Information and 
Public Affairs is responsible for prepa-
ration of the annual ‘‘Freedom of Infor-
mation Act Report.’’ This report has 
been assigned control symbol PA 
(TRA&AN) 1365. No forms or publica-
tions are required by this part.

PART 299—NATIONAL SECURITY 
AGENCY/CENTRAL SECURITY 
SERVICE (NSA/CSS) FREEDOM OF 
INFORMATION ACT PROGRAM

Sec.
299.1 Purpose. 
299.2 Definitions. 
299.3 Policy. 
299.4 Responsibilities. 
299.5 Procedures. 
299.6 Fees. 
299.7 Exempt records.

AUTHORITY: 5 U.S.C. 552.

SOURCE: 64 FR 71299, Dec. 21, 1999, unless 
otherwise noted.

§ 299.1 Purpose. 
(a) This part implements 5 U.S.C. 552, 

as amended, and DoD 5400.7–R,1 assigns 
responsibility for responding to written 
requests made pursuant to 5 U.S.C. 552; 
and provides for the review required to 
determine the appropriateness of clas-
sification pursuant to DoD 5200.1–R.2

(b) This part applies to all NSA/CSS 
elements, field activities and per-
sonnel, and governs the release or de-
nial of any information under the 
terms of the Freedom of Information 
Act (FOIA).

§ 299.2 Definitions. 
Terms used in this part, with the ex-

ception of the terms in § 299.4, are de-
fined in DoD 5400.7–R. For ease of ref-
erence, however, some terms are de-
fined in this section. 

(a) FOIA request. (1) A written re-
quest for NSA/CSS records, that rea-
sonably describes the records sought, 
made by any person, including a mem-
ber of the public (U.S. or foreign cit-
izen/entity), an organization or a busi-
ness, but not including a Federal Agen-
cy or a fugitive from the law that ei-
ther explicitly or implicitly invokes 5 
U.S.C. 552, as amended, DoD 5400.7–R, 
or NSA/CSS Freedom of Information 
Act Program, within the National Se-
curity Agency/Central Security Serv-
ice. Requesters should also indicate a 
willingness to pay fees associated with 
the processing of their request or, in 
the alternative, why a waiver of fee 
may be appropriate. 

(2) An FOIA request may be sub-
mitted by U.S. mail or its equivalent, 
by facsimile or electronically through 
the NSA FOIA Home Page on the 
World Wide Web (WWW) once the devel-
opment of a Web-based procedure for 
submitting FOIA requests is com-
pleted. The Web-based system will con-
sist of a form to be completed by the 
requester, requiring name and postal 
mailing address. The WWW address is 
http://www.nsa.gov.8080/docs/efoia/. 

(3) When a request meeting the re-
quirements stated in this section is re-
ceived by the FOIA office and there is 
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