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tor; Deputy Director; Chief Financial Offi- TO

cer/Associate Director for Finance and Ad-
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Category of records Other Federal Agency

Federal Personnel Records .........
Federal Employee Compensation Act Program Program ..
Equal Employment Opportunity Appeal Complaints

Office of Personnel Management.!

Department of Labor.2

Equal Employment Opportunity Com-
mission.3

Formal Complaints/Appeals of Adverse Personnel ACHONS .........ccccoecreeneeineieneeneeeees Merit Systems Protection Board.#

1The provisions of this part do not apply to these records covered by notices of systems of records published by the Office of
Personnel Management for all agencies. The regulations of OPM alone apply.

2The provisions of this part apply only initially to these records covered by notices of systems of records published by the U.S.
Department of Labor for all agencies. The regulations of that Department attach at the point of any denial for access or for cor-
rection or amendment.

3The provisions of this part do not apply to these records covered by notices of systems of records published by the Equal
Employment Opportunity Commission for all agencies. The regulations of the Commission alone apply.

4The provisions of this part do not apply to these records covered by notices of systems of records published by the Merit
Systems Protection Board for all agencies. The regulations of the Board alone apply.

PART 4a—CLASSIFICATION, DE- $4a2 Deputy Assistant Secretary for
CLASSIFICATION, AND PUBLIC Security.
AVAILABILITY OF NATIONAL SE- The Deputy Assistant Secretary for

CURITY INFORMATION Security (DAS) is responsible for im-
plementing E.O. 12958 and this part.

f:.i' General. §4a.3 Classification levels.
4a.2 Deputy Assistant Secretary for Secu- Information may be classified as na-
rity. tional security information by a des-
4a.3 Classification levels. ignated original classifier of the De-
4a.4 Classification authority. partment if it is determined that the
4a.5 Duration of classification. information concerns one or more of
4a.6 General. ) o the categories described in §1.5 of E.O.
4a.7 Mandatory review for declassification. 12958. The levels established by E.O.

4a.8 Access to classified information by in-  1595g (Top Secret, Secret, and Confiden-
dividuals outside the Government. tial) are the only terms that may be
AUTHORITY: E.O. 12958; 47 FR 14874, April 6, applied to national security informa-

1982; 47 FR 15557, April 12, 1982. tion. Except as provided by statute, no

SOURCE: 66 FR 65650, Dec. 20, 2001, unless Other terms shall be used within the

otherwise noted. Department for the three classification
levels.

§4a.1 General.

Executive Order 12958 provides the
only basis for classifying information Authority to originally classify in-
within the Department of Commerce formation as Secret or Confidential
(Department), except as provided in the may be exercised only by the Secretary
Atomic Energy Act of 1954, as amend- of Commerce and by officials to whom
ed. The Department’s policy is to make such authority is specifically dele-
information concerning its activities gated. No official of the Department is
available to the public, consistent with ~authorized to originally classify infor-
the need to protect the national de- Mation as Top Secret.
fense and foreign relations of the
United States. Accordingly, security
classification shall be applied only to (a) Information shall remain classi-
protect the national security. fied no longer than ten years from the

§4a.4 Classification authority.

§4a.5 Duration of classification.
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§4a.6

date of its original classification, ex-
cept as provided in §1.6(d) of E.O. 12958.
Under E.O. 12958, information may be
exempted from declassification within
ten years if the unauthorized disclo-
sure of such information could reason-
ably be expected to cause damage to
the national security for more than ten
years and meets one of the eight cri-
teria listed in §1.6 (d).

(b) Department of Commerce origi-
nally classified information marked for
an indefinite duration of classification
under predecessor orders to E.O. 12958
shall be declassified after twenty years.
Classified information contained in ar-
chive records determined to have per-
manent historical value under Title 44
of the United States Code shall be
automatically declassified no longer
than 25 years from the date of its origi-
nal classification, except as provided in
§3.4(d) of E.O. 12958.

§4a.6 General.

National security information over
which the Department exercises final
classification jurisdiction shall be de-
classified or downgraded as soon as na-
tional security considerations permit.
If information is declassified, it may
continue to be exempt from public dis-
closure by the Freedom of Information
Act (5 U.S.C. 552) or other applicable
law.

§4a.7 Mandatory review for declas-
sification.

(a) Requests. Classified information
under the jurisdiction of the Depart-
ment is subject to review for declas-
sification upon receipt of a written re-
quest that describes the information
with sufficient specificity to locate it
with a reasonable amount of effort. Re-
quests must be submitted to the Dep-
uty Assistant Secretary for Security,
U.S. Department of Commerce, Room
1069, 14th and Constitution Avenue,
NW., Washington, DC 20230.

(b) Exemptions. The following are ex-
empt from mandatory review for de-
classification:

(1) Information that has been re-
viewed for declassification within the
past two years;

(2) Information that is the subject of
pending litigation;
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(3) Information originated by the in-
cumbent President, the incumbent
President’s White House Staff, com-
mittees, commissions, or boards ap-
pointed by the incumbent President, or
other entities within the Executive Of-
fice of the President that solely advise
and assist the incumbent President;
and

(4) Information specifically exempt
from such review by law.

(c) Processing requirements. (1) The
DAS shall acknowledge receipt of the
request directly to the requester. If a
request does not adequately describe
the information sought in accordance
with paragraph (a) of this section, the
requester shall be notified that unless
additional information is provided, no
further action will be taken. The re-
quest shall be forwarded to the compo-
nent that originated the information
or that has primary interest in the sub-
ject matter. The component assigned
action shall review the information in
accordance with §4a.7(c)(2) through (4)
within twenty working days.

(2) The component assigned action
shall determine whether, under the de-
classification provisions of the U.S. De-
partment of Commerce Security Man-
ual, the entire document or portions
thereof may be declassified. Declas-
sification of the information shall be
accomplished by a designated declas-
sification authority. Upon declassifica-
tion the information shall be re-
marked. If the information is not par-
tially or entirely declassified, the re-
viewing official shall provide the rea-
sons for denial by citing the applicable
provisions of E.O. 12958. If the classi-
fication is a derivative decision based
on classified source material of an-
other Federal agency, the component
shall provide the information to the
originator for review.

(3) If information is declassified, the
component shall also determine wheth-
er it is releasable under the Freedom of
Information Act. If the information is
not releasable, the component shall ad-
vise the DAS that the information has
been declassified but that it is exempt
from disclosure, citing the appropriate
exemption of the Freedom of Informa-
tion Act.
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