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(3) Internally administer the FOIA 
Program for OSD, the Chairman of the 
Joint Chiefs of Staff and, as an excep-
tion to DoD Directive 5100.3,2 the Com-
batant Commands.

(b) The Director, Administration and 
Management shall, as the designee of 
the Secretary of Defense, serve as the 
sole appellate authority for appeals to 
decisions of respective Initial Denial 
Authorities within OSD, the Chairman 
of the Joint Chiefs of Staff, the Com-
batant Commands, and the DOD Field 
Activities. 

(c) The General Counsel of the De-
partment of Defense shall provide uni-
formity in the legal interpretation of 
this part. 

(d) The Heads of the DOD Compo-
nents shall: 

(1) Publish in the FEDERAL REGISTER 
any instructions necessary for the in-
ternal administration of this part with-
in a DOD Component that are not pre-
scribed by this part or by other 
issuances of the Director, Washington 
Headquarters Services. For the guid-
ance of the public, the information 
specified in 5 U.S.C. 552(a)(1) shall be 
published in accordance with DOD Di-
rective 5025.1. 

(2) Conduct training on the provi-
sions of this part, 5 U.S.C. 552, and 32 
CFR part 286 for officials and employ-
ees who implement the FOIA. 

(3) Submit the report prescribed in 
subpart G of 32 CFR part 286. 

(4) Make available for public inspec-
tion and copying in an appropriate fa-
cility or facilities, in accordance with 
rules published in the FEDERAL REG-
ISTER, the records specified in 10 U.S.C. 
552(a)(2), unless such records are pub-
lished and copies are offered for sale. 
These records shall be made available 
to the public in hard copy, by computer 
telecommunications, or other elec-
tronic means. 

(5) Maintain and make available for 
public inspection and copying current 
indices of all (a)(2) records as required 
by 10 U.S.C. 552(a)(2). 

[62 FR 61013, Nov. 14, 1997, as amended at 68 
FR 8825, Feb. 26, 2003]

§ 285.5 Information requirements. 
The reporting requirements in sub-

part G of 32 CFR part 286 have been as-
signed Report Control Symbol DD–
DA&M(a) 1365. 

[68 FR 8825, Feb. 26, 2003]
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1 Copy may be viewed via internet at http:/
/web7.whs.osd.mil/corres.htm.

APPENDIX C TO PART 286—DD FORM 2086, 
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(FOI) PROCESSING COST’’

APPENDIX D TO PART 286—DD FORM 2086–1, 
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APPENDIX E TO PART 286—DD FORM 2564, 
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APPENDIX F TO PART 286—DOD FREEDOM OF 
INFORMATION ACT PROGRAM COMPONENTS

AUTHORITY: 5 U.S.C. 552.

SOURCE: 63 FR 65420, Nov. 25, 1998, unless 
otherwise noted.

Subpart A—General Provisions
§ 286.1 Purpose and applicability. 

(a) Purpose. This part provides poli-
cies and procedures for the DoD imple-
mentation of the Freedom of Informa-
tion Act, as amended (5 U.S.C. 552), and 
DoD Directive 5400.7 1, and promotes 
uniformity in the DoD Freedom of In-
formation Act (FOIA) Program.

(b) Applicability. This part applies to 
the Office of the Secretary of Defense 
(OSD), the Military Departments, the 
Chairman of the Joint Chiefs of Staff, 
the Combatant Command, the Inspec-
tor General of the Department of De-
fense (IG DoD), the Defense Agencies, 
and the DoD Field Activities (hereafter 
referred to collectively as ‘‘the DoD 
components’’). This part takes prece-
dence over all DoD Component publica-
tions that supplement and implement 
the DoD FOIA Program. A list of DoD 
Components is at appendix F.

§ 286.2 DoD public information. 
(a) Public information. (1) The public 

has a right to information concerning 
the activities of its Government. DoD 
policy is to conduct its activities in an 
open manner and provide the public 
with a maximum amount of accurate 
and timely information concerning its 
activities, consistent always with the 
legitimate public and private interests 
of the American people. A record re-
quested by a member of the public who 
follows rules established by proper au-
thority in the Department of Defense 
shall not be withheld in whole or in 
part unless the record is exempt from 

mandatory partial or total disclosure 
under the FOIA. As a matter of policy, 
DoD Components shall make discre-
tionary disclosures of exempt records 
or information whenever disclosure 
would not foreseeably harm an interest 
protected by a FOIA exemption, but 
this policy does not create any right 
enforceable in court. In order that the 
public may have timely information 
concerning DoD activities, records re-
quested through public information 
channels by news media representa-
tives that would not be withheld if re-
quested under the FOIA should be re-
leased upon request. Prompt responses 
to requests for information from news 
media representatives should be en-
couraged to eliminate the need for 
these requesters to invoke the provi-
sions of the FOIA and thereby assist in 
providing timely information to the 
public. Similarly, requests from other 
members of the public for information 
that would not be withheld under the 
FOIA should continue to be honored 
through appropriate means without re-
quiring the requester to involve the 
FOIA. 

(2) Within the OSD, the Assistant 
Secretary of Defense for Command, 
Control, Communications, and Intel-
ligence, as Chief Information Officer, 
in conjunction with the Assistant Sec-
retary of Defense for Public Affairs, is 
responsible for ensuring preparation of 
reference material or a guide for re-
questing records or information from 
the Department of Defense, subject to 
the nine exemptions of the FOIA. This 
publication shall also include an index 
of all major information systems, and a 
description of major information and 
record locator systems, as defined by 
the Office of the Assistant Secretary of 
Defense for Command, Control, Com-
munications, and Intelligence. DoD 
FOIA Components shall coordinate 
with the appropriate office(s) to insure 
that this is also accomplished within 
their department or organization. 

(3) DoD Components shall also pre-
pare, in addition to normal FOIA regu-
lations, a handbook for the use of the 
public in obtaining information from 
their organization. This handbook 
should be a short, simple explanation 
to the public of what the FOIA is de-
signed to do, and how a member of the 
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public can use it to access government 
records. Each DoD Component should 
explain the types of records that can be 
obtained through FOIA requests, why 
some records cannot, by law, be made 
available, and how the DoD Component 
determines whether the record can be 
released. The handbook should also ex-
plain how to make a FOIA request, how 
long the requester can expect to wait 
for a reply, and explain the right of ap-
peal. The handbook should supplement 
other information locator systems, 
such as the Government Information 
Locator Service (GILS), and explain 
how a requester can obtain more infor-
mation about those systems. The hand-
book should be available on paper and 
through electronic means and contain 
the following additional information, 
complete with electronic links to the 
below elements; the location of reading 
room(s) within the Component and the 
types and categories of information 
available, the location of Component’s 
World Wide Web page, a reference to 
the component’s FOIA regulation and 
how to obtain a copy, a reference to 
the Component’s FOIA annual report 
and how to obtain a copy and the loca-
tion of the Component’s GILS page. 
Also, the DoD Components’ Freedom of 
Information Act Annual Reports 
should refer to the handbook and how 
to obtain it. 

(b) Control system. A request for 
records that invokes the FOIA shall 
enter a formal control system designed 
to ensure accountability and compli-
ance with the FOIA. Any request for 
DoD records that either explicitly or 
implicitly cites the FOIA shall be proc-
essed under the provisions of this part, 
unless otherwise required by § 286.4(m).

§ 286.3 Definitions. 
As used in this part, the following 

terms and meanings shall be applica-
ble: 

Administrative appeal. A request by a 
member of the general public, made 
under the FOIA, asking the appellate 
authority of a DOD Component to re-
verse a decision: to withhold all or part 
of a requested record; to deny a fee cat-
egory claim by a requester, to deny a 
request for waiver or reduction of fees; 
to deny a request to review an initial 

fee estimate; to deny a request for ex-
pedited processing due to demonstrated 
compelling need under § 286.4(d)(3) of 
this part; to confirm that no records 
were located during the initial search. 
Requesters also may appeal the failure 
to receive a response determination 
within the statutory time limits, and 
any determination that the requester 
believes is adverse in nature. 

Agency record. (1) The products of 
data compilation, such as all books, pa-
pers, maps, and photographs, machine 
readable materials, inclusive of those 
in electronic form or format, or other 
documentary materials, regardless of 
physical form or characteristics, made 
or received by an agency of the United 
States Government under Federal law 
in connection with the transaction of 
public business and in Department of 
Defense possession and control at the 
time the FOIA request is made. Care 
should be taken not to exclude records 
from being considered agency records, 
unless they fall within one of the cat-
egories in paragraph (2) of this defini-
tion. 

(2) The following age not included 
within the definition of the word 
‘‘record’’. 

(i) Objects or articles, such as struc-
tures, furniture, vehicles and equip-
ment, whatever their historical value, 
or value as evidence. 

(ii) Anything that is not a tangible or 
documentary record, such as an indi-
vidual’s memory or oral communica-
tion. 

(iii) Personal records of an individual 
not subject to agency creation or re-
tention requirements, created and 
maintained primarily for the conven-
ience of an agency employee, and not 
distributed to other agency employees 
for their official use. Personal papers 
fall into three categories: those created 
before entering Government service; 
private materials brought into, cre-
ated, or received in the office that were 
not created or received in the course of 
transacting Government business; and 
work-related personal papers that are 
not used in the transaction of Govern-
ment business (see ‘‘Personal Papers of 
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2 Available from the Records Administra-
tion Information Center, Agency Service Di-
vision (NIA), Washington, DC 20408.

Executive Branch Officials: A Manage-
ment Guide’’ 2).

(3) A record must exist and be in the 
possession and control of the Depart-
ment of Defense at the time of the re-
quest to be considered subject to this 
part and the FOIA. There is no obliga-
tion to create, compile, or obtain a 
record to satisfy a FOIA request. See 
§ 286.4(g)(2) on creating a record in the 
electronic environment. 

(4) Hard copy or electronic records, 
that are subject to FOIA requests 
under 5 U.S.C. 552(a)(3), and that are 
available to the public through an es-
tablished distribution system, or 
through the FEDERAL REGISTER, the 
National Technical Information Serv-
ice, or the Internet, normally need not 
be processed under the provisions of 
the FOIA. If a request is received for 
such information, DoD Components 
shall provide that requester with guid-
ance inclusive of any written notice to 
the public, on how to obtain the infor-
mation. However, if the requester in-
sists that the request be processed 
under the FOIA, then the request shall 
be processed under the FOIA. If there is 
any doubt as to whether the request 
must be processed, contact the Direc-
torate for Freedom of Information and 
Security Review. 

Appellate authority. The Head of the 
DoD Component or the Component 
head’s designee having jurisdiction for 
this purpose over the record, or any of 
the other adverse determinations out-
lined in definitions ‘‘Initial denial au-
thority (IDA)’’ and ‘‘Administrative 
appeal’’. 

DoD Component. An element of the 
Department of Defense, as defined in 
§ 286.1(b), authorized to receive and act 
independently on FOIA requests. (See 
appendix F of this part.) A DoD Compo-
nent has its own initial denial author-
ity (IDA), appellate authority, and 
legal counsel. 

Electronic record. Records (including 
e-mail) that are created, stored, and re-
trievable by electronic means. 

Federal agency. As defined by 5 U.S.C. 
552(f)(1), a Federal agency is any execu-
tive department, military department, 

Government corporation, Government 
controlled corporation, or other estab-
lishment in the executive branch of the 
Government (including the Executive 
Office of the President), or any inde-
pendent regulatory agency. 

FOIA request. A written request for 
DoD records that reasonably describes 
the record(s) sought, made by any per-
son, including a member of the public 
(U.S. or foreign citizen/entity), an or-
ganization, or a business, but not in-
cluding a Federal Agency or a fugitive 
from the law, that either explicitly or 
implicitly invokes the FOIA, DoD Di-
rective 5400.7, this part, or DoD Compo-
nent supplementing regulations or in-
structions. Requesters should also indi-
cate a willingess to pay fees associated 
with the processing of their request or, 
in the alternative, why a waiver of fees 
may be appropriate. Written requests 
may be received by postal service or 
other commercial delivery means, by 
fascimile, or electronically. Requests 
received by fascimile or electronically 
must have a postal mailing address in-
cluded since it may be practical to pro-
vide a substantive response elec-
trically. The request is considered 
properly received, or perfected, when 
the above conditions have been met 
and the request arrives at the FOIA of-
fice of the Component in possession of 
the records. 

Initial denial authority (IDA). An offi-
cial who has been granted authority by 
the head of DoD component to with-
hold records requested under the FOIA 
for one or more of the nine categories 
of records exempt from mandatory dis-
closure. IDA’s may also deny a fee cat-
egory claim by a requester; deny a re-
quest for expedited processing due to 
demonstrated compelling need under 
§ 286.4(d)(3) of this part; deny a request 
for a waiver or reduction of fees; review 
a fee estimate; and confirm that no 
records were located in response to a 
request. 

Public interest. The interest in obtain-
ing official information that sheds 
light on an agency’s performance of its 
statutory duties because the informa-
tion falls within the statutory purpose 
of the FOIA to inform citizens about 
what their Government is doing. That 
statutory purpose, however, is not fos-
tered by disclosure of information 
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about private citizens accumulated in 
various governmental files that reveals 
nothing about an agency’s or officials 
own conduct.

§ 286.4 Policy. 
(a) Compliance with the FOIA. DoD 

personnel are expected to comply with 
the FOIA, this part, and DoD FOIA pol-
icy in both better and spirit. This 
strict adherence is necessary to provide 
uniformity in the implementation of 
the DoD FOIA Program and to create 
conditions that will promote public 
trust. 

(b) Openiness with the public. The De-
partment of Defense shall conduct its 
activities in an open manner consistent 
with the need for security and aherence 
to other requirements of law and regu-
lation. Records not exempt from dis-
closure under the Act shall, upon re-
quest, be made readily accessible to 
the public in accordance with rules 
promulgated by competent authority, 
whether or not the Act is invoked. 

(c) Avoidance of procedural obstacles. 
DoD Components shall ensure that pro-
cedural matters do not unnecessarily 
impede a requester from obtaining DoD 
records promptly. Components shall 
provide assistance to requesters to help 
them understand and comply with pro-
cedures established by this part and 
any supplemental regulations pub-
lished by the DoD Components. 

(d) Prompt action on requests. (1) Gen-
erally, when a member of the public 
complies with the procedures estab-
lished in this part and DoD Component 
regulations or instructions for obtain-
ing DoD records, and after the request 
is received by the official designated to 
respond, DoD Components shall en-
deavor to provide a final response de-
termination within the statutory 20 
working days. If a significant number 
of requests, or the complexity of the 
requests prevent a final response deter-
mination within the statutory time pe-
riod, DoD Components shall advise the 
requester of this fact, and explain how 
the request will be responded to within 
its multitrack processing system (see 
§ 286.4(d)(2)). A final response deter-
mination is notification to the re-
quester that the records are released, 
or will be released on a certain date, or 
the records are denied under the appro-

priate FOIA exemption, or the records 
cannot be provided for one or more of 
the other reasons in § 286.23(b). Interim 
responses acknowledging receipt of the 
request, negotiations with the re-
quester concerning the scope of the re-
quest, the response timeframe, and fee 
agreements are encouraged; however, 
such actions do not constitute a final 
response determination pursuant to 
the FOIA. If a request fails to meet 
minimum requirements as set forth in 
§ 286.3, definition ‘‘FOIA request’’, Com-
ponents shall inform the requester how 
to perfect or correct the request. The 
statutory 20 working day time limit 
applies upon receipt of a perfected or 
correct FOIA request which complies 
with the requirements outlined in 
§ 286.3, definition ‘‘FOIA request’’. 

(2) Multitrack processing. When a Com-
ponent has a significant number of 
pending requests that prevents a re-
sponse determination being made with-
in 20 working days, the requests shall 
be processed in a multitrack processing 
system, based on the date of receipt, 
the amount of work and time involved 
in processing the requests, and whether 
the request qualifies for expedited 
processing as described in paragraph 
(d)(3) of this section. DoD Components 
may establish as many processing 
queues as they wish; however, as a 
minimum, three processing tracks 
shall be established, all based on a 
first-in, first-out concept, and rank or-
dered by the date of receipt of the re-
quest. One track shall be a processing 
queue for simple requests, one track 
for complex requests, and one track 
shall be a processing queue for expe-
dited processing as described in para-
graph (d)(3) of this section. Determina-
tions as to whether a request is simple 
or complex shall be made by each DoD 
Component. DoD Components shall 
provide a requester whose request does 
not qualify for the fastest queue (ex-
cept for expedited processing as de-
scribed in paragraph (d)(3) of this sec-
tion), an opportunity to limit in writ-
ing hard copy, facsimile, or electroni-
cally, the scope of the request in order 
to qualify for the fastest queue. This 
multitrack processing system does not 
obviate components’ responsibility to 
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exercise due diligence in processing re-
quests in the most expeditious manner 
possible. 

(3) Expedited processing. A separate 
queue shall be established for requests 
meeting the test for expedited proc-
essing. Expedited processing shall be 
granted to a requester after the re-
quester requests such and dem-
onstrates a compelling need for the in-
formation. Notice of the determination 
as to whether to grant expedited proc-
essing in response to a requester’s com-
pelling need shall be provided to the re-
quester within 10 calendar days after 
receipt of the request in the DoD Com-
ponent’s office that will determine 
whether to grant expedited processing. 
Once the DoD Component has deter-
mined to grant expedited processing, 
the request shall be processed as soon 
as practicable. Actions by DoD Compo-
nents to initially deny or affirm the 
initial denial on appeal of a request for 
expedited processing, and failure to re-
spond in a timely manner shall be sub-
ject to judicial review. 

(i) Compelling need means that the 
failure to obtain the records on an ex-
pedited basis could reasonably be ex-
pected to pose an imminent threat to 
the life or physical safety of an indi-
vidual. 

(ii) Compelling need also means that 
the information is urgently needed by 
an individual primarily engaged in dis-
seminating information in order to in-
form the public concerning actual or 
alleged Federal Government activity. 
An individual primarily engaged in dis-
seminating information means a per-
son whose primary activity involves 
publishing or otherwise disseminating 
information to the public. Representa-
tives of the news media (see § 286.28(e)) 
would normally qualify as individuals 
primarily engaged in disseminating in-
formation. Other persons must dem-
onstrate that their primary activity 
involves publishing or otherwise dis-
seminating information to the public. 

(A) Urgently needed means that the 
information has a particular value that 
will be lost if not disseminated quick-
ly. Ordinarily this means a breaking 
news story of general public interest. 
However, information of historical in-
terest only, or information sought for 
litigation or commercial activities 

would not qualify, nor would a news 
media publication or broadcast dead-
line unrelated to the news breaking na-
ture of the information. 

(B) [Reserved] 
(iii) A demonstration of compelling 

need by a requester shall be made by a 
statement certified by the requester to 
be true and correct to the best of their 
knowledge. This statement must ac-
company the request in order to be 
considered and responded to within the 
10 calendar days required for decisions 
on expedited access. 

(iv) Other reasons for expedited proc-
essing. Other reasons that merit expe-
dited processing by DoD Components 
are an imminent loss of substantial due 
process rights and humanitarian need. 
A demonstration of imminent loss of 
substantial due process rights shall be 
made by a statement certified by the 
requester to be true and correct to the 
best of his or her knowledge. Humani-
tarian need means that disclosing the 
information will promote the welfare 
and interest of mankind. A demonstra-
tion of humanitarian need shall be also 
made by a statement certified by the 
requester to be true and correct to the 
best of his or her knowledge. Both 
statements mentioned above must ac-
company the request in order to be 
considered and responded to within the 
10 calendar days required for decisions 
on expedited access. Once the decision 
has been made to expedite the request 
for either of these reasons, the request 
may be processed in the expedited 
processing queue behind those requests 
qualifying for compelling need. 

(v) These same procedures also apply 
to requests for expedited processing of 
administrative appeals. 

(e) Use of exemptions. It is DoD policy 
to make records publicly available, un-
less the record qualifies for exemption 
under one or more of the nine exemp-
tions. It is DoD policy that DoD Com-
ponents shall make discretionary re-
leases whenever possible; however, a 
discretionary release is normally not 
appropriate for records clearly exempt 
under exemptions 1, 3, 4, 6, 7(C) and 
7(F) (see subpart C of this part). Ex-
emptions 2, 5, and 7(A)(B)(D) and (E) 
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(see subpart C of this part) are discre-
tionary in nature, and DoD Compo-
nents are encouraged to exercise dis-
cretionary releases whenever possible. 
Exemptions 4, 6 and 7(C) cannot be 
claimed when the requester is the sub-
mitter of the information. 

(f) Public domain. Nonexempt records 
released under the authority of this 
part are considered to be in the public 
domain. Such records may also be 
made available in Components’ reading 
rooms in paper form, as well as elec-
tronically, to facilitate public access. 
Discretionary releases to FOIA re-
questers constitute a waiver of the 
FOIA exemption that may otherwise 
apply. Disclosure to a properly con-
stituted advisory committee, to Con-
gress, or to other Federal Agencies 
does not waive the exemption. (See 
§ 286.22(d).) Exempt records disclosed 
without authorization by the appro-
priate DoD official do not lose their ex-
empt status. Also, while authority may 
exist to disclose records to individuals 
in their official capacity, the provi-
sions of this Part apply if the same in-
dividual seeks the records in a private 
or personal capacity. 

(g) Creating a record. (1) A record 
must exist and be in the possession and 
control of the Department of Defense 
at the time of the search to be consid-
ered subject to this part and the FOIA. 
There is no obligation to create, com-
pile, or obtain a record to satisfy a 
FOIA request. A DoD Component, how-
ever, may compile a new record when 
so doing would result in a more useful 
response to the requester, or be less 
burdensome to the agency than pro-
viding existing records, and the re-
quester does not object. Cost of cre-
ating or compiling such a record may 
not be charged to the requester unless 
the fee for creating the record is equal 
to or less than the fee which would be 
charged for providing the existing 
record. Fee assessments shall be in ac-
cordance with subpart F of this part. 

(2) About electronic data, the issue of 
whether records are actually created or 
merely extracted from an existing 
database is not always readily appar-
ent. Consequently, when responding to 
FOIA requests for electronic data 
where creation of a record, program-
ming, or particular format are ques-

tionable, Components should apply a 
standard of reasonableness. In other 
words, if the capability exists to re-
spond to the request, and the effort 
would be a business as usual approach, 
then the request should be processed. 
However, the request need not be proc-
essed where the capability to respond 
does not exist without a significant ex-
penditure of resources, thus not being a 
normal business as usual approach. As 
used in this sense, a significant expend-
iture of resources in both time and 
manpower, that would cause a signifi-
cant interference with the operation of 
the Component’s automated informa-
tion system would not be a business as 
usual approach. 

(h) Description of requested record. (1) 
Identification of the record desired is 
the responsibility of the requester. The 
requester must provide a description of 
the desired record, that enables the 
Government to locate the record with a 
reasonable amount of effort. In order 
to assist DoD Components in con-
ducting more timely searches, request-
ers should endeavor to provide as much 
identifying information as possible. 
When a DoD Component receives a re-
quest that does not reasonably describe 
the requested record, it shall notify the 
requester of the defect in writing. The 
requester should be asked to provide 
the type of information outlined in 
paragraph (h)(2) of this section. DoD 
Components are not obligated to act on 
the request until the requester re-
sponds to the specificity letter. When 
practicable, DoD Components shall 
offer assistance to the requester in 
identifying the records sought and in 
reformulating the request to reduce 
the burden on the agency in complying 
with the Act. 

(2) The following guidelines are pro-
vided to deal with generalized requests 
and are based on the principle of rea-
sonable effort (Descriptive information 
about a record may be divided into two 
broad categories.): 

(i) Category I is file-related and in-
cludes information such as type of 
record (for example, memorandum), 
title, index citation, subject area, date 
the record was created, and originator. 

(ii) Category II is event-related and 
includes the circumstances that re-
sulted in the record being created or 
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the date and circumstances sur-
rounding the event the record covers. 

(3) Generally, a record is not reason-
ably described unless the description 
contains sufficient Category I informa-
tion to permit the conduct of an orga-
nized, non-random search based on the 
DoD Component’s filing arrangements 
and existing retrieval systems, or un-
less the record contains sufficient Cat-
egory II information to permit infer-
ence of the Category I elements needed 
to conduct such a search. 

(4) The following guidelines deal with 
requests for personal records: Ordi-
narily, when personal identifiers are 
provided only in connection with a re-
quest for records concerning the re-
quester, only records in a Privacy Act 
System of records that can be retrieved 
by personal identifiers need be 
searched. However, if a DoD Compo-
nent has reason to believe that records 
on the requester may exist in a record 
system other than a Privacy Act sys-
tem, the DoD Component shall search 
that system under the provisions of the 
FOIA. In either case, DoD Components 
may request a reasonable description 
of the records desired before searching 
for such records under the provisions of 
the FOIA and the Privacy Act. If the 
record is required to be released under 
the FOIA, the Privacy Act does not bar 
its disclosure. See paragraph (m) of 
this section for the relationship be-
tween the FOIA and the Privacy Act. 

(5) The previous guidelines notwith-
standing, the decision of the DoD Com-
ponent concerning reasonableness of 
description must be based on knowl-
edge of its files. If the description en-
ables DoD Component personnel to lo-
cate the record with reasonable effort, 
the description is adequate. The fact 
that a FOIA request is broad or burden-
some in its magnitude does not, in and 
of itself, entitle a DoD Component to 
deny the request on the ground that it 
does not reasonably describe the 
records sought. The key factor is the 
ability of the DoD Component’s staff to 
reasonably ascertain and locate which 
records are being requested. 

(i) Referrals. (1) The DoD FOIA refer-
ral policy is based upon the concept of 
the originator of a record making a re-
lease determination on its information. 
If a DoD Component receives a request 

for records originated by another DoD 
Component, it should contact the DoD 
Component to determine if it also re-
ceived the request, and if not, obtain 
concurrence from the other DoD Com-
ponent to refer the request. In either 
situation, the requester shall be ad-
vised of the action taken, unless ex-
empt information would be revealed. 
While referrals to originators of infor-
mation result in obtaining the best 
possible decision on release of the in-
formation, the policy does not relieve 
DoD Components from the responsi-
bility of making a release decision on a 
record should the requester object to 
referral of the request and the record. 
Should this situation occur, DoD Com-
ponents should coordinate with the 
originator of the information prior to 
making a release determination. A re-
quest received by a DoD Component 
having no records responsive to a re-
quest shall be referred routinely to an-
other DoD Component, if the other 
DoD Component has reason to believe 
it has the requested record. Prior to 
notifying a requester of a referral to 
another DoD Component, the DoD 
Component receiving the initial re-
quest shall consult with the other DoD 
Component to determine if that DoD 
Component’s association with the ma-
terial is exempt. If the association is 
exempt, the DoD Component receiving 
the initial request will protect the as-
sociation and any exempt information 
without revealing the identity of the 
protected DoD Component. The pro-
tected DoD Component shall be respon-
sible for submitting the justifications 
required in any litigation. Any DoD 
Component receiving a request that 
has been misaddressed shall refer the 
request to the proper address and ad-
vise the requester. DoD Components 
making referrals of requests or records 
shall include with the referral, a point 
of contact by name, a telephone num-
ber, and an e-mail address. 

(2) A DoD Component shall refer for 
response directly to the requester, a 
FOIA request for a record that it holds 
to another DoD Component or agency 
outside the DoD, if the record origi-
nated in the other DoD Component or 
outside agency. Whenever a record or a 
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portion of a record is referred to an-
other DoD Component or to a Govern-
ment Agency outside of the DoD for a 
release determination and direct re-
sponse, the requester shall be informed 
of the referral, unless it has been deter-
mined that notification would reveal 
exempt information. Referred records 
shall only be identified to the extent 
consistent with security requirements. 

(3) A DoD Component may refer a re-
quest for a record that it originated to 
another DoD Component or agency 
when the other DoD Component or 
agency has a valid interest in the 
record, or the record was created for 
the use of the other DoD Component or 
agency. In such situations, provide the 
record and a release recommendation 
on the record with the referral action. 
Ensure you include a point of contact 
with the telephone number. An exam-
ple of such a situation is a request for 
audit reports prepared by the Defense 
Contract Audit Agency. These advisory 
reports are prepared for the use of con-
tracting officers and their release to 
the audited contractor shall be at the 
discretion of the contracting officer. A 
FOIA request shall be referred to the 
appropriate DoD Component and the 
requester shall be notified of the refer-
ral, unless exempt information would 
be revealed. Another example is a 
record originated by a DoD Component 
or agency that involves foreign rela-
tions, and could affect a DoD Compo-
nent or organization in a host foreign 
country. Such a request and any re-
sponsive records may be referred to the 
affected DoD Component or organiza-
tion for consultation prior to a final re-
lease determination within the Depart-
ment of Defense. See also § 286.22(e) of 
this part. 

(4) Within the Department of De-
fense, a DoD Component shall ordi-
narily refer a FOIA request and a copy 
of the records it holds, but that was 
originated by other DoD Component or 
that contains substantial information 
obtained from another DoD Compo-
nent, to that Component for direct re-
sponse, after direct coordination and 
obtaining concurrence from the Com-
ponent. The requester then shall be no-
tified by such referral. DoD Compo-
nents shall not, in any case, release or 
deny such records without prior con-

sultation with the other DoD Compo-
nent, except as provided in § 286.22(e) of 
this part. 

(5) DoD Components that receive re-
ferred requests shall answer them in 
accordance with the time limits estab-
lished by the FOIA, this part, and their 
multitrack processing queues, based 
upon the date of initial receipt of the 
request at the referring component or 
agency. 

(6) Agencies outside the Department 
of Defense that are subject to the 
FOIA. 

(i) A DoD Component may refer a 
FOIA request for any record that origi-
nated in an agency outside the Depart-
ment of Defense or that is based on in-
formation obtained from an outside 
agency to the agency for direct re-
sponse to the requester after coordina-
tion with the outside agency, if that 
agency is subject to FOIA. Otherwise, 
the DoD Component must respond to 
the request. 

(ii) A DoD Component shall refer to 
the agency that provided the record 
any FOIA request for investigative, in-
telligence, or any other type of records 
that are on loan to the Department of 
Defense for a specific purpose, if the 
records are restricted from further re-
lease and so marked, However, if for in-
vestigative or intelligence purposes, 
the outside agency desires anonymity, 
a DoD Component may only respond di-
rectly to the requester after coordina-
tion with the outside agency. 

(7) DoD Components that receive re-
quests for records of the National Secu-
rity Council (NSC), the White House, or 
the White House Military Office 
(WHMO) shall process the requests. 
DoD records in which the NSC or White 
House has a concurrent reviewing in-
terest, and NSC, White House, or 
WHMO records discovered in DoD Com-
ponents’ files shall be forwarded to the 
Directorate for Freedom of Informa-
tion and Security Review (DFOISR). 
The DFOISR shall coordinate with the 
NSC, White House, or WHMO and re-
turn the records to the originating 
agency after coordination. 

(8) To the extent referrals are con-
sistent with the policies expressed by 
this section, referrals between offices 
of the same DoD Component are au-
thorized. 
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3 See footnote 1 to § 286.1(a).

(9) On occasion, the Department of 
Defense receives FOIA requests for 
General Accounting Office (GAO) 
records containing DoD information. 
Even though the GAO is outside the ex-
ecutive Branch, and not subject to the 
FOIA, all FOIA requests for GAO docu-
ments containing DoD information re-
ceived either from the public, or on re-
ferral from the GAO, shall be processed 
under the provisions of the FOIA. 

(j) Authentication. Records provided 
under this part shall be authenticated 
with an appropriate seal, whenever 
necessary, to fulfill an official govern-
ment or other legal function. This serv-
ice, however, is in addition to that re-
quired under the FOIA and is not in-
cluded in the FOIA fee schedule. DoD 
Components may charge for the service 
at a rate of $5.20 for each authentica-
tion. 

(k) Combatant Commands. (1) The 
Combatant Commands are placed under 
the jurisdiction of the OSD, instead of 
the administering Military Depart-
ment or the Chairman of the Joint 
Chiefs of Staff, only for the purpose of 
administering the DoD FOIA Program. 
This policy represents an exception to 
the policies directed in DoD Directive 
5100.3; 3 it authorizes and requires the 
Combatant Commands to process FOIA 
requests in accordance with DoD Direc-
tive 5400.7 and this part. The Combat-
ant Commands shall forward directly 
to the Director, Freedom of Informa-
tion and Security Review all cor-
respondence associated with the appeal 
of an initial denial for records under 
the provisions of the FOIA. Procedures 
to effect this administrative require-
ment are outlined in appendix A of this 
part.

(2) Combatant Commands shall main-
tain an electronic reading room for 
FOIA-processed 5 U.S.C. 552(a)(2)(D) 
records in accordance with subpart B of 
this part. Records qualifying for this 
means of public access also shall be 
maintained in hard copy for public ac-
cess at Combatant Commands’ respec-
tive locations. 

(l) Records management. FOIA records 
shall be maintained and disposed of in 
accordance with the National Archives 
and Records Administration General 

Records Schedule, and DoD Component 
records schedules. 

(m) Relationship between the FOIA and 
the Privacy Act (PA). Not all requesters 
are knowledgeable of the appropriate 
statutory authority to cite when re-
questing records, nor are all of them 
aware of appeal procedures. In some in-
stances, they may cite neither Act, but 
will imply one or both Acts. For these 
reasons, the following guidelines are 
provided to ensure that requesters re-
ceive the greatest amount of access 
rights under both Acts. See also § 286.24 
regarding appeal rights. 

(1) If the record is required to be re-
leased under the FOIA, the Privacy Act 
does not bar its disclosure. Unlike the 
FOIA, the Privacy Act applies only to 
U.S. citizens and aliens admitted for 
permanent residence. 

(2) Requesters who seek records 
about themselves contained in a Pri-
vacy Act system of records and who 
cite or imply only the Privacy Act, will 
have their requests processed under the 
provisions of both the Privacy Act and 
the FOIA. If the Privacy Act system of 
records is exempt from the provisions 
of 5 U.S.C. 552a(d)(1) and if the records, 
or any portion thereof, are exempt 
under the FOIA, the requester shall be 
so advised with the appropriate Pri-
vacy Act and FOIA exemption. Appeals 
shall be processed under both Acts. 

(3) Requesters who seek records 
about themselves that are not con-
tained in a Privacy Act system of 
records and who cite or imply the Pri-
vacy Act will have their requests proc-
essed under the provisions of the FOIA, 
since the Privacy Act does not apply to 
these records. Appeals shall be proc-
essed under the FOIA. 

(4) Requesters who seek records 
about themselves that are contained in 
a Privacy Act system of records and 
who cite or imply the FOIA or both 
Acts will have their requests processed 
under the provisions of both the Pri-
vacy Act and the FOIA. If the Privacy 
Act system of records is exempt from 
the provisions of 5 U.S.C. 552a(d)(1) and 
if the records or any portion thereof, 
are exempt under the FOIA, the re-
quester shall be so advised with the ap-
propriate Privacy Act and FOIA ex-
emption. Appeals shall be processed 
under both Acts. 
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(5) Requesters who seek access to 
agency records that are not part of a 
Privacy Act system of records, and who 
cite or imply the Privacy Act and 
FOIA, will have their requests proc-
essed under the FOIA since the Privacy 
Act does not apply to these records. 
Appeals shall be processed under the 
FOIA. 

(6) Requesters who seek access to 
agency records and who cite or imply 
the FOIA will have their requests an 
appeals processed under the FOIA. 

(7) Requesters shall be advised in the 
final response letter which Act(s) was 
(were) used, inclusive of appeal rights 
as outlined in paragraphs (m)(1) 
through (m)(6) of this section. 

(n) Non-responsive information in re-
sponsive records. DoD Components shall 
interpret FOIA requests liberally when 
determining which records are respon-
sive to the requests, and may release 
non-responsive information. However, 
should DoD Components desire to with-
hold non-responsive information, the 
following steps shall be accomplished: 

(1) Consult with the requester, and 
ask if the requester views the informa-
tion as responsive, and if not, seek the 
requester’s concurrence to deletion of 
non-responsive information without a 
FOIA exemption. Reflect this concur-
rence in the response letter. 

(2) If the responsive record is unclas-
sified, and the requester does not agree 
to deletion of non-responsive informa-
tion without a FOIA exemption, re-
lease all non-responsive and responsive 
information which is not exempt. For 
non-responsive information that is ex-
empt, notify the requester that even if 
the information were determined re-
sponsive, it would likely be exempt 
under (state appropriate exemption(s)). 
Advise the requester of the right to re-
quest this information under a sepa-
rate FOIA request. The separate re-
quest shall be placed in the same loca-
tion within the processing queue as the 
original request. 

(3) If the responsive record is classi-
fied, and the requester does not agree 
to deletion of non-responsive informa-
tion without a FOIA exemption, re-
lease all unclassified responsive and 
non-responsive information which is 
not exempt. If the non-responsive in-
formation is exempt, follow the proce-

dures in paragraph (n)(2) of this sec-
tion. The classified, non-responsive in-
formation need not be reviewed for de-
classification at this point. Advise the 
requester that even if the classified in-
formation were determined responsive, 
it would likely be exempt under 5 
U.S.C. 552(b)(1), and other exemptions 
if appropriate. Advise the requester of 
the right to request this information 
under a separate FOIA request. The 
separate request shall be placed in the 
same location within the processing 
queue as the original request. 

(o) Honoring form or format requests. 
DoD Components shall provide the 
record in any form or format requested 
by the requester if the record is readily 
reproducible in that form or format. 
DoD Components shall make reason-
able efforts to maintain their records 
in forms or formats that are reproduc-
ible. In responding to requests for 
records, DoD Components shall make 
reasonable efforts to search for records 
in electronic form or format, except 
when such efforts would significantly 
interfere with the operation of the DoD 
Components’ automated information 
system. Such determinations shall be 
made on a case by case basis. See also 
paragraph (g)(2) of this section. 

[63 FR 65420, Nov. 25, 1998; 63 FR 67724, Dec. 
8, 1998]

Subpart B—FOIA Reading Rooms

§ 286.7 Requirements. 

(a) Reading room. Each DoD Compo-
nent shall provide an appropriate facil-
ity or facilities where the public may 
inspect and copy or have copied the 
records described in paragraph (b) of 
this section and § 286.8(a). In addition 
to the records described in paragraph 
(b) of this section and § 286.8(a), DoD 
Components may elect to place other 
records in their reading room, and also 
make them electronically available to 
the public. DoD Components may share 
reading room facilities if the public is 
not unduly inconvenienced, and also 
may establish decentralized reading 
rooms. When appropriate, the cost of 
copying may be imposed on the person 
requesting the material in accordance 
with the provisions of subpart F of this 
part. 
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(b) Record availability. The FOIA re-
quires that records described in 5 
U.S.C. 552(a)(2) (A), (B), (C), and (D) 
created on or after November 1, 1996, 
shall be made available electronically 
by November 1, 1997, as well as in hard 
copy in the FOIA reading room for in-
spection and copying, unless such 
records are published and copies are of-
fered for sale. Personal privacy infor-
mation, that if disclosed to a third 
party requester, would result in an in-
vasion of the first party’s personal pri-
vacy, and contractor submitted infor-
mation, that if disclosed to a com-
peting contractor, would result in com-
petitive harm to the submitting con-
tractor shall be deleted from all 5 
U.S.C. 552(A)(2) records made available 
to the general public. In every case, 
justification for the deletion must be 
fully explained in writing, and the ex-
tent of such deletion shall be indicated 
on the record which is made publicly 
available, unless such indication would 
harm an interest protected by an ex-
emption under which the deletion was 
made. If technically feasible, the ex-
tent of the deletion in electronic 
records or any other form of record 
shall be indicated at the place in the 
record where the deletion was made. 
However, a DoD Component may pub-
lish in the FEDERAL REGISTER a de-
scription of the basis upon which it 
will delete identifying details of par-
ticular types of records to avoid clearly 
unwarranted invasions of privacy, or 
competitive harm to business submit-
ters. In appropriate cases, the DoD 
Component may refer to this descrip-
tion rather than write a separate jus-
tification for each deletion. 5 U.S.C. 
552(a)(2) (A), (B), (C) and (D) records 
are: 

(1) (a)(2)(A) records. Final opinions, 
including concurring and dissenting 
opinions, and orders made in the adju-
dication of cases, as defined in 5 U.S.C. 
551, that may be cited, used, or relied 
upon as precedents in future adjudica-
tions. 

(2) (a)(2)(B) records. Statements of 
policy and interpretations that have 
been adopted by the agency and are not 
published in the FEDERAL REGISTER. 

(3) (a)(2)(C) records. Administrative 
staff manuals and instructions, or por-
tions therefo, that establish DoD pol-

icy or interpretations of policy that af-
fect a member of the public. This pro-
vision does not apply to instructions 
for employees on tactics and tech-
niques to be used in performing their 
duties, or to instructions relating only 
to the internal management of the DoD 
Component. Examples of manuals and 
instructions not normally made avail-
able are: 

(i) Those issued for audit, investiga-
tion, and inspection purposes, or those 
that prescribe operational tactics, 
standards of performance, or criterial 
for defense, prosecution, or settlement 
of cases. 

(ii) Operations and maintenance 
manuals and technical information 
concerning munitions, equipment, sys-
tems, and intelligence activities. 

(4) (a)(2)(D) records. Those 5 U.S.C. 
552(a)(3) records, which because of the 
nature of the subject matter, have be-
come or are likely to become the sub-
ject of subsequent requests for substan-
tially the same records. These records 
are referred to as FOIA-processed (a)(2) 
records. 

(i) DoD Components shall decide on a 
case by case basis whether records fall 
into this category, based on the fol-
lowing factors: 

(A) Previous experience of the DoD 
Component with simular records. 

(B) Particular circumstances of the 
records involved, including their na-
ture and the type of information con-
tained in them. 

(C) The identify and number of re-
questers and whether there is wide-
spread press, historic, or commercial 
interest in the records. 

(ii) This provision is intended for sit-
uations where public access in a timely 
manner is important, and it is not in-
tended to apply where there may be a 
limited number of requests over a short 
period of time from a few requesters. 
DoD Components may remove the 
records from this access medium when 
the appropriate officials determine 
that access is no longer necessary. 

(iii) Should a requester submit a 
FOIA request for FOIA-processed (a)(2) 
records, and insist that the request be 
processed, DoD Components shall proc-
ess the FOIA request. However, DoD 
Components have no obligation to 
process a FOIA request for 5 U.S.C. 
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552(a)(2) (A), (B), and (C) records be-
cause these records are required to be 
made public and not FOIA-processed 
under paragraph (a)(3) of the FOIA.

§ 286.8 Indexes. 

(a) ‘‘(a)(2)’’ materials. (1) Each DoD 
Component shall maintain in each fa-
cility prescribed in § 286.7(a), an index 
of materials described in § 286.7(b) that 
are issued, adopted, or promulgated, 
after July 4, 1967. No ‘‘(a) (2)’’ mate-
rials issued, promulgated, or adopted 
after July 4, 1967, that are not indexed 
and either made available or published 
may be relied upon, used or cited as 
precedent against any individual unless 
such individual has actual and-timely 
notice of the contents of such mate-
rials. Such materials issued, promul-
gated, or adopted before July 4, 1967, 
need not be indexed, but must be made 
available upon request if not exempted 
under this part. 

(2) Each DoD Component shall 
promptly publish quarterly or more 
frequently, and distribute, by sale or 
otherwise, copies of each index of 
‘‘(a)(2)’’ materials or supplements 
thereto unless it publishes in the FED-
ERAL REGISTER an order containing a 
determination that publication is un-
necessary and impracticable. A copy of 
each index or supplement not published 
shall be provided to a requester at a 
cost not to exceed the direct cost of du-
plication as set forth in subpart F of 
this part. 

(3) Each index of ‘‘(a)(2)’’ materials or 
supplement thereto shall be arranged 
topical or by descriptive words rather 
than by case name or numbering sys-
tem so that members of the public can 
readily locate material. Case name and 
numbering arrangements, however, 
may also be included for DoD Compo-
nent convenience. 

(4) A general index of FOIA-processed 
(a)(2) records referred to in § 286.7(b)(4), 
shall be made available to the public, 
both in hard copy and electronically by 
December 31, 1999. 

(b) Other materials. (1) Any available 
index of DoD Component material pub-
lished in the Federal Register, such as 
material required to be published by 
Section 552(a)(1) of the FOIA, shall be 
made available in DoD Component 

FOIA reading rooms, and electronically 
to the public. 

(2) Although not required to be made 
available in response to FOIA requests 
or made available in FOIA Reading 
Rooms, ‘‘(a)(1)’’ materials shall, when 
feasible, be made available to the pub-
lic in FOIA reading rooms for inspec-
tion and copying, and by electronic 
means. Examples of ‘‘(a)(1)’’ materials 
are: descriptions of any agency’s cen-
tral and field organization, and to the 
extent they affect the public, rules of 
procedures, descriptions of forms avail-
able, instruction as to the scope and 
contents of papers, reports, or exami-
nations, and any amendment, revision, 
or report of the aforementioned.

Subpart C—Exemptions

§ 286.11 General provisions. 

Records that meet the exemption cri-
teria of the FOIA may be withheld 
from public disclosure and need not be 
published in the FEDERAL REGISTER, 
made available in a library reading 
room, or provided in response to a 
FOIA request.

§ 286.12 Exemptions. 

The following types of records may 
be withheld in whole or in part from 
public disclosure under the FOIA, un-
less otherwise prescribed by law: A dis-
cretionary release of a record (see also 
§ 286.4(e)) to one requester shall prevent 
the withholding of the same record 
under a FOIA exemption if the record 
is subsequently requested by someone 
else. However, a FOIA exemption may 
be invoked to withhold information 
that is similar or related that has been 
the subject of a discretionary release. 
In applying exemptions, the identity of 
the requester and the purpose for 
which the record is sought are irrele-
vant with the exception that an exemp-
tion may not be invoked where the par-
ticular interest to be protected is the 
requester’s interest. However, if the 
subject of the record is the requester 
for the record and the record is con-
tained in a Privacy Act system of 
records, it may only be denied to the 
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4 See footnote 1 to § 286.1(a).
5 See footnote 1 to § 286.1(a).

requester if withholding is both au-
thorized by DoD 5400.11–R 4 and by a 
FOIA exemption.

(a) Number 1 (5 U.S.C. 552(b)(1)). Those 
properly and currently classified in the 
interest of national defense or foreign 
policy, as specifically authorized under 
the criteria established by Executive 
Order and implemented by regulations, 
such as DoD 5200.1–R.5 Although mate-
rial is not classified at the time of the 
FOIA request, a classification review 
may be undertaken to determine 
whether the information should be 
classified. The procedures in DoD 
5200.1–R apply. If the information 
qualifies as exemption 1 information, 
there is no discretion regarding its re-
lease. In addition, this exemption shall 
be invoked when the following situa-
tions are apparent:

(1) The fact of the existence or non-
existence of a record would itself re-
veal classified information. In this sit-
uation, Components shall neither con-
firm nor deny the existence or non-
existence of the record being requested. 
A ‘‘refusal to confirm or deny’’ re-
sponse must be used consistently, not 
only when a record exists, but also 
when a record does not exist. Other-
wise, the pattern of using a ‘‘no 
record’’ response when a record does 
not exist, and a ‘‘refusal to confirm or 
deny’’ when a record does exist will 
itself disclose national security infor-
mation. 

(2) Compilations of items of informa-
tion that are individually unclassified 
may be classified if the compiled infor-
mation reveals additional association 
or relationship that meets the standard 
for classification under an existing ex-
ecutive order for classification and 
DoD 5200.R–1, and is not otherwise re-
vealed in the individual items of infor-
mation. 

(b) Number 2 (5 U.S.C. 552(b)(2)). Those 
related solely to the internal personnel 
rules and practices of the Department 
of Defense or any of its Components. 
This exemption is entirely discre-
tionary. This exemption has two pro-
files, high (b)(2) and low (b)(2). Para-
graph (b)(2) of this section contains a 
brief discussion on the low (b)(2) pro-

file; however, that discussion is for in-
formation purposes only. When only a 
minimum Government interest would 
be affected (administrative burden), 
there is a great potential for discre-
tionary disclosure of the information. 
Consequently, DoD Components shall 
not invoke the low (b)(2) profile. 

(1) Records qualifying under high 
(b)(2) are those containing or consti-
tuting statues, rules, regulations, or-
ders, manuals, directives, instructions, 
and security classification guides, the 
release of which would allow cir-
cumvention of these records thereby 
substantially hindering the effective 
performance of a significant function 
of the Department of Defense. Exam-
ples include: 

(i) Those operating rules, guidelines, 
and manuals for DoD investigators, in-
spectors, auditors, and examiners that 
must remain privileged in order for the 
DoD Component to fulfill a legal re-
quirement. 

(ii) Personnel and other administra-
tive matters, such as examination 
questions and answers used in training 
courses or in the determination of the 
qualifications of candidates for em-
ployment, entrance on duty, advance-
ment, or promotion. 

(iii) Computer software, the release 
of which would allow circumvention of 
a statute or DoD rules, regulations, or-
ders, manuals, directives, or instruc-
tions. In this situation, the use of the 
software must be closely examined to 
ensure a circumvention possibility ex-
ists. 

(2) Records qualifying under the low 
(b)(2) profile are those that are trivial 
and housekeeping in nature for which 
there is no legitimate public interest 
or benefit to be gained by release, and 
it would constitute an administrative 
burden to process the request in order 
to disclose the records. Examples in-
clude rules of personnel’s use of park-
ing facilities or regulation of lunch 
hours, statements of policy as to sick 
leave, and administrative data such as 
file numbers, mail routing stamps, ini-
tials, data processing notations, brief 
references to previous communica-
tions, and other like administrative 
markings. DoD Components shall not 
invoke the low (b)(2) profile. 
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(c) Number 3 (5 U.S.C. 552(b)(3)). Those 
concerning matters that a statute spe-
cifically exempts from disclosure by 
terms that permit no discretion on the 
issue, or in accordance with criteria es-
tablished by that statute for with-
holding or referring to particular types 
of matters to be withheld. The Direc-
torate for Freedom of Information and 
Security Review maintains a list of 
(b)(3) statutes used within the Depart-
ment of Defense, and provides updated 
lists of these statutes to DoD Compo-
nents on a periodic basis. A few exam-
ples of such statutes are: 

(1) Patent Secrecy, 35 U.S.C. 181–188. 
Any records containing information re-
lating to inventions that are the sub-
ject of patent applications on which 
Patent Secrecy Orders have been 
issued. 

(2) Restricted Data and Formerly Re-
stricted Data, 42 U.S.C. 2162. 

(3) Communication Intelligence, 18 
U.S.C. 798. 

(4) Authority to Withhold From Pub-
lic Disclosure Certain Technical Data, 
10 U.S.C. 130 and DoD Directive 5230.25.6

(5) Confidentiality of Medical Quality 
Assurance Records: Qualified Immu-
nity for Participants, 10 U.S.C. 1102f. 

(6) Physical Protection of Special 
Nuclear Material: Limitation on Dis-
semination of Unclassified Informa-
tion, 10 U.S.C. 128. 

(7) Protection of Intelligence Sources 
and Methods, 50 U.S.C. 403–3(c)(6). 

(8) Protection of Contractor Sub-
mitted Proposals, 10 U.S.C. 2305(g). 

(9) Procurement Integrity, 41 U.S.C. 
423. 

(d) Number 4 (5 U.S.C. 552(b)(4)). Those 
containing trade secrets or commercial 
or financial information that a DoD 
Component receives from a person or 
organization outside the Government 
with the understanding that the infor-
mation or record will be retained on a 
privileged or confidential basis in ac-
cordance with the customary handling 
of such records. Records within the ex-
emption must contain trade secrets, or 
commercial or financial records, the 
disclosure of which is likely to cause 
substantial harm to the competitive 
position of the source providing the in-
formation; impair the Government’s 

ability to obtain necessary information 
in the future; or impair some other le-
gitimate Government interest. Com-
mercial or financial information sub-
mitted on a voluntary basis, absent 
any exercised authority prescribing 
criteria for submission is protected 
without any requirement to show com-
petitive harm (see paragraph (d)(8) of 
this section). If the information quali-
fies as exemption 4 information, there 
is no discretion in its release. Exam-
ples include: 

(1) Commercial or financial informa-
tion received in confidence in connec-
tion with loans, bids, contracts, or pro-
posals set forth in or incorporated by 
reference in a contract entered into be-
tween the DoD Component and the of-
feror that submitted the proposal, as 
well as other information received in 
confidence or privileged, such as trade 
secrets, inventions, discoveries, or 
other proprietary data. See also 
§ 286.23(h)(2) of this part. Additionally, 
when the provisions of 10 U.S.C. 2305(g), 
and 41 U.S.C. 423 are met, certain pro-
prietary and source selection informa-
tion may be withheld under exemption 
3. 

(2) Statistical data and commercial 
or financial information concerning 
contract performance, income, profits, 
losses, and expenditures, if offered and 
received in confidence from a con-
tractor or potential contractor. 

(3) Personal statements given in the 
course of inspections, investigations, 
or audits, when such statements are re-
ceived in confidence from the indi-
vidual and retained in confidence be-
cause they reveal trade secrets or com-
mercial or financial information nor-
mally considered confidential or privi-
leged. 

(4) Financial data provided in con-
fidence by private employers in con-
nection with locality wage surveys 
that are used to fix and adjust pay 
schedules applicable to the prevailing 
wage rate of employees within the De-
partment of Defense. 

(5) Scientific and manufacturing 
processes or developments concerning 
technical or scientific data or other in-
formation submitted with an applica-
tion for a research grant, or with a re-
port while research is in progress. 
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(6) Technical or scientific data devel-
oped by a contractor or subcontractor 
exclusively at private expense, and 
technical or scientific data developed 
in part with Federal funds and in part 
at private expense, wherein the con-
tractor or subcontractor has retained 
legitimate proprietary interests in 
such data in accordance with 10 U.S.C. 
2320–2321 and DoD Federal Acquisition 
Regulation Supplement (DFARS), 
Chapter 2 of 48 CFR, Subpart 227.71–
227.72. Technical data developed exclu-
sively with Federal funds may be with-
held under Exemption Number 3 if it 
meets the criteria of 10 U.S.C. 130 and 
DoD Directive 5230.25 (see paragraph 
(c)(4) of this section). 

(7) Computer software which is copy-
righted under the Copyright Act of 1976 
(17 U.S.C. 106), the disclosure of which 
would have an adverse impact on the 
potential market value of a copy-
righted work. 

(8) Proprietary information sub-
mitted strictly on a voluntary basis, 
absent any exercised authority pre-
scribing criteria for submission. Exam-
ples of exercised authorities pre-
scribing criteria for submission are 
statutes, Executive Orders, regula-
tions, invitations for bids, requests for 
proposals, and contracts. Submission of 
information under these authorities is 
not voluntary. (See also §286.23(h)(3).) 

(e) Number 5 (5 U.S.C. 552(b)(5)). Those 
containing information considered 
privileged in litigation, primarily 
under the deliberative process privi-
lege. Except as provided in paragraphs 
(e)(2) through (e)(5) of this section, in-
ternal advice, recommendations, and 
subjective evaluations, as contrasted 
with factual matters, that are reflected 
in deliberative records pertaining to 
the decision-making process of an 
agency, whether within or among agen-
cies (as defined in 5 U.S.C. 552(e)), or 
within or among DoD Components. In 
order to meet the test of this exemp-
tion, the record must be both delibera-
tive in nature, as well as part of a deci-
sion-making process. Merely being an 
internal record is insufficient basis for 
withholding under this exemption. Also 
potentially exempted are records per-
taining to the attorney-client privilege 
and the attorney work-product privi-

lege. This exemption is entirely discre-
tionary. 

(1) Examples of the deliberative proc-
ess include: 

(i) The non factual portions of staff 
papers, to include after-action reports, 
lessons learned, and situation reports 
containing staff evaluations, advice, 
opinions, or suggestions. 

(ii) Advice, suggestions, or evalua-
tions prepared on behalf of the Depart-
ment of Defense by individual consult-
ants or by boards, committees, coun-
cils, groups, panels, conferences, com-
missions, task forces, or other similar 
groups that are formed for the purpose 
of obtaining advice and recommenda-
tions. 

(iii) Those non factual portions of 
evaluations by DoD Component per-
sonnel of contractors and their prod-
ucts. 

(iv) Information of a speculative, ten-
tative, or evaluative nature or such 
matters as proposed plans to procure, 
lease or otherwise acquire and dispose 
of materials, real estate, facilities or 
functions, when such information 
would provide undue or unfair competi-
tive advantage to private personal in-
terests or would impede legitimate 
government functions. 

(v) Trade secret or other confidential 
research development, or commercial 
information owned by the Government, 
where premature release is likely to af-
fect the Government’s negotiating po-
sition or other commercial interest. 

(vi) Those portions of official reports 
of inspection, reports of the Inspector 
General, audits, investigations, or sur-
veys pertaining to safety, security, or 
the internal management, administra-
tion, or operation of one or more DoD 
Components, when these records have 
traditionally been treated by the 
courts as privileged against disclosure 
in litigation. 

(vii) Planning, programming, and 
budgetary information that is involved 
in the defense planning and resource 
allocation process. 

(2) If any such intra- or inter-agency 
record or reasonably segregable portion 
of such record hypothetically would be 
made available routinely through the 
discovery process in the course of liti-
gation with the Agency, then it should 
not be withheld under the FOIA. If, 
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however, the information hypo-
thetically would not be released at all, 
or would only be released in a par-
ticular case during civil discovery 
where a party’s particularized showing 
of need might override a privilege, then 
the record may be withheld. Discovery 
is the formal process by which litigants 
obtain information from each other for 
use in the litigation. Consult with legal 
counsel to determine whether exemp-
tion 5 material would be routinely 
made available through the discovery 
process. 

(3) Intra- or inter-agency memoranda 
or letters that are factual, or those 
reasonably segregable portions that are 
factual, are routinely made available 
through discovery, and shall be made 
available to a requester, unless the fac-
tual material is otherwise exempt from 
release, inextricably intertwined with 
the exempt information, so fragmented 
as to be uninformative, or so redundant 
of information already available to the 
requester as to provide no new sub-
stantive information. 

(4) A direction or order from a supe-
rior to a subordinate, though contained 
in an internal communication, gen-
erally cannot be withheld from a re-
quester if it constitutes policy guid-
ance or a decision, as distinguished 
from a discussion of preliminary mat-
ters or a request for information or ad-
vice that would compromise the deci-
sion-making process. 

(5) An internal communication con-
cerning a decision that subsequently 
has been made a matter of public 
record must be made available to a re-
quester when the rationale for the deci-
sion is expressly adopted or 
incorporately by reference in the 
record containing the decision. 

(f) Number 6 (5 U.S.C. 552(b)(6)). Infor-
mation in personnel and medical files, 
as well as similar personal information 
in other files, that, if disclosed to a re-
quester, other than the person about 
whom the information is about, would 
result in a clearly unwarranted inva-
sion of personal privacy. Release of in-
formation about an individual con-
tained in a Privacy Act System of 
records that would constitute a clearly 
unwarranted invasion of privacy is pro-
hibited, and could subject the releaser 
to civil and criminal penalties. If the 

information qualifies as exemption 6 
information, there is no discretion in 
its release. 

(1) Examples of other files containing 
personal information similar to that 
contained in personnel and medical 
files include: 

(i) Those compiled to evaluate or ad-
judicate the suitability of candidates 
for civilian employment or member-
ship in the Armed Forces, and the eli-
gibility of individuals (civilian, mili-
tary, or contractor employees) for se-
curity clearances, or for access to par-
ticularly sensitive classified informa-
tion. 

(ii) Files containing reports, records, 
and other material pertaining to per-
sonnel matters in which administrative 
action, including disciplinary action, 
may be taken. 

(2) Home addresses, including private 
e-mail addresses, are normally not re-
leasable without the consent of the in-
dividuals concerned. This includes lists 
of home addresses and military quar-
ters’ addresses without the occupant’s 
name. Additionally, the names and 
duty addresses (postal and/or e-mail) of 
DoD military and civilian personnel 
who are assigned to units that are sen-
sitive, routinely deployable, or sta-
tioned in foreign territories can con-
stitute a clearly unwarranted invasion 
of personal privacy. 

(i) Privacy interest. A privacy interest 
may exist in personal information even 
though the information has been dis-
closed at some place and time. If per-
sonal information is not freely avail-
able from sources other than the Fed-
eral Government, a privacy interest ex-
ists in its nondisclosure. The fact that 
the Federal Government expended 
funds to prepare, index and maintain 
records on personal information, and 
the fact that a requester invokes FOIA 
to obtain these records indicates the 
information is not freely available. 

(ii) Names and duty addresses (postal 
and/or e-mail) published in telephone 
directories, organizational charts, ros-
ters and similar materials for per-
sonnel assigned to units that are sen-
sitive, routinely deployable, or sta-
tioned in foreign territories are 
withholdable under this exemption. 

(3) This exemption shall not be used 
in an attempt to protect the privacy of 
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a deceased person, but it may be used 
to protect the privacy of the deceased 
person’s family if disclosure would re-
kindle grief, anguish, pain, embarrass-
ment, or even disruption of peace of 
mind of surviving family members. In 
such situations, balance the surviving 
family members’ privacy against the 
public’s right to know to determine if 
disclosure is in the public interest. Ad-
ditionally, the deceased’s social secu-
rity number should be withheld since it 
is used by the next of kin to receive 
benefits. Disclosures may be made to 
the immediate next of kin as defined in 
DoD Directive 5154.24.7

(4) A clearly unwarranted invasion of 
the privacy of third parties identified 
in a personnel, medical or similar 
record constitutes a basis for deleting 
those reasonably segregable portions of 
that record. When withholding third 
party personal information from the 
subject of the record and the record is 
contained in a Privacy Act system of 
records, consult with legal counsel. 

(5) This exemption also applies when 
the fact of the existence or nonexist-
ence of a responsive record would itself 
reveal personally private information, 
and the public interest in disclosure is 
not sufficient to outweigh the privacy 
interest. In this situation, DoD Compo-
nents shall neither confirm nor deny 
the existence or nonexistence of the 
record being requested. This is a 
Glomar response, and exemption 6 
must be cited in the response. Addi-
tionally, in order to insure personal 
privacy is not violated during referrals, 
DoD Components shall coordinate with 
other DoD Components or Federal 
Agencies before referring a record that 
is exempt under the Glomar concept. 

(i) A ‘‘refusal to confirm or deny’’ re-
sponse must be used consistently, not 
only when a record exists, but also 
when a record does not exist. Other-
wise, the pattern of using a ‘‘no 
records’’ response when a record does 
not exist and a ‘‘refusal to confirm or 
deny’’ when a record does exist will 
itself disclose personally private infor-
mation. 

(ii) Refusal to confirm or deny should 
not be used when: 

(A) The person whose personal pri-
vacy is in jeopardy has provided the re-
quester a waiver of his or her privacy 
rights. 

(B) The person initiated or directly 
participated in an investigation that 
lead to the creation of any agency 
record seeks access to that record. 

(C) The person whose personal pri-
vacy is in jeopardy is deceased, the 
Agency is aware of that fact, and dis-
closure would not invade the privacy of 
the deceased’s family. See paragraph 
(f)(3) of this section. 

(g) Number 7 (5 U.S.C. 552(b)(7)). 
Records or information complied for 
law enforcement purposes; i.e., civil, 
criminal, or military law, including 
the implementation of Executive or-
ders or regulations issued pursuant to 
law. This exemption may be invoked to 
prevent disclosure of documents not 
originally created for, but later gath-
ered for law enforcement purposes. 
With the exception of parts (C) and (F) 
(see paragraph (g)(1)(iii) of this section) 
of this exemption, this exemption is 
discretionary. If information qualifies 
as exemption (7)(C) or (7)(F) (see para-
graph (g)(1)(iii) of this section) infor-
mation, there is no discretion in its re-
lease. 

(1) This exemption applies, however, 
only to the extent that production of 
such law enforcement records or infor-
mation could result in the following: 

(i) Could reasonably be expected to 
interfere with enforcement proceedings 
(5 U.S.C. 552(b)(7)(A)). 

(ii) Would deprive a person of the 
right to a fair trial or to an impartial 
adjudication (5 U.S.C. 552(b)(7)(B)). 

(iii) Could reasonably be expected to 
constitute an unwarranted invasion of 
personal privacy of a living person, in-
cluding surviving family members of 
an individual identified in such a 
record (5 U.S.C. 552(b)(7)(C)). 

(A) this exemption also applies when 
the fact of the existence or nonexist-
ence of a responsive record would itself 
reveal personally private information, 
and the public interest in disclosure is 
not sufficient to outweigh the privacy 
interest. In this situation, Components 
shall neither confirm nor deny the ex-
istence or nonexistence of the record 
being requested. This a Glomar re-
sponse, and exemption (7)(C) must be 
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cited in the response. Additionally, in 
order to insure personal privacy is not 
violated during referrals, DoD Compo-
nents shall coordinate with other DoD 
Components or Federal Agencies before 
referring a record that is exempt under 
the Glomar concept. 

(B) A ‘‘refusal to confirm or deny’’ 
response must be used consistently, 
not only when a record exists, but also 
when a record does not exist. Other-
wise, the pattern of using a ‘‘no 
records’’ response when a record does 
not exist and a ‘‘refusal to confirm or 
deny’’ when a record does exist will 
itself disclose personally private infor-
mation. 

(C) Refusal to confirm or deny should 
not be used when: 

(1) The person whose personal pri-
vacy is in jeopardy has provided the re-
quester with a waiver of his or her pri-
vacy rights. 

(2) The person whose personal pri-
vacy is in jeopardy is deceased, and the 
Agency is aware of that fact. 

(D) Could reasonably be expected to 
disclose the identity of a confidential 
source, including a source within the 
Department of Defense; a State, local, 
or foreign agency or authority; or any 
private institution that furnishes the 
information on a confidential basis; 
and could disclose information fur-
nished from a confidential source and 
obtained by a criminal law enforce-
ment authority in a criminal investiga-
tion or by an agency conducting a law-
ful national security intelligence in-
vestigation (5 U.S.C. 552(b)(7)(D)). 

(E) Would disclose techniques and 
procedures for law enforcement inves-
tigations or prosecutions, or would dis-
close guidelines for law enforcement 
investigations or prosecutions if such 
disclosure could reasonably be ex-
pected to risk circumvention of the law 
(5 U.S.C. 552(b)(7)(E)). 

(F) Could reasonably be expected to 
endanger the life or physical safety of 
any individual (5 U.S.C. 552(b)(7)(F)). 

(2) Some examples of exemption 7 
are: 

(i) Statements of witnesses and other 
material developed during the course 
of the investigation and all materials 
prepared in connection with related 
Government litigation or adjudicative 
proceedings. 

(ii) The identify of firms or individ-
uals being investigated for alleged 
irregularities involving contracting 
with the Department of Defense when 
no indictment has been obtained nor 
any civil action filed against them by 
the United States. 

(iii) Information obtained in con-
fidence, expressed or implied, in the 
course of a criminal investigation by a 
criminal law enforcement agency or of-
fice within a DoD Component, or a law-
ful national security intelligence in-
vestigation conducted by an authorized 
agency or office with a DoD Compo-
nent. National security intelligence in-
vestigations include background secu-
rity investigations and those investiga-
tions conducted for the purpose of ob-
taining affirmative or counterintel-
ligence information. 

(3) The right of individual litigants 
to investigative records currently 
available by law (such as, the Jencks 
Act, 18 U.S.C. 3500)) is not diminished. 

(4) Exclusions. Excluded from exemp-
tion 7 are the following two situations 
applicable to the Department of De-
fense. (Components considering invok-
ing an exclusion should first consult 
with the Department of Justice, Office 
of Information and Privacy.): 

(i) Whenever a request is made that 
involves access to records or informa-
tion compiled for law enforcement pur-
poses, and the investigation or pro-
ceeding involves a possible violation of 
criminal law where there is reason to 
believe that the subject of the inves-
tigation or proceeding is unaware of its 
pendency, and the disclosure of the ex-
istence of the records could reasonably 
be expected to interfere with enforce-
ment proceedings, Components may, 
during only such times as that cir-
cumstances continues, treat the 
records of information as not subject 
to the FOIA. In such situation, the re-
sponse to the requester will state that 
no records were found. 

(ii) Whenever informant records 
maintained by a criminal law enforce-
ment organization within a DoD Com-
ponent under the informant’s name or 
personal identifier are requested by a 
third party using the informant’s name 
or personal identifier, the Component 
may treat the records as not subject to 
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the FOIA, unless the informant’s sta-
tus as an informant has been officially 
confirmed. If it is determined that the 
records are not subject to 5 U.S.C. 
552(b)(7), the response to the request 
will state that no records were found. 

(h) Number 8 (U.S.C. 552 (b)(8)). Those 
contained in or related to examination, 
operation or condition reports prepared 
by, on behalf of, or for the use of any 
agency responsible for the regulation 
or supervision of financial institutions. 

(i) Number 9 (5 U.S.C. 552(b)(9)). Those 
containing geological and geophysical 
information and data (including maps) 
concerning wells.

Subpart D—For Official Use Only
§ 286.15 General provisions. 

(a) General. Information that has not 
been given a security classification 
pursuant to the criteria of an Execu-
tive Order, but which may be withheld 
from the public because disclosure 
would cause a foreseeable harm to an 
interest protected by one or more FOIA 
exemptions 2 through 9 (see subpart C 
of this part) shall be considered as 
being for official use only (FOUO). No 
other material shall be considered 
FOUO, and FOUO is not authorized as 
an anemic form of classification to pro-
tect national security interests. Addi-
tional information on FOUO and other 
controlled, unclassified information 
may be found in DoD 5200. 1–R or by 
contacting the Directorate for Secu-
rity, Office of the Assistant Secretary 
of Defense (Command, Control, Com-
munications, and Intelligence). 

(b) Prior FOUO application. The prior 
application of FOUO markings is not a 
conclusive basis for withholding a 
record that is requested under the 
FOIA. When such a record is requested, 
the information in it shall be evaluated 
to determine whether disclosure would 
result in a foreseeable harm to an in-
terest protected by one or more FOIA 
exemptions 2 through 9. Even if any ex-
emptions apply, the record shall be re-
leased as a discretionary matter when 
it is determined that there is no fore-
seeable harm to an interest protected 
by the exemptions. 

(c) Historical papers. Records such as 
notes, working papers, and drafts re-
tained as historical evidence of DoD 

Component actions enjoy no special 
apart from the exemptions under the 
FOIA. 

(d) Time to mark records. The marking 
of records at the time of their creation 
provides notice of FOUO content and 
facilitates review when a record is re-
quested under the FOIA. Records re-
quested under the FOIA that do not 
bear such markings shall not be as-
sumed to be releasable without exam-
ination for the presence of information 
that requires continued protection and 
qualifies as exempt from public release. 

(e) Distribution statement. Information 
in a technical document that requires a 
distribution statement pursuant to 
DoD Directive 5230.24 8 shall bear that 
statement and may be marked FOUO, 
as appropriate.

§ 286.16 Markings. 

(a) Location of markings. (1) An un-
classified document containing FOUO 
information shall be marked ‘‘For Offi-
cial Use Only’’ at the bottom on the 
outside of the front cover (if any), on 
each page containing FOUO informa-
tion, and on the outside of the back 
cover (if any). Each paragraph con-
taining FOUO information shall be 
marked as such. 

(2) Within a classified document, an 
individual page that contains both 
FOUO and classified information shall 
be marked at the top and bottom with 
the highest security classification of 
information appearing on the page. In-
dividual paragraphs shall be marked at 
the appropriate classification level, as 
well as unclassified or FOUO, as appro-
priate. 

(3) Within a classified document, an 
individual page that contains FOUO in-
formation but no classified informa-
tion shall be marked ‘‘For Official Use 
Only’’ at the top and bottom of the 
page, as well as each paragraph that 
contains FOUO information. 

(4) Other records, such as photo-
graphs, films, tapes, or slides, shall be 
marked ‘‘For Official Use Only’’ or 
‘‘FOUO’’ in a manner that ensures that 
a recipient or viewer is aware of the 
status of the information therein. 
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9 See footnote 1 to § 286.1(a).
10 See footnote 1 to § 286.1(a).

(5) FOUO material transmitted out-
side the Department of Defense re-
quires application of an expanded 
marking to explain the significance of 
the FOUO marking. This may be ac-
complished by typing or stamping the 
following statement on the record prior 
to transfer:

This document contains information 
EXEMPT FROM MANDATORY DISCLO-

SURE 
under the FOIA. Exemption(s) lll applies/

apply.

(b) [Reserved]

§ 286.17 Dissemination and trans-
mission. 

(a) Release and transmission proce-
dures. Until FOUO status is termi-
nated, the release and transmission in-
structions that follow apply: 

(1) FOUO information may be dis-
seminated within DoD Components and 
between officials of DoD Components 
and DoD contractors, consultants, and 
grantees to conduct official business 
for the Department of Defense. Recipi-
ents shall be made aware of the status 
of such information, and transmission 
shall be by means that preclude unau-
thorized public disclosure. Transmittal 
documents shall call attention to the 
presence of FOUO attachments. 

(2) DoD holders of FOUO information 
are authorized to convey such informa-
tion to officials in other Departments 
and Agencies of the Executive and Ju-
dicial Branches to fulfill a government 
function, except to the extent prohib-
ited by the Privacy Act. Records thus 
transmitted shall be marked ‘‘For Offi-
cial Use Only,’’ and the recipient shall 
be advised that the information may 
qualify for exemption from public dis-
closure, pursuant to the FOIA, and 
that special handling instructions do 
or do not apply. 

(3) Release of FOUO information to 
Members of Congress is governed by 
DoD Directive 5400.4. 9 Release to the 
GAO is governed by DoD Directive 
7650.1. 10 Records released to the Con-
gress or GAO should be reviewed to de-
termine whether the information war-
rants FOUO status. If not, prior FOUO 
markings shall be removed or effaced. 

If withholding criteria are met, the 
records shall be marked FOUO and the 
recipient provided an explanation for 
such exemption and marking. Alter-
natively, the recipient may be re-
quested, without marking the record, 
to protect against its public disclosure 
for reasons that are explained.

(b) Transporting FOUO information. 
Records containing FOUO information 
shall be transported in a manner that 
prevents disclosure of the contents. 
When not commingled with classified 
information, FOUO information may 
be sent via first-class mail or parcel 
post. Bulky shipments, such as dis-
tributions of FOUO Directives or test-
ing materials, that otherwise qualify 
under postal regulations, may be sent 
by fourth-class mail. 

(c) Electronically and facsimile trans-
mitted messages. Each part of electroni-
cally and facsimile transmitted mes-
sages containing FOUO information 
shall be marked appropriately. Unclas-
sified messages containing FOUO infor-
mation shall contain the abbreviation 
‘‘FOUO’’ before the beginning of the 
text. Such messages and facsimiles 
shall be transmitted in accordance 
with communications security proce-
dures whenever practicable.

§ 286.18 Safeguarding FOUO informa-
tion. 

(a) During duty hours. During normal 
working hours, records determined to 
be FOUO shall be placed in an out-of-
sight location if the work area is acces-
sible to nongovernment personnel. 

(b) During nonduty hours. At the close 
of business, FOUO records shall be 
stored so as to prevent unauthorized 
access. Filing such material with other 
unclassified records in unlocked files 
or desks, etc., is adequate when normal 
U.S. Government or Government-con-
tractor internal building security is 
provided during nonduty hours. When 
such internal security control is not 
exercised, locked buildings or rooms 
normally provide adequate after-hours 
protection. If such protection is not 
considered adequate, FOUO material 
shall be stored in locked receptacles 
such as file cabinets, desks, or book-
cases. FOUO records that are subject to 
the provisions of the National Security 
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Act of 1959 shall meet the safeguards 
outlined for that group of records.

§ 286.19 Termination, disposal and un-
authorized disclosure. 

(a) Termination. The originator or 
other competent authority; e.g., initial 
denial and appellate authorities, shall 
terminate ‘‘For Official Use Only’’ 
markings or status when cir-
cumstances indicate that the informa-
tion no longer requires protection from 
public disclosure. When FOUO status is 
terminated, all known holders shall be 
notified, to the extent practical. Upon 
notification, holders shall efface or re-
move the ‘‘For Official Use Only’’ 
markings, but records in file or storage 
need not be retrieved solely for that 
purpose. 

(b) Disposal. (1) Nonrecord copies of 
FOUO materials may be destroyed by 
tearing each copy into pieces to pre-
vent reconstructing, and placing them 
in regular trash containers. When local 
circumstances or experience indicates 
that this destruction method is not 
sufficiently protective of FOUO infor-
mation, local authorities may direct 
other methods but must give due con-
sideration to the additional expense 
balanced against the degree of sensi-
tivity of the type of FOUO information 
contained in the records. 

(2) Record copies of FOUO documents 
shall be disposed of in accordance with 
the disposal standards established 
under 44 U.S.C. 3301–3314, as imple-
mented by DoD Component instruc-
tions concerning records disposal. 

(c) Unauthorized disclosure. The unau-
thorized disclosure of FOUO records 
does not constitute an unauthorized 
disclosure of DoD information classi-
fied for security purposes. Appropriate 
administrative action shall be taken, 
however, to fix responsibility for unau-
thorized disclosure whenever feasible, 
and appropriate disciplinary action 
shall be taken against those respon-
sible. Unauthorized disclosure of FOUO 
information that is protected by the 
Privacy Act may also result in civil 
and criminal sanctions against respon-
sible persons. The DoD Component that 
originated the FOUO information shall 
be informed of its unauthorized disclo-
sure.

Subpart E—Release and 
Processing Procedures

§ 286.22 General provisions. 

(a) Public information. (1) Since the 
policy of the Department of Defense is 
to make the maximum amount of in-
formation available to the public con-
sistent with its other responsibilities, 
written requests for a DoD record made 
under the provisions of 5 U.S.C. 
552(a)(3) of the FOIA may be denied 
only when: 

(i) Disclosure would result in a fore-
seeable harm to an interest protected 
by a FOIA exemption, and the record is 
subject to one or more of the exemp-
tions of FOIA. 

(ii) The record has not been described 
well enough to enable the DoD Compo-
nent to locate it with a reasonable 
amount of effort by an employee famil-
iar with the files. 

(iii) The requester has failed to com-
ply with the procedural requirements, 
including the written agreement to pay 
or payment of any required fee imposed 
by the instructions of the DoD Compo-
nent concerned. When personally iden-
tifiable information in a record is re-
quested by the subject of the record or 
the subject’s attorney, notarization of 
the request, or a statement certifying 
under the penalty of perjury that their 
identity is true and correct may be re-
quired. Additionally, written consent 
of the subject of the record is required 
for disclosure from a Privacy Act Sys-
tem of records, even to the subject’s at-
torney. 

(2) Individuals seeking DoD informa-
tion should address their FOIA re-
quests to one of the addresses listed in 
appendix B of this part. 

(b) Requests from private parties. The 
provisions of the FOIA are reserved for 
persons with private interest as op-
posed to U.S. Federal Agencies seeking 
official information. Requests from pri-
vate persons will be made in writing, 
and should clearly show all other ad-
dressees within the Federal Govern-
ment to which the request was also 
sent. This procedure will reduce proc-
essing time requirements, and ensure 
better inter- and intra-agency coordi-
nation. However, if the requester does 
not show all other addressees to which 
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the request was also sent, DoD Compo-
nents shall still process the request. 
DoD Components should encourage re-
questers to send requests by mail, fac-
simile, or by electronic means. Disclo-
sure of records to individuals under the 
FOIA is considered public release of in-
formation, except as provided for in 
§ 286.4(f) and § 286.12. 

(c) Requests from government officials. 
Requests from officials of State or 
local Governments for DoD Component 
records shall be considered the same as 
any other requester. Requests from 
members of Congress not seeking 
records on behalf of a Congressional 
Committee, Subcommittee, either 
House sitting as a whole, or made on 
behalf of their constituents shall be 
considered the same as any other re-
quester (see also § 286.4(f) and para-
graph (d) of this section). Requests 
from officials of foreign governments 
shall be considered the same as any 
other requester. Requests from officials 
of foreign governments that do not in-
voke the FOIA shall be referred to ap-
propriate foreign disclosure channels 
and the requester so notified. 

(d) Privileged release outside of the 
FOIA to U.S. Government officials. (1) 
Records exempt from release to the 
public under the FOIA may be dis-
closed in accordance with DoD Compo-
nent regulations to agencies of the 
Federal Government, whether legisla-
tive, executive, or administrative, as 
follows: 

(i) In response to a request of a Com-
mittee or Subcommittee of Congress, 
or to either House sitting as a whole in 
accordance with DoD Directive 5400.4. 

(ii) To other Federal Agencies, both 
executive and administrative, as deter-
mined by the head of a DoD Component 
or designee. 

(iii) In response to an order of a Fed-
eral court, DoD Components shall re-
lease information along with a descrip-
tion of the restrictions on its release to 
the public. 

(2) DoD Components shall inform of-
ficials receiving records under the pro-
visions of this paragraph that those 
records are exempt from public release 
under the FOIA. DoD Components also 
shall advise officials of any special 
handling instructions. Classified infor-
mation is subject to the provisions of 

DoD 5200.1–R, and information con-
tained in Privacy Act systems of 
records is subject to DoD 5400.11–R. 

(e) Consultation with affected DoD 
component. (1) When a DoD Component 
receives a FOIA request for a record in 
which an affected DoD organization 
(including a Combatant Command) has 
a clear and substantial interest in the 
subject matter, consultation with that 
affected DoD organization is required. 
As an example, where a DoD Compo-
nent receives a request for records re-
lated to DoD operations in a foreign 
country, the cognizant Combatant 
Command for the area involved in the 
request shall be consulted before a re-
lease is made. Consultations may be 
telephonic, electronic, or in hard copy. 

(2) The affected DoD Component shall 
review the circumstances of the re-
quest for host-nation relations, and 
provide, where appropriate, FOIA proc-
essing assistance to the responding 
DoD Component regarding release of 
information. Responding DoD Compo-
nents shall provide copies of responsive 
records to the affected DoD Component 
when requested by the affected DoD 
Component. The affected DoD Compo-
nent shall receive a courtesy copy of 
all releases in such circumstances. 

(3) Nothing in paragraphs (e)(1) and 
(e)(2) of this section shall impede the 
processing of the FOIA request ini-
tially received by a DoD Component.

§ 286.23 Initial determinations. 

(a) Initial denial authority. (1) Compo-
nents shall limit the number of IDAs 
appointed. In designating its IDAs, a 
DoD Component shall balance the goals 
of centralization of authority to pro-
mote uniform decisions and decen-
tralization to facilitate responding the 
each request within the time limita-
tions of the FOIA. 

(2) The initial determination whether 
to make a record available upon re-
quest may be made by any suitable of-
ficial designated by the DoD Compo-
nent in published regulations. The 
presence of the marking ‘‘For Official 
Use Only’’ does not relieve the des-
ignated official of the responsibility to 
review the requested record for the 
purpose of determining whether an ex-
emption under the FOIA is applicable. 
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(3) The officials designated by DoD 
Components to make initial deter-
minations should consult with public 
affairs officers (PAOs) to become famil-
iar with subject matter that is consid-
ered to be newsworthy, and advise 
PAOs of all requests from news media 
representatives. In addition, the offi-
cials should inform PAOs in advance 
when they intend to withhold or par-
tially withhold a record, if it appears 
that the withholding action may be 
challenged in the media. 

(b) Reasons for not releasing a record. 
The following are reasons for not com-
plying with a request for a record 
under 5 U.S.C. 552(a)(3): 

(1) No records. A reasonable search of 
files failed to identify responsive 
records. 

(2) Referrals. The request is trans-
ferred to another DoD Component, or 
to another Federal Agency. 

(3) Request withdrawn. The request is 
withdrawn by the requester. 

(4) Fee-related reason. The requester is 
unwilling to pay fees associated with a 
request; the requester is past due in 
the payment of fees from a previous 
FOIA request; or the requester dis-
agrees with the fee estimate. 

(5) Records not reasonably described. A 
record has not been described with suf-
ficient particularity to enable the DoD 
Component to locate it by conducting a 
reasonable search. 

(6) Not a proper FOIA request for some 
other reason. The requester has failed 
unreasonably to comply with proce-
dural requirements, other than fee-re-
lated, imposed by this part or DoD 
Component supplementing regulations. 

(7) Not an agency record. The informa-
tion requested is not a record within 
the meaning of the FOIA and this part. 

(8) Duplicate request. The request is a 
duplicate request (e.g., a requester asks 
for the same information more than 
once). This includes identical requests 
received via different means (e.g., elec-
tronic mail, facsimile, mail, courier) at 
the same or different times. 

(9) Other (specify). Any other reason a 
requester does not comply with pub-
lished rules other than those outlined 
paragraphs (b)(1) through (b)(8) of this 
section. 

(10) Partial or total denial. The record 
is denied in whole or in part in accord-

ance with procedures set forth in the 
FOIA. 

(c) Denial tests. To deny a requested 
record that is in the possession and 
control of a DoD Component, it must 
be determined that disclosure of the 
record would result in a foreseeable 
harm to an interest protected by a 
FOIA exemption, and the record is ex-
empt under one or more of the exemp-
tions of the FOIA. An outline of the 
FOIA’s exemptions is contained in sub-
part C of this part. 

(d) Reasonably segregable portions. Al-
though portions of some records may 
be denied, the remaining reasonably 
segregable portions must be released to 
the requester when it reasonably can 
be assumed that a skillful and knowl-
edgeable person could not reconstruct 
the excised information. Unless indi-
cating the extent of the deletion would 
harm an interest protected by an ex-
emption, the amount of deleted infor-
mation shall be indicated on the re-
leased portion of paper records by use 
of brackets or darkened areas indi-
cating removal of information. In no 
case shall the deleted areas be left 
‘‘white’’ without the use of brackets to 
show the bounds of deleted informa-
tion. In the case of electronic deletion, 
or deletion in audiovisual or micro-
fiche records, if technically feasible, 
the amount of redacted information 
shall be indicated at the place in the 
record such deletion was made, unless 
including the indication would harm an 
interest protected by the exemption 
under which the deletion is made. This 
may be done by use of brackets, shaded 
areas, or some other identifiable tech-
nique that will clearly show the limits 
of the deleted information. When a 
record is denied in whole, the respon-
sive advising the requester of that de-
termination will specifically state that 
it is not reasonable to segregate por-
tions of the record for release. 

(e) Response to requester. (1) Whenever 
possible, initial determinations to re-
lease or deny a record normally shall 
be made and the decision reported to 
the requester within 20 working days 
after receipt of the request by the offi-
cial designated to respond. When a DoD 
Component has a significant number of 
pending requests which prevent a re-
sponse determination within the 20 
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working day period, the requester shall 
be so notified in an interim response, 
and advised whether their request 
qualifies for the fast track or slow 
track within the DoD Components’ 
multitrack processing system. Re-
questers who do not meet the criteria 
for fast track processing shall be given 
the opportunity to limit the scope of 
their request in order to qualify for 
fast track processing. See also 
§ 286.4(d)(2), for greater detail on multi-
track processing and compelling need 
meriting expedited processing. 

(2) When a decision is made to release 
a record, a copy should be made avail-
able promptly to the requester once he 
has complied with preliminary proce-
dural requirements. 

(3) When a request for a record is de-
nied in whole or in part, the official 
designated to respond shall inform the 
requester in writing of the name and 
title or position of the official who 
made the determination, and shall ex-
plain to the requester the basis for the 
determination in sufficient detail to 
permit the requester to make a deci-
sion concerning appeal. The requester 
specifically shall be informed of the ex-
emptions on which the denial is based, 
inclusive of a brief statement describ-
ing what the exemption(s) cover. When 
the initial denial is based in whole or 
in part on a security classification, the 
explanation should include a summary 
of the applicable Executive Order cri-
teria for classification, as well as an 
explanation, to the extent reasonably 
feasible, of how those criteria apply to 
the particular record in question. The 
requester shall also be advised of the 
opportunity and procedures for appeal-
ing an unfavorable determination to a 
higher final authority within the DoD 
Component. 

(4) The final response to the re-
quester should contain information 
concerning the fee status of the re-
quest, consistent with the provisions of 
subpart F of this part. When a re-
quester is assessed fees for processing a 
request, the requester’s fee category 
shall be specified in the response let-
ter. Components also shall provide the 
requester with a complete cost break-
down (e.g., 15 pages of office reproduc-
tion at $0.15 per page; 5 minutes of 
computer search time at $43.50 per 

minute, 2 hours of professional level 
search at $25 per hour, etc.) in the re-
sponse letter. 

(5) The explanation of the sub-
stantive basis for a denial shall include 
specific citation of the statutory ex-
emption applied under provisions of 
this part; e.g., 5 U.S.C. 552(b)(1). Merely 
referring to a classification; to a ‘‘For 
Official Use Only’’ marking on the re-
quested record; or to this part or a DoD 
Component’s regulation does not con-
stitute a proper citation or explanation 
of the basis for invoking an exemption. 

(6) When the time for response be-
comes an issue, the official responsible 
for replying shall acknowledge to the 
requester the date of the receipt of the 
request. 

(7) When denying a request for 
records, in whole or in a part, a DoD 
Component shall make a reasonable ef-
fort to estimate the volume of the 
records denied and provide this esti-
mate to the requester, unless providing 
such an estimate would harm an inter-
est protected by an exemption of the 
FOIA. This estimate should be in num-
ber of pages or in some other reason-
able form of estimation, unless the vol-
ume is otherwise indicated through de-
letions on records disclosed in part. 

(8) When denying a request for 
records in accordance with a statute 
qualifying as a FOIA exemption 3 stat-
ute, DoD Components shall, in addition 
to sitting the particular statute relied 
upon to deny the information, also 
state whether a court has upheld the 
decision to withhold the information 
under the particular statute, and a 
concise description of the scope of the 
information being withheld. 

(f) Extension of time. (1) In unusual 
circumstances, when additional time is 
needed to respond to the initial re-
quest, the DoD Component shall ac-
knowledge the request in writing the 20 
day period, describe the circumstances 
requiring the delay, and indicate the 
anticipated date for a substantive re-
sponse that may not exceed 10 addi-
tional working days, except as follows: 

(2) With respect to a request for 
which a written notice has extended 
the time limits by 10 additional work-
ing days, and the Component deter-
mines that it cannot make a response 
determination within that additional 
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10 working day period, the requester 
shall be notified and provided an oppor-
tunity to limit the scope of the request 
so that it may be processed within the 
extended time limit, or an opportunity 
to arrange an alternative time frame 
for processing the request or a modified 
request. Refusal by the requester to 
reasonably modify the request or ar-
range for an alternative time frame 
shall be considered a factor in deter-
mining whether exceptional cir-
cumstances exist with respect to DoD 
Components’ request backlogs. Excep-
tional circumstances do not include a 
delay that results from predictable 
component backlogs, unless the DoD 
Component demonstrates reasonable 
progress in reducing its backlog. 

(3) Unusual circumstances that may 
justify delay are: 

(i) The need to search for and collect 
the requested records from other facili-
ties that are separate from the office 
determined responsible for a release or 
denial decision on the requested infor-
mation. 

(ii) The need to search for, collect, 
and appropriately examine a volumi-
nous amount of separate and distinct 
records which are requested in a single 
request. 

(iii) The need for consultation, which 
shall be conducted with all practicable 
speed, with other agencies having a 
substantial interest in the determina-
tion of the request, or among two or 
more DoD Components having a sub-
stantial subject-matter interest in the 
request. 

(4) DoD Components may aggregate 
certain requests by the same requester, 
or by a group of requesters acting in 
concert, if the DoD Component reason-
ably believes that such requests actu-
ally constitute a single request, which 
would otherwise satisfy the unusual 
circumstances set forth in paragraph 
(f)(3) of this section, and the requests 
involve clearly related matters. Mul-
tiple requests involving unrelated mat-
ters shall not be aggregated. If the re-
quests are aggregated under these con-
ditions, the requester or requesters 
shall be so notified. 

(5) In cases where the statutory time 
limits cannot be met and no informal 
extension of time has been agreed to, 
the inability to process any part of the 

request within the specified time 
should be explained to the requester 
with a request that he agree to await a 
substantive response by an anticipated 
date. If should be made clear that any 
such agreement does not prejudice the 
right of the requester to appeal the ini-
tial decision after it is made. DoD 
Components are reminded that the re-
quester still retains the right to treat 
this delay as a de facto denial with full 
administrative remedies. 

(6) As an alternative to the taking of 
formal extensions of time as described 
in § 286.23(f), the negotiation by the 
cognizant FOIA coordinating office of 
informal extensions in time with re-
questers is encouraged where appro-
priate. 

(g) Misdirected requests. Misdirected 
requests shall be forwarded promptly 
to the DoD Component or other Fed-
eral Agency with the responsibility for 
the records requested. The period al-
lowed for responding to the request 
misdirected by the requester shall not 
begin until the request is received by 
the DoD Component that manages the 
records requested. 

(h) Records of non-U.S. government 
source. (1) When a request is received 
for a record that falls under exemption 
4 (see § 286.12(d)), that was obtained 
from a non-U.S. Government source, or 
for a record containing information 
clearly identified as having been pro-
vided by a non-U.S. Government 
source, the source of the record or in-
formation (also known as ‘‘the sub-
mitter’’ for matters pertaining to pro-
prietary data under 5 U.S.C. 552, Ex-
emption (b)(4)) (§ 286.12(d), this part and 
E.O. 12600 (3 CFR, 1987 Comp., p. 235)) 
shall be notified promptly of that re-
quest and afforded reasonable time 
(e.g., 30 calendar days) to present any 
objections concerning the release, un-
less it is clear that there can be no 
valid basis for objection. This practice 
is required for those FOIA requests for 
data not deemed clearly exempt from 
disclosure under exemption (b)(4) of 5 
U.S.C. 552. If, for example, the record 
or information was provided with ac-
tual or presumptive knowledge of the 
non-U.S. Government source and estab-
lished that it would be made available 
to the public upon request, there is no 
obligation to notify the source. Any 
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objections shall be evaluated. The final 
decision to disclose information 
claimed to be exempt under exemption 
(b)(4) shall be made by an official 
equivalent in rank to the official who 
would make the decision to withhold 
that information under the FOIA. 
When a substantial issue has been 
raised, the DoD Component may seek 
additional information from the source 
of the information and afford the 
source and requester reasonable oppor-
tunities to present their arguments on 
the legal and substantive issues in-
volved prior to making an agency de-
termination. When the source advises 
it will seek a restraining order or take 
court action to prevent release of the 
record or information, the requester 
shall be notified, and action on the re-
quest normally shall not be taken until 
after the outcome of that court action 
is known. When the requester brings 
court action to compel disclosure, the 
submitter shall be promptly notified of 
this action. 

(2) If the submitted information is a 
proposal in response to a solicitation 
for a competitive proposal, and the pro-
posal is in the possession and control of 
DoD, and meets the requirements of 10 
U.S.C. 2305(g), the proposal shall not be 
disclosed, and no submitter notifica-
tion and subsequent analysis is re-
quired. The proposal shall be withheld 
from public disclosure pursuant to 10 
U.S.C. 2305(g) and exemption (b)(3) of 5 
U.S.C. 552. This statute does not apply 
to bids, unsolicited proposals, or any 
proposal that is set forth or incor-
porated by reference in a contract be-
tween a DoD Component and the offer-
or that submitted the proposal. In such 
situations, normal submitter notice 
shall be conducted in accordance with 
paragraph (h)(1) of this section, except 
for sealed bids that are opened and read 
to the public. The term proposal means 
information contained in or origi-
nating from any proposal, including a 
technical, management, or cost pro-
posal submitted by an offeror in re-
sponse to solicitation for a competitive 
proposal, but does not include an 
offeror’s name or total price or unit 
prices when set forth in a record other 
than the proposal itself. Submitter no-
tice, and analysis as appropriate, are 
required for exemption (b)(4) matters 

that are not specifically incorporated 
in 10 U.S.C. 2305(g). 

(3) If the record or information was 
submitted on a strictly voluntary 
basis, absent any exercised authority 
that prescribes criteria for submission, 
and after consultation with the sub-
mitter, it is absolutely clear that the 
record or information would custom-
arily not be released to the public, the 
submitter need not be notified. Exam-
ples of exercised authorities pre-
scribing criteria for submission are 
statutes, Executive Orders, regula-
tions, invitations for bids, requests for 
proposals, and contracts. Records or in-
formation submitted under these au-
thorities are not voluntary in nature. 
When it is not clear whether the infor-
mation was submitted on a voluntary 
basis, absent any exercised authority, 
and whether it would customarily be 
released to the public by the submitter, 
notify the submitter and ask that it 
describe its treatment of the informa-
tion, and render an objective evalua-
tion. If the decision is made to release 
the information over the objection of 
the submitter, notify the submitter 
and afford the necessary time to allow 
the submitter to seek a restraining 
order, or take court action to prevent 
release of the record or information. 

(4) The coordination provisions of 
this paragraph also apply to any non-
U.S. Government record in the posses-
sion and control of the DoD from 
multi-national organizations, such as 
the North Atlantic Treaty Organiza-
tion (NATO), United Nations Com-
mands, the North American Aerospace 
Defense Command (NORAD), the Inter-
American Defense Board, or foreign 
governments. Coordination with for-
eign governments under the provisions 
of this paragraph may be made through 
Department of State, or the specific 
foreign embassy. 

(i) File of initial denials. Copies of all 
initial denials shall be maintained by 
each DoD Component in a form suit-
able for rapid retrieval, periodic statis-
tical compilation, and management 
evaluation. Records denied for any of 
the reasons contained in paragraph (b) 
of this section shall be maintained for 
a period of six years to meet the stat-
ute of limitations requirement. 
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(j) Special mail services. Components 
are authorized to use registered mail, 
certified mail, certificates of mailing 
and return receipts. However, their use 
should be limited to instances where it 
appears advisable to establish proof of 
dispatch or receipt of FOIA correspond-
ence. The requester shall be notified 
that they are responsible for the full 
costs of special services. 

(k) Receipt accounts. The Treasurer of 
the United States has established two 
accounts for FOIA receipts, and all 
money orders or checks remitting 
FOIA fees should be made payable to 
the U.S. Treasurer. These accounts, 
which are described in paragraphs 
(k)(1) and (k)(2) of this section shall be 
used for depositing all FOIA receipts, 
except receipts for Working Capital 
and non appropriated funded activities. 
Components are reminded that the 
below account numbers must be pre-
ceded by the appropriate disbursing of-
fice two digit prefix. Working Capital 
and non appropriated funded activity 
FOIA receipts shall be deposited to the 
applicable fund. 

(1) Receipt account 3210 sale of publica-
tions and reproductions, Freedom of In-
formation Act. This account shall be 
used when depositing funds received 
from providing existing publications 
and forms that meet the Receipt Ac-
count Series description found in Fed-
eral Account Symbols and Titles. 

(2) Receipt account 3210 fees and other 
charges for services, Freedom of Informa-
tion Act. This account is used to deposit 
search fees, fees for duplicating and re-
viewing (in the case of commercial re-
questers) records to satisfy requests 
that could not be filled with existing 
publications or forms.

§ 286.24 Appeals. 
(a) General. If the official designated 

DoD Component to make initial deter-
minations on requests for records de-
clines to provide a record because the 
official considers it exempt under one 
or more of the exemptions of the FOIA, 
that decision may be appealed by the 
requester, in writing, to a designated 
appellate authority. The appeal should 
be accompanied by a copy of the letter 
denying the initial request. Such ap-
peals should contain the basis for dis-
agreement with the initial refusal. Ap-

peal procedures also apply to the dis-
approval of a fee category claim by a 
requester, disapproval of a request for 
waiver or reduction of fees, disputes re-
garding fee estimates, review on an ex-
pedited basis a determination not to 
grant expedited access to agency 
records, for no record determinations 
when the requester considers such re-
sponses adverse in nature, not pro-
viding a response determination to a 
FOIA request within the statutory 
time limits, or any determination 
found to be adverse in nature by the re-
quester. When denials have been made 
under the provisions of the Privacy Act 
and the FOIA, and the denied informa-
tion is contained in a Privacy Act sys-
tem of records, appeals shall be proc-
essed under both the Privacy Act and 
the FOIA. If the denied information is 
not maintained in a Privacy Act sys-
tem of records, the appeal shall be 
processed under the FOIA. Appeals of 
Office of the Secretary of Defense and 
Chairman of the Joint Chiefs of Staff 
determinations may be sent to the ad-
dress in appendix B of this part. If a re-
quest is merely misaddressed, and the 
receiving DoD Component simply ad-
vises the requester of such and refers 
the request to the appropriate DoD 
Component, this shall not be consid-
ered a no record determination. 

(b) Time of receipt. A FOIA appeal has 
been received by a DoD Component 
when it reaches the office of an appel-
late authority having jurisdiction. Mis-
directed appeals should be referred ex-
peditiously to the proper appellate au-
thority. 

(c) Time limits. (1) The requester shall 
be advised to file an appeal so that it is 
postmarked no later than 60 calendar 
days after the date of the initial denial 
letter. If no appeal is received, or if the 
appeal is postmarked after the conclu-
sion of this 60-day period, the appeal 
may be considered closed. However, ex-
ceptions to the above may be consid-
ered on a case by case basis. In cases 
where the requester is provided several 
incremental determinations for a sin-
gle request, the time for the appeal 
shall not begin until the date of the 
final response. Records that are denied 
shall be retained for a period of six 
years to meet the statute of limita-
tions requirement. 
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(2) Final determinations on appeals 
normally shall be made within 20 work-
ing days after receipt. When a DoD 
Component has a significant number of 
appeals preventing a response deter-
mination within 20 working days, the 
appeals shall be processed in a multi-
track processing system, based at a 
minimum, on the three processing 
tracks established for initial requests. 
See § 286.4(d) of this part. All of the pro-
visions of § 286.4(d) apply also to ap-
peals of initial determinations, to in-
clude establishing additional proc-
essing queues as needed. 

(d) Delay in responding to an appeal. 
(1) If additional time is needed due to 
the unusual circumstances described in 
§ 286.23(f), the final decision may be de-
layed for the number of working days 
(not to exceed 10), that were not used 
as additional time for responding to 
the initial request. 

(2) If a determination cannot be made 
and the requester notified within 20 
working days, the appellate authority 
shall acknowledge to the requester, in 
writing, the date of receipt of the ap-
peal, the circumstances surrounding 
the delay, and the anticipated date for 
substantive response. Requesters shall 
be advised that, if the delay exceeds 
the statutory extension provision or is 
for reasons other than the unusual cir-
cumstances identified in § 286.23(f), they 
may consider their administrative 
remedies exhausted. They may, how-
ever, without prejudicing their right of 
judicial remedy, await a substantiative 
response. The DoD component shall 
continue to process the case expedi-
tiously. 

(e) Response to the requester. (1) When 
an appellate authority makes a final 
determination to release all or a por-
tion of records withheld by an IDA, a 
written response and a copy of the 
records so released should be forwarded 
promptly to the requester after compli-
ance with any preliminary procedural 
requirements, such as payment of fees. 

(2) Final refusal of an appeal must be 
made in writing by the appellate au-
thority or by a designated representa-
tive. The response, at a minimum, 
shall include the following: 

(i) The basis for the refusal shall be 
explained to the requester in writing, 
both with regard to the applicable stat-

utory exemption or exemptions in-
voked under provisions of the FOIA, 
and with respect to other appeal mat-
ters as set forth in paragraph (a) of this 
section. 

(ii) When the final refusal is based in 
whole or in part on a security classi-
fication, the explanation shall include 
a determination that the record meets 
the cited criteria and rationale of the 
governing Executive Order, and that 
this determination is based on a declas-
sification review, with the explanation 
of how that review confirmed the con-
tinuing validity of the security classi-
fication. 

(iii) The final denial shall include the 
name and title or position of the offi-
cial responsible for the denial. 

(iv) In the case of appeals for total 
denial of records, the response shall ad-
vise the requester that the information 
being denied does not contain meaning-
ful portions that are reasonably seg-
regable. 

(v) When the denial is based upon an 
exemption 3 statute (subpart C of this 
part), the response, in addition to cit-
ing the statute relied upon to deny the 
information, shall state whether a 
court has upheld the decision to with-
hold the information under the statute, 
and shall contain a concise description 
of the scope of the information with-
held. 

(vi) The response shall advise the re-
quester of the right to judicial review. 

(f) Consultation. (1) Final refusal in-
volving issues not previously resolved 
or that the DoD Component knows to 
be inconsistent with rulings of other 
DoD Components ordinarily should not 
be made before consultation with the 
DoD Office of the General Counsel. 

(2) Tentative decisions to deny 
records that raise new or significant 
legal issues of potential significance to 
other Agencies of the Government 
shall be provided to the DoD Office of 
the General Counsel. 

[63 FR 65420, Nov. 25, 1998; 63 FR 67724, Dec. 
8, 1998]

§ 286.25 Judicial actions. 

(a) General. (1) This section states 
current legal and procedural rules for 
the convenience of the reader. The 
statemetns of rules do not create 
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rights or remedies not otherwise avail-
able, nor do they bind the Department 
of Defense to particular judicial inter-
pretations or procedures. 

(2) A requester may seek an order 
from a U.S. District Court to compel 
release of a record after administrative 
remedies have been exhausted; i.e., 
when refused a record by the head of a 
Component or an appellate designee or 
when the DoD Component has failed to 
respond with the time limits prescribed 
by the FOIA and in this part. 

(b) Jurisdiction. The requester may 
bring suit in the U.S. District Court in 
the district in which the requester re-
sides or is the requesters place of busi-
ness, in the district in which the record 
is located, or in the District of Colum-
bia. 

(c) Burden of proof. The burden of 
proof is on the DoD Component to jus-
tify its refusal to provide a record. The 
court shall evaluate the case de novo 
(anew) and may elect to examine any 
requester record in camera (in private) 
to determine whether the denial was 
justified. 

(d) Actions by the court. (1) When a 
DoD Component has failed to make a 
determination within the statutory 
time limits but can demonstrate due 
diligence in exceptional circumstances, 
to include negotiating with the re-
quester to modify the scope of their re-
quest, the court may retain jurisdic-
tion and allow the Component addi-
tional time to complete its review of 
the records. 

(2) If the court determines that the 
requester’s complaint is substantially 
correct, it may require the United 
States to pay reasonable attorney fees 
and other litigation costs. 

(3) When the court orders the release 
of denied records, it may also issue a 
written finding that the circumstances 
surrounding the witholding raise ques-
tions whether DoD Component per-
sonnel acted arbitrarily and capri-
ciously. In these cases, the special 
counsel of the Merit System Protection 
Board shall conduct an investigation to 
determine whether or not disciplinary 
action is warranted. The DoD Compo-
nent is obligated to take the action 
recommended by the special counsel. 

(4) The court may punish the respon-
sible official for contempt when a DoD 

Component fails to comply with the 
court order to produce records that it 
determines have been withheld improp-
erly. 

(e) Non-United States government 
source information. A requester may 
bring suit in a U.S. District Court to 
compel the release of records obtained 
from a non-government source or 
records based on information obtained 
from a non-government source. Such 
source shall be notified promptly of the 
court action. When the source advises 
that it is seeking court action to pre-
vent release, the DoD Component shall 
defer answering or otherwise pleading 
to the complainant as long as per-
mitted by the Court or until a decision 
is rendered in the court action of the 
source, whichever is sooner. 

(f) FOIA litigation. Personnel respon-
sible for processing FOIA requests at 
the DoD Component level shall be 
aware of litigation under the FOIA. 
Such information will provide manage-
ment insights into the use of the nine 
exemptions by Component personnel. 
Whenever a complaint under the FOIA 
is filed in a U.S. District Court, the 
DoD Component named in the com-
plaint shall forward a copy of the com-
plaint by any means to the Director, 
Freedom of Information and Security 
Review with an information copy to 
the DoD Office of the General counsel, 
ATTN: Office of Legal Counsel.

Subpart F—Fee Schedule
§ 286.28 General provisions. 

(a) Authorities. The Freedom of Infor-
mation Act, as amended; the Paper-
work Reduction Act (44 U.S.C. Chapter 
35), as amended; the Privacy Act of 
1974, as amended; the Budget and Ac-
counting Act of 1921 and the Budget 
and Accounting Procedures Act, as 
amended (see 31 U.S.C.); and 10 U.S.C. 
2328. 

(b) Application. (1) The fees described 
in this subpart apply to FOIA requests, 
and conform to the Office of Manage-
ment and Budget Uniform Freedom of 
Information Act Fee Schedule and 
Guidelines. They reflect direct costs 
for search, review (in the case of com-
mercial requesters); and duplication of 
documents, collection of which is per-
mitted by the FOIA. They are neither 
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11 See footnote 1 to § 286.1(a).

intended to imply that fees must be 
charged in connection with providing 
information to the public in the rou-
tine course of business, nor are they 
meant as a substitute for any other 
schedule of fees, such as DoD 7000.14–
R,11 which does not supersede the col-
lection of fees under the FOIA. Nothing 
in this subpart shall supersede fees 
chargeable under a statute specifically 
providing for setting the level of fees 
for particular types of records. A 
‘‘statute specifically providing for set-
ting the level of fees for particular 
types of records’’ (5 U.S.C. 
552(a)(4)(a)(vi)) means any statute that 
enables a Government Agency such as 
the Government Printing Office (GPO) 
or the National Technical Information 
Service (NTIS), to set and collect fees. 
Components should ensure that when 
documents that would be responsive to 
a request are maintained for distribu-
tion by agencies operating statutory-
based fee schedule programs such as 
the GPO or NTIS, they inform request-
ers of the steps necessary to obtain 
records from those sources.

(2) The term ‘‘direct costs’’ means 
those expenditures a Component actu-
ally makes in searching for, reviewing 
(in the case of commercial requesters), 
and duplicating documents to respond 
to a FOIA request. Direct costs in-
clude, for example, the salary of the 
employee performing the work (the 
basic rate of pay for the employee plus 
16 percent of that rate to cover bene-
fits), and the costs of operating dupli-
cating machinery. These factors have 
been included in the fee rates pre-
scribed at § 286.29 of this subpart. Not 
included in direct costs are overhead 
expenses such as costs of space, heating 
or lighting the facility in which the 
records are stored. 

(3) The term ‘‘search’’ includes all 
time spent looking, both manually and 
electronically, for material that is re-
sponsive to a request. Search also in-
cludes a page-by-page or line-by-line 
identification (if necessary) of material 
in the record to determine if it, or por-
tions thereof are responsive to the re-
quest. Components should ensure that 
searches are done in the most efficient 
and least expensive manner so as to 

minimize costs for both the Component 
and the requester. For example, Com-
ponents should not engage in line-by-
line searches when duplicating an en-
tire document known to contain re-
sponsive information would prove to be 
the less expensive and quicker method 
of complying with the request. Time 
spent reviewing documents in order to 
determine whether to apply one or 
more of the statutory exemptions is 
not search time, but review time. See 
paragraph (b)(5) of this section, for the 
definition of review, and paragraph 
(c)(5) of this section and § 286.29(b)(2), 
for information pertaining to computer 
searches. 

(4) The term ‘‘duplication’’ refers to 
the process of making a copy of a docu-
ment in response to a FOIA request. 
Such copies can take the form of paper 
copy, microfiche, audiovisual, or ma-
chine readable documentation (e.g., 
magnetic tape or disc), among others. 
Every effort will be made to ensure 
that the copy provided is in a form 
that is reasonably usable, the requester 
shall be notified that the copy provided 
is the best available and that the Agen-
cy’s master copy shall be made avail-
able for review upon appointment. For 
duplication of computer tapes and 
audiovisual, the actual cost, including 
the operator’s time, shall be charged. 
In practice, if a Component estimates 
that assessable duplication charges are 
likely to exceed $25.00, it shall notify 
the requester of the estimate, unless 
the requester has indicated in advance 
his or her willingness to pay fees as 
high as those anticipated. Such a no-
tice shall offer a requester the oppor-
tunity to confer with Component per-
sonnel with the object of reformulating 
the request to meet his or her needs at 
a lower cost. 

(5) The term ‘‘review’’ refers to the 
process of examining documents lo-
cated in response to a FOIA request to 
determine whether one or more of the 
statutory exemptions permit with-
holding. It also includes processing the 
documents for disclosure, such as ex-
cising them for release. Review does 
not include the time spent resolving 
general legal or policy issues regarding 
the application of exemptions. It 
should be noted that charges for com-
mercial requesters may be assessed 
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only for the initial review. Components 
may not charge for reviews required at 
the administrative appeal level of an 
exemption already applied. However, 
records or portions of records withheld 
in full under an exemption that is sub-
sequently determined not to apply may 
be reviewed again to determine the ap-
plicability of other exemptions not pre-
viously considered. The costs for such a 
subsequent review would be properly 
assessable. 

(c) Fee restrictions. (1) No fees may be 
charged by any DoD Component if the 
costs of routine collection and proc-
essing of the fee are likely to equal or 
exceed the amount of the fee. With the 
exception of requesters seeking docu-
ments for a commercial use, Compo-
nents shall provide the first two hours 
of search time, and the first one hun-
dred pages of duplication without 
charge. For example, for a request 
(other than one from a commercial re-
quester) that involved two hours and 
ten minutes of search time, and re-
sulted in one hundred and five pages of 
documents, a Component would deter-
mine the cost of only ten minutes of 
search time, and only five pages of re-
production. If this processing cost was 
equal to, or less than, the cost to the 
Component for billing the requester 
and processing the fee collected, no 
charges would result. 

(2) Requesters receiving the first two 
hours of search and the first one hun-
dred pages of duplication without 
charge are entitled to such only once 
per request. Consequently, if a Compo-
nent, after completing its portion of a 
request, finds it necessary to refer the 
request to a subordinate office, another 
DoD Component, or another Federal 
Agency to action their portion of the 
request, the referring Component shall 
inform the recipient of the referral of 
the expended amount of search time 
and duplication cost to date. 

(3) The elements to be considered in 
determining the ‘‘cost of collecting a 
fee’’ are the administrative costs to the 
Component of receiving and recording 
a remittance, and processing the fee for 
deposit in the Department of Treas-
ury’s special account. The cost to the 
Department of Treasury to handle such 
remittance is negligible and shall not 

be considered in Components’ deter-
minations. 

(4) For the purposes of these restric-
tions, the word ‘‘pages’’ refers to paper 
copies of a standard size, which will 
normally be 81⁄2″×11″ or 11″×14″. Thus, 
requesters would not be entitled to 100 
microfiche or 100 computer disks, for 
example. A microfiche containing the 
equivalent of 100 pages or 100 pages of 
computer printout however, might 
meet the terms of the restriction. 

(5) In the case of computer searches, 
the first two free hours will be deter-
mined against the salary scale of the 
individual operating the computer for 
the purposes of the search. As an exam-
ple, when the direct costs of the com-
puter central processing unit, input-
output devices, and memory capacity 
equal $24.00 (two hours of equivalent 
search at the clerical level), amounts 
of computer costs in excess of that 
amount are chargeable as computer 
search time. In the event the direct op-
erating cost of the hardware configura-
tion cannot be determined, computer 
search shall be based on the salary 
scale of the operator executing the 
computer search. See § 286.29, this sub-
part, for further details regarding fees 
for computer searches. 

(d) Fee waivers. (1) Documents shall 
be furnished without charge, or at a 
charge reduced below fees assessed to 
the categories of requesters in para-
graph (e) of this section when the Com-
ponent determines that waiver or re-
duction of the fees is in the public in-
terest because furnishing the informa-
tion is likely to contribute signifi-
cantly to public understanding of the 
operations or activities of the Depart-
ment of Defense and is not primarily in 
the commercial interest of the re-
quester. 

(2) When assessable costs for a FOIA 
request total $15.00 or less, fees shall be 
waived automatically for all request-
ers, regardless of category. 

(3) Decisions to waive or reduce fees 
that exceed the automatic waiver 
threshold shall be made on a case-by-
case basis, consistent with the fol-
lowing factors: 

(i) Disclosure of the information ‘‘is 
in the public interest because it is like-
ly to contribute significantly to public 
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understanding of the operations or ac-
tivities of the Government.’’

(A) The subject of the request. Compo-
nents should analyze whether the sub-
ject matter of the request involves 
issues that will significantly con-
tribute to the public understanding of 
the operations or activities of the De-
partment of Defense. Requests for 
records in the possession of the Depart-
ment of Defense which were originated 
by non-government organizations and 
are sought for their intrinsic content, 
rather than informative value, will 
likely not contribute to public under-
standing of the operations or activities 
of the Department of Defense. An ex-
ample of such records might be press 
clippings, magazine articles, or records 
forwarding a particular opinion or con-
cern from a member of the public re-
garding a DoD activity. Similarly, dis-
closures of records of considerable age 
may or may not bear directly on the 
current activities of the Department of 
Defense; however, the age of a par-
ticular record shall not be the sole cri-
teria for denying relative significance 
under this factor. It is possible to en-
visage an informative issue concerning 
the current activities of the Depart-
ment of Defense, based upon historical 
documentation. Requests of this nature 
must be closely reviewed consistent 
with the requester’s stated purpose for 
desiring the records and the potential 
for public understanding of the oper-
ations and activities of the Department 
of Defense. 

(B) The informative value of the infor-
mation to be disclosed. This factor re-
quires a close analysis of the sub-
stantive contents of a record, or por-
tion of the record, to determinate 
whether disclosure is meaningful, and 
shall inform the public on the oper-
ations or activities of the Department 
of Defense. While the subject of a re-
quest may contain information that 
concerns operations or activities of the 
Department of Defense, it may not al-
ways hold great potential for contrib-
uting to a meaningful understanding of 
these operations or activities. An ex-
ample of such would be a previously re-
leased record that has been heavily re-
dacted, the balance of which may con-
tain only random words, fragmented 
sentences, or paragraph headings. A de-

termination as to whether a record in 
this situation will contribute to the 
public understanding of the operations 
or activities of the Department of De-
fense must be approached with caution, 
and carefully weighed against the argu-
ments offered by the requester. An-
other example is information already 
known to be in the public domain. Dis-
closure of duplicative, or nearly iden-
tical information already existing in 
the public domain may add no mean-
ingful new information concerning the 
operations and activities of the Depart-
ment of Defense. 

(C) The contribution to an under-
standing of the subject by the general 
public likely to result from disclosure. The 
key element in determining the appli-
cability of this factor is whether dis-
closure will inform, or have the poten-
tial to inform the public, rather than 
simply the individual requester or 
small segment of interested persons. 
The identity of the requester is essen-
tial in this situation in order to deter-
mine whether such requester has the 
capability and intention to dissemi-
nate the information to the public. 
Mere assertions of plans to author a 
book, researching a particular subject, 
doing doctoral dissertation work, or in-
digence are insufficient without dem-
onstrating the capacity to further dis-
close the information in a manner that 
will be informative to the general pub-
lic. Requesters should be asked to de-
scribe their qualifications, the nature 
of their research, the purpose of the re-
quested information, and their in-
tended means of dissemination to the 
public. 

(D) The significance of the contribution 
to public understanding. In applying this 
factor, Components must differentiate 
the relative significance or impact of 
the disclosure against the current level 
of public knowledge, or understanding 
which exists before the disclosure. In 
other words, will disclosure on a cur-
rent subject of wide public interest be 
unique in contributing unknown facts, 
thereby enhancing public knowledge, 
or will it basically duplicate what is al-
ready known by the general public? A 
decision regarding significance re-
quires objective judgment, rather than 
subjective determination, and must be 
applied carefully to determine whether 
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disclosure will likely lead to a signifi-
cant understanding of the issue. Com-
ponents shall not make value judg-
ments as to whether the information is 
important enough to be made public. 

(ii) Disclosure of the information ‘‘is 
not primarily in the commercial inter-
est of the requester.’’

(A) The existence and magnitude of a 
commercial interest. If the request is de-
termined to be of a commercial inter-
est, Components should address the 
magnitude of that interest to deter-
mine if the requester’s commercial in-
terest is primary, as opposed to any 
secondary personal or non-commercial 
interest. In addition to profitmaking 
organizations, individual persons or 
other organizations may have a com-
mercial interest in obtaining certain 
records. Where it is difficult to deter-
mine whether the requester is of a 
commercial nature, Components may 
draw inference from the requester’s 
identity and circumstances of the re-
quest. In such situations, the provi-
sions of paragraph (e) of this section 
apply. Components are reminded that 
in order to apply the commercial 
standards of the FOIA, the requester’s 
commercial benefit must clearly over-
ride any personal or non-profit inter-
est. 

(B) The primary interest in disclosure. 
Once a requester’s commercial interest 
has been determined, Components 
should then determine if the disclosure 
would be primarily in that interest. 
This requires a balancing test between 
the commercial interest of the request 
against any public benefit to be derived 
as a result of that disclosure. Where 
the public interest is served above and 
beyond that of the requester’s commer-
cial interest, a waiver or reduction of 
fees would be appropriate. Conversely, 
even if a significant public interest ex-
ists, and the relative commercial inter-
est of the requester is determined to be 
greater than the public interest, then a 
waiver or reduction of fees would be in-
appropriate. As examples, news media 
organizations have a commercial inter-
est as business organizations; however, 
their inherent role of disseminating 
news to the general public can ordi-
narily be presumed to be of a primary 
interest. Therefore, any commercial in-
terest becomes secondary to the pri-

mary interest in serving the public. 
Similarly, scholars writing books or 
engaged in other forms of academic re-
search, may recognize a commercial 
benefit, either directly, or indirectly 
(through the institution they rep-
resent); however, normally such pur-
suits are primarily undertaken for edu-
cational purposes, and the application 
of a fee charge would be inappropriate. 
Conversely, data brokers or others who 
merely compile government informa-
tion for marketing can normally be 
presumed to have an interest primarily 
of a commercial nature. 

(4) Components are reminded that 
the factors and examples used in this 
subsection are not all inclusive. Each 
fee decision must be considered on a 
case-by-case basis and upon the merits 
of the information provided in each re-
quest. When the element of doubt as to 
whether to charge or waive the fee can-
not be clearly resolved, Components 
should rule in favor of the requester. 

(5) In addition, the following cir-
cumstances describe situations where 
waiver or reduction of fees are most 
likely to be warranted: 

(i) A record is voluntarily created to 
prevent an otherwise burdensome ef-
fort to provide voluminous amounts of 
available records, including additional 
information not requested. 

(ii) A previous denial of records is re-
versed in total, or in part, and the as-
sessable costs are not substantial (e.g. 
$15.00–$30.00). 

(e) Fee assessment. (1) Fees may not be 
used to discourage requesters, and to 
this end, FOIA fees are limited to 
standard charges for direct document 
search, review (in the case of commer-
cial requesters) and duplication. 

(2) In order to be as responsive as 
possible to FOIA requests while mini-
mizing unwarranted costs to the tax-
payer, Components shall adhere to the 
following procedures: 

(i) Analyze each request to determine 
the category of the requester. If the 
Component determination regarding 
the category of the requester is dif-
ferent than that claimed by the re-
quester, the Component shall: 

(A) Notify the requester to provide 
additional justification to warrant the 
category claimed, and that a search for 
responsive records will not be initiated 
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until agreement has been attained rel-
ative to the category of the requester. 
Absent further category justification 
from the requester, and within a rea-
sonable period of time (i.e., 30 calendar 
days), the Component shall render a 
final category determination, and no-
tify the requester of such determina-
tion, to include normal administrative 
appeal rights of the determination. 

(B) Advise the requester that, not-
withstanding any appeal, a search for 
responsive records will not be initiated 
until the requester indicates a willing-
ness to pay assessable costs appro-
priate for the category determined by 
the Component. 

(ii) Requesters should submit a fee 
declaration appropriate for the fol-
lowing categories. 

(A) Commercial. Requesters should in-
dicate a willingness to pay all search, 
review and duplication costs. 

(B) Educational or noncommercial sci-
entific institution or news media. Re-
questers should indicate a willingness 
to pay duplication charges in excess of 
100 pages if more than 100 pages of 
records are desired. 

(C) All others. Requesters should indi-
cate a willingness to pay assessable 
search and duplication costs if more 
than two hours of search effort or 100 
pages of records are desired. 

(iii) If the above conditions are not 
met, then the request need not be proc-
essed and the requester shall be so in-
formed. 

(iv) In the situations described by 
paragraphs (e)(2)(i) and (e)(2)(ii) of this 
section, Components must be prepared 
to provide an estimate of assessable 
fees if desired by the requester. While 
it is recognized that search situations 
will vary among Components, and that 
an estimate is often difficult to obtain 
prior to an actual search, requesters 
who desire estimates are entitled to 
such before committing to a willing-
ness to pay. Should Components’ ac-
tual costs exceed the amount of the es-
timate or the amount agreed to by the 
requester, the amount in excess of the 
estimate or the requester’s agreed 
amount shall not be charged without 
the requester’s agreement. 

(v) No DoD Component may require 
advance payment of any fee; i.e., pay-
ment before work is commenced or 

continued on a request, unless the re-
quester has previously failed to pay 
fees in a timely fashion, or the agency 
has determined that the fee will exceed 
$250.00. As used in this sense, a timely 
fashion is 30 calendar days from the 
date of billing (the fees have been as-
sessed in writing) by the Component. 

(vi) Where a Component estimates or 
determines that allowable charges that 
a requester may be required to pay are 
likely to exceed $250.00, the Component 
shall notify the requester of the likely 
cost and obtain satisfactory assurance 
of full payment where the requester 
has a history of prompt payments, or 
require an advance payment of an 
amount up to the full estimated 
charges in the case of requesters with 
no history of payment. 

(vii) Where a requester has pre-
viously failed to pay a fee charged in a 
timely fashion (i.e., within 30 calendar 
days from the date of the billing), the 
Component may require the requester 
to pay the full amount owed, plus any 
applicable interest, or demonstrate 
that he or she has paid the fee, and to 
make an advance payment of the full 
amount of the estimated fee before the 
Component begins to process a new or 
pending request from the requester. In-
terest will be at the rate prescribed in 
31 U.S.C. 3717, and confirmed with re-
spective Finance and Accounting Of-
fices. 

(viii) After all work is completed on 
a request, and the documents are ready 
for release, Components may request 
payment before forwarding the docu-
ments, particularly for those request-
ers who have no payment history, or 
for those requesters who have failed 
previously to pay a fee in a timely 
fashion (i.e., within 30 calendar days 
from the date of the billing). In the 
case of the latter, the previsions of 
paragraph (e)(2)(vii) of this section, 
apply. 

(ix) When Components act under 
paragraphs (e)(2)(i) through (e)(2)(vii) 
of this section, the administrative time 
limits of the FOIA will begin only after 
the Component has received a willing-
ness to pay fees and satisfaction as to 
category determination, or fee pay-
ments (if appropriate). 

(x) Components may charge for time 
spent searching for records, even if 
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that search fails to locate records re-
sponsive to the request. Components 
may also charge search and review (in 
the case of commercial requesters) 
time in records located are determined 
to be exempt from disclosure. In prac-
tice, if the Components estimates that 
search charges are likely to exceed 
$25.00, it shall notify the requester of 
the estimated amount of fees, unless 
the requester has indicated in advance 
his or her willingness to pay fees as 
high as those anticipated. Such a no-
tice shall offer the requester the oppor-
tunity to confer with Component per-
sonnel with the object or reformulating 
the request to meet his or her needs at 
a lower cost. 

(3) Commercial requesters. Fees shall 
be limited to reasonable standard 
charges for document search, review 
and duplication when records are re-
quested for commerical use. Requesters 
must reasonably describe the records 
sought. (See § 286.4(h)). 

(i) The term ‘‘commercial use’’ re-
quest refers to a request from, or on be-
half of one who seeks information for a 
use or purpose that furthers the com-
mercial, trade, or profit interest of the 
requester or the person on whose behalf 
the request is made. In determining 
whether a requester properly belongs 
in this category. Components must de-
termine the use to which a requester 
will put the documents requested. 
Moreover, where a Component has rea-
sonable cause to doubt the use to 
which a requester will put the records 
sought, or where that use is not clear 
from the request itself, Components 
should seek additional clarification be-
fore assigning the request to a specific 
category. 

(ii) When Components receive a re-
quest for documents for commercial 
use, they should assess charges which 
recover the full direct costs of search-
ing for, reviewing for release, and du-
plicating the records sought. 
Commerical requesters (unlike other 
requesters) are not entitled to two 
hours of free search time, nor 100 free 
pages of reproduction of documents. 
Moreover, commerical requesters are 
not normally entitled to a waiver or re-
duction of fees based upon an assertion 
that disclosure would be in the public 
interest. However, because use is the 

exclusive determining criteria, it is 
possible to envision a commerical en-
terprise making a request that is not 
for commercial use. It is also possible 
that a non-profit organization could 
make a request that is for commerical 
use. Such situations must be addressed 
on a case-by-case basis. 

(4) Educational institution requesters. 
Fees shall be limited to only reason-
able standard charges for document du-
plication (excluding charges for the 
first 100 pages) when the request is 
made by an educational institution 
whose purpose is scholarly research. 
Requesters must reasonably describe 
the records sought (see § 286.4(h).). The 
term ‘‘educational institution’’ refers 
to a pre-school, a public or private ele-
mentary or secondary school, an insti-
tution of graduate high education, an 
institution of undergraduate higher 
education, an institution of profes-
sional education, and an institution of 
vocational education, which operates a 
program or programs of scholarly re-
search. Fees shall be waived or reduced 
in the public interest if the criteria of 
paragraph (d) of this section, have been 
met. 

(5) Non-commercial scientific institution 
requesters. Fees shall be limited to only 
reasonable standard charges for docu-
ment duplication (excluding charges 
for the first 100 pages) when the re-
quest is made by a non-commerical sci-
entific institution whose purpose is sci-
entific research. Requesters must 
reasonbly describe the records sought 
(see § 286.4(h)). The term ‘‘non-commer-
cial scientific institution’’ refers to an 
institution that is not operated on a 
‘‘commercial’’ basis as defined in para-
graph (e)(3) of this section, and that is 
operated solely for the purpose of con-
ducting scientific research, the results 
of which are not intended to promote 
any particular product or industry. 
Fees shall be waived or reduced in the 
public interest if the criteria of para-
graph (d) of this section, have beem 
met. 

(6) Components shall provide docu-
ments to requesters in paragraphs 
(e)(4) and (e)(5) of this section for the 
cost of duplication alone, excluding 
charges for the first 100 pages. To be el-
igible for inclusion in these categories, 
requesters must show that the request 
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is being made under the auspices of a 
qualifying institution and that the 
records are not sought for commercial 
use, but in furtherance of scholarly 
(from an educational institution) or 
scientific (from a non-commercial sci-
entific institution) research. 

(7) Representatives of the news media. 
Fees shall be limited to only reason-
able standard charges for document du-
plication (excluding charges for the 
first 100 pages) when the request is 
made by a representative of the news 
media. Requesters must reasonably de-
scribe the records sought (see 
§ 286.4(h)). Fees shall be waived or re-
duced if the criteria of paragraph (d) of 
this section, have been met. 

(i) The term ‘‘representative of the 
news media’’ refers to any person ac-
tively gathering news for an entity 
that is organized and operated to pub-
lish or broadcast news to the public. 
The term ‘‘news’’ means information 
that is about current events or that 
would be of current interest to the pub-
lic. Examples of news media entities 
include television or radio stations 
broadcasting to the public at large, and 
publishers of periodicals (but only in 
those instances when they can qualify 
as disseminators of ‘‘news’’) who make 
their products available for purchase or 
subscription by the general public. 
These examples are not meant to be 
all-inclusive. Moreover, as traditional 
methods of news delivery evolve (e.g., 
electronic dissemination of newspapers 
through telecommunications services), 
such alternative media would be in-
cluded in this category. In the case of 
‘‘freelance’’ journalists they may be re-
garded as working for a news organiza-
tion if they can demonstrate a solid 
basis for expecting publication through 
that organization, even though not ac-
tually employed by it. A publication 
contract would be the clearest proof, 
but Components may also look to the 
past publication record of a requester 
in making this determination. 

(ii) To be eligible for inclusion in this 
category, a requester must meet the 
criteria in paragraph (e)(7)(i) of this 
section, and his or her request must 
not be made for commercial use. A re-
quest for records supporting the news 
dissemination function of the requester 
shall not be considered to be a request 

that is for a commercial use. For exam-
ple, a document request by a newspaper 
for records relating to the investiga-
tion of a defendant in a current crimi-
nal trial of public interest could be pre-
sumed to be a request from an entity 
eligible for inclusion in this category, 
and entitled to records at the cost of 
reproduction alone (excluding charges 
for the first 100 pages). 

(iii) ‘‘Representative of the news 
media’’ does not include private librar-
ies, private repositories of Government 
records, information vendors, data bro-
kers or similar marketers of informa-
tion whether to industries and busi-
nesses, or other entities. 

(8) All other requesters. Components 
shall charge requesters who do not fit 
into any of the categories described in 
paragraphs (e)(3), (e)(4), (e)(5), or (e)(7) 
of this section, fees which recover the 
full direct cost of searching for and du-
plicating records, except that the first 
two hours of search time and the first 
100 pages of duplication shall be fur-
nished without charge. Requesters 
must reasonably describe the records 
sought (see § 286.4(h)). Requests from 
subjects about themselves will con-
tinue to be treated under the fee provi-
sions of the Privacy Act of 1974, which 
permit fees only for duplication. Com-
ponents are reminded that this cat-
egory of requester may also be eligible 
for a waiver or reduction of fees if dis-
closure of the information is in the 
public interest as defined under para-
graph (d)(1) of this section. (See also 
paragraph (e)(3)(ii) of this section.) 

(f) Aggregating requests. Except for re-
quests that are for a commercial use, a 
Component may not charge for the 
first two hours of search time or for 
the first 100 pages of reproduction. 
However, a requester may not file mul-
tiple requests at the same time, each 
seeking portions of a document of doc-
uments, solely in order to avoid pay-
ment of fees. When a Component rea-
sonably believes that a requester or, on 
rare occasions, a group of requesters 
acting on concert, is attempting to 
break a request down into a series of 
requests for the purpose of avoiding the 
assessment of fees, the Agency may ag-
gregate any such requests and charge 
accordingly. One element to be consid-
ered in determining whether a belief 
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would be reasonable is the time period 
in which the requests have occurred. 
For example, it would be reasonable to 
presume that multiple requests of this 
type made within a 30 day period had 
been made to avoid fees. For requests 
made over a longer period however, 
such a presumption becomes harder to 
sustain and Components should have a 
solid basis for determining that aggre-
gation is warranted in such cases. Com-
ponents are cautioned that before ag-
gregating requests from more than one 
requester, they must have a concrete 
basis on which to conclude that the re-
questers are acting in concert and are 
acting specifically to avoid payment of 
fees. In no case may Components ag-
gregate multiple requests on unrelated 
subjects from one requester. 

(g) Effect of the Debt Collection Act of 
1982 (5 U.S.C. 5515 note). The Debt Col-
lection Act of 1982 (5 U.S.C. 5515 note) 
provides for a minimum annual rate of 
interest to be charged on overdue debts 
owed the Federal Government. Compo-
nents may levy this interest penalty 
for any fees that remain outstanding 30 
calendar days from the date of billing 
(the first demand notice) to the re-
quester of the amount owed. The inter-
est rate shall be as prescribed in 31 
U.S.C. 3717. Components should verify 
the current interest rate with respec-
tive Finance and Accounting Offices. 
After one demand letter has been sent, 
and 30 calendar days have lapsed with 
no payment, Components may submit 
the debt to respective Finance and Ac-
counting Offices for collection pursu-
ant to 5 U.S.C. 5515 note. 

(h) Computation of fees. The fee sched-
ule in this subpart shall be used to 
compute the search, review (in the case 
of commercial requesters) and duplica-
tion costs associated with processing a 
given FOIA request. Costs shall be 
computed on time actually spent. Nei-
ther time-based nor dollar-based min-
imum charges for search, review and 
duplication are authorized. The appro-
priate fee category of the requester 
shall be applied before computing fees. 

(i) Refunds. In the event that a Com-
ponent discovers that it has over-
charged a requester or a requester has 
overpaid, the Component shall prompt-
ly refund the charge to the requester 
by reimbursement methods that are 

agreeable to the requester and the 
Component.

§ 286.29 Collection of fees and fee 
rates. 

(a) Collection of fees. Collection of fees 
will be made at the time of providing 
the documents to the requester or re-
cipient when the requester specifically 
states that the costs involved shall be 
acceptable or acceptable up to a speci-
fied limit that covers the anticipated 
costs. Collection of fees may not be 
made in advance unless the requester 
has failed to pay previously assessed 
fees within 30 calendar days from the 
date of the billing by the DoD Compo-
nent, or the Component has determined 
that the fee will be in excess of $250 
(see § 286.28(e)). 

(b) Search time—(1) Manual search.

Type Grade Hourly 
Rate 

Clerical ............. E1–E9/GS1–GS8 ...................... $20.00 
Professional ..... O1–O6/GS9–GS15 ................... 44.00 
Executive .......... ES1–ES6/O7–O10 .................... 75.00 
Contractor ........ ................................................... 44.00

(2) Computer search. Fee assessments 
for computer search consists of two 
parts; individual time (hereafter re-
ferred to as human time), and machine 
time. 

(i) Human time. Human time is all the 
time spent by humans performing the 
necessary tasks to prepare the job for a 
machine to execute the run command. 
If execution of a run requires moni-
toring by a human, that human time 
may be also assessed as computer 
search. The terms ‘‘programmer/oper-
ator’’ shall not be limited to the tradi-
tional programmers or operators. 
Rather, the terms shall be interpreted 
in their broadest sense to incorporate 
any human involved in performing the 
computer job (e.g. technician, adminis-
trative support, operator, programmer, 
database administrator, or action offi-
cer). 

(ii) Machine time. Machine time in-
volves only direct costs of the Central 
Processing Unit (CPU), input/output 
devices, and memory capacity used in 
the actual computer configuration. 
Only this CPU rate shall be charged. 
No other machine related costs shall be 
charged. In situations where the capa-
bility does not exist to calculate CPU 
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time, no machine costs can be passed 
on to the requester. When CPU calcula-
tions are not available, only human 
time costs shall be assessed to request-
ers. Should DoD Components lease 
computers, the services charged by the 
lessor shall not be passed to the re-
quester under the FOIA. 

(c) Duplication.

Type Cost per Page (cents) 

Pre-Printed material 02
Office copy ............... 15
Microfiche ................. 25
Computer copies 

(tapes, discs or 
printouts).

Actual cost of duplicating the tape, 
disc or printout (includes operator’s 
time and cost of the medium) 

(d) Review time (in the case of commer-
cial requesters).

Type Grade Hourly 
Rate 

Clerical ............. E1–E9/GS1–GS8 ...................... $20.00 
Professional ..... O1–O6/GS9–GS15 ................... 44.00 
Executive .......... ES1–ES6/O7–O10 .................... 75.00 
Contractor ........ ................................................... 44.00

(e) Audiovisual documentary materials. 
Search costs are computed as for any 
other record. Duplication cost is the 
actual direct cost of reproducing the 
material, including the wage of the 
person doing the work. Audiovisual 
materials provided to a requester need 
not be in reproducible format or qual-
ity. 

(f) Other records. Direct search and 
duplication cost for any record not de-
scribed in this section shall be com-
puted in the manner described for 
audiovisual documentary material. 

(g) Costs for special services. Com-
plying with requests for special serv-
ices is at the discretion of the Compo-
nents. Neither the FOIA, nor its fee 
structure cover these kinds of services. 
Therefore, Components may recover 
the costs of special services requested 
by the requester after agreement has 
been obtained in writing from the re-
quester to pay for one or more of the 
following services: 

(1) Certifying that records are true 
copies. 

(2) Sending records by special meth-
ods such as express mail, etc. 

[63 FR 65420, Nov. 25, 1998, as amended at 67 
FR 31128, May 9, 2002]

§ 286.30 Collection of fees and fee rates 
for technical data. 

(a) Fees for technical data. Technical 
data, other than technical data that 
discloses critical technology with mili-
tary or space application, if required to 
be released under the FOIA, shall be re-
leased after the person requesting such 
technical data pays all reasonable 
costs attributed to search, duplication 
and review of the records to be re-
leased. Technical data, as used in this 
section, means recorded information, 
regardless of the form or method of the 
recording of a scientific or technical 
nature (including computer software 
documentation). This term does not in-
clude computer software, or data inci-
dental to contract administration, 
such as financial and/or management 
information. DoD Components shall re-
tain the amounts received by such a re-
lease, and it shall be merged with and 
available for the same purpose and the 
same time period as the appropriation 
from which the costs were incurred in 
complying with request. All reasonable 
costs as used in this sense are the full 
costs to the Federal Government of 
rendering the service, or fair market 
value of the service, whichever is high-
er. Fair market value shall be deter-
mined in accordance with commercial 
rates in the local geographical area. In 
the absence of a known market value, 
charges shall be based on recovery of 
full costs to the Federal Government. 
The full costs shall include all direct 
and indirect costs to conduct the 
search and to duplicate the records re-
sponsive to the request. This cost is to 
be differentiated from the direct costs 
allowable under § 286.29 of this subpart 
for other types of information released 
under the FOIA. 

(b) Waiver. Components shall waive 
the payment of costs required in para-
graph (a) of this section, which are 
greater than the costs that would be 
required for release of this same infor-
mation under § 286.29 of this subpart if: 

(1) The request is made by a citizen 
of the United States or a United States 
corporation, and such citizen or cor-
poration certifies that the technical 
data requested is required to enable it 
to submit an offer, or determine wheth-
er it is capable of submitting an offer 
to provide the product to which the 
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12 See footnote 1 to § 286.1(a).

technical data relates to the United 
States or a contractor with the United 
States. However, Components may re-
quire the citizen or corporation to pay 
a deposit in an amount equal to not 
more than the cost of complying with 
the request, which will be refunded 
upon submission of an offer by the cit-
izen or corporation; 

(2) The release of technical data is re-
quested in order to comply with the 
terms of an international agreement; 
or 

(3) The Component determines in ac-
cordance with § 286.28(d)(1), that such a 
waiver is in the interest of the United 
States. 

(c) Fee rates—(1) Search time—(i) Man-
ual search: clerical.

Type Grade Hourly 
rate 

Clerical ............. E9/GS8 and below .................... $13.25
(Minimum 

Charge).
................................................... 8.30

(ii) Manual search: professional and ex-
ecutive (To be established at actual 
hourly rate prior to search. A min-
imum charge will be established at 1⁄2 
hourly rates). 

(2) Computer search is based on the 
total cost of the central processing 
unit, input-output devices, and mem-
ory capacity of the actual computer 
configuration. The wage (based upon 
the scale in paragraph (c)(1)(i) of this 
section) for the computer operator and/
or programmer determining how to 
conduct, and subsequently executing 
the search will be recorded as part of 
the computer search. See § 286.29(b)(2) 
for further details regarding computer 
search. 

(3) Duplication.

Type Cost 

Aerial photograph, maps, specifications, permits, 
charts, blueprints, and other technical engineering 
documents .............................................................. $2.50

Engineering data (microfilm): 
(i) Aperture cards.
(A) Silver duplicate negative, per card ............... .75
When key punched and verified, per card ......... .85
(B) Diazo duplicate negative, per card .............. .65
When key punched and verified, per card ......... .75
(ii) 35mm roll film, per frame .............................. .50
(iii) 16mm roll film, per frame ............................. .45
(iv) Paper prints (engineering drawings), each .. 1.50
(v) Paper reprints of microfilm indices, each ..... .10

(4) Review time—(i) Clerical.

Type Grade Hourly 
rate ($) 

Clerical ............. E9/GS8 and below .................... 13.25
(Minimum 

Charge).
................................................... 8.30

(ii) Professional and executive (To be 
established at actual hourly rate prior 
to review. A minimum charge will be 
established at 1⁄2 hourly rates). 

(d) Other technical data records. 
Charges for any additional services not 
specifically provided in paragraph (c) 
of this section, consistent with Volume 
11A of DoD 7000.14–R, shall be made by 
Components at the following rates:
(1) Minimum charge for office copy 

(up to six images) ............................ $3.50
(2) Each additional image ................... .10
(3) Each typewritten page ................... 3.50
(4) Certification and validation with 

seal, each ......................................... 5.20
(5) Hand-drawn plots and sketches, 

each hour or fraction thereof ........... 12.00

Subpart G—Reports
§ 286.33 Reports control. 

(a) General. (1) The Annual Freedom 
of Information Act Report is mandated 
by the statute and reported on a fiscal 
year basis. Due to the magnitude of the 
requested statistics and the need to en-
sure accuracy of reporting, DoD Com-
ponents shall track this data as re-
quests are processed. This will also fa-
cilitate a quick and accurate compila-
tion of statistics. DoD Components 
shall forward their report to the Direc-
torate for Freedom of Information and 
Security Review no later than Novem-
ber 30 following the fiscal year’s close. 
It may be submitted electronically and 
via hard copy accompanied by a com-
puter diskette. In turn, DoD will 
produce a consolidated report for sub-
mission to the Attorney General, and 
ensure that a copy of the DoD consoli-
dated report is placed on the Internet 
for public access. 

(2) Existing DoD standards and reg-
istered data elements are to be utilized 
to the greatest extent possible in ac-
cordance with the provisions of DoD 
Manual 8320.1–M,12 ‘‘Data Administra-
tion Procedures.’’

(3) The reporting requirement out-
lined in this subpart is assigned Report 
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Control Symbol DD–DA&M(A)1365, 
Freedom of Information Act Report to 
Congress. 

(b) Annual Report. The current edi-
tion of DD Form 2564 shall be used to 
submit component input. DD Form 2564 
is available on the Internet at http://
www.defenselink.mil/pubs/ under Regu-
lations and Forms. Instructions for 
completion follow: 

(1) Item 1: Initial request determina-
tions. Please note that initial Privacy 
Act requests which are also processed 
as initial FOIA requests are reported 
here. They will also be reported as 
‘‘Privacy Act requests’’ on the Annual 
Privacy Act Report. See § 286.4(m), Re-
lationship between the FOIA and the 
Privacy Act (PA). 

(i) Total requests processed. Enter the 
total number of initial FOIA requests 
responded to (completed) during the 
fiscal year. Since more than one action 
frequently is taken on a completed 
case, total actions (see (b)(1)(vi) of this 
section) the sum of Items (b)(1)(ii) 
through (b)(1)(v) of this section, may 
exceed total requests processed (See 
appendix E of this part for form lay-
out.) 

(ii) Granted in full. Enter the total 
number of initial FOIA requests re-
sponded to that were granted in full 
during the fiscal year. (This may in-
clude requests granted by your office, 
yet still requiring action by another of-
fice.) 

(iii) Denied in part. Enter the total 
number of initial FOIA requests re-
sponded to and denied in part based on 
one or more of the FOIA exemptions. 
(Do not report ‘‘other reason re-
sponses’’ as a partial denial here, un-
less a FOIA exemption is used also.) 

(iv) Denied in full. Enter the total 
number of initial FOIA requests re-
sponded to and denied in full based on 
one or more of the FOIA exemptions. 
(Do not report ‘‘other reason re-
sponses’’ as denials here, unless a FOIA 
exemption is used also.) 

(v) ‘‘Other reason’’ responses. Enter 
the total number of initial FOIA re-
quests in which you were unable to 
provide all or part of the requested in-
formation based on an ‘‘other reason’’ 
response. Paragraph (b)(2)(ii) of this 
section explains the nine possible 
‘‘other reasons.’’

(vi) Total actions. Enter the total 
number of FOIA actions taken during 
the fiscal year. This number will be the 
sum of (b)(1)(ii) through (b)(1)(v) of this 
section. Total actions must be equal to 
or greater than the number of total re-
quests processed (paragraph (b)(1)(i) of 
this section). 

(2) Item 2: Initial request exemptions 
and other reasons—(i) Exemptions in-
voked on initial request determinations. 
Enter the number of times an exemp-
tion was claimed for each request that 
was denied in full or in part. Since 
more than one exemption may be 
claimed when responding to a single re-
quest, this number will be equal to or 
greater than the sum of (b)(1)(iii) and 
(b)(1)(iv) of this section. The (b)(7) ex-
emption is reported by subcategories 
identified in paragraphs (b)(2)(i)(A) 
through (b)(2)(i)(F) of this section: 

(A) Interfere with enforcement; 
(B) Fair trial right; 
(C) Invasion of privacy; 
(D) Protect confidential source; 
(E) Disclose techniques; and 
(F) Endanger life or safety. 
(ii) ‘‘Other reasons’’ cited on initial de-

terminations. Identify the ‘‘other rea-
son’’ response cited when responding to 
a FOIA request and enter the number 
of times each was claimed. 

(A) No records. Enter the number of 
times a reasonable search of files failed 
to identify records responsive to sub-
ject request. 

(B) Referrals. Enter the number of 
times a request was referred to another 
DoD Component or Federal Agency for 
action. 

(C) Request withdrawn. Enter the 
number of times a request and/or ap-
peal was withdrawn by a requester. 
(For appeals, report number in Item 4b 
on the report form. (See appendix E of 
this part.)) 

(D) Fee-related reason. Requester is 
unwilling to pay the fees associated 
with a request; the requester is past 
due in the payment of fees from a pre-
vious FOIA request; or the requester 
disagrees with a fee estimate. 

(E) Records not reasonably described. 
Enter the number of times a FOIA re-
quest could not be acted upon since the 
record had not been described with suf-
ficient particularity to enable the DoD 
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Component to locate it by conducting a 
reasonable search. 

(F) Not a proper FOIA request for some 
other reason. Enter the number of times 
the requester has failed unreasonably 
to comply with procedural require-
ments, other than fee-related (de-
scribed in paragraph (b)(2)(ii)(D) of this 
section), imposed by this part or a DoD 
Component’s supplementing regula-
tion. 

(G) Not an agency record. Enter the 
number of times a requester was pro-
vided a response indicating the re-
quested information was not a record 
within the meaning of the FOIA and 
this part. 

(H) Duplicate request. Record number 
of duplicate requests closed for that 
reason (e.g., request for the same infor-
mation by the same requester). This in-
cludes identical requests received via 
different means (e.g., electronic mail, 
facsimile, mail, courier) at the same or 
different times. 

(I) Other (specify). Any other reason a 
requester does not comply with pub-
lished rules, other than those reasons 
outlined in paragraphs (b)(2)(ii)(A) 
through (b)(2)(ii)(H) of this section. 

(J) Total. Enter the sum of para-
graphs (b)(2)(ii)(A) through (b)(2)(ii)(I) 
of this section in the block provided on 
the form. This number will be equal to 
or greater than the number in para-
graph (b)(1)(v) of this section since 
more than one reason may be claimed 
for each ‘‘other reason’’ response. 

(iii) (b)(3) statutes invoked on initial 
determinations. Identify the number of 
times you have used a specific statute 
to support each (b)(3) exemption. List 
the statutes used to support each (b)(3) 
exemption; the number of instances in 
which the statute was cited; note 
whether or not the statute has been 
upheld in a court hearing; and provide 
a concise description of the material 
withheld in each individual case by the 
statute’s use. Ensure you cite the spe-
cific sections of the acts invoked. The 
total number of instances reported will 
be equal to or greater than the total 
number of (b)(3) exemptions listed in 
Item 2a on the report form. 

(3) Item 3: Appeal determinations. 
Please note that Privacy Act appeals 
which are also processed as FOIA ap-
peals are reported here. They will also 

be reported as ‘‘Privacy Act appeals’’ 
on the Annual Privacy Act Report. See 
§ 286.4(m), Relationship Between the 
FOIA and the Privacy Act (PA). 

(i) Total appeal responses. Enter the 
total number of FOIA appeals re-
sponded to (completed) during the fis-
cal year. 

(ii) Granted in full. Enter the total 
number of FOIA appeals responded to 
and granted in full during the year. 

(iii) Denied in part. Enter the total 
number of FOIA appeals responded to 
and denied in part based on one or 
more of the FOIA exemptions. (Do not 
report ‘‘other reason responses’’ as a 
partial denial here, unless a FOIA ex-
emption is used also.) 

(iv) Denied in Full. Enter the total 
number of FOIA appeals responded to 
and denied in full based on one or more 
of the FOIA exemptions. (Do not report 
‘‘other reason responses’’ as denials 
here, unless a FOIA exemption is used 
also.) 

(v) ‘‘Other reason’’ responses. Enter 
the total number of FOIA appeals in 
which you were unable to provide the 
requested information based on an 
‘‘other reason’’ response (as outlined in 
‘‘other reasons’’ in paragraph (b)(2)(ii) 
of this section). 

(vi) Total actions. Enter the total 
number of FOIA appeal actions taken 
during the fiscal year. This number 
will be the sum of paragraphs (b)(3)(ii) 
through (b)(3)(v) of this section, and 
should be equal to or greater than the 
number of total appeal responses, para-
graph (b)(3)(i) of this section. 

(4) Item 4: Appeal exemptions and other 
reasons—(i) Exemptions invoked on ap-
peal determinations. Enter the number 
of times an exemption was claimed for 
each appeal that was denied in full or 
in part. Since more than one exemp-
tion may be claimed when responding 
to a single request, this number will be 
equal to or greater than the sum of 
paragraphs (b)(3)(iii) and (b)(3)(iv) of 
this section. Note that the (b)(7) ex-
emption is reported by subcategories 
identified in paragraphs (b)(4)(i)(A) 
through (b)(4)(i)(F) of this section: 

(A) Interfere with enforcement; 
(B) Fair trial right; 
(C) Invasion of privacy; 
(D) Protect confidential source; 
(E) Disclose techniques; and 
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(F) Endanger life or safety. 
(ii) ‘‘Other reasons’’ cited on appeal de-

terminations. Identify the ‘‘other rea-
son’’ response cited when responding to 
a FOIA appeal and enter the number of 
times each was claimed. See paragraph 
(b)(2)(ii) of this section for description 
of ‘‘other reasons.’’ This number may 
be equal to or possibly greater than the 
number in paragraph (b)(3)(v) of this 
section since more than one reason 
may be claimed for each ‘‘other rea-
son’’ response. 

(iii) (b)(3) statutes invoked on appeal 
determinations. Identify the number of 
times a specific statute has been used 
to support each (b)(3) exemption identi-
fied in item 4a on the report form (Ap-
pendix E of this part). List the statutes 
used to support each (b)(3) exemption; 
the number of instances in which the 
statute was cited; note whether or not 
the statute has been upheld in a court 
hearing; and provide a concise descrip-
tion of the material withheld in each 
individual case by the statute’s use. 
Ensure citation to the specific sections 
of the statute invoked. The total num-
ber of instances reported will be equal 
to or greater than the total number of 
(b)(3) exemptions listed in Item 4a on 
the report form. 

(5) Item 5: Number and median age of 
initial cases pending: (i) Total initial 
cases pending: 

(ii) Beginning and ending report period: 
Midnight, 2400 hours, September 30 of 
the Preceding Year—OR—0001 hours, 
October 1 is the beginning of the report 
period. Midnight, 2400 hours, is the 
close of the reporting period. 

(iii) Median age of initial requests 
pending: Report the median age in days 
(including holidays and weekends) of 
initial requests pending. 

(iv) Examples of median calculation. 
(A) If given five cases aged 10, 25, 35, 65, 
and 100 days from date of receipt as of 
the previous September 30th, the total 
requests pending is five (5). The median 
age (days) of open requests is the mid-
dle, not average value, in this set of 
numbers (10, 25, 35, 65, and 100), 35 (the 
middle value in the set). 

(B) If given six pending cases, aged 
10, 20, 30, 50, 120, and 200 days from date 
of receipt, as of the previous Sep-
tember 30th, the total requests pending 
is six (6). The median age (days) of open 

requests 40 days (the mean [average] of 
the two middle numbers in the set, in 
this case the average of middle values 
30 and 50). 

(v) Accuracy of calculations. Compo-
nents must ensure the accuracy of cal-
culations. As backup, the raw data 
used to perform calculations should be 
recorded and preserved. This will en-
able recalculation of median (and mean 
values) as necessary. Components may 
require subordinate elements to for-
ward raw data, as deemed necessary 
and appropriate. 

(vi) Average. If a Component believes 
that ‘‘average’’ (mean) processing time 
is a better measure of performance, 
then report ‘‘averages’’ (means) as well 
as median values (e.g., with data re-
flected and plainly labeled on plain 
bond as an attachment to the report). 
However, ‘‘average’’ (mean) values will 
not be included in the consolidated 
DoD report unless all Components re-
port it. 

(6) Item 6: Number of initial requests re-
ceived during the fiscal year. Enter the 
total number of initial FOIA requests 
received during the reporting period 
(fiscal year being reported). 

(7) Item 7: Types of requests processed 
and median age. Information is reported 
for three types of initial requests com-
pleted during the reporting period: 
Simple; Complex; and Expedited Proc-
essing. The following items of informa-
tion are reported for these requests: 

(i) Total number of initial requests. 
Enter the total number of initial re-
quests processed [completed] during 
the reporting period (fiscal year) by 
type (Simple, Complex and Expedited 
Processing) in the appropriate row on 
the form. 

(ii) Median age (days). Enter the me-
dian number of days [calendar days in-
cluding holidays and weekends] re-
quired to process each type of case 
(Simple, Complex and Expedited Proc-
essing) during the period in the appro-
priate row on the form. 

(iii) Example. Given seven initial re-
quests, multitrack—simple completed 
during the fiscal year, aged 10, 25, 35, 
65, 79, 90 and 400 days when completed. 
The total number of requests com-
pleted was seven (7). The median age 
(days) of completed requests is 65, the 
middle value in the set. 
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(8) Item 8: Fees collected from the pub-
lic. Enter the total amount of fees col-
lected from the public during the fiscal 
year. This includes search, review and 
reproduction costs only. 

(9) Item 9: FOIA program costs—(i) 
Number of full time staff. Enter the num-

ber of personnel your agency had dedi-
cated to working FOIA full time during 
the fiscal year. This will be expressed 
in work-years (manyears). For exam-
ple: ‘‘5.1, 3.2, 1.0, 6.5, et al.’’ A sample 
calculation follows:

Employee 
Number 
(months 
worked) 

Work-years Note 

SMITH, Jane ....................................................................... 6 0.5 Hired full time at middle of fiscal 
year. 

PUBLIC, John Q .................................................................. 4 .34 Dedicated to full time FOIA proc-
essing last quarter of fiscal year. 

BROWN, Tom ..................................................................... 12 1.0 Worked FOIA full time all fiscal year. 

Total ............................................................................. 22 1.84 

(ii) Number of part time staff: Enter 
the number of personnel your agency 
had dedicated to working FOIA part 
time during the fiscal year. This will 

be expressed in work-years (manyears). 
For example: ‘‘5.1, 3.2, 1.0, 6.5, et al.’’ A 
sample calculation follows:

Employee 
Number 
(hours 

worked) 
Work-years Note 

PUBLIC, John Q .................................................................. 200 .1 Amount of time devoted to part time 
FOIA processing before becoming 
full time FOIA processor in pre-
vious example. 

WHITE, Sally ....................................................................... 400 .2 Processed FOIA’s part time while 
working as paralegal in General 
Counsel’s Office. 

PETERS, Ron ..................................................................... 1,000 .5 Part time employee dedicated to 
FOIA processing. 

Total: 1 1,600/2,000 ...................................................... .................... ......................

1 Hours (hours worked in a year) equals 0.8 work-years. 

(iii) Estimated litigation cost: Report 
your best estimate of litigation costs 
for the FY. Include all direct and indi-
rect expenses associated with FOIA 
litigation in U.S. District Courts, U.S. 
Circuit Courts of Appeals, and the U.S. 
Supreme Court. 

(iv) Total program cost: Report the 
total cost of FOIA program operation 
within your agency. Include your liti-
gation costs in this total. While you do 
not have to report detailed cost infor-
mation as in the past, you should be 
able to explain the technique by which 
you derived your agency’s total cost 
figures if the need arises. 

(A) Before the close of each fiscal 
year, the Directorate for Freedom of 

Information and Security Review 
(DFOISR) will dispatch the latest OSD 
Composite Rate Chart for military per-
sonnel to DoD Components. This infor-
mation may be used in computing mili-
tary personnel costs. 

(B) DoD Components should compute 
their civilian personnel costs using 
rates from local Office of Personnel 
Management (OPM) Salary Tables and 
shall add 16% for benefits. 

(C) Data captured on DD Form 2086, 
Record of Freedom of Information 
(FOI) Processing Cost and DD Form 
2086–1, Record of Freedom of Informa-
tion (FOI) Processing Cost for Tech-
nical Data, shall be summarized and 
used in computing total costs. 
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1 Copy may be viewed via internet at http:/
/web7.whs.osd.mil/corres.htm.

2 See footnote 1 to paragraph AP1.1.1. of 
this appendix.

3 See footnote 1 to paragraph AP1.1.1. of 
this appendix.

(D) An overhead rate of 25% shall be 
added to all calculated costs for super-
vision, space, and administrative sup-
port. 

(10) Item 10: Authentication. The offi-
cial that approves the agency’s report 
submission to DoD will sign and date; 
enter typed name and duty title; and 
provide both the agency’s name and 
phone number for questions about the 
report. 

(c) Electronic publication. The consoli-
dated DoD Annual FOIA Program Re-
port will be made available to the pub-
lic in either paper or electronic format.

Subpart H—Education and 
Training

§ 286.36 Responsibility and purpose. 
(a) Responsibility. The Head of each 

DoD Component is responsible for the 
establishment of educational and train-
ing programs on the provisions and re-
quirements of this part. The edu-
cational programs should be targeted 
toward all members of the DoD Compo-
nent, developing a general under-
standing and appreciation of the DoD 
FOIA Program; whereas, the training 
programs should be focused toward 
those personnel who are involved in the 
day-to-day processing of FOIA re-
quests, and should provide a thorough 
understanding of the procedures out-
lined in this part. 

(b) Purpose. The purpose of the edu-
cational and training programs is to 
promote a positive attitude among 
DoD personnel and raise the level of 
understanding and appreciation of the 
DoD FOIA Program, thereby improving 
the interaction with members of the 
public and improving the public trust 
in the DoD. 

(c) Scope and principles. Each Compo-
nent shall design its FOIA educational 
and training programs to fit the par-
ticular requirements of personnel de-
pendent upon their degree of involve-
ment in the implementation of this 
part. The program should be designed 
to accomplish the following objectives: 

(1) Familiarize personnel with the re-
quirements of the FOIA and its imple-
mentation by this part. 

(2) Instruct personnel, who act in 
FOIA matters, concerning the provi-
sions of this part, advising them of the 

legal hazards involved and the strict 
prohibition against arbitrary and ca-
pricious withholding of information. 

(3) Provide for the procedural and 
legal guidance and instruction, as may 
be required, in the discharge of the re-
sponsibilities of initial denial and ap-
pellate authorities. 

(4) Advise personnel of the penalties 
for noncompliance with the FOIA. 

(d) Implementation. To ensure uni-
formity of interpretation, all major 
educational and training programs con-
cerning the implementation of this 
part should be coordinated with the Di-
rector, Freedom of Information and Se-
curity Review. 

(e) Uniformity of legal interpretation. 
In accordance with DoD Directive 
5400.7, the DoD Office of the General 
Counsel shall ensure uniformity in the 
legal position and interpretation of the 
DoD FOIA Program.

APPENDIX A TO PART 286—COMBATANT 
COMMANDS—PROCESSING PROCE-
DURES FOR FOIA APPEALS 

AP1.1. General

AP1.1.1. In accordance with DoD Directive 
5400.7 1 and this part, the Combatant Com-
mands are placed under the jurisdiction of 
the Office of the Secretary of Defense, in-
stead of the administering Military Depart-
ment, only for the purpose of administering 
the Freedom of Information Act (FOIA ) Pro-
gram. This policy represents an exception to 
the policies in DoD Directive 5100.3.2

AP1.1.2. The policy change in AP1.1.1. of 
this appendix authorizes and requires the 
Combatant Commands to process FOIA re-
quests in accordance with DoD Directive 
5400.7 and DoD Instruction 5400.10 3 and to 
forward directly to the Director, Freedom of 
Information and Security Review, all cor-
respondence associated with the appeal of an 
initial denial for information under the pro-
visions of the FOIA.

AP1.2. Responsibilities of Commands

Combatant Commanders in Chief shall: 
AP1.2.1. Designate the officials authorized 

to deny initial FOIA requests for records. 
AP1.2.2. Designate an office as the point-of-

contact for FOIA matters. 
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4 See footnote 1 to paragraph AP1.1.1. of 
this appendix.

AP1.2.3. Refer FOIA cases to the Director, 
Freedom of Information and Security Re-
view, for review and evaluation when the 
issues raised are of unusual significance, 
precedent setting, or otherwise require spe-
cial attention or guidance. 

AP1.2.4. Consult with other OSD and DoD 
Components that may have a significant in-
terest in the requested record prior to a final 
determination. Coordination with Agencies 
outside of the Department of Defense, if re-
quired, is authorized. 

AP1.2.5. Coordinate proposed denials of 
records with the appropriate Combatant 
Command’s Office of the Staff Judge Advo-
cate. 

AP1.2.6. Answer any request for a record 
within 20 working days of receipt. The re-
questers shall be notified that his request 
has been granted or denied. In unusual cir-
cumstances, such notification may state 
that additional time, not to exceed 10 work-
ing days, is required to make a determina-
tion. 

AP1.2.7. Provide to the Director, Freedom 
of Information and Security Review when 
the request for a record is denied in whole or 
in part, a copy of the response to the re-
quester or the requester’s representative, 
and any internal memoranda that provide 
background information or rationale for the 
denial. 

AP1.2.8. State in the response that the de-
cision to deny the release of the requested 
information, in whole or in part, may be ap-
pealed to the Director, Administration and 
Management and Washington Headquarters 
Services, Directorate for Freedom of Infor-
mation and Security Review, Room 2C757, 
1155 Defense Pentagon, Washington, DC 
20301–1155. 

AP1.2.9. Upon request, submit to Director, 
Administration and Management and Wash-
ington Headquarters Services a copy of the 
records that were denied. The Director, Ad-
ministration and Management and Wash-
ington Headquarters Services shall make 
such requests when adjudicating appeals. 

AP1.3. Fees for FOIA Requests

The fees charged for requested records 
shall be in accordance with subpart F of this 
part. 

AP1.4. Communications

Excellent communication capabilities cur-
rently exist between the Director, Freedom 
of Information and Security Review and the 
Freedom of Information Act Offices of the 
Combatant Commands. This communication 
capability shall be used for FOIA cases that 
are time sensitive. 

AP1.5. Information Requirements

AP1.5.1. The Combatant Commands shall 
submit to the Director, Freedom of Informa-

tion and Security Review, an annual report. 
The instructions for the report are outlined 
in subpart G of this part. 

AP1.5.2. The annual reporting requirement 
contained in this part shall be submitted in 
duplicate to the Director, Freedom of Infor-
mation and Security Review not later than 
each November 30. This reporting require-
ment has been assigned Report Control Sym-
bol DD–DA&M(A) 1365 in accordance with 
DoD 8910.1–M.4

APPENDIX B TO PART 286—ADDRESSING 
FOIA REQUESTS 

AP2.1. General

AP2.1.1. The Department of Defense in-
cludes the Office of the Secretary of Defense, 
the Chairman of the Joint Chiefs of Staff, 
the Military Departments, the Combatant 
Commands, the Inspector General, the De-
fense Agencies, and the DoD Field Activities. 

AP2.1.2. The Department of Defense does 
not have a central repository for DoD 
records. FOIA requests, therefore, should be 
addressed to the DoD Component that has 
custody of the record desired. In answering 
inquiries regarding FOIA requests, DoD per-
sonnel shall assist requesters in determining 
the correct DoD Component to address their 
requests. If there is uncertainty as to the 
ownership of the record desired, the re-
quester shall be referred to the DoD Compo-
nent that is most likely to have the record. 

AP2.2. Listing of DoD Component Addresses for 
FOIA Requests

AP2.2.1. Office of the Secretary of Defense 
and the Chairman of the Joint Chiefs of Staff. 
Send all requests for records from the below 
listed offices to: Directorate for Freedom of 
Information and Security Review, Room 
2C757, 1155 Defense Pentagon, Washington, 
DC 20301–1155.

Executive Secretariat
Under Secretary of Defense (Policy)
Assistant Secretary of Defense (Inter-

national Security Affairs) 
Assistant Secretary of Defense (Special Op-

erations & Low Intensity Conflict) 
Assistant Secretary of Defense (Strategy & 

Threat Reduction) 
Deputy to the Under Secretary of Defense 

(Policy Support) 
Director of Net Assessment 
Defense Security Assistance Agency 
Defense Technology Security 

Administration
Under Secretary of Defense (Acquisition & 
Technology) 
Deputy Under Secretary of Defense (Logis-

tics) 
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Deputy Under Secretary of Defense (Ad-
vanced Technology) 

Deputy Under Secretary of Defense (Acquisi-
tion Reform) 

Deputy Under Secretary of Defense (Environ-
mental Security) 

Deputy Under Secretary of Defense (Inter-
national & Commercial Programs) 

Deputy Under Secretary of Defense (Indus-
trial Affairs & Installations) 

Assistant to the Secretary of Defense (Nu-
clear, Chemical & Biological Defense Pro-
grams) 

Director, Defense Research & Engineering 
Director, Small & Disadvantaged Business 

Utilization 
Director, Defense Procurement 
Director, Test Systems Engineering & Eval-

uation 
Director, Strategic & Tactical Systems 
DoD Radiation Experiments Command Cen-

ter 
On-Site Inspection Agency
Under Secretary of Defense (Comptroller)
Director, Program Analysis and Evaluation
Under Secretary of Defense (Personnel & 
Readiness)
Assistant Secretary of Defense (Health Af-
fairs)
Assistant Secretary of Defense (Legislative 
Affairs)
Assistant Secretary of Defense (Public Af-
fairs)
Assistant Secretary of Defense (Command, 
Control, Communications & Intelligence)
Assistant Secretary of Defense (Reserve Af-
fairs)
General Counsel, Department of Defense
Director, Operational Test and Evaluation
Assistant to the Secretary of Defense (Intel-
ligence Oversight)
Director, Administration and Management
Special Assistant for Gulf War Illness
Defense Advanced Research Projects Agency
Ballistic Missile Defense Organization
Defense Systems Management College
National Defense University
Armed Forces Staff College
Department of Defense Dependents Schools
Uniformed Services University of the Health 
Sciences
Armed Forces Radiology Research Institute
Washington Headquarters Services

AP2.2.2. Department of the Army. Army 
records may be requested from those Army 
officials who are listed in 32 CFR 518. Send 
requests to the Department of the Army, 
Freedom of Information and Privacy Acts 
Office, TAPC–PDR–PF, 7798 Cissna Road, 
Suite 205, Springfield, VA 22150–3166, for 
records of the Headquarters, U.S. Army, or if 
there is uncertainty as to which Army activ-
ity may have the records. 

AP2.2.3. Department of the Navy. Navy and 
Marine Corps records may be requested from 
any Navy or Marine Corps activity by ad-
dressing a letter to the Commanding Officer 

and clearly indicating that it is a FOIA re-
quest. Send requests to Chief of Naval Oper-
ations, N09B30, 2000 Navy Pentagon, Wash-
ington, DC 20350–2000, for records of the 
Headquarters, Department of the Navy, and 
to Commandant of the Marine Corps, 
(ARAD), Headquarters U.S. Marine Corps, 2 
Navy Annex, Washington, DC 20380–1775 for 
records of the U.S. Marine Corps, or it there 
is uncertainty as to which Navy or Marine 
activities may have the records. 

AP2.2.4. Department of the Air Force. Air 
Force records may be requested from the 
commander of any Air Force installation, 
major command, or field operating agency 
(ATTN: FOIA Office). For Air Force records 
of Headquarters, United States Air Force, or 
it there is uncertainty as to which Air Force 
activity may have the records, send requests 
to Department of the Air Force, 11CS/
SCSR(FOIA), 1000 Air Force Pentagon, Wash-
ington, DC 20330–1000. 

AP2.2.5. Defense Contract Audit Agency 
(DCAA). DCAA records may be requested 
from any of its regional offices or from its 
Headquarters. Requesters should send FOIA 
requests to the Defense Contract Audit 
Agency, ATTN: CMR, 8725 John J. Kingman 
Road, Suite 2135, Fort Belvoir, VA 22060–6219, 
for records of its headquarters or if there is 
uncertainty as to which DCAA region may 
have the records sought. 

AP2.2.6. Defense Information Systems Agency 
(DISA). DISA records may be requested from 
any DISA field activity or from its Head-
quarters. Requesters should send FOIA re-
quests to Defense Information Systems 
Agency, Regulatory/General Counsel, 701 
South Courthouse Road, Arlington, VA 
22204–2199. 

AP2.2.7. Defense Intelligence Agency (DIA). 
FOIA requests for DIA records may be ad-
dressed to Defense Intelligence Agency, 
ATTN: SVI–1, Washington, DC 20340–5100. 

AP2.2.8. Defense Security Service (DSS). All 
FOIA requests for DSS records should be 
sent to the Defense Security Service, Office 
of FOIA and Privacy V0020, 1340 Braddock 
Place, Alexandria, VA 22314–1651. 

AP2.2.9. Defense Logistics Agency (DLA). 
DLA records may be requested from its head-
quarters or from any of its field activities. 
Requesters should send FOIA requests to De-
fense Logistics Agency, ATTN: CAAR, 8725 
John J. Kingman Road, Suite 2533, Ft. 
Belvoir, VA 22060–6221. 

AP2.2.10. National Imagery and Mapping 
Agency (NIMA). FOIA requests for NIMA 
records may be sent to the National Imagery 
and Mapping Agency, General Counsels Of-
fice, GCM, mail Stop D–10, 4600 Sangamore 
Road, Bethesda, MD 20816–5003. 

AP2.2.11. Defense Special Weapons Agency 
(DSWA). FOIA requests for DSWA records 
may be sent to the Defense Special Weapons 
Agency, Public Affairs Office, Room 113, 6801 
Telegraph Road, Alexandria, VA 22310–3398. 
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AP2.2.12. National Security Agency (NSA). 
FOIA requests for NSA records may be sent 
to the National Security Agency/Central Se-
curity Service, FOIA/PA Services, N5P5, 9800 
Savage Road, Suite 6248, Fort George G. 
Meade, MD 20755–6248. 

AP2.2.13. Inspector General of the Depart-
ment of Defense (IG, DoD). FOIA requests for 
IG, DoD records may be sent to the Inspector 
General of the Department of Defense, Chief 
FOIA/PA Office, 400 Army Navy Drive, Room 
405, Arlington, VA 22202–2884. 

AP2.2.14. Defense Finance and Accounting 
Service (DFAS). DFAS records may be re-
quested from any of its regional offices or 
from its Headquarters. Requesters should 
send FOIA requests to Defense Finance and 
Accounting Service, Directorate for External 
Services, Crystal Mall 3, Room 416, Arling-
ton, VA 22240–5291, for records of its Head-
quarters, or if there is uncertainty as to 
which DFAS region may have the records 
sought. 

AP2.2.15. National Reconnaissance Office 
(NRO). FOIA requests for NRO records may 
be sent to the National Reconnaissance Of-
fice, Information Access and Release Center, 
Attn: FOIA Officer, 14675 Lee Road, Chan-
tilly, VA 20151–1715. 

AP2.3. Other Addresses. Although the below 
organizations are OSD and Chairman of the 
Joint Chiefs of Staff Components for the pur-
poses of the FOIA, requests may be sent di-
rectly to the addresses indicated. 

AP2.3.1. DoD TRICARE Management Activ-
ity. Director, TRICARE Management Activ-
ity, 16401 East Centretech Parkway, Aurora, 
CO 80011–9043. 

AP2.3.2. Chairman, Armed Services Board of 
Contract Appeals (ASBCA). Chairman, Armed 
Services Board of Contract Appeals, Skyline 
Six Rm 703, 5109 Leesburg Pike, Falls 
Church, VA 22041–3208. 

AP2.3.3. U.S. Central Command. Com-
mander-in-Chief, U.S. Central Command, 
CCJ1 AGR, MacDill Air Force Base, FL 
33608–7001. 

AP2.3.4. U.S. European Command. Com-
mander-in-Chief, Headquarters, U.S. Euro-

pean Command/ECJ1–AA(FOIA) Unit 30400 
Box 1000, APO AE 09128–4209. 

AP2.3.5. U.S. Southern Command. Com-
mander-in-Chief, U.S. Southern Command, 
SCJ1–A, 3511 NW 91st Avenue, Miami, FL 
33172–1217. 

AP2.3.6. U.S. Pacific Command. Commander-
in-Chief, U.S. Pacific Command, USPACOM 
FOIA Coordinator (J042), Administrative 
Support Division, Joint Secretariat, Box 28, 
Camp H. M. Smith, HI 96861–5025. 

AP2.3.7. U.S. Special Operations Command. 
Commander-in-Chief, U.S. Special Oper-
ations Command, Chief, Command Informa-
tion Management Branch, ATTN: SOJ6–SI, 
7701 Tampa Point Blvd., MacDill Air Force 
Base, FL 33621–5323. 

AP2.3.8. U.S. Atlantic Command. Com-
mander-in-Chief, U.S. Atlantic Command, 
Code J02P, Norfolk, VA 23511–5100. 

AP2.3.9. U.S. Space Command. Commander-
in-Chief, U.S. Space Command, Command 
Records Manager/FOIA/PA Officer, 150 Van-
denberg Street, Suite 1105, Peterson Air 
Force Base, CO 80914–5400. 

AP2.3.10. U.S. Transportation Command. 
Commander-in-Chief, U.S. Transportation 
Command, ATTN: TCJ1–1F, 508 Scott Drive, 
Scott Air Force Base, IL 62225–5357. 

AP2.3.11. U.S. Strategic Command. Com-
mander-in-Chief, U.S. Strategic Command, 
Attn: J0734, 901 SAC Blvd., Suite 1E5, Offutt 
Air Force Base, NE 68113–6073. 

AP2.4. National Guard Bureau

FOIA requests for National Guard Bureau 
records may be sent to the Chief, National 
Guard Bureau, ATTN: NGB–ADM, Room 
2C363, 2500 Army Pentagon, Washington, DC 
20310–2500. 

AP2.5. Miscellaneous

If there is uncertainty as to which DoD 
Component may have the DoD record sought, 
the requester may address a Freedom of In-
formation request to the Directorate for 
Freedom of Information and Security Re-
view, Room 2C757, 1155 Defense Pentagon, 
Washington, DC 20301–1155.
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APPENDIX C TO PART 286—DD FORM 2086, ‘‘RECORD OF FREEDOM OF INFORMATION 
(FOI) PROCESSING COST’’
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APPENDIX D TO PART 286—DD FORM 2086–1, ‘‘RECORD OF FREEDOM OF INFORMATION 
(FOI) PROCESSING COST FOR TECHNICAL DATA’’
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APPENDIX E TO PART 286—DD FORM 2564, ‘‘ANNUAL REPORT FREEDOM OF 
INFORMATION ACT’’
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APPENDIX F TO PART 286—DOD FREE-
DOM OF INFORMATION ACT PROGRAM 
COMPONENTS

Office of the Secretary of Defense/Chairman 
of the Joint Chiefs of Staff/Combatant Com-

mands, Defense Agencies, and the DoD Field 
Activities
Department of the Army
Department of the Navy
Department of the Air Force
Defense Information Systems Agency
Defense Contract Audit Agency
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1 Copies may be obtained, at cost, from the 
National Technical Information Services, 
5285 Port Royal Road, Springfield, VA 22161.

2 Copies may be obtained, at cost, from the 
Government Printing Office, ATTN: Super-
intendent of Documents, Washington, DC 
20402.

3 See footnote 1 to § 286h.3(b)(2)(ii).

Defense Intelligence Agency
Defense Security Service
Defense Logistics Agency
National Imagery and Mapping Agency
Defense Special Weapons Agency
National Security Agency
Office of the Inspector General, Department 
of Defense
Defense Finance and Accounting Service
National Reconnaissance Office

PART 286h—RELEASE OF ACQUISI-
TION-RELATED INFORMATION

Sec.
286h.1 Purpose. 
286h.2 Applicability and scope. 
286h.3 Policy. 
286h.4 Responsibilities.

AUTHORITY: Pub. L. 101–189.

SOURCE: 55 FR 28614, July 12, 1990, unless 
otherwise noted.

§ 286h.1 Purpose. 
This part sets forth Department of 

Defense (DoD) policy for the release of 
acquisition-related information.

§ 286h.2 Applicability and scope. 
(a) This part applies to the Office of 

the Secretary of Defense (OSD), the 
Military Departments, the Chairman, 
Joint Chiefs of Staff and Joint Staff 
(CJCS), the Unified and Specified Com-
mands, and the Defense Agencies (here-
after referred to collectively as ‘‘DoD 
Components’’). 

(b) This part is issued pursuant to 
section 822 of Public Law 101–189, which 
requires the Department of Defense to 
prescribe a single uniform regulation 
for dissemination of, and access to, ac-
quisition information.

§ 286h.3 Policy. 
(a) General. It is the Department of 

Defense’s policy to make the maximum 
amount of acquisition-related informa-
tion available to the public, and to re-
spond promptly to specific requests 
from the public for such information, 
except for the information identified in 
paragraph (b) of this section, for which 
release is restricted. 

(b) Information for which release is re-
stricted. The information identified 
below may be released only as set forth 
herein. 

(1) Release subject to statutory restric-
tions. This information may be released 

only in accordance with the applicable 
statutory requirements. Once the stat-
utory requirements have been satisfied, 
the information may be released unless 
it falls within one of the categories de-
scribed in the following paragraphs, in 
which case the policies governing re-
lease of information within those cat-
egories shall be followed. 

(2) Classified information. (i) Any in-
formation or material, regardless of its 
physical form or characteristics, that 
is owned by, produced by or for, or 
under the control of the United States 
Government, and which, for national 
security purposes, must be protected 
against unauthorized disclosure and is 
so designated or marked with the ap-
propriate classification. 

(ii) Release, access, and dissemina-
tion of classified information shall be 
made through existing security chan-
nels in accordance with DoD 5220.22–R;1 
DoD 5220.22–M;2 and DoD 5200.1–R,3 
which are implementing publications 
for safeguarding classified information 
release, access, and dissemination to 
United States and foreign concerns.

(3) Contractor bid or proposal informa-
tion. (i) This is information prepared by 
or on behalf of an offeror and sub-
mitted to the Government as a part of 
or in support of the offeror’s bid or pro-
posal to enter into a contract with the 
Government, the disclosure of which 
would place the offeror at a competi-
tive disadvantage or jeopardize the in-
tegrity or the successful completion of 
the procurement. Contractor bid or 
proposal information includes cost or 
pricing data, profit data, overhead and 
direct labor rates, and manufacturing 
processes and techniques. Contractor 
bid or proposal information does not 
include information that is available 
to the public. 

(ii)(A) Sealed bids. (1) Prior to bid 
opening, no release or disclosure of 
contractor bid information shall be 
made to anyone other than those who 
are involved in the evaluation of the 
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