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14. Retrievability. How records are retrieved 
from the system (e.g., ‘by name,’ ‘by SSN,’ 
or ‘by name and SSN’) should be indicated. 

15. Safeguards. The categories of agency 
personnel who use the records and those re-
sponsible for protecting the records from un-
authorized access should be stated. Gen-
erally the methods used to protect the 
records, such as safes, vaults, locked cabi-
nets or rooms, guards, visitor registers, per-
sonnel screening, or computer ‘fail-safe’ sys-
tems software should be identified. Safe-
guards should not be described in such detail 
as to compromise system security. 

16. Retention and disposal. Describe how 
long records are maintained. When appro-
priate, the length of time records are main-
tained by the agency in an active status, 
when they are transferred to a Federal 
Records Center, how long they are kept at 
the Federal Records Center, and when they 
are transferred to the National Archives or 
destroyed should be stated. If records even-
tually are destroyed, the method of destruc-
tion (e.g., shredding, burning, pulping, etc.) 
should be stated. If the agency rule is cited, 
the applicable disposition schedule shall also 
be identified. 

17. System manager(s) and address. The title 
(not the name) and address of the official or 
officials responsible for managing the sys-
tem of records should be listed. If the title of 
the specific official is unknown, such as with 
a local system, the local director or office 
head as the system manager should be indi-
cated. For geographically separated or orga-
nizationally decentralized activities with 
which individuals may correspond directly 
when exercising their rights, the position or 
title of each category of officials responsible 
for the system or portion thereof should be 
listed. Addresses that already are listed in 
the agency address directory or simply refer 
to the directory should not be included. 

18. Notification procedures. Notification pro-
cedures describe how an individual can de-
termine if a record in the system pertains to 
him/her. If the record system has been ex-
empted from the notification requirements 
of subsection (f)(l) or subsection (e)(4)(G) of 
the Privacy Act, it should be so stated. If the 
system has not been exempted, the notice 
must provide sufficient information to en-
able an individual to request notification of 
whether a record in the system pertains to 
him/her. Merely referring to a DFAS regula-
tion is not sufficient. This section should 
also include the title (not the name) and ad-
dress of the official (usually the Program 
Manager) to whom the request must be di-
rected; any specific information the indi-
vidual must provide in order for DFAS to re-
spond to the request (e.g., name, SSN, date 
of birth, etc.); and any description of proof of 
identity for verification purposes required 
for personal visits by the requester. 

19. Record access procedures. This section 
describes how an individual can review the 
record and obtain a copy of it. If the system 
has been exempted from access and pub-
lishing access procedures under subsections 
(d)(1) and (e)(4)(H), respectively, of the Pri-
vacy Act, it should be so indicated. If the 
system has not been exempted, describe the 
procedures an individual must follow in 
order to review the record and obtain a copy 
of it, including any requirements for identity 
verification. If appropriate, the individual 
may be referred to the system manager or 
another DFAS official who shall provide a 
detailed description of the access procedures. 
Any addresses already listed in the address 
directory should not be repeated. 

20. Contesting records procedures. This sec-
tion describes how an individual may chal-
lenge the denial of access or the contents of 
a record that pertains to him or her. If the 
system of record has been exempted from al-
lowing amendments to records or publishing 
amendment procedures under subsections 
(d)(1) and (e)(4)(H), respectively, of the Pri-
vacy Act, it should be so stated. If the sys-
tem has not been exempted, this caption de-
scribes the procedures an individual must 
follow in order to challenge the content of a 
record pertaining to him/her, or explain how 
he/she can obtain a copy of the procedures 
(e.g., by contacting the Program Manager or 
the appropriate DFAS Privacy Act Officer). 

21. Record source categories. If the system 
has been exempted from publishing record 
source categories under subsection (e)(4)(I) of 
the Privacy Act, it should be so stated. If the 
system has not been exempted, this caption 
must describe where DFAS obtained the in-
formation maintained in the system. De-
scribing the record sources in general terms 
is sufficient; specific individuals, organiza-
tions, or institutions need not be identified. 

22. Exemptions claimed for the system. If no 
exemption has been established for the sys-
tem, indicate ‘None.’ If an exemption has 
been established, state under which provi-
sion of the Privacy Act it is established (e.g., 
‘Portions of this system of records may be 
exempt under the provisions of 5 U.S.C. 
552a(k)(2).’)

PART 326—–NATIONAL RECON-
NAISSANCE OFFICE PRIVACY 
ACT PROGRAM

Sec.
326.1 Purpose. 
326.2 Application. 
326.3 Definitions. 
326.4 Policy. 
326.5 Responsibilities. 
326.6 Policies for processing requests for 

records. 
326.7 Procedures for collection. 
326.8 Procedures for requesting access. 
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326.9 Procedures for disclosure of requested 
records. 

326.10 Procedures to appeal denial of access 
to requested record. 

326.11 Special procedures for disclosure of 
medical and psychological records. 

326.12 Procedures to request amendment or 
correction of record. 

326.13 Procedures to appeal denial of amend-
ment. 

326.14 Disclosure of record to person other 
than subject. 

326.15 Fees. 
326.16 Penalties. 
326.17 Exemptions.

AUTHORITY: Pub. L. 93–579, 88 Stat 1896 (5 
U.S.C. 552a).

SOURCE: 65 FR 20372, Apr. 17, 2000, unless 
otherwise noted.

§ 326.1 Purpose. 
This part implements the basic poli-

cies and procedures outlined in the Pri-
vacy Act of 1974, as amended (5 U.S.C. 
552a), and 32 CFR part 310; and estab-
lishes the National Reconnaissance Of-
fice Privacy Program (NRO) by setting 
policies and procedures for the collec-
tion and disclosure of information 
maintained in records on individuals, 
the handling of requests for amend-
ment or correction of such records, ap-
peal and review of NRO decisions on 
these matters, and the application of 
exemptions.

§ 326.2 Application. 
Obligations under this part apply to 

all employees detailed, attached, or as-
signed to or authorized to act as agents 
of the National Reconnaissance Office. 
The provisions of this part shall be 
made applicable by contract or other 
legally binding action to government 
contractors whenever a contract is let 
for the operation of a system of records 
or a portion of a system of records.

§ 326.3 Definitions. 
Access. The review or copying of a 

record or its parts contained in a sys-
tem of records by a requester. 

Agency. Any executive or military de-
partment, other establishment, or enti-
ty included in the definition of agency 
in 5 U.S.C. 522(f). 

Control. Ownership or authority of 
the NRO pursuant to federal statute or 
privilege to regulate official or public 
access to records. 

Disclosure. The authorized transfer of 
any personal information from a sys-
tem of records by any means of com-
munication (such as oral, written, elec-
tronic, mechanical, or actual review) 
to any person, private entity, or gov-
ernment agency other than the subject 
of the record, the subject’s designated 
agent, or the subject’s legal guardian. 

He, him, and himself. Generically used 
in this part to refer to both males and 
females. 

Individual or requester. A living cit-
izen of the U.S. or an alien lawfully ad-
mitted to the U.S. for permanent resi-
dence and to whom a record might per-
tain. The legal guardian or legally au-
thorized agent of an individual has the 
same rights as the individual and may 
act on his behalf. No rights are vested 
in the representative of a dead person 
or in persons acting in an entrepre-
neurial (for example, sole proprietor-
ship or partnership) capacity under 
this part. 

Interested party. Any official in the 
executive (including military), legisla-
tive, or judicial branches of govern-
ment, U.S. or foreign, or U.S. Govern-
ment contractor who, in the sole dis-
cretion of the NRO, has a subject mat-
ter or physical interest in the docu-
ments or information at issue. 

Maintain. To collect, use, store, dis-
close, retain, or disseminate when used 
in connection with records. 

Originator. The NRO employee or con-
tractor who created the document at 
issue or his successor in office or any 
official who has been delegated release 
or declassification authority pursuant 
to law. 

Personal information. Information 
about any individual that is intimate 
or private to the individual, as distin-
guished from ‘corporate information’ 
which is in the public domain and re-
lated solely to the individual’s official 
functions or public life (i.e., employee’s 
name, job title, work phone, grade/
rank, job location). 

Privacy Act Coordinator. The NRO In-
formation and Access Release Center 
Chief who serves as the NRO manager 
of the information review and release 
program instituted under the Privacy 
Act. 
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Record. Any item, collection, or 
grouping of information about an indi-
vidual that is maintained by the NRO, 
including, but not limited to, the indi-
vidual’s education, financial trans-
actions, medical history, and criminal 
or employment history, and that con-
tains the individual’s name or identi-
fying number (such as Social Security 
or employee number), symbol, or other 
identifying particular assigned to the 
individual, such as fingerprint, voice 
print, or photograph. Records include 
data about individuals which is stored 
in computers. 

Responsive record. Documents or 
records that the NRO has determined 
to be within the scope of a Privacy Act 
request. 

Routine use. The disclosure of a 
record outside the Department of De-
fense (DoD) for a use that is compatible 
with the purpose for which the infor-
mation was collected and maintained 
by NRO. Routine use encompasses not 
only common or ordinary use, but also 
all the proper and necessary uses of the 
record even if such uses occur infre-
quently. All routine uses must be pub-
lished in the FEDERAL REGISTER. 

System managers. Officials who have 
overall responsibility for a Privacy Act 
system of records. 

System notice. The official public no-
tice published in the Federal Register 
of the existence and general content of 
the system of records. 

System of records. A group of any 
records under the control of the NRO 
from which information is retrieved by 
the name of an individual or by some 
identifying number, symbol, or other 
identifying particular assigned to that 
individual. 

Working days. Days when the NRO is 
operating and specifically excludes 
Saturdays, Sundays, and legal public 
holidays.

§ 326.4 Policy. 
(a) Records about individuals—
(1) Collection. The NRO will safeguard 

the privacy of individuals identified in 
its records. Information about an indi-
vidual will, to the greatest extent prac-
ticable, be collected directly from the 
individual, and personal information 
will be protected from unintentional or 
unauthorized disclosure by treating it 

as marked ‘For Official Use Only.’ Ac-
cess to personal information will be re-
stricted to those employees whose offi-
cial duties require it during the regular 
course of business. 

(i) Privacy Act Statement. When an in-
dividual is requested to furnish per-
sonal information about himself for in-
clusion in a system of records, a Pri-
vacy Act Statement is required to en-
able him to make an informed decision 
whether to provide the information re-
quested. A Privacy Act Statement may 
appear, in order of preference, at the 
top or bottom of a form, on the reverse 
side of a form, or attached to the form 
as a tear-off sheet. 

(ii) Social Security Numbers (SSNs). It 
is unlawful for any governmental agen-
cy to deny an individual any right, 
benefit, or privilege provided by law 
because the individual refuses to pro-
vide his SSN. However, if a federal 
statute requires that the SSN be fur-
nished or if the SSN is required to 
verify the identity of an individual in a 
system of records that was established 
and in use before January 1, 1975, this 
restriction does not apply. When col-
lecting the SSN, a ‘qualified’ Privacy 
Act Statement must be provided even 
if the SSN will not be maintained in a 
system of records. The ’qualified’ Pri-
vacy Act Statement shall inform the 
individual whether the disclosure is 
mandatory or voluntary, by what stat-
utory or other authority such number 
is solicited, and what uses will be made 
of it. 

(2) Maintenance. The NRO will main-
tain in its records only such informa-
tion about an individual which is accu-
rate, relevant, timely, and necessary to 
accomplish a purpose which is required 
by statute or Executive Order. All 
records used by the NRO to make de-
terminations about individuals will be 
maintained with such accuracy and 
completeness as is reasonably nec-
essary to assure fairness to the indi-
vidual. 

(3) Existence. The applicability of the 
Privacy Act depends on the existence 
of an identifiable record. The proce-
dures described in NRO regulations do 
not require that a record be created or 
that an individual be given access to 
records that are not retrieved by name 
or other individual identifier. Nor do 
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these procedures entitle an individual 
to have access to any information com-
piled in reasonable anticipation of a 
civil action or proceeding. NRO will 
maintain only those systems of records 
that have been described through no-
tices published in the FEDERAL REG-
ISTER. A system of records from which 
records may be retrieved by a name or 
some other personal identifier must be 
under NRO control for consideration 
under this part. 

(4) Disposal. The NRO will archive, 
dispose of, or destroy records con-
taining personal data in a manner to 
prevent specific records from being 
readily identified or inadvertently 
compromised. 

(b) Evaluation of records. Statutory 
authority to establish and maintain a 
system of records does not grant un-
limited authority to collect and main-
tain all information which may be use-
ful or convenient. Directorates and of-
fices maintaining records will evaluate 
each category of information in records 
systems for necessity and relevance 
prior to republication of all system no-
tices in the FEDERAL REGISTER and dur-
ing the design phase or change of a sys-
tem of records. The following will be 
considered in the evaluation: 

(1) Relationship of each item of infor-
mation to the statutory purpose for 
which the system is maintained; 

(2) Specific adverse consequences of 
not collecting each category of infor-
mation; and 

(3) Techniques for purging parts of 
the records. 

(c) Disclosure of records. The NRO will 
provide the fullest access practicable 
by individuals to NRO records con-
cerning them. Release of personal in-
formation to such individuals is not 
considered public release of informa-
tion. Upon receipt of a written request, 
the NRO will release to individuals 
those records that are releasable and 
applicable to the individual making 
the request. Generally, information, 
other than that exempted by law and 
this part, will be provided to the indi-
vidual. NRO personnel will comply 
with the Privacy Act of 1974, as amend-
ed, the DoD Privacy Act Program (32 
CFR part 310), and the NRO Privacy 
Act Program. No NRO records shall be 
disclosed by any means of communica-

tion to any person or to any agency ex-
cept pursuant to a written request by 
or the prior written consent of the in-
dividual to whom it pertains, unless 
disclosure of the record will be: 

(1) To those employees of the NRO 
who have an official need for the record 
in the performance of their duties. 

(2) Required to be disclosed to a 
member of the public under the Free-
dom of Information Act, as amended. 

(3) For a routine use as defined in the 
Privacy Act. 

(4) To the Census Bureau for the pur-
pose of conducting a census or survey 
or related activity authorized by law. 

(5) To a recipient who has provided 
the NRO with advance, adequate writ-
ten assurance that the record will be 
used solely as statistical research and 
that the record is to be transferred in a 
form in which the individual is not 
identifiable. 

(6) To the National Archives of the 
United States as a record which has 
sufficient historical or other value to 
warrant its continued preservation by 
the U. S. Government. 

(7) To another agency or to an instru-
mentality of any governmental juris-
diction within or under the control of 
the U.S. for a civil or criminal law en-
forcement activity if such activity is 
authorized by law and if the head of 
the agency or governmental entity has 
made a written request to the NRO 
specifying the particular portion of the 
record and the law enforcement activ-
ity for which the record is sought 
(blanket requests will not be accepted); 
a record may also be disclosed to a law 
enforcement agency at the initiative of 
the NRO pursuant to the blanket rou-
tine use for law enforcement when 
criminal conduct is indicated in the 
record. 

(8) To a person showing compelling 
circumstances affecting the health or 
safety of an individual if, upon such 
disclosure, notification is sent to the 
last known address of the individual to 
whom the record pertains (emergency 
medical information may be released 
by telephone). 

(9) To Congress or any committee, 
joint committee, or subcommittee of 
Congress with respect to a matter 
under its jurisdiction. This provision 
does not authorize the disclosure of a 
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record to members of Congress acting 
in their individual capacities or on be-
half of their constituents making third 
party requests. However, such releases 
may be made pursuant to the blanket 
routine use for Congressional inquiries 
when a constituent has sought the as-
sistance of his Congressman for the 
constituent’s individual record(s). 

(10) To the Comptroller General or 
any of his authorized representatives 
in the course of the performance of the 
duties of the General Accounting Of-
fice. 

(11) Pursuant to an order of a court of 
competent jurisdiction. When the 
record is disclosed under compulsory 
legal process and when the issuance of 
that order or subpoena is made public 
by the court which issued it, the NRO 
will make reasonable efforts to notify 
the individual to whom the record per-
tains by mail at the most recent ad-
dress contained in NRO records. 

(12) To a consumer reporting agency 
in accordance with 31 U.S.C. 3711(f). 

(d) Allocation of resources. NRO com-
ponents shall exercise due diligence in 
their responsibilities under the Privacy 
Act and must devote a reasonable level 
of personnel to respond to requests on 
a ‘first-in, first-out’ basis. In allocating 
Privacy Act resources, the component 
shall consider its imposed business de-
mands, the totality of resources avail-
able to it, the information review and 
release demands imposed by Congress 
and other governmental authorities, 
and the rights of the public under var-
ious disclosure laws. The PA Coordi-
nator will establish priorities for cases 
consistent with established law to en-
sure that smaller as well as larger 
‘project’ cases receive equitable atten-
tion. 

(e) Written permission for disclosure. 
Disclosures made under circumstances 
not delineated in this part shall be 
made only if the written permission of 
the individual involved has been ob-
tained. Written permission shall be re-
corded on or appended to the document 
transmitting the personal information 
to the other agency, in which case no 
separate accounting of the disclosure 
need be made. Written permission is re-
quired in each case; that is, once ob-
tained, written permission for one case 

does not constitute blanket permission 
for other disclosures. 

(f) Coordination with other government 
agencies. Records systems of the NRO 
may contain records originated by 
other agencies that may have claimed 
exemptions for them under the Privacy 
Act. Where appropriate, coordination 
will be effected with the originating 
agency. The NRO will comply with the 
instructions issued by another agency 
responsible for a system of records 
(e.g., Office of Personnel Management) 
in granting access to such records. 
Records containing information or in-
terests of another government agency 
will not be released until coordination 
with the other agency involved. A re-
quest for information pertaining to the 
individual in an NRO record system re-
ceived from another federal agency will 
be coordinated with the originating 
agency. 

(g) Accounting for disclosure. Except 
for disclosures made under paragraphs 
(c)(1) and (c)(2) of this section, an accu-
rate account of the disclosures shall be 
kept by the record holder in consulta-
tion with the Privacy Act Coordinator 
(PA Coordinator). There need not be a 
notation on a single document of every 
disclosure of a particular record. The 
record holder should be able to con-
struct from its system of records the 
accounting information: 

(1) When required by the individual 
to whom the record pertains, or 

(2) When necessary to inform pre-
vious recipients of any amended 
records. The accounting shall be re-
tained for at least five years or for the 
life of the record, whichever is longer, 
to be available for review by the sub-
ject of the record at his request except 
for disclosures made under paragraph 
(c)(7) of this section. 

(h) Application of rules. Any request 
for access, amendment, correction, 
etc., of personal record information in 
a system of records by an individual to 
whom such information pertains will 
be governed by the Privacy Act of 1974, 
as amended, DoD regulatory authority, 
and this part, exclusively. Any denial 
or exemption of all or part of a record 
from access, disclosure, amendment, 
correction, etc., will be processed under 
DoD regulatory authority and this 
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part, unless court order or other com-
petent authority directs otherwise. 

(i) First Amendment rights. No NRO of-
ficial or component may maintain any 
information pertaining to the exercise 
by an individual of his rights under the 
First Amendment without the permis-
sion of that individual unless such col-
lection is specifically authorized by 
statute or pertains to an authorized 
law enforcement activity. 

(j) Non-system information on individ-
uals. The following information is not 
considered part of personal records sys-
tems reportable under this part and 
may be maintained by NRO for ready 
identification, contact, and property 
control purposes only, provided it is 
not maintained in a system of records. 
If at any time the information de-
scribed in this paragraph is being 
maintained in a system of records, the 
information is subject to the Privacy 
Act. 

(1) Identification information at 
doorways, building directories, desks, 
lockers, name tags, etc. 

(2) Geographical or agency contact 
cards. 

(3) Property receipts and control logs 
for building passes, credentials, vehi-
cles, etc. 

(4) Personal working notes of em-
ployees that are merely an extension of 
the author’s memory, if maintained 
properly, do not come under the Pri-
vacy Act. Personal notes are not con-
sidered official NRO records if they 
meet the following requirements: 

(i) Keeping or discarding notes must 
be at the sole discretion of the author. 
Any requirement by supervising au-
thority, whether by oral or written di-
rective, regulation, policy, or memo to 
maintain such notes, likely would 
cause the notes to become official 
agency records. 

(ii) Such notes must be restricted to 
the author’s personal use as memory 
aids, and only the author may have ac-
cess to them. Passing them to a suc-
cessor or showing them to other per-
sonnel (including supporting staff such 
as secretaries) would likely cause them 
to become agency records. 

(5) Rosters. The NRO has no restric-
tion against rosters that contain only 
corporate information such as name, 
work telephone number, and position. 

Good recordkeeping practices dictate 
that only rosters that are relevant and 
necessary to the NRO’s operations may 
be maintained, and therefore conven-
ience rosters, which by definition do 
not satisfy the test, may not be main-
tained.

§ 326.5 Responsibilities. 
(a) The Director, NRO (DNRO): 
(1) Supervises the execution of the 

Privacy Act and this part within the 
NRO. 

(2) Appoints: 
(i) The Chief, Information Access and 

Release Center as the NRO Privacy Act 
Coordinator. 

(ii) The Director of Security, the Di-
rector of Policy, and the NRO General 
Counsel as the NRO Appeals Panel; and 

(iii) The Chief of Staff as the Senior 
Official for Privacy Policy and the Pri-
vacy Act Appeal Authority. 

(b) The Privacy Act Coordinator, 
NRO: 

(1) Establishes, issues, and updates 
policy for the NRO Privacy Act Pro-
gram, monitors compliance, and serves 
as the principal NRO point of contact 
on all Privacy Act matters. 

(2) Receives, processes, and responds 
to all Privacy Act requests received by 
the NRO, including: 

(i) Granting, granting in part, or de-
nying an initial Privacy Act request 
for access or amendment to a record, 
and notifying a requester of such ac-
tions taken in regard to that request. 

(ii) Granting a requester access to all 
or part of a record under dispute when, 
after a review, a decision is made in 
favor of a requester. 

(iii) Directing the appropriate NRO 
component to amend a record and ad-
vising other record holders to amend a 
record when a decision is made in favor 
of a requester. 

(iv) Notifying a requester, if a re-
quest is denied, of the reasons for de-
nial and the procedures for appeal to 
the Privacy Act Appeal Authority. 

(v) Notifying a requester of his right 
to file a concise statement of his rea-
sons for disagreement with the NRO’s 
refusal to amend a record. 

(vi) Directing that a requester’s 
statement of reasons for the request to 
amend, his concise statement of dis-
agreement with the NRO’s refusal to 
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amend a record, and the NRO’s letter 
of denial be included in the file con-
taining the disputed record. 

(vii) Referring all appeals to the Pri-
vacy Act Appeals Panel and Appeal Au-
thority. 

(viii) Notifying a requester of any re-
quired fees and delivering such col-
lected fees to the Comptroller. 

(ix) Obtaining supplemental informa-
tion from the requester when required. 

(3) Serves as the NRO point of con-
tact with the Defense Privacy Office. 

(4) Reviews NRO use of records, and 
at least 40 calendar days prior to estab-
lishing a new agency system of records, 
ensures that new or amended notices 
are prepared and published in the FED-
ERAL REGISTER consistent with the re-
quirements of 32 CFR part 310; 

(5) Coordinates with forms managers 
to ensure that a Privacy Act State-
ment is on all forms or in all other 
methods used to collect personal infor-
mation for inclusion in any NRO 
records system; 

(6) Prepares the NRO Privacy Act re-
port for submission to the DoD Privacy 
Office and to other authorities, as re-
quired by 32 CFR part 310. 

(7) Reviews all procedures, including 
forms, which require an individual to 
furnish information for conformity 
with the Privacy Act. 

(8) Retains the accounting of disclo-
sures for at least five years or for the 
life of the record, whichever is longer, 
to be available for review by the sub-
ject of the record at his request except 
for disclosures made under paragraph 
(c)(7) of § 326.4; and 

(9) Develops and oversees Privacy Act 
Program training for NRO personnel. 

(c) The Privacy Act Appeals Panel, 
NRO: 

(1) Meets and reviews all denials ap-
pealed by means of the NRO internal 
appeals process; and 

(2) Recommends a finding to the Pri-
vacy Act Appeal Authority by a major-
ity vote of those present at the meet-
ing and based on the written record 
and the panel’s deliberations. 

(d) The Privacy Act Appeal Author-
ity, NRO: 

(1) Determines all NRO Privacy Act 
appeals. 

(2) Reports the determination to the 
PA Coordinator. 

(3) Signs the final appeal letter to the 
requester. 

(e) General Counsel, NRO: 
(1) Ensures uniformity in NRO legal 

positions concerning the Privacy Act 
and reviews proposed responses to Pri-
vacy Act requests to ensure legal suffi-
ciency, as appropriate. 

(2) Consults with DoD General Coun-
sel on final denials that may be incon-
sistent with other final decisions with-
in DoD; raises new legal issues of po-
tential significance to other govern-
ment agencies. 

(3) Provides advice and assistance to 
the DNRO, the PA Coordinator, and 
component Directors, as required, in 
the discharge of their responsibilities 
pertaining to the Privacy Act. 

(4) Advises on all legal matters con-
cerning the Privacy Act, including 
legal decisions, rulings by the Depart-
ment of Justice, and actions by DoD 
and other commissions on the Privacy 
Act. 

(5) Approves all Privacy Act State-
ments prior to their reproduction and 
distribution. 

(6) Acts as the NRO focal point for 
Privacy Act litigation with the Depart-
ment of Justice. 

(7) Provides a status report to the 
Defense Privacy Office, consistent with 
the requirements of 32 CFR part 310, 
whenever an individual brings suit 
under subsection (g) of the Privacy Act 
against NRO. 

(f) Chief Information Officer (CIO), 
NRO: 

(1) Ensures that NRO systems of 
records databases have procedures to 
protect the confidentiality of personal 
records maintained or processed by 
means of automatic data processing 
(ADP) systems and ensures that ADP 
systems contain appropriate safeguards 
for the privacy of personnel. 

(2) Coordinates with the PA Coordi-
nator before developing or modifying 
CIO-sponsored ADP supported files sub-
ject to the provisions of this part. 

(g) Directorate and Office Managers, 
NRO: 

(1) Ensure that records contained in 
their directorate or office systems of 
records are disclosed only to those 
NRO officials or employees who require 
the records for official purposes. 
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(2) Review their own directorate and 
office systems of records to ensure and 
certify that no systems of records 
other than those listed in the FEDERAL 
REGISTER System Notices are main-
tained; notify the CIO and the PA Co-
ordinator promptly whenever there are 
changes to processing equipment, hard-
ware, software, or database that may 
require an amended system notice. 

(3) Maintain only such information 
about an individual as is relevant and 
necessary to accomplish a purpose 
which is required by statute or Execu-
tive Order and identify the specific pro-
vision of law or Executive Order which 
provides authority for the maintenance 
of information in each system of 
records. 

(h) System Managers, NRO: 
(1) Ensure that adequate safeguards 

have been established and are enforced 
to prevent the misuse, unauthorized 
disclosure, alteration, or destruction of 
personal information contained in sys-
tem records. 

(2) Ensure that all personnel who 
have access to the system of records, or 
are engaged in developing or super-
vising procedures for handling records, 
are aware of their responsibilities es-
tablished by the NRO Privacy Act Pro-
gram. 

(3) Evaluate each system of records 
during the planning stage and at reg-
ular intervals. The following factors 
should be considered: 

(i) Relationship of data to be col-
lected and retained to the purposes for 
which the system is maintained (all in-
formation must be relevant and nec-
essary to the purpose for which it is 
collected). 

(ii) The specific impact on the pur-
pose or mission if categories of infor-
mation are not collected (all data 
fields must be necessary to accomplish 
a lawful purpose or mission). 

(iii) Whether informational needs can 
be met without using personal identi-
fiers. 

(iv) The cost of maintaining and dis-
posing of records within the systems of 
records and the length of time each 
item of information must be retained 
according to the NRO Records Control 
Schedule as approved by the National 
Archives and Records Administration. 

(4) Review system alterations or 
amendments to evaluate for relevancy 
and necessity. 

(i) Forms and Information Managers. 
All NRO individuals responsible for 
forms or methods used to collect per-
sonal information from individuals 
will: 

(1) Ensure that Privacy Act State-
ments are on appropriate forms and 
that new forms have the required Pri-
vacy Act Statement. 

(2) Determine, with General Coun-
sel’s concurrence, which forms require 
Privacy Act Statements and will pre-
pare such statements. 

(3) Assist the initiators in deter-
mining whether a form, format, ques-
tionnaire, or report requires a Privacy 
Act Statement. Privacy Act State-
ments must be complete, specific, writ-
ten in plain English, and approved by 
the Office of General Counsel. 

(j) Employees, NRO: 
(1) Will be familiar with the provi-

sions of this part regarding the mainte-
nance of systems of records, authorized 
access, and authorized disclosure; 

(2) Will collect, maintain, use, and/or 
disseminate records containing identi-
fiable personal information only for 
lawful purposes; will keep the informa-
tion current, complete, relevant, and 
accurate for its intended use; and will 
safeguard the records in a system and 
keep them the minimum time required; 

(3) Will not disclose any personal in-
formation contained in any system of 
records, except as authorized by the 
Privacy Act and this part; 

(4) Will maintain no system of 
records concerning individuals except 
those authorized, and will maintain no 
other information concerning individ-
uals except as necessary for the con-
duct of business at the NRO; 

(5) Will provide individuals a Privacy 
Act Statement when asking them to 
provide information about themselves. 
The Privacy Act Statement will in-
clude the authority under which the in-
formation is being requested, whether 
disclosure of the information is manda-
tory or voluntary, the purposes for 
which it is being requested, the uses to 
which it will be put, and the con-
sequences of not providing the informa-
tion; 
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(6) May not deny an individual any 
right or privilege provided by law be-
cause of that individual’s failure to dis-
close his SSN unless such information 
is required by federal statute or disclo-
sure was required by statute or regula-
tions adopted prior to January 1, 1975. 
If disclosure of the SSN is not required, 
NRO directorates and offices are not 
precluded from requesting it from indi-
viduals; however, the Privacy Act 
Statement must make clear that the 
disclosure of the SSN is voluntary and, 
if the individual refuses to disclose it, 
must be prepared to identify him by al-
ternate means. 

(7) Will collect personal information 
directly from the subject whenever pos-
sible; employees may collect informa-
tion from third parties when that in-
formation must be verified, opinions or 
evaluations are required, the subject 
cannot be contacted, or the subject re-
quests it. 

(8) Will keep paper and electronic 
records which contain personal infor-
mation and are retrieved by name or 
personal identifier only in approved 
systems published in the Federal Reg-
ister. 

(9) Will amend and correct records 
when directed by the PA Coordinator. 

(10) Will report to the PA Coordi-
nator any disclosures of personal infor-
mation from a system of records, or 
the maintenance of any system of 
records, not authorized by this part. 

(11) Will participate in specialized 
Privacy Act training should their du-
ties require dealing with special inves-
tigators, the news media, or the public. 

[65 FR 20372, Apr. 17, 2000, as amended at 66 
FR 41783, Aug. 9, 2001]

§ 326.6 Policies for processing requests 
for records. 

(a) An individual’s written request 
for access to records about himself 
which does not specify the Act under 
which the request is made will be proc-
essed under both the Freedom of Infor-
mation Act (FOIA) and the Privacy Act 
and the applicable regulations. Such 
requests will be processed under both 
Acts regardless of whether the re-
quester cites one Act, both, or neither 
in the request in order to ensure the 
maximum possible disclosure to the re-

quester. Individuals may not be denied 
access to a record pertaining to them-
selves merely because those records are 
exempt from disclosure under the 
FOIA. 

(b) A Privacy Act request that nei-
ther specifies the system(s) of records 
to be searched nor identifies the sub-
stantive nature of the information 
sought will be processed by searching 
the systems of records categorized as 
Environmental Health, Safety and Fit-
ness, FOIA/Privacy, General, and Secu-
rity. 

(c) A Privacy Act request that does 
not designate the system(s) of records 
to be searched but does identify the 
substantive nature of the information 
sought will be processed by searching 
those systems of records likely to have 
information similar to that sought by 
the requester. 

(d) The NRO will not disclose any 
record to any person or government 
agency except by written request or 
prior written consent of the subject of 
the record unless the disclosure is re-
quired by law or is within the excep-
tions of the Privacy Act. If a requester 
authorizes another individual to obtain 
the requested records on his behalf, the 
requester shall provide a written, 
signed, notarized statement appointing 
that individual as his representative 
and certifying that the individual ap-
pointed may have access to the re-
quester’s records and that such access 
shall not constitute an invasion of his 
privacy nor a violation of his rights 
under the Privacy Act. In lieu of a no-
tarized statement, the NRO will accept 
a declaration in accordance with 28 
U.S.C. 1746. 

(e) Upon receipt of a written request, 
the Privacy Act Coordinator (PA Coor-
dinator) will release to the requester 
those records which are releasable and 
applicable to the individual making 
the request. Records about individuals 
include data stored electronically or in 
electronic media. Documentary mate-
rial qualifies as a record if the record is 
maintained in a system of records. 

(f) Initial availability, potential for 
release, and cost determination will 
usually be made within ten working 
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days of the date on which a written re-
quest for any identifiable record is re-
ceived by the NRO (and acknowledge-
ment is sent to the individual). If addi-
tional time is needed due to unusual 
circumstances, a written notification 
of the delay will be forwarded to the re-
quester within the ten working day pe-
riod. This notification will briefly ex-
plain the circumstances for the delay 
and indicate the anticipated date for a 
substantive response. 

(g) All requests will be handled in the 
order received on a ‘first-in, first-out’ 
basis. Requests will be considered for 
expedited processing only if the NRO 
determines that there is a genuine 
health, humanitarian, or due process 
reason involving possible deprivation 
of life or liberty which creates an ex-
ceptional and urgent need, that there 
is no alternative forum for the records 
sought, and that substantive records 
relevant to the stated needs may exist 
and be releasable. 

(h) Records provided or originated by 
another agency or containing other 
agency information will not be re-
leased prior to coordination with the 
other agency involved. 

(i) Requesting or obtaining access to 
records under false pretenses is a viola-
tion of the Privacy Act and is subject 
to criminal penalties.

§ 326.7 Procedures for collection. 

(a) To the maximum extent prac-
tical, personal information about an 
individual will be obtained directly 
from that individual. 

(b) Whenever an individual is asked 
to provide personal information, in-
cluding Social Security Number (SSN) 
or a personal identifier, about himself, 
a Privacy Act Statement will be fur-
nished that will advise him of the au-
thority (whether by statute or by Exec-
utive Order) under which the informa-
tion is requested, whether disclosure of 
the information is voluntary or manda-
tory, the purposes for which it is re-
quested, the uses to which it will be 
put, and the consequences of not pro-
viding the information. 

(c) When asking third parties to pro-
vide information about other individ-
uals, NRO employees will advise them: 

(1) Of the purpose of the request, and 

(2) That their identities and the in-
formation they are furnishing may be 
released to the individual unless they 
expressly request confidentiality. All 
persons interviewed must be informed 
of their rights and offered confiden-
tiality.

§ 326.8 Procedures for requesting ac-
cess. 

(a) Request in writing. An individual 
seeking notification of whether a sys-
tem of records contains a record per-
taining to him, or an individual seek-
ing access to records pertaining to him 
which are available under the Privacy 
Act, shall address the request in writ-
ing to the Privacy Act Coordinator, 
National Reconnaissance Office, 14675 
Lee Road, Chantilly, VA 20151–1715. The 
request should contain at least the fol-
lowing information: 

(1) Identification. Reasonable identi-
fication, including first name, middle 
name or initial, surname, any aliases 
or nicknames, Social Security Number, 
and return address of the individual 
concerned, accompanied by a signed 
notarized statement that such informa-
tion is true under penalty of perjury 
and swearing to or affirming his iden-
tity. An unsworn declaration, under 28 
U.S.C. 1746, also is acceptable. In the 
case of a request for records of a sen-
sitive nature if the PA Coordinator de-
termines that this information does 
not sufficiently identify the individual, 
the PA Coordinator may requests addi-
tional identification or clarification of 
information submitted by the indi-
vidual. 

(i) In addition, an alien lawfully ad-
mitted for permanent residence shall 
provide his Alien Registration Number 
and the date that status was acquired. 

(ii) The parent or guardian of a minor 
or of a person judicially determined to 
be incompetent, or an attorney re-
tained to represent an individual, in 
addition to establishing the identity of 
the minor or person represented as re-
quired in this part, shall provide evi-
dence of his own identity as required in 
this part and evidence of such parent-
age, guardianship, or representation by 
submitting a certified copy of the mi-
nor’s birth certificate, the court order 
establishing such guardianship, or the 
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representation agreement which estab-
lishes the relationship. 

(2) Cost. A statement of willingness 
to pay reproduction costs. Processing 
of requests and administrative appeals 
from individuals who owe outstanding 
fees will be held in abeyance until such 
fees are paid. 

(3) Record sought. A description, to 
the best of his ability, of the nature of 
the record sought and the system in 
which it is thought to be included. In 
lieu of this, a requester may simply de-
scribe why and under what cir-
cumstances he believes that the NRO 
maintains responsive records; the NRO 
will undertake the appropriate 
searches. 

(b) Access on behalf of the individual. If 
the requester wishes another person to 
obtain the records on his behalf, the re-
quester will furnish a notarized state-
ment or unsworn declaration appoint-
ing that person as his representative, 
authorizing him access to the record, 
and affirming that access will not con-
stitute an invasion of the requester’s 
privacy or a violation of his rights 
under the Privacy Act. The NRO re-
quires a written statement to author-
ize discussion of the individual’s record 
in the presence of a third person.

§ 326.9 Procedures for disclosure of re-
quested information. 

(a) The PA Coordinator shall ac-
knowledge receipt of the request in 
writing within ten working days. 

(b) Upon receipt of a request, the PA 
Coordinator shall refer the request to 
those components most likely to pos-
sess responsive records. The compo-
nents shall search all relevant record 
systems within their cognizance and 
shall: 

(1) Determine whether a responsive 
record exists in a system of records. 

(2) Determine whether access must be 
denied and on what legal basis. An in-
dividual may be denied access to his 
records under the Privacy Act only if 
an exemption has been properly 
claimed for all or part of the records or 
information requested; or if the infor-
mation was compiled in reasonable an-
ticipation of a civil action or pro-
ceeding. 

(3) Approve the disclosure of records 
for which they are the originator. 

(4) Forward to the PA Coordinator all 
records approved for release or nec-
essary for coordination with or referral 
to another originator or interested 
party as well as notification of the spe-
cific determination for any denial. 

(c) When all records have been col-
lected, the PA Coordinator shall notify 
the individual of the determination and 
shall provide an exact copy of records 
deemed to be accessible if a copy has 
been requested. 

(d) When an original record is illegi-
ble, incomplete, or partially exempt 
from release, the PA Coordinator shall 
explain in terms understood by the re-
quester the portions of a record that 
are unclear. 

(e) If access to requested records, or 
any portion thereof, is denied, the PA 
Coordinator shall inform the requester 
in writing of the specific reason(s) for 
denial, including the specific citation 
to appropriate sections of the Privacy 
Act or other statutes, this and other 
NRO regulations, or the Code of Fed-
eral Regulations authorizing denial, 
and the right to appeal this determina-
tion through the NRO appeal procedure 
within 60 calendar days. The denial 
shall include the date of denial, the 
name and title/position of the denial 
authority, and the address of the NRO 
Appeal Authority. Access may be re-
fused when the records are exempt by 
the Privacy Act. Usually an individual 
will not be denied access to the entire 
record, but only to those portions to 
which the denial of access furthers the 
purpose for which an exemption was 
claimed.

§ 326.10 Procedures to appeal denial of 
access to requested record. 

(a) Any individual whose request for 
access is denied may request a review 
of the initial decision within 60 cal-
endar days of the date of the notifica-
tion of denial of access by appealing 
within the NRO internal appeals proc-
ess. If a requester elects to request 
NRO review, the request shall be sent 
in writing to the Privacy Act Coordi-
nator, National Reconnaissance Office, 
14675 Lee Road, Chantilly, VA 20151–
1715, briefly identifying the particular 
record which is the subject of the re-
quest and setting forth the reasons for 
the appeal. The request should enclose 
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a copy of the denial correspondence. 
The following procedures apply to ap-
peals within the NRO: 

(1) The PA Coordinator, after ac-
knowledging receipt of the appeal, 
shall promptly refer the appeal to the 
record-holding components, informing 
them of the date of receipt of the ap-
peal and requesting that the compo-
nent head or his designee review the 
appeal. 

(2) The record-holding components 
shall review the initial denial of access 
to the requested records and shall in-
form the PA Coordinator of their re-
view determination. 

(3) The PA Coordinator shall consoli-
date the component responses, review 
the record, direct such additional in-
quiry or investigation as is deemed 
necessary to make a fair and equitable 
determination, and make a rec-
ommendation to the NRO Appeals 
Panel, which makes a recommendation 
to the Appeal Authority. 

(4) The Appeal Authority shall notify 
the PA Coordinator of the result of the 
determination on the appeal, who shall 
notify the individual of the determina-
tion in writing. 

(5) If the determination reverses the 
initial denial, the PA Coordinator shall 
provide a copy of the records requested. 
If the determination upholds the initial 
denial, the PA Coordinator shall in-
form the requester of his right to judi-
cial review in U.S. District Court and 
shall include the exact reasons for de-
nial with specific citations to the pro-
visions of the Privacy Act, other stat-
utes, NRO regulations, or the Code of 
Federal Regulations upon which the 
determination is based. 

(b) The Appeal Authority shall act on 
the appeal or provide a notice of exten-
sion within 30 working days.

§ 326.11 Special procedures for disclo-
sure of medical and psychological 
records. 

When requested medical and psycho-
logical records are not exempt from 
disclosure, the PA Coordinator may de-
termine which non-exempt medical or 
psychological records should not be 
sent directly to the requester because 
of possible harm or adverse impact to 
the requester or another person. In 
that event, the information may be dis-

closed to a physician named by the re-
quester. The appointment of the physi-
cian will be in the same notarized form 
or declaration as described in § 326.8 
and will certify that the physician is li-
censed to practice in the appropriate 
specialty (medicine, psychology, or 
psychiatry). Upon designation, 
verification of the physician’s identity, 
and agreement by the physician to re-
view the documents with the requester 
to explain the meaning of the docu-
ments and to offer counseling designed 
to mitigate any adverse reaction, the 
NRO will forward such records to the 
designated physician. If the requester 
refuses or fails to designate a physi-
cian, the record shall not be provided. 
Under such circumstances refusal of 
access is not considered a denial for 
Privacy Act reporting purposes. How-
ever, if the designated physician de-
clines to furnish the records to the in-
dividual, the PA Coordinator will take 
action to ensure that the records are 
provided to the individual.

§ 326.12 Procedures to request amend-
ment or correction of record. 

(a) An individual may request amend-
ment or correction of a record per-
taining to him/her by addressing such 
request in writing, to the Privacy Act 
Coordinator, National Reconnaissance 
Office, 14675 Lee Road, Chantilly, VA 
20151–1715. Incomplete or inaccurate re-
quests will not be rejected categori-
cally; instead, the requester will be 
asked to clarify the request as needed. 
A request will not be rejected or re-
quire resubmission unless additional 
information is essential to process the 
request. Usually, amendments under 
this part are limited to correcting fac-
tual errors and not matters of official 
judgment, such as promotion ratings 
and job performance appraisals. The re-
quester must adequately support his 
claim and must identify: 

(1) The particular record he wishes to 
amend or correct, specifying the num-
ber of pages and documents, the titles 
of the documents, form numbers if any, 
dates on documents, and individuals 
who signed them. Any reasonable de-
scription of the documents is accept-
able. A clear and specific description of 
passages, pages, or documents to be 
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amended will expedite processing the 
request. 

(2) The desired amending language. 
The requester should specify the type 
of amendment, including complete re-
moval of data, passages, or documents 
from record or correction of informa-
tion to make it accurate, more timely, 
complete, or relevant. 

(3) A justification for such amend-
ment or correction to include any doc-
umentary evidence supporting the re-
quest. 

(b) Individuals will be required to 
provide verification of identity as in 
§ 326.8. to ensure that the requester is 
seeking to amend records pertaining to 
himself and not, inadvertently or in-
tentionally, the records of another in-
dividual. 

(c) Minor factual errors in an individ-
ual’s personal record may be corrected 
routinely upon request without resort 
to the Privacy Act or the provisions of 
this part, if the requester and the 
record holder agree to that procedure 
and the requester receives a copy of the 
corrected record whenever possible. A 
written request is not required when 
individuals indicate amendments dur-
ing routine annual review and updating 
of records programs conducted by the 
NRO for civilian personnel and the 
Services for military personnel. Re-
quests for deletion, removal of records, 
and amendment of substantive factual 
information will be processed accord-
ing to the Privacy Act and the provi-
sions of this part. 

(d) The PA Coordinator shall ac-
knowledge receipt of the request in 
writing within ten working days. No 
separate acknowledgement of receipt is 
necessary if the request can be either 
approved or denied and the requester 
advised within the ten-day period. For 
written requests presented in person, 
written acknowledgement may be pro-
vided at the time the request is pre-
sented. 

(e) The PA Coordinator shall refer 
such request to the record-holder com-
ponents, shall advise those components 
of the date of receipt, and shall request 
that those components make a prompt 
determination on such request. 

(f) The record-holder components 
shall promptly: 

(1) Make any amendment or correc-
tion to any portion of the record which 
the individual believes is not accurate, 
relevant, timely, or complete and no-
tify the PA Coordinator and all holders 
and recipients of such records and their 
amendments that the correction was 
made; or 

(2) Set forth the reasons for the re-
fusal, if they determine that the re-
quested amendment or correction will 
not be made or if they decline to make 
the requested amendment but instead 
augment the official record, and so in-
form the PA Coordinator. 

(g) The Privacy Act Coordinator 
shall: 

(1) Inform the requester of the agen-
cy’s determination to make the amend-
ment or correction as requested and 
notify all prior recipients of the change 
to the disputed records for which an ac-
counting had been required; or 

(2) Inform the requester of the spe-
cific reasons and legal authorities for 
the agency’s refusal and the procedures 
established for him to request a review 
of that refusal. 

(h) The amendment procedure is not 
intended to replace other existing pro-
cedures such as those for registering 
grievances or appealing performance 
appraisal reports. In such cases the re-
quester will be apprised of the appro-
priate procedures for such actions. 

(i) This part does not permit the al-
teration of evidence presented to 
courts, boards, or other official pro-
ceedings.

§ 326.13 Procedures to appeal denial of 
amendment. 

(a) Any individual whose request for 
amendment or correction is denied 
may request a review of the initial de-
cision within 60 calendar days of the 
date of the notification of denial by ap-
pealing within the NRO internal ap-
peals process. If a requester elects to 
request NRO review, the request shall 
be sent in writing to the Privacy Act 
Coordinator, National Reconnaissance 
Office, 14675 Lee Road, Chantilly, VA 
20151–1715, briefly identifying the par-
ticular record which is the subject of 
the request and setting forth the rea-
sons for the appeal. The request should 
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enclose a copy of the denial cor-
respondence. The following procedures 
apply to appeals within the NRO: 

(1) The PA Coordinator, after ac-
knowledging receipt of the appeal, 
shall promptly refer the appeal to the 
record-holding components, informing 
them of the date of receipt of the ap-
peal and requesting that the compo-
nent head or his designee review the 
appeal. 

(2) The record-holding components 
shall review the initial denial of access 
to the requested records and shall in-
form the PA Coordinator of their re-
view determination. 

(3) The PA Coordinator shall act as 
secretary of the Appeals Panel. He 
shall: 

(i) Consolidate the component re-
sponses and reasons for the initial de-
nial. 

(ii) Provide all supporting materials 
both furnished to and by the requester 
and the record-holding component. 

(iii) Review the record. 
(iv) Direct such additional inquiry or 

investigation as is deemed necessary to 
make a fair and equitable determina-
tion. 

(v) Prepare the record and schedule 
the appeal for the next meeting of the 
Appeals Panel. The Appeals Panel shall 
recommend a finding to the Appeal Au-
thority by a majority vote of those 
present at the meeting based on the 
written record and the Panel’s delib-
erations. No personal appearances shall 
be permitted without the express per-
mission of the Panel. 

(4) The Appeal Authority shall notify 
the PA Coordinator of the result of the 
determination on the appeal who shall 
notify the individual of the determina-
tion in writing. 

(5) The Appeal Authority will notify 
the PA Coordinator if the determina-
tion is that the record should be 
amended. The PA Coordinator will 
promptly advise the requester and the 
office holding the record to amend the 
record and to notify all prior recipients 
of the records for which an accounting 
was required of the change. 

(6) If the determination upholds the 
initial denial, in whole or in part, the 
PA Coordinator shall inform the re-
quester: 

(i) Of the denial and the reason. 

(ii) Of his right to file in NRO records 
within 60 calendar days a concise state-
ment of the reasons for disputing the 
information contained in the record. If 
the requester elects to file a statement 
of disagreement, the PA Coordinator 
will be responsible for clearly noting 
any portion of the record that is dis-
puted and for appending into the file 
the requester’s statement as well as a 
copy of the NRO’s letter to the re-
quester denying the disputed informa-
tion, if appropriate. The requester’s 
statement and the NRO denial letter 
will be made available to anyone to 
whom the record is subsequently dis-
closed, and prior recipients of the dis-
puted record will be provided a copy of 
both to the extent that an accounting 
of disclosures is maintained. 

(iii) Of his right to judicial review in 
U.S. District Court. 

(7) The Appeal Authority shall act on 
the appeal or provide a notice of exten-
sion within 30 working days.

§ 326.14 Disclosure of records to per-
son other than subject. 

(a) Personal records contained in a 
Privacy Act system of records main-
tained by NRO shall not be disclosed by 
any means to any person or agency 
outside the NRO except with the writ-
ten consent of the individual subject of 
the record, unless as provided in this 
part. 

(b) Except for disclosure made to 
members of the NRO in connection 
with their official duties and disclo-
sures required by the Freedom of Infor-
mation Act, an accounting will be kept 
of all disclosures of records maintained 
in NRO systems of records and of all 
disclosures of investigative informa-
tion. Accounting entries will record 
the date, kind of information, purpose 
of each disclosure, and the name and 
address of the person or agency to 
whom the disclosure is made. Account-
ing records will be maintained for at 
least five years after the last disclosure 
or for the life of the record, whichever 
is longer. Subjects of NRO records will 
be given access to associated account-
ing records upon request except for dis-
closures made pursuant to § 326.4, or 
where an exemption has been properly 
claimed for the system of records.
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§ 326.15 Fees. 
Individuals requesting copies of their 

official personnel records are entitled 
to one free copy; a charge will be as-
sessed for additional copies. There is a 
cost of $.15 per page. Fees will not be 
assessed if the cost is less than $30.00. 
Fees should be paid by check or postal 
money order payable to the Treasurer 
of the United States and forwarded to 
the Privacy Act Coordinator, NRO, at 
the time the copy of the record is deliv-
ered. In some instances, fees will be 
due in advance.

§ 326.16 Penalties. 
Each request shall be treated as a 

certification by the requester that he 
is the individual named in the request. 
The Privacy Act provides criminal pen-
alties for any person who knowingly 
and willfully requests or obtains any 
information concerning an individual 
under false pretenses.

§ 326.17 Exemptions. 
(a) All systems of records maintained 

by the NRO shall be exempt from the 
requirements of 5 U.S.C. 552a(d) pursu-
ant to 5 U.S.C. 552a(k)(1) to the extent 
that the system contains any informa-
tion properly classified under Execu-
tive Order 12958 and which is required 
by the Executive Order to be withheld 
in the interest of national defense of 
foreign policy. This exemption, which 
may be applicable to parts of all sys-
tems of records, is necessary because 
certain record systems not otherwise 
specifically designated for exemptions 
herein may contain items of informa-
tion that have been properly classified. 

(b) No system of records within the 
NRO shall be considered exempt under 
subsection (j) or (k) of the Privacy Act 
until the exemption and the exemption 
rule for the system of records has been 
published as a final rule in the FED-
ERAL REGISTER. 

(c) An individual is not entitled to 
have access to any information com-
piled in reasonable anticipation of a 
civil action or proceeding (5 U.S.C. 
552a(d)(5)). 

(d) Proposals to exempt a system of 
records will be forwarded to the De-
fense Privacy Office, consistent with 
the requirements of 32 CFR part 310, 
for review and action. 

(e) QNRO–23. 
(1) System name: Counterintelligence 

Issue Files. 
(2) Exemptions: (i) Investigatory ma-

terial compiled for law enforcement 
purposes may be exempt pursuant to 5 
U.S.C. 552a(k)(2). However, if an indi-
vidual is denied any right, privilege, or 
benefit for which he would otherwise be 
entitled by Federal law or for which he 
would otherwise be eligible, as a result 
of the maintenance of such informa-
tion, the individual will be provided ac-
cess to such information except to the 
extent that disclosure would reveal the 
identity of a confidential source. 

(ii) Investigatory material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifica-
tions for federal civilian employment, 
military service, federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(iii) Therefore, portions of this sys-
tem of records may be exempt pursuant 
to 5 U.S.C. 552a(k)(2) and/or (k)(5) from 
the following subsections of 5 U.S.C. 
552a(c)(3), (d), (e)(1), (e)(4)(G), (H) and 
(I), and (f). 

(3) Authority: 5 U.S.C. 552a(k)(2) and 
(k)(5). 

(4) Reasons: (i) From subsection (c)(3) 
because to grant access to the account-
ing for each disclosure as required by 
the Privacy Act, including the date, 
nature, and purpose of each disclosure 
and the identity of the recipient, could 
alert the subject to the identity of the 
recipient, could alert the subject to the 
existence of the investigation or pros-
ecutable interest by NRO or other 
agencies. This could seriously com-
promise case preparation by pre-
maturely revealing its existence and 
nature; compromise or interfere with 
witnesses or make witnesses reluctant 
to cooperate; and lead to suppression, 
alteration, or destruction of evidence. 

(ii) From subsections (d)(1) through 
(d)(4), and (f) because providing access 
to records of a civil or administrative 
investigation and the right to contest 
the contents of those records and force 
changes to be made to the information 
contained therein would seriously 
interfere with and thwart the orderly 
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and unbiased conduct of the investiga-
tion and impede case preparation. Pro-
viding access rights normally afforded 
under the Privacy Act would provide 
the subject with valuable information 
that would allow interference with or 
compromise of witnesses or render wit-
nesses reluctant to cooperate; lead to 
suppression, alteration, or destruction 
of evidence; enable individuals to con-
ceal their wrongdoing or mislead the 
course of the investigation; and result 
in the secreting of or other disposition 
of assets that would make them dif-
ficult or impossible to reach in order to 
satisfy any Government claim growing 
out of the investigation or proceeding. 

(iii) From subsection (e)(1) because it 
is not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only 
after the information is evaluated in 
light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From subsections (e)(4)(G) and 
(H) because this system of records is 
compiled for law enforcement purposes 
and is exempt from the access provi-
sions of subsections (d) and (f). 

(v) From subsection (e)(4)(I) because 
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system 
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information 
and to protect privacy and physical 
safety of witnesses and informants. 
NRO will, nevertheless, continue to 
publish such a notice in broad generic 
terms as is its current practice. 

(vi) Consistent with the legislative 
purpose of the Privacy Act of 1974, the 
NRO will grant access to nonexempt 
material in the records being main-
tained. Disclosure will be governed by 
NRO’s Privacy Regulation, but will be 
limited to the extent that the identity 
of confidential sources will not be com-
promised; subjects of an investigation 
of an actual or potential criminal vio-
lation will not be alerted to the inves-
tigation; the physical safety of wit-
nesses, informants and law enforce-
ment personnel will not be endangered, 
the privacy of third parties will not be 
violated; and that the disclosure would 

not otherwise impede effective law en-
forcement. Whenever possible, informa-
tion of the above nature will be deleted 
from the requested documents and the 
balance made available. The control-
ling principle behind this limited ac-
cess is to allow disclosures except 
those indicated above. The decisions to 
release information from these systems 
will be made on a case-by-case basis. 

(f) QNRO–10, Inspector General Inves-
tigative Files—(1) Exemption: This sys-
tem may be exempt pursuant to 5 
U.S.C. 552a(j)(2) if the information is 
compiled and maintained by a compo-
nent of the agency which performs as 
its principle function any activity per-
taining to the enforcement of criminal 
laws. Any portion of this system which 
falls within the provisions of 5 U.S.C. 
552a(j)(2) may be exempt from the fol-
lowing subsections of 5 U.S.C. 552a 
(c)(3), (c)(4), (d), (e)(1), (e)(2), (e)(3), 
(e)(4)(G), (H), and (I), (e)(5), (e)(8), (f), 
and (g). 

(2) Authority: 5 U.S.C. 552a(j)(2). 
(3) Reasons. (i) From subsection (c)(3) 

because the release of accounting of 
disclosure would inform a subject that 
he or she is under investigation. This 
information would provide consider-
able advantage to the subject in pro-
viding him or her with knowledge con-
cerning the nature of the investigation 
and the coordinated investigative ef-
forts and techniques employed by the 
cooperating agencies. This would 
greatly impede the NRO IG’s criminal 
law enforcement. 

(ii) From subsection (c)(4) and (d), be-
cause notification would alert a subject 
to the fact that an open investigation 
on that individual is taking place, and 
might weaken the on-going investiga-
tion, reveal investigative techniques, 
and place confidential informants in 
jeopardy. 

(iii) From subsection (e)(1) because 
the nature of the criminal and/or civil 
investigative function creates unique 
problems in prescribing a specific pa-
rameter in a particular case with re-
spect to what information is relevant 
or necessary. Also, due to NRO IG’s 
close liaison and working relationships 
with other Federal, state, local and for-
eign country law enforcement agencies, 
information may be received which 
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may relate to a case under the inves-
tigative jurisdiction of another agency. 
The maintenance of this information 
may be necessary to provide leads for 
appropriate law enforcement purposes 
and to establish patterns of activity, 
which may relate to the jurisdiction of 
other cooperating agencies. 

(iv) From subsection (e)(2) because 
collecting information to the fullest 
extent possible directly from the sub-
ject individual may or may not be 
practical in a criminal and/or civil in-
vestigation. 

(v) From subsection (e)(3) because 
supplying an individual with a form 
containing a Privacy Act Statement 
would tend to inhibit cooperation by 
many individuals involved in a crimi-
nal and/or civil investigation. The ef-
fect would be somewhat adverse to es-
tablished investigative methods and 
techniques. 

(vi) From subsection (e)(4) (G) 
through (I) because this system of 
records is exempt from the access pro-
visions of subsection (d). 

(vii) From subsection (e)(5) because 
the requirement that records be main-
tained with attention to accuracy, rel-
evance, timeliness, and completeness 
would unfairly hamper the investiga-
tive process. It is the nature of law en-
forcement for investigations to un-
cover the commission of illegal acts at 
diverse stages. It is frequently impos-
sible to determine initially what infor-
mation is accurate, relevant, timely, 
and least of all complete. With the pas-
sage of time, seemingly irrelevant or 
untimely information may acquire new 
significance as further investigation 
brings new details to light. 

(viii) From subsection (e)(8) because 
the notice requirements of this provi-
sion could present a serious impedi-
ment to law enforcement by revealing 
investigative techniques, procedures, 
and existence of confidential investiga-
tions. 

(ix) From subsection (f) because the 
agency’s rules are inapplicable to those 
portions of the system that are exempt 
and would place the burden on the 
agency of either confirming or denying 
the existence of a record pertaining to 
a requesting individual might in itself 
provide an answer to that individual 
relating to an on-going investigation. 

The conduct of a successful investiga-
tion leading to the indictment of a 
criminal offender precludes the appli-
cability of established agency rules re-
lating to verification of record, disclo-
sure of the record to that individual, 
and record amendment procedures for 
this record system. 

(x) From subsection (g) because this 
system of records should be exempt to 
the extent that the civil remedies re-
late to provisions of 5 U.S.C. 552a from 
which this rule exempts the system. 

(4) Exemptions. (i) Investigative mate-
rial compiled for law enforcement pur-
poses, other than material within the 
scope of subsection (j)(2), may be ex-
empt pursuant to 5 U.S.C. 552a(k)(2). 
However, if an individual is denied any 
right, privilege, or benefit for which he 
would otherwise be entitled by Federal 
law or for which he would otherwise be 
eligible, as a result of the maintenance 
of such information, the individual will 
be provided access to such information 
except to the extent that disclosure 
would reveal the identity of a confiden-
tial source. 

(ii) Investigative material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifica-
tions for federal civilian employment, 
military service, federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(iii) Therefore, portions of this sys-
tem of records may be exempt pursuant 
to 5 U.S.C. 552a(k)(2) and/or (k)(5) from 
the following subsections of 5 U.S.C. 
552a(c)(3), (d), (e)(1), (e)(4)(G), (H) and 
(I), and (f). 

(5) Authority. 5 U.S.C. 552a(k)(2) and 
(k)(5). 

(6) Reasons. (i) From subsection (c)(3) 
because to grant access to the account-
ing for each disclosure as required by 
the Privacy Act, including the date, 
nature, and purpose of each disclosure 
and the identity of the recipient, could 
alert the subject to the existence of the 
investigation or prosecutable interest 
by the NRO or other agencies. This 
could seriously compromise case prepa-
ration by prematurely revealing its ex-
istence and nature; compromise or 
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interfere with witnesses or make wit-
nesses reluctant to cooperate; and lead 
to suppression, alteration, or destruc-
tion of evidence. 

(ii) From subsections (d) and (f) be-
cause providing access to investigative 
records and the right to contest the 
contents of those records and force 
changes to be made to the information 
contained therein would seriously 
interfere with and thwart the orderly 
and unbiased conduct of the investiga-
tion and impede case preparation. Pro-
viding access rights normally afforded 
under the Privacy Act would provide 
the subject with valuable information 
that would allow interference with or 
compromise of witnesses or render wit-
nesses reluctant to cooperate; lead to 
suppression, alteration, or destruction 
of evidence; enable individuals to con-
ceal their wrongdoing or mislead the 
course of the investigation; and result 
in the secreting of or other disposition 
of assets that would make them dif-
ficult or impossible to reach in order to 
satisfy any Government claim growing 
out of the investigation or proceeding. 

(iii) From subsection (e)(1) because it 
is not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only 
after the information is evaluated in 
light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From subsections (e)(4)(G) and 
(H) because this system of records is 
compiled for investigative purposes 
and is exempt from the access provi-
sions of subsections (d) and (f). 

(v) From subsection (e)(4)(I) because 
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system 
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information 
and to protect privacy and physical 
safety of witnesses and informants. 
NRO will, nevertheless, continue to 
publish such a notice in broad generic 
terms as is its current practice. 

(vi) Consistent with the legislative 
purpose of the Privacy Act of 1974, the 
NRO will grant access to nonexempt 
material in the records being main-
tained. Disclosure will be governed by 

NRO’s Privacy Regulation, but will be 
limited to the extent that the identity 
of confidential sources will not be com-
promised; subjects of an investigation 
of an actual or potential criminal or 
civil violation will not be alerted to 
the investigation; the physical safety 
of witnesses, informants and law en-
forcement personnel will not be endan-
gered, the privacy of third parties will 
not be violated; and that the disclosure 
would not otherwise impede effective 
law enforcement. Whenever possible, 
information of the above nature will be 
deleted from the requested documents 
and the balance made available. The 
controlling principle behind this lim-
ited access is to allow disclosures ex-
cept those indicated above. The deci-
sions to release information from these 
systems will be made on a case-by-case 
basis. 

(g) QNRO–15, Facility Security Files. 
(1) Exemptions. (i) Investigative mate-

rial compiled for law enforcement pur-
poses may be exempt pursuant to 5 
U.S.C. 552a(k)(2). However, if an indi-
vidual is denied any right, privilege, or 
benefit for which he would otherwise be 
entitled by Federal law or for which he 
would otherwise be eligible, as a result 
of the maintenance of such informa-
tion, the individual will be provided ac-
cess to such information except to the 
extent that disclosure would reveal the 
identity of a confidential source. 

(ii) Investigative material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifica-
tions for federal civilian employment, 
military service, federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(iii) Therefore, portions of this sys-
tem of records may be exempt pursuant 
to 5 U.S.C. 552a(k)(2) and/or (k)(5) from 
the following subsections of 5 U.S.C. 
552a(c)(3), (d), (e)(1), (e)(4)(G), (H) and 
(I), and (f). 

(2) Authority. 5 U.S.C. 552a(k)(2) and 
(k)(5). 

(3) Reasons. (i) From subsection (c)(3) 
because to grant access to the account-
ing for each disclosure as required by 
the Privacy Act, including the date, 
nature, and purpose of each disclosure 
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and the identity of the recipient, could 
alert the subject to the existence of the 
investigation or prosecutable interest 
by the NRO or other agencies. This 
could seriously compromise case prepa-
ration by prematurely revealing its ex-
istence and nature; compromise or 
interfere with witnesses or make wit-
nesses reluctant to cooperate; and lead 
to suppression, alteration, or destruc-
tion of evidence. 

(ii) From subsections (d)(1) through 
(d)(4), and (f) because providing access 
to investigative records and the right 
to contest the contents of those 
records and force changes to be made 
to the information contained therein 
would seriously interfere with and 
thwart the orderly and unbiased con-
duct of the investigation and impede 
case preparation. Providing access 
rights normally afforded under the Pri-
vacy Act would provide the subject 
with valuable information that would 
allow interference with or compromise 
of witnesses or render witnesses reluc-
tant to cooperate; lead to suppression, 
alteration, or destruction of evidence; 
enable individuals to conceal their 
wrongdoing or mislead the course of 
the investigation; and result in the se-
creting of or other disposition of assets 
that would make them difficult or im-
possible to reach in order to satisfy 
any Government claim growing out of 
the investigation or proceeding. 

(iii) From subsection (e)(1) because it 
is not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only 
after the information is evaluated in 
light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From subsections (e)(4)(G) and 
(H) because this system of records is 
compiled for investigative purposes 
and is exempt from the access provi-
sions of subsections (d) and (f). 

(v) From subsection (e)(4)(I) because 
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system 
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information 
and to protect privacy and physical 
safety of witnesses and informants. 

NRO will, nevertheless, continue to 
publish such a notice in broad generic 
terms as is its current practice. 

(vi) Consistent with the legislative 
purpose of the Privacy Act of 1974, the 
NRO will grant access to nonexempt 
material in the records being main-
tained. Disclosure will be governed by 
NRO’s Privacy Regulation, but will be 
limited to the extent that the identity 
of confidential sources will not be com-
promised; subjects of an investigation 
of an actual or potential criminal or 
civil violation will not be alerted to 
the investigation; the physical safety 
of witnesses, informants and law en-
forcement personnel will not be endan-
gered; the privacy of third parties will 
not be violated; and that the disclosure 
would not otherwise impede effective 
law enforcement. Whenever possible, 
information of the above nature will be 
deleted from the requested documents 
and the balance made available. The 
controlling principle behind this lim-
ited access is to allow disclosures ex-
cept those indicated above. The deci-
sions to release information from these 
systems will be made on a case-by-case 
basis. 

(h) QNRO–19. 
(1) System name: Customer Security 

Services Personnel Security Files. 
(2) Exemptions: (i) Investigatory ma-

terial compiled for law enforcement 
purposes may be exempt pursuant to 5 
U.S.C. 552a(k)(2). However, if an indi-
vidual is denied any right, privilege, or 
benefit for which he would otherwise be 
entitled by Federal law or for which he 
would otherwise be eligible, as a result 
of the maintenance of such informa-
tion, the individual will be provided ac-
cess to such information except to the 
extent that disclosure would reveal the 
identity of a confidential source. 

(ii) Investigatory material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifica-
tions for federal civilian employment, 
military service, federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(iii) Therefore, portions of this sys-
tem of records may be exempt pursuant 
to 5 U.S.C. 552a(k)(2) and/or (k)(5) from 
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the following subsections of 5 U.S.C. 
552a(c)(3), (d), (e)(1), (e)(4)(G), (H) and 
(I), and (f). 

(3) Authority: 5 U.S.C. 552a(k)(2) and 
(k)(5). 

(4) Reasons: (i) From subsection (c)(3) 
because to grant access to the account-
ing for each disclosure as required by 
the Privacy Act, including the date, 
nature, and purpose of each disclosure 
and the identity of the recipient, could 
alert the subject to the existence of the 
investigation or prosecutable interest 
by the NRO or other agencies. This 
could seriously compromise case prepa-
ration by prematurely revealing its ex-
istence and nature; compromise or 
interfere with witnesses or make wit-
nesses reluctant to cooperate; and lead 
to suppression, alteration, or destruc-
tion of evidence. 

(ii) From subsections (d)(1) through 
(d)(4), and (f) because providing access 
to investigatory records and the right 
to contest the contents of those 
records and force changes to be made 
to the information contained therein 
would seriously interfere with and 
thwart the orderly and unbiased con-
duct of the investigation and impede 
case preparation. Providing access 
rights normally afforded under the Pri-
vacy Act would provide the subject 
with valuable information that would 
allow interference with or compromise 
of witnesses or render witnesses reluc-
tant to cooperate; lead to suppression, 
alteration, or destruction of evidence; 
enable individuals to conceal their 
wrongdoing or mislead the course of 
the investigation; and result in the se-
creting of or other disposition of assets 
that would make them difficult or im-
possible to reach in order to satisfy 
any Government claim growing out of 
the investigation or proceeding. 

(iii) From subsection (e)(1) because it 
is not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only 
after the information is evaluated in 
light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From subsections (e)(4)(G) and 
(H) because this system of records is 
compiled for investigatory purposes 
and is exempt from the access provi-
sions of subsections (d) and (f). 

(v) From subsection (e)(4)(I) because 
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system 
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information 
and to protect privacy and physical 
safety of witnesses and informants. 
NRO will, nevertheless, continue to 
publish such a notice in broad generic 
terms as is its current practice. 

(vi) Consistent with the legislative 
purpose of the Privacy Act of 1974, the 
NRO will grant access to nonexempt 
material in the records being main-
tained. Disclosure will be governed by 
NRO’s Privacy Regulation, but will be 
limited to the extent that the identity 
of confidential sources will not be com-
promised; subjects of an investigation 
of an actual or potential criminal or 
civil violation will not be alerted to 
the investigation; the physical safety 
of witnesses, informants and law en-
forcement personnel will not be endan-
gered; the privacy of third parties will 
not be violated; and that the disclosure 
would not otherwise impede effective 
law enforcement. Whenever possible, 
information of the above nature will be 
deleted from the requested documents 
and the balance made available. The 
controlling principle behind this lim-
ited access is to allow disclosures ex-
cept those indicated in this paragraph. 
The decisions to release information 
from these systems will be made on a 
case-by-case basis. 

(i) NRO–21. 
(1) System name: Personnel Security 

Files. 
(2) Exemptions: (i) Investigatory ma-

terial compiled for law enforcement 
purposes may be exempt pursuant to 5 
U.S.C. 552a(k)(2). However, if an indi-
vidual is denied any right, privilege, or 
benefit for which he would otherwise be 
entitled by Federal law or for which he 
would otherwise be eligible, as a result 
of the maintenance of such informa-
tion, the individual will be provided ac-
cess to such information except to the 
extent that disclosure would reveal the 
identity of a confidential source. 

(ii) Investigatory material compiled 
solely for the purpose of determining 

VerDate Jan<31>2003 04:22 Jul 15, 2003 Jkt 200120 PO 00000 Frm 00993 Fmt 8010 Sfmt 8010 Y:\SGML\200120T.XXX 200120T



994

32 CFR Ch. I (7–1–03 Edition)§ 326.17

suitability, eligibility, or qualifica-
tions for federal civilian employment, 
military service, federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(iii) Therefore, portions of this sys-
tem of records may be exempt pursuant 
to 5 U.S.C. 552a(k)(2) and/or (k)(5) from 
the following subsections of 5 U.S.C. 
552a(c)(3), (d), (e)(1), (e)(4)(G), (H) and 
(I), and (f). 

(3) Authority: 5 U.S.C. 552a(k)(2) and 
(k)(5). 

(4) Reasons: (i) From subsection (c)(3) 
because to grant access to the account-
ing for each disclosure as required by 
the Privacy Act, including the date, 
nature, and purpose of each disclosure 
and the identity of the recipient, could 
alert the subject to the existence of the 
investigation or prosecutable interest 
by the NRO or other agencies. This 
could seriously compromise case prepa-
ration by prematurely revealing its ex-
istence and nature; compromise or 
interfere with witnesses or make wit-
nesses reluctant to cooperate; and lead 
to suppression, alteration, or destruc-
tion of evidence. 

(ii) From subsections (d)(1) through 
(d)(4), and (f) because providing access 
to records of a civil or administrative 
investigation and the right to contest 
the contents of those records and force 
changes to be made to the information 
contained therein would seriously 
interfere with and thwart the orderly 
and unbiased conduct of the investiga-
tion and impede case preparation. Pro-
viding access rights normally afforded 
under the Privacy Act would provide 
the subject with valuable information 
that would allow interference with or 
compromise of witnesses or render wit-
nesses reluctant to cooperate; lead to 
suppression, alteration, or destruction 
of evidence; enable individuals to con-
ceal their wrongdoing or mislead the 
course of the investigation; and result 
in the secreting of or other disposition 
of assets that would make them dif-
ficult or impossible to reach in order to 
satisfy any Government claim growing 
out of the investigation or proceeding. 

(iii) From subsection (e)(1) because it 
is not always possible to detect the rel-

evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only 
after the information is evaluated in 
light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From subsections (e)(4)(G) and 
(H) because this system of records is 
compiled for law enforcement purposes 
and is exempt from the access provi-
sions of subsections (d) and (f). 

(v) From subsection (e)(4)(I) because 
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system 
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information 
and to protect privacy and physical 
safety of witnesses and informants. 
NRO will, nevertheless, continue to 
publish such a notice in broad generic 
terms as is its current practice. 

(vi) Consistent with the legislative 
purpose of the Privacy Act of 1974, the 
NRO will grant access to nonexempt 
material in the records being main-
tained. Disclosure will be governed by 
NRO’s Privacy Regulation, but will be 
limited to the extent that the identity 
of confidential sources will not be com-
promised; subjects of an investigation 
of an actual or potential criminal vio-
lation will not be alerted to the inves-
tigation; the physical safety of wit-
nesses, informants and law enforce-
ment personnel will not be endangered; 
the privacy of third parties will not be 
violated; and that the disclosure would 
not otherwise impede effective law en-
forcement. Whenever possible, informa-
tion of the above nature will be deleted 
from the requested documents and the 
balance made available. The control-
ling principle behind this limited ac-
cess is to allow disclosures except 
those indicated above. The decisions to 
release information from these systems 
will be made on a case-by-case basis. 

(j) QNRO–4. 
(1) System name: Freedom of Informa-

tion Act and Privacy Act Files. 
(2) Exemption: During the processing 

of a Freedom of Information Act/Pri-
vacy Act request, exempt materials 
from other systems of records may in 
turn become part of the case record in 
this system. To the extent that copies 
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1 Copies may be obtained: http://
www.whitehouse.gov/OMB/circulars.

of exempt records from those ‘‘other’’ 
systems of records are entered into this 
system, the NRO hereby claims the 
same exemptions for the records from 
those ‘‘other’’ systems that are entered 
into this system, as claimed for the 
original primary system of which they 
are a part. 

(3) Authority: 5 U.S.C. 552a(j)(2), 
(k)(1), (k)(2), (k)(3), (k)(4), (k)(5), (k)(6), 
and (k)(7). 

(4) Records are only exempt from per-
tinent provisions of 5 U.S.C. 552a to the 
extent such provisions have been iden-
tified and an exemption claimed for the 
original record and the purposes under-
lying the exemption for the original 
record still pertain to the record which 
is now contained in this system of 
records. In general, the exemptions 
were claimed in order to protect prop-
erly classified information relating to 
national defense and foreign policy, to 
avoid interference during the conduct 
of criminal, civil, or administrative ac-
tions or investigations, to ensure pro-
tective services provided the President 
and others are not compromised, to 
protect the identity of confidential 
sources incident to Federal employ-
ment, military service, contract, and 
security clearance determinations, and 
to preserve the confidentiality and in-
tegrity of Federal evaluation mate-
rials. The exemption rule for the origi-
nal records will identify the specific 
reasons why the records are exempt 
from specific provisions of 5 U.S.C. 
552a. 

[65 FR 20372, Apr. 17, 2000, as amended at 66 
FR 41783, Aug. 9, 2001; 66 FR 54926, Oct. 31, 
2001; 67 FR 17616, Apr. 11, 2002]
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§ 327.1 Purpose. 
This part implements the basic poli-

cies and procedures for the implemen-
tation of the Privacy Act of 1974, as 
amended (5 U.S.C. 552a); OMB Circular 
A–130; 1 and 32 CFR part 310; and to pro-
mote uniformity in the DeCA Privacy 
Act Program.

§ 327.2 Applicability. 
This part applies to Headquarters, 

Field Operating Activities (FOA), Re-
gions, Zones, Central Distribution Cen-
ters (CDC), Commissaries of DeCA, and 
contractors during the performance of 
a contract with DeCA. All personnel 
are expected to comply with the proce-
dures established herein.

§ 327.3 Responsibilities. 
(a) The Director, DeCA. (1) Supervises 

the execution of the Privacy Act and 
this part within the DeCA, and serves 
as the DeCA Privacy Act Appeal Au-
thority. 

(2) Appoints: 
(i) The Executive Director for Sup-

port as the DeCA Initial Denial Au-
thority for the DeCA Privacy Act Pro-
gram. 

(ii) The Records Manager, Office of 
Safety, Security, and Administration 
as the DeCA Privacy Act Officer. 

(b) The Privacy Act Officer, DeCA. (1) 
Establishes and manages the PA pro-
gram for DeCA. 

(2) Provides guidance, assistance and 
training. 

(3) Controls and monitors all requests 
received and prepares documentation 
to the office of primary responsibility 
(OPR) for response. 

(4) Prepares response to requester 
based on information provided by the 
OPR. 

(5) Signs all response requests for re-
leasable information to the requester 
after coordination through the General 
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