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do not gain access to classified infor-
mation or material by sight or sound, 
and classified information shall not be 
discussed with or in the presence of un-
authorized persons.

§ 2400.45 Information Security Pro-
gram Review. 

(a) The Director, OSTP, shall require 
an annual formal review of the OSTP 
Information Security Program to en-
sure compliance with the provisions of 
Executive Order 12356 and Directive No. 
1, and this regulation. 

(b) The review shall be conducted by 
a group of three to five persons ap-
pointed by the Director and chaired by 
the Executive Director. The Security 

Officer will provide any records and as-
sistance required to facilitate the re-
view. 

(c) The findings and recommenda-
tions of the review will be provided to 
the Director for his determination.

§ 2400.46 Suggestions or complaints. 

Persons desiring to submit sugges-
tions or complaints regarding the Of-
fice of Science and Technology Policy 
Information Security Program should 
do so in writing. This correspondence 
should be addressed to: Executive Di-
rector, Office of Science and Tech-
nology Policy, Executive Office of the 
President, Washington, DC 20506.
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2700.52 Classified Review Committee.

AUTHORITY: E.O. 12065, National Security 
Regulation of June 28, 1978 (43 FR 28949, July 
31, 1978); Information Security Oversight Of-
fice Directive No. 1 (43 FR 46280, October 5, 
1978).

SOURCE: 44 FR 51574, Sept. 4, 1979. Correctly 
designated at 44 FR 51990, Sept. 6, 1979, un-
less otherwise noted.

Subpart A—Introduction

§ 2700.1 References. 
(a) Executive Order 12065, ‘‘National 

Security Information,’’ June 28, 1978, 
(hereinafter E.O. 12065). 

(b) Information Security Oversight 
Office, Directive No. 1, ‘‘National Secu-
rity Information,’’ October 2, 1978, 
(hereinafter ISOO Directive No. 1).

§ 2700.2 Purpose. 

The purpose of this Regulation is to 
ensure, consistent with the authorities 
listed in § 2700.1, that national security 
information originated and/or held by 
the Office for Micronesian Status Ne-
gotiations (OMSN), which includes the 
Status Liaison Office, Saipan, North-
ern Mariana Islands (SLNO), is pro-
tected. To ensure that such informa-
tion is protected, but only to the ex-
tent and for such period as is nec-
essary, this regulation identifies the 
information to be protected and pre-
scribes certain classification, declas-
sification and safeguarding procedures 
to be followed.

§ 2700.3 Applicability. 

This Regulation supplements E.O. 
12065 within OMSN with regard to Na-
tional Security Information. In con-
sonance with the authorities listed in 
§ 2700.1, it establishes general policies 
and certain procedures for the classi-
fication, declassification and safe-
guarding of information which is 
owned by, is produced for or by, or is 
under the control of OMSN.

Subpart B—Original Classification

§ 2700.11 Basic policy. 

(a) General. It is the policy of OMSN 
to make available to the public as 
much information concerning its ac-
tivities as is possible, consistent with 
its responsibility to protect the na-
tional security. 

(b) Safeguarding national security in-
formation. Within the Federal Govern-
ment there is some information which 
because it bears directly on the effec-
tiveness of our national defense and 
the conduct of our foreign relations, 
must be subject to some constraints for 
the security of our nation. 

(c) Balancing test. To balance the 
public’s interest in access to govern-
ment information with the need to pro-
tect certain national security informa-
tion from disclosure, these regulations 
indentify the information to be pro-
tected, prescribe classification, down-
grading, declassification, and safe-
guarding procedures to be followed, and 
establish education, monitoring and 
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sanctioning systems to insure their ef-
fectiveness. When questions arise as 
whether the need to protect informa-
tion may be outweighed by the public 
interest in disclosure of the informa-
tion, they shall be referred to OMSN 
pursuant to § 2700.32(b) for a determina-
tion whether the public interest in dis-
closure outweighs the damage to na-
tional security that might reasonably 
be expected from disclosure.

§ 2700.12 Criteria for and level of origi-
nal classification. 

(a) General Policy. Documents or 
other material are to be classified only 
when protecting the national security 
requires that the information they con-
tain be withheld from public disclo-
sure. Information may not be classified 
to conceal violations of law, ineffi-
ciency, or administrative error, or to 
prevent embarrassment to a person, or-
ganization or agency, or to restrain 
competition. No material may be clas-
sified to limit dissemination, or to pre-
vent or delay public release, unless its 
classification is consistent with E.O. 
12065. 

(b) Criteria. To be eligible for classi-
fication, information must meet two 
requirements: 

(1) First, it must deal with one of the 
criteria set forth in section 1–301 of 
E.O. 12065; 

(2) Second, the President’s Personal 
Representative for Micronesian Status 
Negotiations or his delegate who has 
original classification authority must 
determine that unauthorized disclosure 
of the information or material can rea-
sonably be expected to cause at least 
identifiable harm to the national secu-
rity. 

(c) Classification designations. Only 
three designations of classification are 
authorized—‘‘Top Secret,’’ ‘‘Secret,’’ 
‘‘Confidential.’’ No other classification 
designation is authorized or shall have 
force. 

(d) Unnecessary classification, and 
classification at a level higher than is 
necessary, shall be avoided. If there is 
reasonable doubt as to which designa-
tion in section 1–1 of E.O. 12065 is ap-
propriate, or whether information 
should be classified at all, the less re-
strictive designation should be used, or 

the information should not be classi-
fied.

§ 2700.13 Duration of original classi-
fication. 

(a) Information or material which is 
classified after December 1, 1978, shall 
be marked at the time of classification 
with the date or event for declassifica-
tion or a date for review for declas-
sification. This date or event shall be 
as early as national security permits 
and shall be no more than six years 
after original classification except as 
provided in paragraph (b) of this sec-
tion. 

(b) Only the President’s Personal 
Representative for Micronesian Status 
Negotiations may authorize a classi-
fication period exceeding six years. 
Originally classified information that 
is so designated shall be identified with 
the authority and reason for extension. 
This authority shall be used sparingly. 
In those cases where extension of clas-
sification is warranted, a declassifica-
tion date or event, or a date for review 
shall be set. This date or event shall be 
early as national security permits and 
shall be no more than twenty years 
after original classification except that 
for foreign information the date or 
event may be up to thirty years after 
original classification.

§ 2700.14 Challenges to classification. 

If holders of classified information 
believe the information is improperly 
or unnecessarily classified, or that 
original classification has been ex-
tended for too long a period, they 
should discuss the matter with their 
immediate superiors or the classifier of 
the information. If these discussions do 
not satisfy the concerns of the chal-
lenger, the matter should be brough to 
the attention of the chairman of the 
OMSN Information Security Oversight 
Committee, established pursuant to 
§ 2700.51. Action on such challenges 
shall be taken within 30 days from date 
of receipt and the challenger shall be 
notified of the results. When requested, 
anonymity of the challenger shall be 
preserved.
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Subpart C—Derivative 
Classification

§ 2700.21 Definition and application. 
Derivative classification is the act of 

assigning a level of classification to in-
formation which is determined to be 
the same in substance as information 
which is currently classified. Thus, de-
rivative classification may be accom-
plished by any person cleared for ac-
cess to that level of information, re-
gardless of whether the person has 
original classification authority at 
that level.

§ 2700.22 Classification guides. 
OMSN shall issue classification 

guides pursuant to section 2–2 of E.O. 
12065. These guides, which shall be used 
to direct derivative classification, shall 
identify the information to be pro-
tected in specific and uniform terms so 
that the information involved can be 
readily identified. The classification 
guides shall be approved in writing by 
the President’s Personal Representa-
tive for Micronesian Status Negotia-
tions. Such approval constitutes an 
original classification decision. The 
classification guides shall be kept cur-
rent and shall be reviewed at least 
every two years.

Subpart D—Declassification and 
Downgrading

§ 2700.31 Declassification authority. 
The Director, OMSN, is authorized to 

declassify OMSN originated documents 
after consultation with the appropriate 
OMSN staff members.

§ 2700.32 Declassification general. 
Declassification of classified infor-

mation shall be given emphasis com-
parable to that accorded to classifica-
tion. The determination to declassify 
information shall not be made on the 
basis of the level of classification as-
signed, but on the loss of the sensi-
tivity of the information with the pas-
sage of time, and with due regard for 
the public interest in access to official 
information. At the time of review, any 
determination not to declassify shall 
be based on a determination that de-
spite the passage of time since classi-

fication, release of information reason-
ably could still be expected to cause at 
least identifiable damage to the na-
tional security.

§ 2700.33 Mandatory review for declas-
sification. 

(a) General. All information classified 
under the Order or prior orders, except 
as provided for in section 3–503 of E.O. 
12065 shall be subject to review for de-
classification upon request of a mem-
ber of the public, a government em-
ployee, or an agency. 

(b) Receipt. (1) Requests for manda-
tory review for declassification under 
section 3–501 of E.O. 12065 must be in 
writing and should be addressed to: Of-
fice for Micronesian Status Negotia-
tions, ATTN: Security Officer (Manda-
tory Review Request), Room 3356, De-
partment of the Interior, Washington, 
DC 20240. 

(2) The requestor shall be informed of 
the date of receipt of the request at 
OMSN. This date will be the basis for 
the time limits specified in paragraph 
(c) of this section. 

(3) If the request does not reasonably 
describe the information sought, the 
requestor shall be notified that, unless 
additional information is provided or 
the request is made more specific, no 
further action will be taken. 

(4) Subject to paragraph (b)(7) of this 
section, if the information requested is 
in the custody of and under the exclu-
sive declassification authority of 
OMSN, OMSN shall determine whether 
the information or any reasonably seg-
regable portion of it no longer requires 
protection. If so, OMSN shall promptly 
make such information available to 
the requester, unless withholding it is 
otherwise warranted under applicable 
law. If the information may not be re-
leased, in whole or in part, OMSN shall 
give the requester a brief statement of 
the reasons, a notice of the right to ap-
peal the determination to the agency 
review committee, and notice that 
such an appeal must be filed with the 
review committee within 60 days. 

(5) When OMSN receives a request for 
information in a document which is in 
its custody, but which was classified by 
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another agency, it shall refer the re-
quest to the appropriate agency for re-
view, together with a copy of the docu-
ment containing the information re-
quested, where practicable. OMSN shall 
also notify the requester of the refer-
ral, unless the association of the re-
viewing agency with the information 
requires protection. The reviewing 
agency shall review a document in co-
ordination with any other agency in-
volved with the classification or having 
a direct interest in the subject matter. 
The reviewing agency shall respond di-
rectly to the requester in accordance 
with the pertinent procedures de-
scribed above and, if requested, shall 
notify OMSN of its determination. 

(6) Requests for declassification of 
classified documents originated by 
OMSN or another agency but in the 
possession and control of the Adminis-
trator of General Services, pursuant to 
44 U.S.C 2107 or 2107 Note, shall be re-
ferred by the Archivist to the agency of 
origin for processing and for direct re-
sponse to the requests. The Archivist 
will inform requesters of such referrals. 

(7) In the case of requests for docu-
ments containing foreign government 
information, OMSN, if it is also the 
agency which initially received the for-
eign government information, shall de-
termine whether the foreign govern-
ment information in the document 
may be declassified and released in ac-
cordance with agency policies or guide-
lines, consulting with other agencies of 
subject matter interest as necessary. If 
OMSN is not the agency which received 
the foreign government information, it 
shall refer the request to the latter 
agency, which shall take action on the 
request. In those cases where available 
agency policies or guidelines do not 
apply, consultation with the foreign 
originator through appropriate chan-
nels may be advisable prior to final ac-
tion on the request. 

(8) If any agency makes a request on 
behalf of a member of the public, the 
request shall be considered as a request 
by that member of the public and han-
dled accordingly. 

(c) Review. (1) Within sixty days from 
its receipt, OMSN shall inform the re-
questor of the determination of the 
mandatory review for declassification. 

(2) If the determination is to with-
hold some or all of the material re-
quested, the requestor may appeal the 
determination. The requestor shall be 
informed that an appeal must be made 
in writing within sixty days of receipt 
of the denial and should be addressed 
to the chairperson of the OMSN Classi-
fication Review Committee established 
pursuant to § 2700.52. 

(3) No agency in possession of a clas-
sified document may, in response to a 
request for the document made under 
the Freedom of Information Act (5 
U.S.C. 552) or under section 3–5 of E.O. 
12065, refuse to confirm the existence 
or non-existence of the document, un-
less the fact of its existence or non-ex-
istence would itself be classifiable. 

(4) The requestor shall be informed of 
the appellate determination within 
thirty days of receipt of the appeal. 

(5) In considering requests for manda-
tory review, OMSN may decline to re-
view again any request for material 
which has been recently reviewed and 
denied, except insofar as the request 
constitutes an appeal under paragraph 
(f) of this section. 

(d) Processing of Requests. The proc-
essing of requests by OMSN shall be as 
follows: 

(1) The Security Officer or his des-
ignee shall record the request, and ar-
range for search and review of the doc-
uments. The documents will be re-
viewed for declassification in accord-
ance with these regulations or any ap-
plicable guidelines. If the documents 
remain classified and are not to be re-
leased, in whole or in part, the review-
ing office will also prepare a letter in-
forming the requester as described in 
paragraph (b)(4) of this section. The 
letter to the requester shall be signed 
by the President’s Personal Represent-
ative for Micronesian Status Negotia-
tions, his Deputy or the Status Liaison 
Officer. The Security Officer or his des-
ignee shall record disposition of the 
case and forward the letter of denial to 
the requester. 

(2) If any request requires obtaining 
the views of other agencies, the receiv-
ing office shall arrange coordination of 
review with such other agencies. 

(3) When all documents involved in 
the request are declassified and re-
leased, the receiving office will send a 
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release statement, to the requester, 
and shall inform the requester of any 
fees due before releasing documents. 

(4) In the case of documents of agen-
cy origin requested by a Presidential 
Library on behalf of a member of the 
public, if there is a partial denial, the 
letter will advise the requester as de-
scribed in paragraph (b)(4) of this sec-
tion, but the requester will be referred 
to the Archivist for copies of the re-
leased document, with portions 
excised. The receiving office will trans-
mit such documents, with portions 
marked to be excised, to Archives 
which will transmit them with por-
tions excised to the Presidential Li-
brary for its records and for use in the 
case of further similar requests. 

(5) The Security Officer or his des-
ignee shall also coordinate requests 
from other agencies seeking the views 
of OMSN as to declassification of docu-
ments originated by such other agen-
cies but involving information of pri-
mary subject matter interest to OMSN. 
The Security Officer or his designee 
will transmit the documents to the re-
viewing individual for a determination 
as to declassification and will coordi-
nate the reply of OMSN to the request-
ing agency. 

(e) Appeals. (1) The President’s Per-
sonal Representative for Micronesian 
Status Negotiations shall receive ap-
peals for denial of documents by 
OMSN. Such appeals shall be addressed 
to President’s Personal Representative 
for Micronesian Status Negotiations, 
Suite 3356, Interior Department Build-
ing, Washington, DC 20240. The appeal 
must be received in OMSN within 60 
days of the date of the original denial 
letter or the final release of docu-
ments, whichever is later. 

(2) Appeals shall be decided within 30 
days of their receipt. 

(f) Fees. (1) Fees for the location and 
reproduction of information which is 
the subject of a mandatory review re-
quest shall be assessed according to the 
following schedule: 

(i) Search for records: $5.00 per hour 
when the search is conducted by a cler-
ical employee; $8.00 per hour when the 
search is conducted by a professional 
employee. No fee shall be assessed for 
searches of less than one hour. 

(ii) Reproduction of documents: Doc-
uments will be reproduced at a rate of 
$.25 per page for all copying of four 
pages or more. No fee shall be assessed 
for reproducing documents which are 
three pages or less, or for the first 
three pages of longer documents. 

(2) Where it is anticipated that the 
fees chargeable under this section will 
amount to more than $25.00, and the re-
questor has not indicated in advance a 
willingness to pay fees as high as are 
anticipated, the requestor shall be 
promptly notified of the amount of the 
anticipated fee or such portion thereof 
as can readily be estimated. In in-
stances where the estimated fees will 
greatly exceed $25.00, an advance de-
posit may be required. Dispatch of such 
a notice or request shall suspend the 
running of the period for response by 
OMSN until a reply is received from 
the requestor. 

(3) Remittance shall be in the form 
either of a personal check or bank 
draft on a bank in the United States, 
or a postal money order. Remittance 
shall be made payable to Treasurer of 
the United States and mailed to the ad-
dress noted in paragraph (b)(1) of this 
section. 

(4) A receipt for fees paid will be pro-
vided only upon request. Refund of fees 
for services actually rendered will not 
be made. 

(5) OMSN may waive all or part of 
any fee provided for in this section 
when it is deemed to be in either the 
interest of OMSN or of the general pub-
lic.

§ 2700.34 Downgrading authority. 
The Security Officer, OMSN is au-

thorized to downgrade OMSN origi-
nated documents after consultation 
with the staff member who is charged 
with functional responsibility for the 
subject matter under question.

Subpart E—Safeguarding
§ 2700.41 General restrictions on ac-

cess. 
(a) Determination of need-to-know. 

Classified information shall be made 
available to a person only when the 
possessor of the classified information 
establishes in each instance, except as 
provided in section 4–3 of E.O. 12065, 
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that access is essential to the accom-
plishment of official Government du-
ties or contractual obligations. 

(b) Determination of Trustworthiness. A 
person is eligible for access to classi-
fied information only after a showing 
of trustworthiness as determined by 
the President’s Personal Representa-
tive for Micronesian Status Negotia-
tions based upon appropriate investiga-
tions in accordance with applicable 
standards and criteria.

§ 2700.42 Responsibility for safe-
guarding classified information. 

(a) General Policy. The specific re-
sponsibility for the maintenance of the 
security of classified information rest 
with each person having knowledge or 
physical custody therof, no matter how 
obtained. The ultimate responsibility 
for safeguarding classified information 
rests on each supervisor to the same 
degree that supervisor is charged with 
functional responsibility. 

(b) Security and Top Secret Control Of-
ficers. The Director, OMSN, and the 
Status Liaison Officer, Saipan, are as-
signed specific security responsibilities 
as Security Officer and Top Secret 
Control Officer. 

(c) Handling. All documents bearing 
the terms ‘‘Top Secret,’’ ‘‘Secret’’ and 
‘‘Confidential’’ shall be delivered to the 
Top Secret Control Officer or his des-
ignee immediately upon receipt. All 
potential recipients of such documents 
shall be advised of the names of such 
designees and updated information as 
necessary. In the event that the Top 
Secret Control Officer or his designees 
are not available to receive such docu-
ments, they shall be turned over to the 
office supervisor and secured, un-
opened, in a designated combination 
safe located in OMSN or SLNO, as ap-
propriate until the Top Secret Control 
Officer is available. All materials not 
immediately deliverable to the Top Se-
cret Control Officer shall be delivered 
at the earliest opportunity. Under no 
circumstances shall classified material 
that cannot be delivered to the Top Se-
cret Control Officer be stored other 
than in the designated safe. 

(d) Storage. All classified documents 
shall be stored in the designated com-
bination safe or safes located in OMSN 
or SLNO as appropriate. The combina-

tion shall be changed as required by 
ISOO Directive No. 1, section IV F 
(5)(a). The combinations shall be 
known only to the Security Officer and 
his designees with the appropriate se-
curity clearance. 

(e) Security Education Program. The 
Security Officer shall establish a pro-
gram of briefings to familiarize per-
sonnel with the provisions of E.O. 12065 
and implementing directives. Such 
briefings shall be held once per year, or 
more frequently. Before any new or 
newly assigned employee enters on 
duty, he shall be given instruction in 
sufficient detail in security procedures 
and practices to inform him of his re-
sponsibilities arising from his access to 
classified data. 

(f) Access by Historical Researchers and 
Former Presidential Appointees. In keep-
ing with provisions 4–301 and 4–302 of 
E.O. 12065, the President’s Personal 
Representative for Micronesian Status 
Negotiations shall designate appro-
priate officials to determine, prior to 
granting access to classified informa-
tion, the propriety of such action in 
the interest of national security and 
assurance of the recipient’s trust-
worthiness and need-to-know.

§ 2700.43 Reproduction controls. 
OMSN and SLNO shall maintain 

records to show the number and dis-
tribution of all OMSN originated clas-
sified documents. Reproduction of clas-
sified material shall take place only in 
accordance with section 4–4 of E.O. 
12065 and any limitations imposed by 
the originator. Should copies be made, 
they are subject to the same controls 
as the original document. Records 
showing the number of distribution of 
copies shall be maintained by the Of-
fice Supervisor and the log stored with 
the original documents. These meas-
ures shall not restrict reproduction for 
the purposes of mandatory review.

§ 2700.44 Administrative sanctions. 
Officers and employees of the United 

States Government assigned to OMSN 
shall be subject to appropriate admin-
istrative sanctions if they knowingly 
and willingly commit a violation under 
section 5–5 of E.O. 12065. These sanc-
tions may include reprimand, suspen-
sion without pay, removal, termination 
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of classification authority, or other 
sanction in accordance with applicable 
law or the applicable regulations of the 
agency from which they are assigned to 
OMSN.

Subpart F—Implementation and 
Review

§ 2700.51 Information Security Over-
sight Committee. 

The OMSN Information Security 
Oversight Committee shall be chaired 
by the Security Officer, OMSN. The 
Committee shall be responsible for act-
ing on all suggestions and complaints 
concerning the administration of the 
OMSN information security program. 

The chairperson shall also be respon-
sible for conducting an active oversight 
program to ensure effective implemen-
tation of E.O. 12065.

§ 2700.52 Classified Review Committee. 

The OMSN Classification Review 
Committee shall be chaired by the 
President’s Personal Representative 
for Micronesian Status Negotiations. 
The Committee shall decide appeals 
from denials of declassification re-
quests submitted pursuant to section 
3–5 of E.O. 12065. The Committee shall 
consist of the President’s Personal 
Representative, Department of De-
fense/Legal Advisor and Political/Eco-
nomic Advisor.
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