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heads or other officials designated by 
the President, to classify information 
in the first instance.

§ 8.7 Spheres of responsibility. 
(a) Pursuant to Section 5.6(c) of Ex-

ecutive Order 12958, and to section 6.1 
of Executive Order 12968, the Assistant 
Secretary for Administration is hereby 
designated as the senior agency official 
of the Department of Transportation 
with assigned responsibilities to assure 
effective compliance with and imple-
mentation of Executive Order 12958, 
Executive Order 12968, Office of Man-
agement and Budget Directives, the 
regulations in this part, and related 
issuances. 

(b) In the discharge of these respon-
sibilities, the Assistant Secretary for 
Administration will be assisted by the 
Director of Security and Administra-
tive Management, who, in addition to 
other actions directed by this part, will 
evaluate the overall application of and 
adherence to the security policies and 
requirements prescribed in this part 
and who will report his/her findings 
and recommendations to the Assistant 
Secretary for Administration, heads of 
Departmental elements, and, as appro-
priate, to the Secretary. 

(c) Secretarial Officers and heads of 
Departmental elements will assure 
that the provisions in this part are ef-
fectively administered, that adequate 
personnel and funding are provided for 
this purpose, and that corrective ac-
tions that may be warranted are taken 
promptly.

Subpart B—Classification/
Declassification of Information

§ 8.9 Information Security Review 
Committee. 

(a) There is hereby established a De-
partment of Transportation Informa-
tion Security Review Committee, 
which will have authority to: 

(1) Act on all suggestions and com-
plaints not otherwise resolved with re-
spect to the Department’s administra-
tion of Executive Order 12958 and im-
plementing directives, including those 
regarding overclassification, failure to 
declassify, or delay in declassifying; 

(2) Act on appeals of requests for 
classification reviews, and appeals of 

requests for records under 5 U.S.C. 552 
(Freedom of Information Act) when the 
initial, and proposed final, denials are 
based on continued classification of the 
record; and 

(3) Recommend to the Secretary, 
when necessary, appropriate adminis-
trative action to correct abuse or vio-
lation of any provision of Executive 
Order 12598 and implementing direc-
tives. 

(b) The Information Security Review 
Committee will be composed of the As-
sistant Secretary for Administration, 
who will serve as Chair; the General 
Counsel; and the Director of Security 
and Administrative Management. 
When matters affecting a particular 
Departmental agency are at issue, the 
Associate Administrator for Adminis-
tration for that agency, or the Chief of 
Staff for the U.S. Coast Guard, as the 
case may be, will participate as an ad 
hoc member, together with the Chief 
Counsel of that agency. Any regular 
member may designate a representa-
tive with full power to serve in his/her 
place. 

(c) In carrying out its responsibilities 
to review decisions to revoke or not to 
issue clearances, or to deny access to 
classified information, the Committee 
will establish whatever procedures it 
deems fit.

§ 8.11 Authority to classify informa-
tion. 

(a) Executive Order 12958 confers 
upon the Secretary of Transportation 
the authority to originally classify in-
formation as SECRET or CONFIDEN-
TIAL with further authorization to 
delegate this authority. 

(b) The following delegations of au-
thority originally to classify informa-
tion as ‘‘Secret’’ or ‘‘Confidential’’, 
which may not be redelegated, are 
hereby made: 

(1) Office of the Secretary of Transpor-
tation. The Deputy Secretary; Assist-
ant Secretary for Administration; Di-
rector of Intelligence and Security; Di-
rector of Security and Administrative 
Management. 

(2) United States Coast Guard. Com-
mandant; Chief, Office of Law Enforce-
ment and Defense Operations. 

VerDate jul<14>2003 08:54 Nov 14, 2003 Jkt 200203 PO 00000 Frm 00072 Fmt 8010 Sfmt 8010 Y:\SGML\200203T.XXX 200203T



73

Office of the Secretary of Transportation § 8.19

(3) Federal Aviation Administration. 
Administrator; Assistant Adminis-
trator for Civil Aviation Security. 

(4) Maritime Administration. Adminis-
trator. 

(c) Although the delegations of au-
thority set out in paragraph (b) of this 
section are expressed in terms of posi-
tions, the authority is personal and is 
invested only in the individual occu-
pying the position. The authority may 
not be exercised ‘‘by direction of’’ a 
designated official. The formal ap-
pointment or assignment of an indi-
vidual to one of the identified positions 
or a designation in writing to act in 
the absence of one of these officials, 
however, conveys the authority origi-
nally to classify information as ‘‘SE-
CRET’’. 

(d) Previous delegations and redele-
gations of authority within the Depart-
ment of Transportation originally to 
classify information are hereby re-
scinded.

§ 8.13 Authority to downgrade or de-
classify. 

Information originally classified by 
the Department may be specifically 
downgraded or declassified by either 
the official authorizing the original 
classification, if that official is still 
serving in the same position, the origi-
nator’s current successor in function, a 
supervisory official of either, officials 
delegated declassification authority in 
writing by the Secretary, or by the De-
partmental Information Security Re-
view Committee.

§ 8.15 Mandatory review for classifica-
tion. 

(a) All information classified by the 
Department of Transportation under 
Executive Order 12958 or predecessor 
orders shall be subject to a review for 
declassification if: 

(1) The request for review describes 
the information with sufficient speci-
ficity to enable its location with a rea-
sonable amount of effort; and 

(2) The information has not been re-
viewed for declassification within the 
prior two years. If the information has 
been reviewed within the prior two 
years, or the information is the subject 
of pending litigation, the requestor will 
be informed of this fact, and of the De-

partment’s decision not to declassify 
the information and of his/her right to 
appeal the Department’s decision not 
to declassify the information to the 
Interagency Security Classification 
Appeals Panel. 

(b) All information reviewed for de-
classification because of a mandatory 
review will be declassified if it does not 
meet the standards for classification in 
Executive Order 12958. The information 
will then be released unless with-
holding is otherwise authorized and 
warranted under applicable law.

§ 8.17 Classification challenges. 

(a) Authorized holders of information 
classified by the Department of Trans-
portation who, in good faith, believe 
that its classification status is im-
proper are encouraged and expected to 
challenge the classification status of 
the information before the Depart-
mental Information Security Review 
Committee. 

(1) No individual will be subject to 
retribution for bringing such a chal-
lenge; and 

(2) Each individual whose challenge 
is denied will be advised that he/she 
may appeal to the Interagency Secu-
rity Classification Appeals Panel es-
tablished by section 5.4 of Executive 
Order 12958. 

(b) This classification challenge pro-
vision is not intended to prevent an au-
thorized holder of information classi-
fied by the Department of Transpor-
tation from informally questioning the 
classification status of particular in-
formation. Such information inquiries 
should be encouraged as means to re-
solve classification concerns and re-
duce the administrative burden of for-
mal challenges.

§ 8.19 Procedures for submitting and 
processing requests for classifica-
tion reviews. 

(a) The Director of Security and Ad-
ministrative Management is hereby 
designated as the official to whom a 
member of the public or another de-
partment or agency should submit a re-
quest for a classification review of 
classified information produced by or 
under the primary cognizance of the 
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Department. Elements of the Depart-
ment that receive a request directly 
will immediately notify the Director. 

(b) If the request for classification re-
view involves material produced by or 
under the cognizance of the U.S. Coast 
Guard or the Federal Aviation Admin-
istration, the Director will forward the 
request to the headquarters security 
staff of the element concerned for ac-
tion. If the request involves material 
produced by other Departmental ele-
ments, the Director will serve as the 
office acting on the request. 

(c) The office acting on the request 
will: 

(1) Immediately acknowledge receipt 
of the request and provide a copy of the 
correspondence to the Director. If a fee 
for search of records is involved pursu-
ant to 49 CFR Part 7, the requester will 
be so notified; 

(2) Conduct a security review, which 
will include consultation with the of-
fice that produced the material and 
with source authorities when the clas-
sification, or exemption of material 
from automatic declassification, was 
based upon determinations by an origi-
nal classifying authority; and 

(3) Assure that the requester is noti-
fied of the determination within 30 cal-
endar days or given an explanation as 
to why further time is necessary, and 
provide a copy of the notification to 
the Director. 

(d) If the determination reached is 
that continued classification is re-
quired, the notification to the re-
quester will include, whenever possible, 
a brief statement as to why the re-
quested material cannot be declas-
sified. The notification will also advise 
the requester of the right to appeal the 
determination to the Departmental In-
formation Security Review Committee. 
A requester who wishes to appeal a 
classification review decision, or who 
has not been notified of a decision after 
60 calendar days, may submit an appeal 
to the Departmental Information Secu-
rity Review Committee. 

(e) If the determination reached is 
that continued classification is not re-
quired, the information will be declas-
sified and the material remarked ac-
cordingly. The office acting on the re-
quest will then refer the request to the 
office originating the material or high-

er authority to determine if it is other-
wise withholdable from public release 
under the Freedom of Information Act 
(5 U.S.C. 552) and the Department’s im-
plementing regulations (49 CFR Part 
7). 

(1) If the material is available under 
the Freedom of Information Act, the 
requester will be advised that the ma-
terial has been declassified and is 
available. If the request involves the 
furnishing of copies and a fee is to be 
collected, the requester will be so ad-
vised pursuant to 49 CFR Part 7, De-
partmental regulations implementing 
the Freedom of Information Act. 

(2) If the material is not available 
under the Freedom of Information Act, 
the requester will be advised that the 
material has been declassified but that 
the record is unavailable pursuant to 
the Freedom of Information Act, and 
that the provisions concerning proce-
dures for reconsidering decisions not to 
disclose records, contained in 49 CFR 
Part 7, apply. 

(f) Upon receipt of an appeal from a 
classification review determination 
based upon continued classification, 
the Departmental Information Secu-
rity Review Committee will acknowl-
edge receipt immediately and act on 
the matter within 30 calendar days. 
With respect to information originally 
classified by or under the primary cog-
nizance of the Department, the Com-
mittee, acting for the Secretary, has 
authority to overrule previous deter-
minations in whole or in part when, in 
its judgment, continued protection in 
the interest of national security is no 
longer required. When the classifica-
tion of the material produced in the 
Department is based upon a classifica-
tion determination made by another 
department or agency, the Committee 
will immediately consult with its 
counterpart committee for that depart-
ment or agency. 

(1) If it is determined that the mate-
rial produced in the Department re-
quires continued classification, the re-
quester will be so notified and advised 
of the right to appeal the decision to 
the Interagency Classification Review 
Committee. 

(2) If it is determined that the mate-
rial no longer requires classification, it 
will be declassified and remarked. The 
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Committee will refer the request to the 
General Counsel, or to the head of the 
Departmental agency concerned, as the 
case may be, to determine if the mate-
rial is otherwise withholdable from the 
public under the Freedom of Informa-
tion Act (5 U.S.C. 552) and Depart-
mental regulations, (49 CFR Part 7), 
and paragraphs (f)(1) and (2) of this sec-
tion will be followed. A copy of the re-
sponse to the requester will be provided 
to the Committee. 

(g) Requests for a classification re-
view of material more than 25 years old 
will be referred directly to the Archi-
vist of the United States and the re-
quester will be notified of the referral. 
In this event, the provisions of this sec-
tion apply. 

(h) Whenever a request is insufficient 
in the description of the record sought, 
the requester will be asked to limit his 
request to records that are reasonably 
obtainable. If, in spite of these steps, 
the requester does not describe the 
records with sufficient particularity, or 
the record requested cannot be ob-
tained with a reasonable amount of ef-
fort, the requester will be notified of 
the reasons why the request is denied 
and of his/her right to appeal the deter-
mination to the Departmental Infor-
mation Security Review Committee.

§ 8.21 Burden of proof. 
For the purpose of determinations to 

be made under §§ 8.13, 8.15, and 8.17, the 
burden of proof is on the originating 
Departmental agency to show that con-
tinued classification is warranted.

§ 8.23 Classified information trans-
ferred to the Department of Trans-
portation. 

(a) Classified information officially 
transferred to the Department in con-
junction with a transfer of function, 
and not merely for storage purposes, 
will be considered to have been origi-
nated by the Department. 

(b) Classified information in the cus-
tody of the Department originated by a 
department or agency that has ceased 
to exist and for whom there is no suc-
cessor agency will be deemed to have 
been originated by the Department. 
This information may be declassified 
or downgraded by the Department after 
consultation with any other agency 

that has an interest in the subject mat-
ter of the information. Such agency 
will be allowed 30 calendar days in 
which to express an objection, if it so 
desires, before action is taken. A dif-
ference of opinion that cannot be re-
solved will be referred to the Depart-
mental Information Security Review 
Committee, which will consult with its 
counterpart committee for the other 
agency. 

(c) Classified information transferred 
to the National Archives and Records 
Administration (NARA) will be declas-
sified or downgraded by the Archivist 
of the United States in accordance 
with Executive Order 12958, Depart-
mental classification guides, and any 
existing procedural agreement between 
NARA and the Department. The De-
partment will take all reasonable steps 
to declassify information contained in 
records determined to have permanent 
historical value before they are 
accessioned in NARA. 

(d) To the extent practicable, the De-
partment will adopt a system of 
records management that will facili-
tate the public release of documents at 
the time such documents are declas-
sified under the provisions of this part 
for automatic declassification. To the 
maximum extent possible without de-
stroying the integrity of the Depart-
ment’s files, all such material will be 
segregated or set aside for public re-
lease upon request. The Department 
will cooperate with the Archivist in ef-
forts to establish a Government-wide 
database of information that has been 
declassified.

Subpart C—Access to Information
§ 8.25 Personnel Security Review 

Board. 
(a) There is hereby established a De-

partment of Transportation Personnel 
Security Review Board, which will, on 
behalf of the Secretary of Transpor-
tation (except in any case in which the 
Secretary personally makes the deci-
sion), make the administratively final 
decision on an appeal arising in any 
part of the Department from: 

(1) A decision not to grant access to 
classified information; 

(2) A decision to revoke access to 
classified information; or 
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