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an act of retaliation occurred, the deci-
sion may order the contractor to pro-
vide you with appropriate interim re-
lief (including reinstatement) pending
the outcome of any request for review
of the decision by the OHA Director.
Such interim relief will not include
payment of any money.

§708.37 Will an employee whose com-
plaint is denied by a final agency
decision be reimbursed for costs
and expenses incurred in pursuing
the complaint?

No. If your complaint is denied by a
final agency decision, you may not be
reimbursed for the costs and expenses
you incurred in pursuing the com-
plaint.

§708.38 How is a final agency decision
implemented?

(a) The Head of Field Element having
jurisdiction over the contract under
which you were employed when the al-
leged retaliation occurred, or EC Direc-
tor, will implement a final agency deci-
sion by forwarding the decision and
order to the contractor, or subcon-
tractor, involved.

(b) A contractor’s failure or refusal
to comply with a final agency decision
and order under this regulation may
result in a contracting officer’s deci-
sion to disallow certain costs or termi-
nate the contract for default. In the
event of a contracting officer’s decision
to disallow costs or terminate a con-
tract for default, the contractor may
file a claim under the disputes proce-
dures of the contract.

§708.39 Is a decision and order imple-
mented under this regulation con-
sidered a claim by the government
against a contractor or a decision
by the contracting officer under
sections 6 and 7 of the Contract Dis-
putes Act?

No. A final agency decision and order
issued pursuant to this regulation is
not considered a claim by the govern-
ment against a contractor or ‘‘a deci-
sion by the contracting officer’” under
sections 6 and 7 of the Contract Dis-
putes Act (41 U.S.C. 605 and 606).
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§708.40 Are contractors required to in-
form their employees about this
program?

Yes. Contractors who are covered by
this part must inform their employees
about these regulations by posting no-
tices in conspicuous places at the work
site. These notices must include the
name and address of the DOE office
where you can file a complaint under
this part.

[64 FR 37397, July 12, 1999]

§708.41 Will DOE ever refer a com-
plaint filed under this part to an-
other agency for investigation and
a decision?

Notwithstanding the provisions of
this part, the Secretary of Energy re-
tains the right to request that a com-
plaint filed under this part be accepted
by another Federal agency for inves-
tigation and factual determinations.

[64 FR 37397, July 12, 1999]

§708.42 May the deadlines established
by this part be extended by any
DOE official?

Yes. The Secretary of Energy (or the
Secretary’s designee) may approve the
extension of any deadline established
by this part, and the OHA Director
may approve the extension of any dead-
line under §708.22 through §708.34 of
this subpart (relating to the investiga-
tion, hearing, and OHA appeal process).

[64 FR 37397, July 12, 1999]

§708.43 Does this rule impose an af-
firmative duty on DOE contractors
not to retaliate?

Yes. DOE contractors may not retali-
ate against any employee because the
employee (or any person acting at the
request of the employee) has taken an
action listed in §§708.5(a)-(c).

[65 FR 6319, Feb. 9, 2000; 65 FR 9201, Feb. 24,
2000]

PART 709—POLYGRAPH
EXAMINATION REGULATIONS

Subpart A—General Provisions

Sec.
709.1 What is the purpose of this part?
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709.2 What is the scope of this part?

709.3 What are the definitions of the terms
used in this part?

709.4 To whom does the polygraph examina-
tion requirement under this part apply?

709.5 How will an individual know if his or
her position will be eligible for a poly-
graph examination?

709.6 How often will an individual be subject
to polygraph examination?

Subpart B—Polygraph Examina-
tion Protocols and Protection
of National Security

709.11 What types of topics are within the
scope of a polygraph examination?

709.12 How does DOE determine the wording
of questions?

709.13 May an individual refuse to take a
polygraph examination?

709.14 What are the consequences of a re-
fusal to take a polygraph examination?

709.15 How does DOE use polygraph exam-
ination results?

Subpart C—Safeguarding Privacy
and Employee Rights

709.21 When is an individual notified that a
polygraph examination is scheduled?
709.22 What rights to counsel or other rep-
resentation does an individual have?
709.23 How does DOE obtain an individual’s
consent to a polygraph examination?
709.24 What other information is provided
to the individual prior to a polygraph ex-

amination?

709.25 Are there limits on use of polygraph
examination results that reflect ‘‘decep-
tion indicated’ or ‘‘no opinion’?

709.26 How does DOE protect the confiden-

tiality of  polygraph examination
records?
Subpart D—Polygraph Examina-

fion and Examiner Standards

709.31 What are the DOE standards for poly-
graph examinations and polygraph exam-
iners?

709.32 What are the training requirements
for polygraph examiners?

AUTHORITY: 42 U.S.C. 2011, et seq., 42 U.S.C.
7101, et seq., 42 U.S.C. 7383h.

SOURCE: 64 FR 70975, Dec. 17, 1999, unless
otherwise noted.

§709.3

Subpart A—General Provisions

§709.1 What is the purpose of this
part?

This part:

(a) Describes the categories of indi-
viduals who are eligible for counter-
intelligence-scope polygraph testing;
and

(b) Provides guidelines for the use of
counterintelligence-scope polygraph
examinations and for the use of excul-
patory polygraph examinations, upon
the request of an individual, in order to
resolve counterintelligence investiga-
tions and personnel security issues;
and

(c) Provides guidelines for protecting
the rights of individual DOE, and DOE
contractor, and employees subject to
this rule.

§709.2 What is the scope of this part?

This part includes:

(a) A description of the conditions
under which DOE may administer and
use polygraph examinations;

(b) A description of the positions
which DOE may subject to polygraph
examination;

(c) Controls on the use of polygraph
examinations; and

(d) Safeguards to prevent unwar-
ranted intrusion into the privacy of in-
dividuals.

§709.3 What are the definitions of the
terms used in this part?

For purposes of this part:

Accelerated Access Authorization Pro-
gram or AAAP means the program for
granting interim access to classified
matter and special nuclear material
based on a drug test, a National Agen-
cy Check, a psychological assessment,
and a counterintelligence-scope poly-
graph examination consistent with this
part.

Access means the admission of DOE
and contractor employees and appli-
cants for employment, and other indi-
viduals assigned or detailed to Federal
positions at DOE to the eight cat-
egories of positions identified in
§709.4(a)(1)—(8).

Access authorization means an admin-
istrative determination that an indi-
vidual is eligible for access to classified
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matter or is eligible for access to, or
control over, special nuclear material.

Adverse personnel action means

(1) With regard to a DOE employee,
the removal, suspension for more than
14 days, reduction in grade or pay, or a
furlough of 30 days or less as described
in 5 U.S.C. Chapter 75; or

(2) With regard to a contractor em-
ployee, the discharge, discipline, or de-
nial of employment or promotion, or
any other discrimination in regard to
hire or tenure of employment or any
term or condition of employment.

Contractor means a DOE contractor
or a subcontractor at any tier.

Control questions means questions
used during a polygraph examination
that are designed to produce a physio-
logical response, which may be com-
pared to the physiological responses to
the relevant questions.

Counterintelligence means information
gathered and activities conducted to
protect against espionage, other intel-
ligence activities, sabotage, or assas-
sinations conducted by or on behalf of
foreign governments or elements there-
of, foreign organizations, or foreign
persons, or international terrorist ac-
tivities.

Deception indicated means an opinion
that indicates that an analysis of the
polygraph charts reveal physiological
responses to the relevant questions
that were indicative of evasion.

DOE means the Department of En-
ergy.

Eligibility evaluation means the proc-
ess employed by the Office of Counter-
intelligence to determine whether DOE
and contractor employees and appli-
cants for employment, and other indi-
viduals assigned or detailed to Federal
positions at DOE will be recommended
for access or continued access to the
eight categories of positions identified
in §709.4(a)(1)-(8).

Intelligence means information relat-
ing to the capabilities, intentions, or
activities of foreign governments or
elements thereof, foreign organizations
or foreign persons.

Local commuting area means the geo-
graphic area that usually constitutes
one area for employment purposes. It
includes any population center (or two
or more neighboring ones) and the sur-
rounding localities in which people live

10 CFR Ch. lll (1-1-04 Edition)

and can reasonably be expected to trav-
el back and forth daily to their usual
employment.

No deception indicated means an opin-
ion that indicates that an analysis of
the polygraph charts revealed the
physiological responses to the relevant
questions were not indicative of eva-
sion.

No opinion refers to an evaluation of
a polygraph test in which the poly-
graph examiner cannot render an opin-
ion based upon the physiological data
on the polygraph charts.

Personnel Assurance Program or PAP
means the human reliability program
set forth under 10 CFR part 711 de-
signed to ensure that individuals as-
signed to nuclear explosive duties do
not have emotional, mental or physical
incapacities that could result in a
threat to nuclear explosive safety.

Personnel Security Assurance Program
or PSAP means the program in subpart
B of 10 CFR part 710.

Personnel security clearance means an
administrative determination that an
individual is eligible for access to clas-
sified matter or is eligible for access
to, or control over, special nuclear ma-
terial.

Polygraph means an instrument that

(1) Records continuously, visually,
permanently, and simultaneously
changes in cardiovascular, respiratory,
and electrodermal patterns as min-
imum instrumentation standards; and

(2) Is used, or the results of which are
used, for the purpose of rendering a di-
agnostic opinion regarding the honesty
or dishonesty of an individual.

Polygraph examination means a proc-
ess that encompasses all activities that
take place between a polygraph exam-
iner and individual during a specific se-
ries of interactions, including the pre-
test interview, the use of the polygraph
instrument to collect physiological
data from the individual while the
polygraph examiner is presenting a se-
ries of tests, the test data analysis
phase, and the post-test phase.

Polygraph examination records means
all records of the polygraph examina-
tion, including the polygraph report,
audio-video recording, and the poly-
graph consent form.

Polygraph report refers to a polygraph
document that may contain identifying
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data of the individual, a synopsis of the
basis for which the examination was
conducted, the relevant questions uti-
lized and the polygraph examiner’s
conclusions.

Polygraph test means that portion of
the polygraph examination during
which the polygraph instrument col-
lects physiological data based upon the
individual’s responses to test questions
from the examiner.

Relevant questions are those questions
used during the polygraph examination
that pertain directly to the issues for
which the examination is being con-
ducted.

Special Access Program or SAP means a
program established under Executive
Order 12958 for a specific class of classi-
fied information that imposes safe-
guarding and access requirements that
exceed those normally required for in-
formation at the same classification
level.

Unresolved issues refers to an opinion
which indicates that the analysis of
the polygraph charts revealed con-
sistent, significant, timely physio-
logical responses to the relevant ques-
tions in personnel screening.

§709.4 To whom does the polygraph
examination requirement under
this part apply?

(a) Except as provided in paragraph
(b) of this section, this part applies to
DOE and contractor employees and ap-
plicants for employment, and other in-
dividuals assigned or detailed to Fed-
eral positions at DOE, who are in:

(1) Positions that DOE has deter-
mined include counterintelligence ac-
tivities or access to counterintel-
ligence sources and methods;

(2) Positions that DOE has deter-
mined include intelligence activities or
access to intelligence sources and
methods;

(3) Positions requiring access to in-
formation that is protected within a
non-intelligence special access pro-
gram (SAP) designated by the Sec-
retary of Energy;

(4) Positions that are subject to the
Personnel Security Assurance Program
(PSAP);

(5) Positions that are subject to the
Personnel Assurance Program (PAP);

§709.4

(6) Positions that DOE has deter-
mined have a need-to-know or access to
information specifically designated by
the Secretary regarding the design and
operation of nuclear weapons and asso-
ciated use control features;

(7) Positions within the Office of
Independent Oversight and Perform-
ance Assurance, Or any successor
thereto, involved in inspection and as-
sessment of safeguards and security
functions, including cyber security, of
the Department;

(8) Positions within the Office of Se-
curity and Emergency Operations, or
any successor thereto;

(9) The Accelerated Access Author-
ization Program (AAAP); and

(10) Positions where the applicant or
incumbent has requested a polygraph
examination in order to respond to
questions that have arisen in the con-
text of counterintelligence investiga-
tions or personnel security issues.
These examinations are referred to in
this part as exculpatory polygraph ex-
aminations.

(b) This part does not apply to:

(1) Any individual for whom the Di-
rector of the Office of Counterintel-
ligence (D/OCI), gives a waiver, based
upon certification from another Fed-
eral agency that the individual has
successfully completed a full scope or
counterintelligence-scope polygraph
examination administered within the
last five years;

(2) Any individual who is being treat-
ed for a medical or psychological con-
dition or is taking medication that,
based upon consultation with the indi-
vidual, the DOE Test Center deter-
mines would preclude the individual
from being tested; or

(3) Any individual for whom the Sec-
retary of Energy gives a written waiver
in the interest of national security.

(c) The Program Manager responsible
for each program with positions identi-
fied in paragraphs (a)(1)-(8) of this sec-
tion identifies in the first instance, in
order of priority, those specific posi-
tions that will be polygraphed.

(d) The Program Manager submits
positions identified under paragraph (c)
of this section to the D/OCI for review
and concurrence. The D/OCI forwards
the positions, with suggested additions
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or deletions, to the Secretary for ap-
proval.

§709.5 How will an individual know if
his or her position will be eligible
for a polygraph examination?

(a) All positions in the programs de-
scribed in §709.4(a)(1)-(8) are eligible
for polygraph examination. When a
polygraph examination is scheduled,
DOE must notify the individual, in ac-
cordance with §709.21.

(b) Any job announcement or posting
with respect to any position in those
programs must indicate that the selec-
tion of an individual for the position
may be conditioned upon his or her
successful completion of a counter-
intelligence-scope polygraph examina-
tion.

§709.6 How often will an individual be
subject to polygraph examination?

Positions identified in §709.4(a)(1)-(8)
are subject to a five year periodic, as
well as an aperiodic, reinvestigation
polygraph.

Subpart B—Polygraph Examina-
fion Protocols and Protection
of National Security

§709.11 What types of topics are with-
in the scope of a polygraph exam-
ination?

(a) DOE may ask questions that are
appropriate to a counterintelligence-
scope examination or that are relevant
to the matter at issue in an excul-
patory examination.

(b) A counterintelligence-scope poly-
graph examination is limited to topics
concerning the individual’s involve-
ment in espionage, sabotage, terrorism,
unauthorized disclosure of classified
information, unauthorized foreign con-
tacts, and deliberate damage to or ma-
licious misuse of a U.S. government in-
formation or defense system.

(c) DOE may not ask questions that:

(1) Probe a person’s thoughts or be-
liefs;

(2) Concern conduct that has no
counterintelligence implication; or

(3) concern conduct that has no di-
rect relevance to an investigation.

10 CFR Ch. lll (1-1-04 Edition)

§709.12 How does DOE determine the
wording of questions?

The examiner determines the exact
wording of the polygraph questions
based on the examiner’s pretest inter-
view of the individual, the individual’s
understanding of the questions, and
other input from the individual.

§709.13 May an individual refuse to
take a polygraph examination?

(@) Yes. An individual may refuse to
take a counterintelligence-scope or ex-
culpatory polygraph examination, and
an individual being examined may ter-
minate the examination at any time.

(b) If an individual terminates a
counterintelligence-scope or excul-
patory polygraph examination prior to
the completion of the examination,
DOE may treat that termination as a
refusal to take a polygraph examina-
tion under §709.14.

§709.14 What are the consequences of
a refusal to take a polygraph exam-
ination?

(a) If an individual is an applicant for
employment, assignment, or detail to
one of the positions described in
§709.4(a)(1)-(8), and the individual re-
fuses to take a counterintelligence
polygraph examination required by
statute as an initial condition of ac-
cess, DOE and its contractors must
refuse to employ, assign, or detail the
individual to the identified position.

(b) If the individual is an applicant
for employment, assignment, or detail
to one of the positions described in
§709.4(a)(1)-(8) and the individual re-
fuses to take a counterintelligence
polygraph examination otherwise re-
quired by this part, DOE and its con-
tractors may refuse to employ, assign,
or detail the individual to the identi-
fied position.

(c) If an individual is an incumbent
in a position described in §709.4(a)(1)-
(8) and the individual refuses to take a
counterintelligence polygraph exam-
ination required by statute as a condi-
tion of continued access, DOE and its
contractors must deny the individual
access to the information or involve-
ment in the activities that justified
conducting the examination, con-
sistent with §709.15. If the individual is
a DOE employee, DOE may reassign or
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realign the individual’s duties, within
the local commuting area, or take
other action, consistent with that de-
nial of access.

(d) If the individual is an incumbent
in a position described in §709.4(a)(1)-
(8), and the individual refuses to take a
counterintelligence polygraph exam-
ination as required by this part, DOE
and its contractors may deny that indi-
vidual access to the information or in-
volvement in the activities that justi-
fied conducting the examination, con-
sistent with §709.15. If the individual is
a DOE employee, DOE may reassign or
realign the individual’s duties, within
the local commuting area, or take
other action, consistent with that de-
nial of access.

(e) If the individual is a DOE em-
ployee whose current position does not
require a counterintelligence poly-
graph examination and is an applicant
for employment, assignment, or detail
to one of the positions described in
§709.4(a)(1)-(8), the individual’s refusal
to take a polygraph examination will
not affect the individual’s current em-
ployment status.

(f) If an individual refuses to take a
polygraph examination as part of the
Accelerated Access Authorization Pro-
gram, DOE must terminate the acceler-
ated authorization process and the in-
dividual may continue to be processed
for access authorization under the
standard DOE personnel security proc-
ess.

(g) Since an exculpatory polygraph
examination is administered at the re-
quest of an individual, DOE and its
contractors may not take any adverse
personnel action against an individual
for refusing to request or take an ex-
culpatory polygraph examination. DOE
and its contractors may not record an
individual’s refusal to take an excul-
patory polygraph examination in the
individual’s personnel security file, or
any investigative file. DOE also may
not record the fact of that refusal in a
DOE employee’s personnel file.

(h) If a DOE employee refuses to take
a counterintelligence polygraph exam-
ination, DOE may not record the fact
of that refusal in the employee’s per-
sonnel file.

§709.15

§709.15 How does DOE use polygraph
examination results?

(a) If, following the completion of the
polygraph test, there are any unre-
solved issues, the polygraph examiner
must conduct an in-depth interview of
the individual to address those unre-
solved issues.

(b) If, after the polygraph examina-
tion, there are remaining unresolved
issues that raise significant questions
relevant to the individual’s access to
the information or involvement in the
activities that justified the polygraph
examination, DOE must so advise the
individual and provide an opportunity
for the individual to undergo an addi-
tional polygraph examination. If the
additional polygraph examination is
not sufficient to resolve the matter,
DOE must undertake a comprehensive
investigation of the individual, using
the polygraph examination as an inves-
tigative lead.

(c) The Office of Counterintelligence
(OCI) will conduct an eligibility eval-
uation that considers examination re-
sults, the individual’s personnel secu-
rity file, and other pertinent informa-
tion. If unresolved issues remain at the
time of the eligibility evaluation, DOE
will interview the individual if it is de-
termined that a personal interview will
assist in resolving the issue. No denial
or revocation of access will occur until
the eligibility evaluation is completed.

(d) Following the eligibility evalua-
tion, D/OCI must recommend, in writ-
ing, to the Program Manager respon-
sible for the access that the individ-
ual’s access be approved or retained, or
denied or revoked.

(1) If the Program Manager agrees
with the recommendation, the Pro-
gram Manager will notify the indi-
vidual, in writing, that the individual’s
access has been approved or retained,
or denied or revoked.

(2) If the Program Manager disagrees
with the D/OCI’s recommendation the
matter will be referred to the Sec-
retary for a final decision.

(3) If the Program Manager denies or
revokes the individual’s access, and the
individual is a DOE employee, DOE
may reassign the individual or realign
the individual’s duties within the local
commuting area or take other actions
consistent with the denial of access.

347



§709.21

(4) If the Program Manager denies
the individual’s access and the indi-
vidual is an applicant for employment,
assignment, or detail to one of the po-
sitions described in 709.4(a)(1)-(8), DOE
and its contractors may refuse to em-
ploy, assign or detail the individual to
the identified position.

(5) If the Program Manager revokes
the access of an individual assigned or
detailed to DOE, DOE may remove the
individual from access to the informa-
tion that justified the polygraph exam-
ination and return the individual to
the agency of origin.

(6) If the Program Manager denies or
revokes the access for an individual ap-
plying for a DOE access authorization
or already holding a DOE access au-
thorization, DOE may initiate an ad-
ministrative review of the individual’s
clearance eligibility under the DOE
regulations governing eligibility for a
security clearance at 10 CFR part 710.

(7) For cases involving a question of
loyalty to the United States, DOE may
refer the matter to the FBI as required
by section 145d of the AEA.

(e) DOE and contractor employees,
applicants for employment, and other
individuals assigned or detailed to Fed-
eral positions within DOE whose access
to the categories described in
§709.4(a)(1)-(8) is denied or revoked
may request reconsideration by the rel-
evant head of the departmental ele-
ment, as identified in the notice of de-
nial or revocation. Individuals who de-
cline to take the counterintelligence
scope polygraph examination will not
be afforded these reconsideration
rights.

(f) Utilizing the DOE security cri-
teria used to grant or deny access to
classified information, OCI will make a
determination whether an individual
completing a counterintelligence poly-
graph examination has made disclo-
sures that warrant referral, as appro-
priate, to the Office of Security and
Emergency Operations or the Manager
of the applicable Operations Office. OCI
will not report minor security infrac-
tions that do not create a serious ques-
tion as to the individual’'s eligibility
for a personnel security clearance.

10 CFR Ch. lll (1-1-04 Edition)

Subpart C—Safeguarding Privacy
and Employee Rights

§709.21 When is an individual notified
that a polygraph examination is
scheduled?

When a polygraph examination is
scheduled, DOE must notify the indi-
vidual, in writing, of the date, time,
and place of the polygraph examina-
tion, and the individual’s right to ob-
tain and consult with legal counsel or
to secure another representative prior
to the examination. DOE must provide
a copy of this part to the individual.
The individual must receive the notifi-
cation at least ten days, excluding
weekend days and holidays, before the
time of the examination except when
good cause is shown or when the indi-
vidual waives the advance notice provi-
sion.

§709.22 What rights to counsel or
other representation does an indi-
vidual have?

(a) At the individual’s own expense,
an individual has the right to obtain
and consult with legal counsel or an-
other representative prior to the poly-
graph examination. The counsel or rep-
resentative may not be present during
the polygraph examination. No one
other than the individual and the ex-
aminer may be present in the examina-
tion room during the polygraph exam-
ination.

(b) At the individual’s own expense,
an individual has the right to obtain
and consult with legal counsel or an-
other representative at any time dur-
ing an interview conducted in accord-
ance with §709.15(c).

§709.23 How does DOE obtain an indi-
vidual’s consent to a polygraph ex-
amination?

DOE may not administer a polygraph
examination unless DOE has:

(a) Notified the individual of the
polygraph examination in writing in
accordance with §709.21; and

(b) Obtained written consent from
the individual.
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§709.24 What other information is pro-
vided to the individual prior to a
polygraph examination?

Before administering the polygraph
examination, the examiner must:

(a) Inform the individual of the use of
audio and video recording devices and
other observation devices, such as two-
way mirrors and observation rooms;

(b) Explain to the individual the
characteristics and nature of the poly-
graph instrument and examination;

(c) Explain the physical operation of
the instrument and the procedures to
be followed during the examination;

(d) Review with the individual the
control questions and relevant ques-
tions to be asked during the examina-
tion;

(e) Advise the individual of the indi-
vidual’s privilege against self-incrimi-
nation; and

(f) Provide the individual with a pre-
addressed envelope addressed to the D/
OCI in Washington, D.C., which may be
used to submit comments or com-
plaints concerning the examination.

§709.25 Are there limits on use of
polygraph examination results that
reflect “deception indicated” or “no
opinion”?

(a) DOE or its contractors may not:

(1) Take an adverse personnel action
against an individual solely on the
basis of a polygraph examination result
of ‘‘deception indicated’ or ‘‘no opin-
ion’’; or

(2) Use a polygraph examination that
reflects ‘‘deception indicated” or ‘‘no
opinion” as a substitute for any other
required investigation.

(b) The Secretary or the D/OCI may
suspend an individual’s access based
upon a written determination that the
individual’s admission of involvement
in one or more of the activities covered
by the counterintelligence polygraph,
when considered in the context of the
individual’s access to one or more of
the high risk programs identified in
§709.4(a)(1)-(8), poses an unacceptable
risk to national security or defense. In
such cases, DOE will investigate the
matter immediately and make a deter-
mination of whether to revoke the in-
dividual’s access.

§709.31

§709.26 How does DOE protect the
confidentiality of polygraph exam-
ination records?

(a) DOE owns all polygraph examina-
tion records and reports.

(b) Except as provided in paragraph
(c) of this section, the Office of Coun-
terintelligence maintains all polygraph
examination records and reports in a
system of records established under the
Privacy Act of 1974, 5 U.S.C. 552a.

(c) The Office of Intelligence also
may maintain polygraph examination
reports generated with respect to indi-
viduals identified in §709.4(a)(2) in a
system of records established under the
Privacy Act.

(d) Polygraph examination records
and reports used to make AAAP deter-
minations or generated as a result of
an exculpatory personnel security
polygraph examination are maintained
in a system of records established
under the Privacy Act of 1974.

(e) DOE must afford the full privacy
protection provided by law to informa-
tion regarding an employee’s refusal to
take a polygraph examination.

(f) With the exception of the poly-
graph report, all other polygraph ex-
amination records are destroyed ninety
days after the eligibility evaluation is
completed, provided that a favorable
recommendation has been made to
grant or continue the access to the po-
sition. If a recommendation is made to
deny or revoke access to the informa-
tion or involvement in the activities
that justified conducting the polygraph
examination, then all the records are
retained at least until the final resolu-
tion of any request for reconsideration
by the individual or the completion of
any ongoing investigation.

Subpart D—Polygraph Examina-
tion and Examiner Standards

§709.31 What are the DOE standards
for polygraph examinations and
polygraph examiners?

(a) DOE adheres to the procedures
and standards established by the De-
partment of Defense Polygraph Insti-
tute (DODPI). DOE administers only
DODPI approved testing formats.

(b) A polygraph examiner may ad-
minister no more than five polygraph
examinations in any twenty-four hour
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period. This does not include those in-
stances in which an individual volun-
tarily terminates an examination prior
to the actual testing phase.

(c) The polygraph examiner must be
certified to conduct polygraph exami-
nations under this part by the DOE
Psychophysiological Detection of De-
ception/Polygraph Program Quality
Control Official.

(d) To be certified under paragraph
(c) of this section, an examiner must
have the following minimum qualifica-
tions:

(1) The examiner must be an experi-
enced counterintelligence or criminal
investigator with extensive additional
training in using computerized instru-
mentation in Psychophysiological De-
tection of Deception and in psychology,
physiology, interviewing, and interro-
gation.

(2) The examiner must have a favor-
ably adjudicated single-scope back-
ground investigation, complete a coun-
terintelligence-scope polygraph exam-
ination, and must hold a ““Q’ access
authorization, which is necessary for
access to Secret Restricted Data and
Top Secret National Security Informa-
tion. In addition, he or she must have
been granted SCI access approval.

(3) The examiner must receive basic
Forensic Psychophysiological Detec-
tion of Deception training from the
DODPI.

(4) The examiner must be certified by
DOE to conduct the following tests:

(i) Test for Espionage, Sabotage, and
Terrorism;

(ii) Counterintelligence-Scope Poly-
graph Tests;

(iii) Zone Comparison Tests;

(iv) Modified General Question Tests;

(v) Peak of Tension Tests; and,

(vi) Relevant and Irrelevant and Di-
rected Lie Control Tests.

§709.32 What are the training require-
ments for polygraph examiners?

(a) Examiners must complete an ini-
tial training course of thirteen weeks,
or longer, in conformance with the pro-
cedures and standards established by
DODPI.

(b) Examiners must undergo annual
continuing education for a minimum of
forty hours training within the dis-
cipline of Forensic

10 CFR Ch. lll (1-1-04 Edition)

Psychophysiological Detection of De-
ception.

(c) The following organizations pro-
vide acceptable curricula to meet the
training requirement of paragraph (b)
of this section:

(1) American Polygraph Association,

(2) American Association of Police
Polygraphists, and

(3) Department of Defense Polygraph
Institute.

PART 710—CRITERIA AND PROCE-
DURES FOR DETERMINING ELIGI-
BILITY FOR ACCESS TO CLASSI-
FIED MATTIER OR SPECIAL NU-
CLEAR MATERIAL

Subpart A—General Criteria and Proce-
dures for Determining Eligibility for Ac-
cess to Classified Matter or Special
Nuclear Material

GENERAL PROVISIONS

Sec.
710.1
710.2
710.3
710.4
710.5

Purpose.
Scope.
Reference.
Policy.
Definitions.

CRITERIA AND PROCEDURES FOR DETERMINING
ELIGIBILITY FOR ACCESS TO CLASSIFIED
MATTER OR SPECIAL NUCLEAR MATERIAL

710.6
710.7

Cooperation by the individual.
Application of the criteria.

710.8 Criteria.

710.9 Action on derogatory information.
710.10 Suspension of access authorization.

ADMINISTRATIVE REVIEW

710.20
710.21
710.22
710.23

Purpose of administrative review.

Notice to the individual.

Initial decision process.

Extensions of time by the Manager.

710.24 Appointment of DOE Counsel.

710.25 Appointment of Hearing Officer; pre-
hearing conference; commencement of
hearings.

710.26 Conduct of hearings.

710.27 Hearing Officer’s decision.

710.28 Action on the Hearing Officer’s deci-
sion.

710.29 Final appeal process.

710.30 New evidence.

710.31 Action by the Secretary.

710.32 Reconsideration of access eligibility.

MISCELLANEOUS

710.33
710.34
710.35

Terminations.
Attorney representation.
Time frames.
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