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2. The compensation history of the indi-
vidual and other individuals with com-
parable expertise at the institution; 

3. The financial condition of the institu-
tion; 

4. Comparable compensation practices at 
comparable institutions, based upon such 
factors as asset size, geographic location, 
and the complexity of the loan portfolio or 
other assets; 

5. For postemployment benefits, the pro-
jected total cost and benefit to the institu-
tion; 

6. Any connection between the individual 
and any fraudulent act or omission, breach 
of trust or fiduciary duty, or insider abuse 
with regard to the institution; and 

7. Any other factors the agencies deter-
mines to be relevant. 

B. Compensation Leading to Material Financial 
Loss 

Compensation that could lead to material 
financial loss to an institution is prohibited 
as an unsafe and unsound practice. 

[60 FR 35678, 35682, July 10, 1995, as amended 
at 61 FR 43950, Aug. 27, 1996]
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I. INTRODUCTION 

The Interagency Guidelines Establishing 
Standards for Safeguarding Customer Infor-
mation (Guidelines) set forth standards pur-
suant to section 39 of the Federal Deposit In-
surance Act (section 39, codified at 12 U.S.C. 
1831p–1), and sections 501 and 505(b), codified 
at 15 U.S.C. 6801 and 6805(b), of the Gramm-
Leach-Bliley Act. These Guidelines address 
standards for developing and implementing 
administrative, technical, and physical safe-
guards to protect the security, confiden-

tiality, and integrity of customer informa-
tion. 

A. Scope. The Guidelines apply to customer 
information maintained by or on behalf of 
entities over which the OCC has authority. 
Such entities, referred to as ‘‘the bank,’’ are 
national banks, federal branches and federal 
agencies of foreign banks, and any subsidi-
aries of such entities (except brokers, deal-
ers, persons providing insurance, investment 
companies, and investment advisers). 

B. Preservation of Existing Authority. Nei-
ther section 39 nor these Guidelines in any 
way limit the authority of the OCC to ad-
dress unsafe or unsound practices, violations 
of law, unsafe or unsound conditions, or 
other practices. The OCC may take action 
under section 39 and these Guidelines inde-
pendently of, in conjunction with, or in addi-
tion to, any other enforcement action avail-
able to the OCC. 

C. Definitions. 1. Except as modified in the 
Guidelines, or unless the context otherwise 
requires, the terms used in these Guidelines 
have the same meanings as set forth in sec-
tions 3 and 39 of the Federal Deposit Insur-
ance Act (12 U.S.C. 1813 and 1831p–1). 

2. For purposes of the Guidelines, the fol-
lowing definitions apply: 

a. Board of directors, in the case of a branch 
or agency of a foreign bank, means the man-
aging official in charge of the branch or 
agency. 

b. Customer means any customer of the 
bank as defined in § 40.3(h) of this chapter. 

c. Customer information means any record 
containing nonpublic personal information, 
as defined in § 40.3(n) of this chapter, about a 
customer, whether in paper, electronic, or 
other form, that is maintained by or on be-
half of the bank. 

d. Customer information systems means any 
methods used to access, collect, store, use, 
transmit, protect, or dispose of customer in-
formation. 

e. Service provider means any person or en-
tity that maintains, processes, or otherwise 
is permitted access to customer information 
through its provision of services directly to 
the bank. 

II. STANDARDS FOR SAFEGUARDING CUSTOMER 
INFORMATION 

A. Information Security Program. Each bank 
shall implement a comprehensive written in-
formation security program that includes 
administrative, technical, and physical safe-
guards appropriate to the size and com-
plexity of the bank and the nature and scope 
of its activities. While all parts of the bank 
are not required to implement a uniform set 
of policies, all elements of the information 
security program must be coordinated. 

B. Objectives. A bank’s information secu-
rity program shall be designed to: 

1. Ensure the security and confidentiality 
of customer information; 
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2. Protect against any anticipated threats 
or hazards to the security or integrity of 
such information; and 

3. Protect against unauthorized access to 
or use of such information that could result 
in substantial harm or inconvenience to any 
customer. 

III. DEVELOPMENT AND IMPLEMENTATION OF 
INFORMATION SECURITY PROGRAM 

A. Involve the Board of Directors. The board 
of directors or an appropriate committee of 
the board of each bank shall: 

1. Approve the bank’s written information 
security program; and 

2. Oversee the development, implementa-
tion, and maintenance of the bank’s informa-
tion security program, including assigning 
specific responsibility for its implementa-
tion and reviewing reports from manage-
ment. 

B. Assess Risk. Each bank shall: 
1. Identify reasonably foreseeable internal 

and external threats that could result in un-
authorized disclosure, misuse, alteration, or 
destruction of customer information or cus-
tomer information systems. 

2. Assess the likelihood and potential dam-
age of these threats, taking into consider-
ation the sensitivity of customer informa-
tion. 

3. Assess the sufficiency of policies, proce-
dures, customer information systems, and 
other arrangements in place to control risks. 

C. Manage and Control Risk. Each bank 
shall: 

1. Design its information security program 
to control the identified risks, commensu-
rate with the sensitivity of the information 
as well as the complexity and scope of the 
bank’s activities. Each bank must consider 
whether the following security measures are 
appropriate for the bank and, if so, adopt 
those measures the bank concludes are ap-
propriate: 

a. Access controls on customer informa-
tion systems, including controls to authen-
ticate and permit access only to authorized 
individuals and controls to prevent employ-
ees from providing customer information to 
unauthorized individuals who may seek to 
obtain this information through fraudulent 
means. 

b. Access restrictions at physical locations 
containing customer information, such as 
buildings, computer facilities, and records 
storage facilities to permit access only to 
authorized individuals; 

c. Encryption of electronic customer infor-
mation, including while in transit or in stor-
age on networks or systems to which unau-
thorized individuals may have access; 

d. Procedures designed to ensure that cus-
tomer information system modifications are 
consistent with the bank’s information secu-
rity program; 

e. Dual control procedures, segregation of 
duties, and employee background checks for 
employees with responsibilities for or access 
to customer information; 

f. Monitoring systems and procedures to 
detect actual and attempted attacks on or 
intrusions into customer information sys-
tems; 

g. Response programs that specify actions 
to be taken when the bank suspects or de-
tects that unauthorized individuals have 
gained access to customer information sys-
tems, including appropriate reports to regu-
latory and law enforcement agencies; and 

h. Measures to protect against destruction, 
loss, or damage of customer information due 
to potential environmental hazards, such as 
fire and water damage or technological fail-
ures. 

2. Train staff to implement the bank’s in-
formation security program. 

3. Regularly test the key controls, systems 
and procedures of the information security 
program. The frequency and nature of such 
tests should be determined by the bank’s 
risk assessment. Tests should be conducted 
or reviewed by independent third parties or 
staff independent of those that develop or 
maintain the security programs. 

D. Oversee Service Provider Arrangements. 
Each bank shall: 

1. Exercise appropriate due diligence in se-
lecting its service providers; 

2. Require its service providers by contract 
to implement appropriate measures designed 
to meet the objectives of these Guidelines; 
and 

3. Where indicated by the bank’s risk as-
sessment, monitor its service providers to 
confirm that they have satisfied their obli-
gations as required by section D.2. As part of 
this monitoring, a bank should review au-
dits, summaries of test results, or other 
equivalent evaluations of its service pro-
viders. 

E. Adjust the Program. Each bank shall 
monitor, evaluate, and adjust, as appro-
priate, the information security program in 
light of any relevant changes in technology, 
the sensitivity of its customer information, 
internal or external threats to information, 
and the bank’s own changing business ar-
rangements, such as mergers and acquisi-
tions, alliances and joint ventures, 
outsourcing arrangements, and changes to 
customer information systems. 

F. Report to the Board. Each bank shall re-
port to its board or an appropriate com-
mittee of the board at least annually. This 
report should describe the overall status of 
the information security program and the 
bank’s compliance with these Guidelines. 
The reports should discuss material matters 
related to its program, addressing issues 
such as: risk assessment; risk management 
and control decisions; service provider ar-
rangements; results of testing; security 
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breaches or violations and management’s re-
sponses; and recommendations for changes in 
the information security program. 

G. Implement the Standards. 1. Effective date. 
Each bank must implement an information 
security program pursuant to these Guide-
lines by July 1, 2001. 

2. Two-year grandfathering of agreements 
with service providers. Until July 1, 2003, a 
contract that a bank has entered into with a 
service provider to perform services for it or 
functions on its behalf satisfies the provi-
sions of section III.D., even if the contract 
does not include a requirement that the 
servicer maintain the security and confiden-
tiality of customer information, as long as 
the bank entered into the contract on or be-
fore March 5, 2001. 

[66 FR 8633, Feb. 1, 2001]

PART 31—EXTENSIONS OF CREDIT 
TO INSIDERS AND TRANS-
ACTIONS WITH AFFILIATES

Sec.
31.1 Authority. 
31.2 Insider lending restrictions and report-

ing requirements.

APPENDIX A TO PART 31—INTERPRETATIONS

APPENDIX B TO PART 31—COMPARISON OF SE-
LECTED PROVISIONS OF PART 31 AND PART 32 
(AS OF OCTOBER 1, 1996)

AUTHORITY: 12 U.S.C. 93a, 375a(4), 375b(3), 
1817(k), and 1972(2)(G).

SOURCE: 61 FR 54536, Oct. 21, 1996, unless 
otherwise noted.

§ 31.1 Authority. 

This part is issued by the Comp-
troller of the Currency pursuant to 12 
U.S.C. 93a, 375a(4), 375b(3), 1817(k), and 
1972(2)(G), as amended.

§ 31.2 Insider lending restrictions and 
reporting requirements. 

(a) General rule. A national bank and 
its insiders shall comply with the pro-
visions contained in 12 CFR part 215. 

(b) Enforcement. The Comptroller of 
the Currency administers and enforces 
insider lending standards and reporting 
requirements as they apply to national 
banks and their insiders.

APPENDIX A TO PART 31—
INTERPRETATIONS 

Section 1. Loans Secured by Stock or 
Obligations of an Affiliate 

A bank that makes a loan to an unaffili-
ated third party may take a security inter-
est in securities of an affiliate as collateral 
for the loan without the loan being deemed a 
‘‘covered transaction’’ under section 23A of 
the Federal Reserve Act (12 U.S.C. 371c) if: 

a. The borrower provides additional collat-
eral that, taken alone, meets or exceeds the 
collateral requirements specified in section 
23A(c) (12 U.S.C. 371c(c)); and 

b. The loan proceeds: 
1. Are not used to purchase the bank affili-

ate’s securities that serve as collateral; and 
2. Are not otherwise used for the benefit of, 

or transferred to, any affiliate. 

Section 2. Deposits Between Affiliated Banks 

a. General rule. The OCC considers a deposit 
made by a bank in an affiliated bank to be a 
loan or extension of credit to the affiliate 
under 12 U.S.C. 371c. These deposits must be 
secured in accordance with 12 U.S.C. 371c(c). 
However, a national bank may not pledge as-
sets to secure private deposits unless other-
wise permitted by law (see, e.g., 12 U.S.C. 90 
(permitting collateralization of deposits of 
public funds); 12 U.S.C. 92a (trust funds); and 
25 U.S.C. 156 and 162a (Native American 
funds)). Thus, unless one of the exceptions to 
12 U.S.C. 371c noted in paragraph b. of this 
interpretation applies or unless another ex-
ception applies that enables a bank to meet 
the collateral requirements of 12 U.S.C. 
371c(c), a national bank may not:
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