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arrest charge, and the disposition of 
the arrest if known to the FBI. All ar-
rest data included in an identification 
record are obtained from fingerprint 
submissions, disposition reports, and 
other reports submitted by agencies 
having criminal justice responsibil-
ities. Therefore, the FBI Criminal Jus-
tice Information Services Division is 
not the source of the arrest data re-
flected on an identification record. 

[Order No. 2258–99, 64 FR 52226, Sept. 28, 1999] 

§ 16.32 Procedure to obtain an identi-
fication record. 

The subject of an identification 
record may obtain a copy thereof by 
submitting a written request via the 
U.S. mails directly to the FBI, Crimi-
nal Justice Information Services 
(CJIS) Division, ATTN: SCU, Mod. D–2, 
1000 Custer Hollow Road, Clarksburg, 
WV 26306. Such request must be accom-
panied by satisfactory proof of iden-
tity, which shall consist of name, date 
and place of birth and a set of rolled- 
inked fingerprint impressions placed 
upon fingerprint cards or forms com-
monly utilized for applicant or law en-
forcement purposes by law enforcement 
agencies. 

[Order No. 1134–86, 51 FR 16677, May 6, 1986, as 
amended by Order No. 2258–99, 64 FR 52226, 
Sept. 28, 1999] 

§ 16.33 Fee for production of identi-
fication record. 

Each written request for production 
of an identification record must be ac-
companied by a fee of $18 in the form of 
a certified check or money order, pay-
able to the Treasury of the United 
States. This fee is established pursuant 
to the provisions of 31 U.S.C. 9701 and is 
based upon the clerical time beyond 
the first quarter hour to be spent in 
searching for, identifying, and repro-
ducing each identification record re-
quested as specified in § 16.10. Any re-
quest for waiver of the fee shall accom-
pany the original request for the iden-
tification record and shall include a 
claim and proof of indigency. Subject 
to applicable laws, regulations, and di-
rections of the Attorney General of the 
United States, the Director of the FBI 
may from time to time determine and 
establish a revised fee amount to be as-
sessed under this authority. Notice re-

lating to revised fee amounts shall be 
published in the FEDERAL REGISTER. 

[Order No. 1943–94, 60 FR 38, Jan. 3, 1995, as 
amended by Order No. 2258–99, 64 FR 52226, 
Sept. 28, 1999] 

§ 16.34 Procedure to obtain change, 
correction or updating of identifica-
tion records. 

If, after reviewing his/her identifica-
tion record, the subject thereof be-
lieves that it is incorrect or incomplete 
in any respect and wishes changes, cor-
rections or updating of the alleged defi-
ciency, he/she should make application 
directly to the agency which contrib-
uted the questioned information. The 
subject of a record may also direct his/ 
her challenge as to the accuracy or 
completeness of any entry on his/her 
record to the FBI, Criminal Justice In-
formation Services (CJIS) Division, 
ATTN: SCU, Mod. D–2, 1000 Custer Hol-
low Road, Clarksburg, WV 26306. The 
FBI will then forward the challenge to 
the agency which submitted the data 
requesting that agency to verify or cor-
rect the challenged entry. Upon the re-
ceipt of an official communication di-
rectly from the agency which contrib-
uted the original information, the FBI 
CJIS Division will make any changes 
necessary in accordance with the infor-
mation supplied by that agency. 

[Order No. 1134–86, 51 FR 16677, May 6, 1986, as 
amended by Order No. 2258–99, 64 FR 52226, 
Sept. 28, 1999] 

Subpart D—Protection of Privacy 
and Access to Individual 
Records Under the Privacy 
Act of 1974 

SOURCE: Order No. 2156–98, 63 FR 29600, 
June 1, 1998, unless otherwise noted. 

§ 16.40 General provisions. 
(a) Purpose and scope. This subpart 

contains the rules that the Department 
of Justice follows under the Privacy 
Act of 1974, 5 U.S.C. 552a. These rules 
should be read together with the Pri-
vacy Act, which provides additional in-
formation about records maintained on 
individuals. The rules in this subpart 
apply to all records in systems of 
records maintained by the Department 
that are retrieved by an individual’s 
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name or personal identifier. They de-
scribe the procedures by which individ-
uals may request access to records 
about themselves, request amendment 
or correction of those records, and re-
quest an accounting of disclosures of 
those by the Department. In addition, 
the Department processes all Privacy 
Act requests for access to records 
under the Freedom of Information Act 
(FOIA), 5 U.S.C. 552, following the rules 
contained in subpart A of this part, 
which gives requests the benefit of 
both statutes. 

(b) Definitions. As used in this sub-
part: 

(1) Component means each separate 
bureau, office, board, division, commis-
sion, service, or administration of the 
Department of Justice. 

(2) Request for access to a record 
means a request made under Privacy 
Act subsection (d)(1). 

(3) Request for amendment or correction 
of a record means a request made under 
Privacy Act subsection (d)(2). 

(4) Request for an accounting means a 
request made under Privacy Act sub-
section (c)(3). 

(5) Requester means an individual who 
makes a request for access, a request 
for amendment or correction, or a re-
quest for an accounting under the Pri-
vacy Act. 

(c) Authority to request records for a 
law enforcement purpose. The head of a 
component or a United States Attor-
ney, or either’s designee, is authorized 
to make written requests under sub-
section (b)(7) of the Privacy Act for 
records maintained by other agencies 
that are necessary to carry out an au-
thorized law enforcement activity. 

[Order No. 2156–98, 63 FR 29600, June 1, 1998; 
63 FR 51401, Sept. 25, 1998] 

§ 16.41 Requests for access to records. 
(a) How made and addressed. You may 

make a request for access to a Depart-
ment of Justice record about yourself 
by appearing in person or by writing 
directly to the Department component 
that maintains the record. Your re-
quest should be sent or delivered to the 
component’s Privacy Act office at the 
address listed in appendix I to this 
part. In most cases, a component’s cen-
tral Privacy Act office is the place to 
send a Privacy Act request. For records 

held by a field office of the Federal Bu-
reau of Investigation (FBI) or the Im-
migration and Naturalization Service 
(INS), however, you must write di-
rectly to that FBI or INS field office 
address, which can be found in most 
telephone books or by calling the com-
ponent’s central Privacy Act office. 
(The functions of each component are 
summarized in Part 0 of this title and 
in the description of the Department 
and its components in the ‘‘United 
States Government Manual,’’ which is 
issued annually and is available in 
most libraries, as well as for sale from 
the Government Printing Office’s Su-
perintendent of Documents. This man-
ual also can be accessed electronically 
at the Government Printing Office’s 
World Wide Web site (which can be 
found at http://www.access.gpo.gov/ 
suldocs). If you cannot determine 
where within the Department to send 
your request, you may send it to the 
FOIA/PA Mail Referral Unit, Justice 
Management Division, U.S. Depart-
ment of Justice, 950 Pennsylvania Ave-
nue, NW., Washington, DC 20530–0001, 
and that office will forward it to the 
component(s) it believes most likely to 
have the records that you seek. For the 
quickest possible handling, you should 
mark both your request letter and the 
envelope ‘‘Privacy Act Request.’’ 

(b) Description of records sought. You 
must describe the records that you 
want in enough detail to enable De-
partment personnel to locate the sys-
tem of records containing them with a 
reasonable amount of effort. Whenever 
possible, your request should describe 
the records sought, the time periods in 
which you believe they were compiled, 
and the name or identifying number of 
each system of records in which you 
believe they are kept. The Department 
publishes notices in the FEDERAL REG-
ISTER that describe its components’ 
systems of records. A description of the 
Department’s systems of records also 
may be found as part of the ‘‘Privacy 
Act Compilation’’ published by the Na-
tional Archives and Records Adminis-
tration’s Office of the Federal Register. 
This compilation is available in most 
large reference and university librar-
ies. This compilation also can be 
accessed electronically at the Govern-
ment Printing Office’s World Wide Web 
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site (which can be found at http:// 
www.access.gpo.gov/suldocs). 

(c) Agreement to pay fees. If you make 
a Privacy Act request for access to 
records, it shall be considered an agree-
ment by you to pay all applicable fees 
charged under § 16.49, up to $25.00. The 
component responsible for responding 
to your request ordinarily shall con-
firm this agreement in an acknowl-
edgement letter. When making a re-
quest, you may specify a willingness to 
pay a greater or lesser amount. 

(d) Verification of identity. When you 
make a request for access to records 
about yourself, you must verify your 
identity. You must state your full 
name, current address, and date and 
place of birth. You must sign your re-
quest and your signature must either 
be notarized or submitted by you under 
28 U.S.C. 1746, a law that permits state-
ments to be made under penalty of per-
jury as a substitute for notarization. 
While no specific form is required, you 
may obtain forms for this purpose from 
the FOIA/PA Mail Referral Unit, Jus-
tice Management Division, U.S. De-
partment of Justice, 950 Pennsylvania 
Avenue, NW., Washington, DC 20530– 
0001. In order to help the identification 
and location of requested records, you 
may also, at your option, include your 
social security number. 

(e) Verification of guardianship. When 
making a request as the parent or 
guardian of a minor or as the guardian 
of someone determined by a court to be 
incompetent, for access to records 
about that individual, you must estab-
lish: 

(1) The identity of the individual who 
is the subject of the record, by stating 
the name, current address, date and 
place of birth, and, at your option, the 
social security number of the indi-
vidual; 

(2) Your own identity, as required in 
paragraph (d) of this section; 

(3) That you are the parent or guard-
ian of that individual, which you may 
prove by providing a copy of the indi-
vidual’s birth certificate showing your 
parentage or by providing a court order 
establishing your guardianship; and 

(4) That you are acting on behalf of 
that individual in making the request. 

[Order No. 2156–98, 63 FR 29600, June 1, 1998; 
63 FR 34965, June 26, 1998; 63 FR 51401, Sept. 
25, 1998] 

§ 16.42 Responsibility for responding 
to requests for access to records. 

(a) In general. Except as stated in 
paragraphs (c), (d), and (e) of this sec-
tion, the component that first receives 
a request for access to a record, and 
has possession of that record, is the 
component responsible for responding 
to the request. In determining which 
records are responsive to a request, a 
component ordinarily shall include 
only those records in its possession as 
of the date the component begins its 
search for them. If any other date is 
used, the component shall inform the 
requester of that date. 

(b) Authority to grant or deny requests. 
The head of a component, or the com-
ponent head’s designee, is authorized 
to grant or deny any request for access 
to a record of that component. 

(c) Consultations and referrals. When a 
component receives a request for ac-
cess to a record in its possession, it 
shall determine whether another com-
ponent, or another agency of the Fed-
eral Government, is better able to de-
termine whether the record is exempt 
from access under the Privacy Act. If 
the receiving component determines 
that it is best able to process the 
record in response to the request, then 
it shall do so. If the receiving compo-
nent determines that it is not best able 
to process the record, then it shall ei-
ther: 

(1) Respond to the request regarding 
that record, after consulting with the 
component or agency best able to de-
termine whether the record is exempt 
from access and with any other compo-
nent or agency that has a substantial 
interest in it; or 

(2) Refer the responsibility for re-
sponding to the request regarding that 
record to the component best able to 
determine whether it is exempt from 
access, or to another agency that origi-
nated the record (but only if that agen-
cy is subject to the Privacy Act). Ordi-
narily, the component or agency that 
originated a record will be presumed to 
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be best able to determine whether it is 
exempt from access. 

(d) Law enforcement information. 
Whenever a request is made for access 
to a record containing information 
that relates to an investigation of a 
possible violation of law and that was 
originated by another component or 
agency, the receiving component shall 
either refer the responsibility for re-
sponding to the request regarding that 
information to that other component 
or agency or shall consult with that 
other component or agency. 

(e) Classified information. Whenever a 
request is made for access to a record 
containing information that has been 
classified by or may be appropriate for 
classification by another component or 
agency under Executive Order 12958 or 
any other executive order concerning 
the classification of records, the re-
ceiving component shall refer the re-
sponsibility for responding to the re-
quest regarding that information to 
the component or agency that classi-
fied the information, should consider 
the information for classification, or 
has the primary interest in it, as ap-
propriate. Whenever a record contains 
information that has been derivatively 
classified by a component because it 
contains information classified by an-
other component or agency, the compo-
nent shall refer the responsibility for 
responding to the request regarding 
that information to the component or 
agency that classified the underlying 
information. 

(f) Notice of referral. Whenever a com-
ponent refers all or any part of the re-
sponsibility for responding to a request 
to another component or agency, it or-
dinarily shall notify the requester of 
the referral and inform the requester of 
the name of each component or agency 
to which the request has been referred 
and of the part of the request that has 
been referred. 

(g) Timing of responses to consultations 
and referrals. All consultations and re-
ferrals shall be handled according to 
the date the Privacy Act access request 
was initially received by the first com-
ponent or agency, not any later date. 

(h) Agreements regarding consultations 
and referrals. Components may make 
agreements with other components or 
agencies to eliminate the need for con-

sultations or referrals for particular 
types of records. 

[Order No. 2156–98, 63 FR 29600, June 1, 1998; 
63 FR 34965, June 26, 1998; 63 FR 51401, Sept. 
25, 1998] 

§ 16.43 Responses to requests for ac-
cess to records. 

(a) Acknowledgements of requests. On 
receipt of a request, a component ordi-
narily shall send an acknowledgement 
letter to the requester which shall con-
firm the requester’s agreement to pay 
fees under § 16.41(c) and provide an as-
signed request number for further ref-
erence. 

(b) Grants of requests for access. Once a 
component makes a determination to 
grant a request for access in whole or 
in part, it shall notify the requester in 
writing. The component shall inform 
the requester in the notice of any fee 
charged under § 16.49 and shall disclose 
records to the requester promptly on 
payment of any applicable fee. If a re-
quest is made in person, the component 
may disclose records to the requester 
directly, in a manner not unreasonably 
disruptive of its operations, on pay-
ment of any applicable fee and with a 
written record made of the grant of the 
request. If a requester is accompanied 
by another person, the requester shall 
be required to authorize in writing any 
discussion of the records in the pres-
ence of the other person. 

(c) Adverse determinations of requests 
for access. A component making an ad-
verse determination denying a request 
for access in any respect shall notify 
the requester of that determination in 
writing. Adverse determinations, or de-
nials of requests, consist of: A deter-
mination to withhold any requested 
record in whole or in part; a determina-
tion that a requested record does not 
exist or cannot be located; a deter-
mination that what has been requested 
is not a record subject to the Privacy 
Act; a determination on any disputed 
fee matter; and a denial of a request for 
expedited treatment. The notification 
letter shall be signed by the head of the 
component, or the component head’s 
designee, and shall include: 

(1) The name and title or position of 
the person responsible for the denial; 

(2) A brief statement of the reason(s) 
for the denial, including any Privacy 
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Act exemption(s) applied by the com-
ponent in denying the request; and 

(3) A statement that the denial may 
be appealed under § 16.45(a) and a de-
scription of the requirements of 
§ 16.45(a). 

§ 16.44 Classified information. 
In processing a request for access to 

a record containing information that is 
classified under Executive Order 12958 
or any other executive order, the origi-
nating component shall review the in-
formation to determine whether it 
should remain classified. Information 
determined to no longer require classi-
fication shall not be withheld from a 
requester on the basis of Exemption 
(k)(1) of the Privacy Act. On receipt of 
any appeal involving classified infor-
mation, the Office of Information and 
Privacy shall take appropriate action 
to ensure compliance with part 17 of 
this title. 

§ 16.45 Appeals from denials of re-
quests for access to records. 

(a) Appeals. If you are dissatisfied 
with a component’s response to your 
request for access to records, you may 
appeal an adverse determination deny-
ing your request in any respect to the 
Office of Information and Privacy, U.S. 
Department of Justice, Flag Building, 
Suite 570, Washington, DC 20530–0001. 
You must make your appeal in writing 
and it must be received by the Office of 
Information and Privacy within 60 days 
of the date of the letter denying your 
request. Your appeal letter may in-
clude as much or as little related infor-
mation as you wish, as long as it clear-
ly identifies the component determina-
tion (including the assigned request 
number, if known) that you are appeal-
ing. For the quickest possible handling, 
you should mark both your appeal let-
ter and the envelope ‘‘Privacy Act Ap-
peal.’’ Unless the Attorney General di-
rects otherwise, a Director of the Office 
of Information and Privacy will act on 
behalf of the Attorney General on all 
appeals under this section, except that: 

(1) In the case of an adverse deter-
mination by the Deputy Attorney Gen-
eral or the Associate Attorney General, 
the Attorney General or the Attorney 
General’s designee will act on the ap-
peal; 

(2) An adverse determination by the 
Attorney General will be the final ac-
tion of the Department; and 

(3) An appeal ordinarily will not be 
acted on if the request becomes a mat-
ter of litigation. 

(b) Responses to appeals. The decision 
on your appeal will be made in writing. 
A decision affirming an adverse deter-
mination in whole or in part will in-
clude a brief statement of the reason(s) 
for the affirmance, including any Pri-
vacy Act exemption applied, and will 
inform you of the Privacy Act provi-
sions for court review of the decision. 
If the adverse determination is re-
versed or modified on appeal in whole 
or in part, you will be notified in a 
written decision and your request will 
be reprocessed in accordance with that 
appeal decision. 

(c) When appeal is required. If you 
wish to seek review by a court of any 
adverse determination or denial of a 
request, you must first appeal it under 
this section. 

§ 16.46 Requests for amendment or 
correction of records. 

(a) How made and addressed. Unless 
the record is not subject to amendment 
or correction as stated in paragraph (f) 
of this section, you may make a re-
quest for amendment or correction of a 
Department of Justice record about 
yourself by writing directly to the De-
partment component that maintains 
the record, following the procedures in 
§ 16.41. Your request should identify 
each particular record in question, 
state the amendment or correction 
that you want, and state why you be-
lieve that the record is not accurate, 
relevant, timely, or complete. You may 
submit any documentation that you 
think would be helpful. If you believe 
that the same record is in more than 
one system of records, you should state 
that and address your request to each 
component that maintains a system of 
records containing the record. 

(b) Component responses. Within ten 
working days of receiving your request 
for amendment or correction of 
records, a component shall send you a 
written acknowledgment of its receipt 
of your request, and it shall promptly 
notify you whether your request is 
granted or denied. If the component 
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grants your request in whole or in part, 
it shall describe the amendment or cor-
rection made and shall advise you of 
your right to obtain a copy of the cor-
rected or amended record, in 
disclosable form. If the component de-
nies your request in whole or in part, it 
shall send you a letter signed by the 
head of the component, or the compo-
nent head’s designee, that shall state: 

(1) The reason(s) for the denial; and 
(2) The procedure for appeal of the 

denial under paragraph (c) of this sec-
tion, including the name and business 
address of the official who will act on 
your appeal. 

(c) Appeals. You may appeal a denial 
of a request for amendment or correc-
tion to the Office of Information and 
Privacy in the same manner as a denial 
of a request for access to records (see 
§ 16.45) and the same procedures shall 
be followed. If your appeal is denied, 
you shall be advised of your right to 
file a Statement of Disagreement as 
described in paragraph (d) of this sec-
tion and of your right under the Pri-
vacy Act for court review of the deci-
sion. 

(d) Statements of Disagreement. If your 
appeal under this section is denied in 
whole or in part, you have the right to 
file a Statement of Disagreement that 
states your reason(s) for disagreeing 
with the Department’s denial of your 
request for amendment or correction. 
Statements of Disagreement must be 
concise, must clearly identify each 
part of any record that is disputed, and 
should be no longer than one typed 
page for each fact disputed. Your 
Statement of Disagreement must be 
sent to the component involved, which 
shall place it in the system of records 
in which the disputed record is main-
tained and shall mark the disputed 
record to indicate that a Statement of 
Disagreement has been filed and where 
in the system of records it may be 
found. 

(e) Notification of amendment/correction 
or disagreement. Within 30 working days 
of the amendment or correction of a 
record, the component that maintains 
the record shall notify all persons, or-
ganizations, or agencies to which it 
previously disclosed the record, if an 
accounting of that disclosure was 
made, that the record has been amend-

ed or corrected. If an individual has 
filed a Statement of Disagreement, the 
component shall append a copy of it to 
the disputed record whenever the 
record is disclosed and may also append 
a concise statement of its reason(s) for 
denying the request to amend or cor-
rect the record. 

(f) Records not subject to amendment or 
correction. The following records are 
not subject to amendment or correc-
tion: 

(1) Transcripts of testimony given 
under oath or written statements made 
under oath; 

(2) Transcripts of grand jury pro-
ceedings, judicial proceedings, or 
quasi-judicial proceedings, which are 
the official record of those proceedings; 

(3) Presentence records that origi-
nated with the courts; and 

(4) Records in systems of records that 
have been exempted from amendment 
and correction under Privacy Act, 5 
U.S.C. 552a(j) or (k) by notice published 
in the FEDERAL REGISTER. 

§ 16.47 Requests for an accounting of 
record disclosures. 

(a) How made and addressed. Except 
where accountings of disclosures are 
not required to be kept (as stated in 
paragraph (b) of this section), you may 
make a request for an accounting of 
any disclosure that has been made by 
the Department to another person, or-
ganization, or agency of any record 
about you. This accounting contains 
the date, nature, and purpose of each 
disclosure, as well as the name and ad-
dress of the person, organization, or 
agency to which the disclosure was 
made. Your request for an accounting 
should identify each particular record 
in question and should be made by 
writing directly to the Department 
component that maintains the record, 
following the procedures in § 16.41. 

(b) Where accountings are not required. 
Components are not required to pro-
vide accountings to you where they re-
late to: 

(1) Disclosures for which accountings 
are not required to be kept—in other 
words, disclosures that are made to 
employees within the agency and dis-
closures that are made under the FOIA; 
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(2) Disclosures made to law enforce-
ment agencies for authorized law en-
forcement activities in response to 
written requests from those law en-
forcement agencies specifying the law 
enforcement activities for which the 
disclosures are sought; or 

(3) Disclosures made from law en-
forcement systems of records that have 
been exempted from accounting re-
quirements. 

(c) Appeals. You may appeal a denial 
of a request for an accounting to the 
Office of Information and Privacy in 
the same manner as a denial of a re-
quest for access to records (see § 16.45) 
and the same procedures will be fol-
lowed. 

§ 16.48 Preservation of records. 
Each component will preserve all 

correspondence pertaining to the re-
quests that it receives under this sub-
part, as well as copies of all requested 
records, until disposition or destruc-
tion is authorized by title 44 of the 
United States Code or the National Ar-
chives and Records Administration’s 
General Records Schedule 14. Records 
will not be disposed of while they are 
the subject of a pending request, ap-
peal, or lawsuit under the Act. 

§ 16.49 Fees. 
Components shall charge fees for du-

plication of records under the Privacy 
Act in the same way in which they 
charge duplication fees under § 16.11. No 
search or review fee may be charged for 
any record unless the record has been 
exempted from access under Exemp-
tions (j)(2) or (k)(2) of the Privacy Act. 

§ 16.50 Notice of court-ordered and 
emergency disclosures. 

(a) Court-ordered disclosures. When a 
record pertaining to an individual is re-
quired to be disclosed by a court order, 
the component shall make reasonable 
efforts to provide notice of this to the 
individual. Notice shall be given within 
a reasonable time after the compo-
nent’s receipt of the order—except that 
in a case in which the order is not a 
matter of public record, the notice 
shall be given only after the order be-
comes public. This notice shall be 
mailed to the individual’s last known 
address and shall contain a copy of the 

order and a description of the informa-
tion disclosed. Notice shall not be 
given if disclosure is made from a 
criminal law enforcement system of 
records that has been exempted from 
the notice requirement. 

(b) Emergency disclosures. Upon dis-
closing a record pertaining to an indi-
vidual made under compelling cir-
cumstances affecting health or safety, 
the component shall notify that indi-
vidual of the disclosure. This notice 
shall be mailed to the individual’s last 
known address and shall state the na-
ture of the information disclosed; the 
person, organization, or agency to 
which it was disclosed; the date of dis-
closure; and the compelling cir-
cumstances justifying the disclosure. 

[Order No. 2156–98, 63 FR 29600, June 1, 1998; 
63 FR 51401, Sept. 25, 1998] 

§ 16.51 Security of systems of records. 

(a) Each component shall establish 
administrative and physical controls to 
prevent unauthorized access to its sys-
tems of records, to prevent unauthor-
ized disclosure of records, and to pre-
vent physical damage to or destruction 
of records. The stringency of these con-
trols shall correspond to the sensi-
tivity of the records that the controls 
protect. At a minimum, each compo-
nent’s administrative and physical con-
trols shall ensure that: 

(1) Records are protected from public 
view; 

(2) The area in which records are 
kept is supervised during business 
hours to prevent unauthorized persons 
from having access to them; 

(3) Records are inaccessible to unau-
thorized persons outside of business 
hours; and 

(4) Records are not disclosed to unau-
thorized persons or under unauthorized 
circumstances in either oral or written 
form. 

(b) Each component shall have proce-
dures that restrict access to records to 
only those individuals within the De-
partment who must have access to 
those records in order to perform their 
duties and that prevent inadvertent 
disclosure of records. 

[Order No. 2156–98, 63 FR 29600, June 1, 1998; 
63 FR 34965, June 26, 1998] 
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§ 16.52 Contracts for the operation of 
record systems. 

Any approved contract for the oper-
ation of a record system will contain 
the standard contract requirements 
issued by the General Services Admin-
istration to ensure compliance with 
the requirements of the Privacy Act 
for that record system. The con-
tracting component will be responsible 
for ensuring that the contractor com-
plies with these contract requirements. 

§ 16.53 Use and collection of social se-
curity numbers. 

Each component shall ensure that 
employees authorized to collect infor-
mation are aware: 

(a) That individuals may not be de-
nied any right, benefit, or privilege as 
a result of refusing to provide their so-
cial security numbers, unless the col-
lection is authorized either by a stat-
ute or by a regulation issued prior to 
1975; and 

(b) That individuals requested to pro-
vide their social security numbers 
must be informed of: 

(1) Whether providing social security 
numbers is mandatory or voluntary; 

(2) Any statutory or regulatory au-
thority that authorizes the collection 
of social security numbers; and 

(3) The uses that will be made of the 
numbers. 

§ 16.54 Employee standards of conduct. 
Each component will inform its em-

ployees of the provisions of the Privacy 
Act, including the Act’s civil liability 
and criminal penalty provisions. Unless 
otherwise permitted by law, an em-
ployee of the Department of Justice 
shall: 

(a) Collect from individuals only the 
information that is relevant and nec-
essary to discharge the responsibilities 
of the Department; 

(b) Collect information about an indi-
vidual directly from that individual 
whenever practicable; 

(c) Inform each individual from 
whom information is collected of: 

(1) The legal authority to collect the 
information and whether providing it 
is mandatory or voluntary; 

(2) The principal purpose for which 
the Department intends to use the in-
formation; 

(3) The routine uses the Department 
may make of the information; and 

(4) The effects on the individual, if 
any, of not providing the information; 

(d) Ensure that the component main-
tains no system of records without 
public notice and that it notifies appro-
priate Department officials of the ex-
istence or development of any system 
of records that is not the subject of a 
current or planned public notice; 

(e) Maintain all records that are used 
by the Department in making any de-
termination about an individual with 
such accuracy, relevance, timeliness, 
and completeness as is reasonably nec-
essary to ensure fairness to the indi-
vidual in the determination; 

(f) Except as to disclosures made to 
an agency or made under the FOIA, 
make reasonable efforts, prior to dis-
seminating any record about an indi-
vidual, to ensure that the record is ac-
curate, relevant, timely, and complete; 

(g) Maintain no record describing 
how an individual exercises his or her 
First Amendment rights, unless it is 
expressly authorized by statute or by 
the individual about whom the record 
is maintained, or is pertinent to and 
within the scope of an authorized law 
enforcement activity; 

(h) When required by the Act, main-
tain an accounting in the specified 
form of all disclosures of records by the 
Department to persons, organizations, 
or agencies; 

(i) Maintain and use records with 
care to prevent the unauthorized or in-
advertent disclosure of a record to any-
one; and 

(j) Notify the appropriate Depart-
ment official of any record that con-
tains information that the Privacy Act 
does not permit the Department to 
maintain. 

[Order No. 2156–98, 63 FR 29600, June 1, 1998; 
63 FR 34965, June 26, 1998; 63 FR 51401, Sept. 
25, 1998] 

§ 16.55 Other rights and services. 

Nothing in this subpart shall be con-
strued to entitle any person, as of 
right, to any service or to the disclo-
sure of any record to which such person 
is not entitled under the Privacy Act. 
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