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APPENDIX B TO PART 30—INTERAGENCY 
GUIDELINES ESTABLISHING INFORMA-
TION SECURITY STANDARDS 

* * * * * 

I. Introduction 
The Interagency Guidelines Establishing 

Information Security Standards (Guidelines) 
set forth standards pursuant to section 39 of 
the Federal Deposit Insurance Act (section 
39, codified at 12 U.S.C. 1831p–1), and sections 
501 and 505(b), codified at 15 U.S.C. 6801 and 
6805(b) of the Gramm-Leach Bliley Act. 
These Guidelines address standards for devel-
oping and implementing administrative, 
technical, and physical safeguards to protect 
the security, confidentiality, and integrity 
of customer information. These Guidelines 
also address standards with respect to the 
proper disposal of consumer information, 
pursuant to sections 621 and 628 of the Fair 
Credit Reporting Act (15 U.S.C. 1681s and 
1681w). 

A. Scope. * * * The Guidelines also apply to 
the proper disposal of consumer information 
by or on behalf of such entities. 

* * * * * 

C. Definitions. * * * 
2. * * *b. Consumer information means any 

record about an individual, whether in paper, 
electronic, or other form, that is a consumer 
report or is derived from a consumer report 
and that is maintained or otherwise pos-
sessed by or on behalf of the bank for a busi-
ness purpose. Consumer information also 
means a compilation of such records. The 
term does not include any record that does 
not identify an individual. 

i. Examples. (1) Consumer information in-
cludes: 

(A) A consumer report that a bank obtains; 
(B) Information from a consumer report 

that the bank obtains from its affiliate after 
the consumer has been given a notice and 
has elected not to opt out of that sharing; 

(C) Information from a consumer report 
that the bank obtains about an individual 
who applies for but does not receive a loan, 
including any loan sought by an individual 
for a business purpose; 

(D) Information from a consumer report 
that the bank obtains about an individual 
who guarantees a loan (including a loan to a 
business entity); or 

(E) Information from a consumer report 
that the bank obtains about an employee or 
prospective employee. 

(2) Consumer information does not include: 
(A) Aggregate information, such as the 

mean credit score, derived from a group of 
consumer reports; or 

(B) Blind data, such as payment history on 
accounts that are not personally identifi-

able, that may be used for developing credit 
scoring models or for other purposes. 

c. Consumer report has the same meaning as 
set forth in the Fair Credit Reporting Act, 15 
U.S.C. 1681a(d). 

* * * * * 

g. Service provider means any person or en-
tity that maintains, processes, or otherwise 
is permitted access to customer information 
or consumer information through its provi-
sion of services directly to the bank. 

* * * * * 

II. * * * 

B. * * * 
4. Ensure the proper disposal of customer 

information and consumer information. 

III. * * * 

C. * * * 
4. Develop, implement, and maintain, as 

part of its information security program, ap-
propriate measures to properly dispose of 
customer information and consumer infor-
mation in accordance with each of the re-
quirements of this paragraph III. 

* * * * * 

G. Implement the Standards. * * * 
3. Effective date for measures relating to the 

disposal of consumer information. Each bank 
must satisfy these Guidelines with respect to 
the proper disposal of consumer information 
by July 1, 2005. 

4. Exception for existing agreements with serv-
ice providers relating to the disposal of con-
sumer information. Notwithstanding the re-
quirement in paragraph III.G.3., a bank’s 
contracts with its service providers that 
have access to consumer information and 
that may dispose of consumer information, 
entered into before July 1, 2005, must comply 
with the provisions of the Guidelines relat-
ing to the proper disposal of consumer infor-
mation by July 1, 2006. 

PART 31—EXTENSIONS OF CREDIT 
TO INSIDERS AND TRANS-
ACTIONS WITH AFFILIATES 

Sec. 
31.1 Authority. 
31.2 Insider lending restrictions and report-

ing requirements. 
APPENDIX A TO PART 31—INTERPRETATIONS 
APPENDIX B TO PART 31—COMPARISON OF SE-

LECTED PROVISIONS OF PART 31 AND PART 
32 (AS OF OCTOBER 1, 1996) 

AUTHORITY: 12 U.S.C. 93a, 375a(4), 375b(3), 
1817(k), and 1972(2)(G). 

VerDate Aug<04>2004 11:13 Jan 24, 2005 Jkt 205035 PO 00000 Frm 00308 Fmt 8010 Sfmt 8010 Y:\SGML\205035T.XXX 205035T


		Superintendent of Documents
	2014-11-07T14:09:22-0500
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




