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(iii) If a requester is required to
make advance payments, as described
in this section, the time limits prescribed in § 1.553a of this part, for responding to initial requests and appeals from initial denials, will begin
only after the Department has received
the advance fee payments.
(5) Debt collection. In the event of
non-payment of billed charges for disclosure of records, the procedures authorized by the Debt Collection Act of
1982 (Pub. L. 97–365) may be used. This
may include disclosure to consumer reporting agencies and use of collection
agencies.

staff office head. All denials or proposed denials at the Central Office
level will be coordinated with the Director, Information Service as well as
the General Counsel.
[40 FR 12658, Mar. 20, 1975]

§ 1.557

Administrative review.

(a) Upon denial of a request, the responsible Department of Veterans Affairs official or designated employee
will inform the requester in writing of
the denial, cite the specific exemption
in § 1.554 upon which the denial is
based, set forth the names and titles or
positions of each person responsible for
the denial of such request, and advise
that the denial may be appealed to the
General Counsel.
(b) The final agency decision in such
appeals will be made by the General
Counsel or the Deputy General Counsel.

(Authority: 5 U.S.C. 552(a)(4)(A))
[53 FR 10377, Mar. 31, 1988]

§ 1.556 Requests for other reasonably
described records.
Each administration, staff office, and
field facility head will designate an
employee(s) who will be responsible for
initial action on (granting or denying)
requests to inspect or obtain information from or copies of records under
their jurisdiction and within the purview of § 1.553. This responsibility includes maintaining a uniform listing of
such requests. Data logged will consist
of: Name and address of requester; date
of receipt of request; brief description
of request; action taken on request,
granted or denied; citation of the specific section when request is denied;
and date of reply to the requester. In
the field a denial of any such request
may be made only by the Director or
the designated employee and in Central
Office only by the administration or
staff office head or designee. The letter
notifying the requester of the denial
will be signed by the official making
the denial decision. Any legal question
arising in a field station concerning
the release of information will be referred to the appropriate Regional
Counsel
for
disposition
as
contemplated by § 13.401* of this chapter.
In Central Office such legal questions
will be referred to the General Counsel.
Any administrative question will be referred through administrative channels
to the appropriate administration or

[40 FR 12658, Mar. 20, 1975, as amended at 55
FR 21546, May 25, 1990]

§§ 1.558–1.559

[Reserved]

SAFEGUARDING PERSONAL INFORMATION
IN DEPARTMENT OF VETERANS AFFAIRS
RECORDS
NOTE: Sections 1.575 through 1.584 concern
the safeguarding of individual privacy from
the misuse of information from files,
records, reports, and other papers and documents in Department of Veterans Affairs
custody. As to the release of information
from Department of Veterans Affairs claimant records see § 1.500 series. As to the release of information from Department of
Veterans Affairs records other than claimant
records see § 1.550 series. Section 1.575 series
implement the provisions of Pub. L. 93–579,
December 31, 1974, adding a section 552a to
title 5 U.S.C. providing that individuals be
granted access to records concerning them
which are maintained by Federal agencies,
and for other purposes.
SOURCE: 40 FR 33944, Aug. 12, 1975, unless
otherwise noted.

§ 1.575 Social security numbers in veterans’ benefits matters.
(a) Except as provided in paragraph
(b) of this section, no one will be denied
any right, benefit, or privilege provided
by law because of refusal to disclose to
the Department of Veterans Affairs a
social security number.

*EDITORIAL NOTE: At 42 FR 41410, Aug. 17,
1977, § 13.401 was removed.
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(b) VA shall require mandatory disclosure of a claimant’s or beneficiary’s
social security number (including the
social security number of a dependent
of a claimant or beneficiary) on necessary forms as prescribed by the Secretary as a condition precedent to receipt or continuation of receipt of compensation or pension payable under the
provisions of chapters 11, 13 and 15 of
title 38, United States Code, provided,
however, that a claimant shall not be
required to furnish VA with a social security number for any person to whom
a social security number has not been
assigned. VA may also require mandatory disclosure of an applicant’s social
security number as a condition for receiving loan guaranty benefits and a
social security number or other taxpayer identification number from existing direct and vendee loan borrowers
and as a condition precedent to receipt
of a VA-guaranteed loan, direct loan or
vendee loan, under chapter 37 of title
38, United States Code. (Pub. L. 97–365,
sec. 4)
(c) A person requested by VA to disclose a social security number shall be
told, as prescribed by § 1.578(c), whether
disclosure is voluntary or mandatory.
The person shall also be told that VA is
requesting the social security number
under the authority of title 38 U.S.C.,
or in the case of existing direct or
vendee loan borrowers, under the authority of 26 U.S.C. 6109(a) in conjunction with sections 145 and 148 of Pub. L.
98–369, or in the case of loan applicants,
under the authority of section 4 of Pub.
L. 97–365. The person shall also be told
that it will be used in the administration of veterans’ benefits in the identification of veterans or persons claiming or receiving VA benefits and their
records, that it may be used in making
reports to the Internal Revenue Service where required by law, and to determine whether a loan guaranty applicant has been identified as a delinquent
taxpayer by the Internal Revenue Service, and that such taxpayers may have
their loan applications rejected, and
that it may be used to verify social security benefit entitlement (including
amounts payable) with the Social Security Administration and, for other
purposes where authorized by both
title 38 U.S.C., and the Privacy Act of

1974, (Pub. L. 93–579), or, where required
by another statute. (Pub. L. 97–365, sec.
4)
(Authority: 38 U.S.C. 5101)
[44 FR 22068, Apr. 13, 1979, as amended at 51
FR 21750, June 16, 1986; 56 FR 25044, June 3,
1991]

§ 1.576 General policies, conditions of
disclosure, accounting of certain
disclosures, and definitions.
(a) The Department of Veterans Affairs will safeguard an individual
against an invasion of personal privacy. Except as otherwise provided by
law or regulation its officials and employees will:
(1) Permit an individual to determine
what records pertaining to him or her
will be collected, maintained, used, or
disseminated by the Department of
Veterans Affairs.
(2) Permit an individual to prevent
records pertaining to him or her, obtained by the Department of Veterans
Affairs for a particular purpose, from
being used or made available for another purpose without his or her consent.
(3) Permit an individual to gain access to information pertaining to him
or her in Department of Veterans Affairs records, to have a copy made of
all or any portion thereof, and to correct or amend such records.
(4) Collect, maintain, use, or disseminate any record of identifiable personal
information in a manner that assures
that such action is for a necessary and
lawful purpose, that the information is
correct and accurate for its intended
use, and that adequate safeguards are
provided to prevent misuse of such information.
(5) Permit exemptions from records
requirements provided in 5 U.S.C. 552a
only where an important public policy
need for such exemption has been determined pursuant to specific statutory authority.
(b) The Department of Veterans Affairs will not disclose any record contained in a system of records by any
means of communication to any person
or any other agency except by written
request of or prior written consent of
the individual to whom the record pertains unless such disclosure is:
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(1) To those officers and employees of
the agency which maintains the record
and who have a need for the record in
the performance of their duties;
(2) Required under 5 U.S.C. 552;
(3) For a routine use of the record
compatible with the purpose for which
it was collected;
(4) To the Bureau of the Census for
purposes of planning or carrying out a
census or survey or related activity
pursuant to title 13 U.S.C.;
(5) To a recipient who has provided
the Department of Veterans Affairs
with advance adequate written assurance that the record will be used solely
as a statistical research or reporting
record, and the record is to be transferred in a form that is not individually identifiable;
(6) To the National Archives of the
United States as a record which has
sufficient historical or other value to
warrant its continued preservation by
the U.S. Government, or for evaluation
by the Administrator of General Services or designee to determine whether
the record has such value;
(7) To another agency or to an instrumentality of any governmental jurisdiction within or under the control of
the United States for a civil or criminal law enforcement activity if the activity is authorized by law, and if the
head of the agency or instrumentality
has made a written request to the Department of Veterans Affairs specifying the particular portion desired
and the law enforcement activity for
which the record is sought;
(8) To a person pursuant to a showing
of compelling circumstances affecting
the health or safety of an individual if
upon such disclosure notification is
transmitted to the last known address
of such individual;
(9) To either House of Congress, or, to
the extent of matter within its jurisdiction, any committee or subcommittee thereof, any joint committee of Congress or subcommittee of
any such joint committee;
(10) To the Comptroller General, or
any authorized representatives, in the
course of the performance of the duties
of the General Accounting Office; or
(11) Pursuant to the order of a court
of competent jurisdiction.

(c) With respect to each system of
records (i.e., a group of records from
which information is retrieved by the
name of the individual or by some
identifying number, symbol, or other
identifying particular assigned to the
individual) under Department of Veterans Affairs control, the Department
of Veterans Affairs will (except for disclosures made under paragraph (b)(1) or
(2) of this section) keep an accurate accounting as follows:
(1) For each disclosure of a record to
any person or to another agency made
under paragraph (b) of this section,
maintain information consisting of the
date, nature, and purpose of each disclosure, and the name and address of
the person or agency to whom the disclosure is made;
(2) Retain the accounting made under
paragraph (c)(1) of this section for at
least 5 years or the life of the record,
whichever is longer, after the disclosure for which the accounting is made;
(3) Except for disclosures made under
paragraph (b)(7) of this section, make
the accounting under paragraph (c)(1)
of this section available to the individual named in the record at his or
her request; and
(4) Inform any person or other agency
about any correction or notation of
dispute made by the agency in accordance with § 1.579 of any record that has
been disclosed to the person or agency
if an accounting of the disclosure was
made.
(d) For the purposes of §§ 1.575
through 1.584, the parent of any minor,
or the legal guardian of any individual
who has been declared incompetent due
to physical or mental incapacity or age
by a court of competent jurisdiction,
may act on behalf of the individual.
(e) Section 552a(i), title 5 U.S.C., provides that:
(1) Any officer or employee of the Department of Veterans Affairs, who by
virtue of his or her employment or official position, has possession of, or access to, Department of Veterans Affairs
records which contain individually
identifiable information the disclosure
of which is prohibited by 5 U.S.C. 552a
or by § 1.575 series established thereunder, and who knowing that disclosure of the specific material is so prohibited, willfully discloses the material
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in any manner to any person or agency
not entitled to receive it, shall be
guilty of a misdemeanor and fined not
more than $5,000.
(2) Any officer or employee of the Department of Veterans Affairs who willfully maintains a system of records
without meeting the notice requirements of 5 U.S.C. 552a(e)(4) (see
§ 1.578(d)) shall be guilty of a misdemeanor and fined not more than
$5,000.
(3) Any person who knowingly and
willfully requests or obtains any record
concerning an individual from the Department of Veterans Affairs under
false pretenses shall be guilty of a misdemeanor and fined not more than
$5,000.
(f) For purposes of § 1.575 series the
following definitions apply:
(1) The term agency includes any executive department, military department, Government corporation, Government controlled corporation, or
other establishment in the executive
branch of the government (including
the Executive Office of the President),
or any independent regulatory agency.
(2) The term individual means a citizen of the United States or an alien
lawfully admitted for permanent residence.
(3) The term maintain includes maintain, collect, use, or disseminate.
(4) The term record means any item,
collection, or grouping of information
about an individual that is maintained
by an agency, including, but not limited to, his or her education, financial
transactions, medical history, and
criminal or employment history and
that contains his or her name, or the
identifying number, symbol, or other
identifying particular assigned to the
individual, such as a finger or voice
print or a photograph.
(5) The term system of records means a
group of any records under the control
of any agency from which information
is retrieved by the name of the individual or by some identifying number,
symbol, or other identifying particular
assigned to the individual.
(6) The term statistical record means a
record in a system of records maintained for statistical research or reporting purposes only and not used in
whole or in part in making any deter-

mination about an identifiable individual except as provided by section 8
of title 13 U.S.C.
(7) The term routine use means, with
respect to the disclosure of a record,
the use of such record for a purpose
which is compatible with the purpose
for which it was collected.
(g) When the Department of Veterans
Affairs provides by a contract for the
operation by or on behalf of the Department of Veterans Affairs of a system of records to accomplish a Department of Veterans Affairs function, the
Department of Veterans Affairs will,
consistent with its authority, cause
the requirements of 5 U.S.C. 552a (as required by subsection (m)) and those of
the § 1.575 series to be applied to such
system. For the purposes of 5 U.S.C.
552a(i) and § 1.576(e) any such contractor and any employee of such contractor, if such contract is agreed to on
or after September 27, 1975, will be considered to be an employee of the Department of Veterans Affairs.
(h) The Department of Veterans Affairs will, for the purposes of 5 U.S.C.
552a, consider that it maintains any
agency record which it deposits with
the Administrator of General Services
for storage, processing, and servicing
in accordance with section 3103 of title
44 U.S.C. Any such record will be considered subject to the provisions of
§ 1.575 series implementing 5 U.S.C. 552a
and any other applicable Department
of Veterans Affairs regulations. The
Administrator of General Services is
not authorized to disclose such a
record except to the Department of
Veterans Affairs, or under regulations
established by the Department of Veterans Affairs which are not inconsistent with 5 U.S.C. 552a.
(i) The Department of Veterans Affairs will, for the purposes of 5 U.S.C.
552a, consider that a record is maintained by the National Archives of the
United States if it pertains to an identifiable individual and was transferred
to the National Archives prior to September 27, 1975, as a record which has
sufficient historical or other value to
warrant its continued preservation by
the United States Government. Such
records are not subject to the provisions of 5 U.S.C. 552a except that a
statement generally describing such
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records (modeled after the requirements relating to records subject to
subsections (e)(4)(A) through (G) of 5
U.S.C. 552a) will be published in the
FEDERAL REGISTER.
(j) The Department of Veterans Affairs will also, for the purposes of 5
U.S.C. 552a, consider that a record is
maintained by the National Archives of
the United States if it pertains to an
identifiable individual and is transferred to the National Archives on or
after September 27, 1975, as a record
which has sufficient historical or other
value to warrant its continued preservation by the United States Government. Such records are exempt from
the requirements of 5 U.S.C. 552a except subsections (e)(4) (A) through (G)
and (e)(9) thereof.

system or systems of records pursuant
to § 1.578(d). The request should be
made to the office concerned (having
jurisdiction over the system or systems
of records involved) or, if not known,
to the Director or Department of Veterans Affairs Officer in the nearest Department of Veterans Affairs regional
office, or to the Department of Veterans Affairs Central Office, 810
Vermont Avenue, NW., Washington, DC
20420. Personal contact should normally be made during the regular duty
hours of the office concerned, which
are 8:00 a.m. to 4:30 p.m., Monday
through Friday for Department of Veterans Affairs Central Office and most
field facilities. Identification of the individual requesting the information
will be required and will consist of the
requester’s name, signature, address,
and claim, insurance or other identifying file number, if any, as a minimum. Additional identifying data or
documents may be required in specified
categories as determined by operating
requirements and established and publicized by the promulgation of Department of Veterans Affairs regulations.
(5 U.S.C. 552a(f)(1))
(c) The department or staff office
having jurisdiction over the records involved will establish appropriate disclosure procedures and will notify the
individual requesting disclosure of his
or her record or information pertaining
to him or her of the time, place and
conditions under which the Department of Veterans Affairs will comply
to the extent permitted by law and Department of Veterans Affairs regulation. (5 U.S.C. 552a(f)(2))
(d) Access to sensitive material in
records, including medical and psychological records, is subject to the following special procedures. When an individual requests access to his or her
records, the Department of Veterans
Affairs official responsible for administering those records will review them
and identify the presence of any sensitive records. Sensitive records are
those that contain information which
may have a serious adverse effect on
the individual’s mental or physical
health if they are disclosed to him or
her. If, on review of the records, the
Department of Veterans Affairs official
concludes that there are sensitive

(Authority: 38 U.S.C. 501)
[40 FR 33944, Aug. 12, 1975, as amended at 40
FR 58644, Dec. 18, 1975; 47 FR 16323, Apr. 16,
1982]

§ 1.577 Access to records.
(a) Except as otherwise provided by
law or regulation any individual upon
request may gain access to his or her
record or to any information pertaining to him or her which is contained in any system of records maintained by the Department of Veterans
Affairs. The individual will be permitted, and upon his or her request, a
person of his or her own choosing permitted to accompany him or her, to review the record and have a copy made
of all or any portion thereof in a form
comprehensible to him or her. The Department of Veterans Affairs will require, however, a written statement
from the individual authorizing discussion of that individual’s record in the
accompanying person’s presence.
(b) Any individual will be notified,
upon request, if any Department of
Veterans Affairs system of records
named contains a record pertaining to
him or her. Such request must be in
writing, over the signature of the requester. The request must contain a
reasonable description of the Department of Veterans Affairs system or
systems of records involved, as described at least annually by notice published in the FEDERAL REGISTER describing the existence and character of
the Department of Veterans Affairs
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records involved, the official will refer
the records to a Department of Veterans Affairs physician, other than a
rating board physician, for further review. If the physician who reviews the
records believes that disclosure of the
information directly to the individual
could have an adverse effect on the
physical or mental health of the individual, the responsible Department of
Veterans Affairs official will then advise the requesting individual: (1) That
the Department of Veterans Affairs
will disclose the sensitive records to a
physician or other professional person
selected by the requesting individual
for such redisclosure as the professional person may believe is indicated,
and (2) in indicated cases, that the Department of Veterans Affairs will arrange for the individual to report to a
Department of Veterans Affairs facility
for a discussion of his or her records
with a designated Department of Veterans Affairs physician and for an explanation of what is included in the
records. Following such discussion, the
records should be disclosed to the individual; however, in those extraordinary
cases where a careful and conscientious
explanation of the information consid-

ered harmful in the record has been
made by a Department of Veterans Affairs physician and where it is still the
physician’s professional medical opinion that physical access to the information could be physically or mentally
harmful to the patient, physical access
may be denied. Such a denial situation
should be an unusual, very infrequent
occurrence. When denial of a request
for direct physical access is made, the
responsible Department of Veterans Affairs official will: (1) Promptly advise
the individual making the request of
the denial; (2) state the reasons for the
denial of the request (e.g., 5 U.S.C.
552a(f)(3), 38 U.S.C. 5701(b)(1)); and (3)
advise the requester that the denial
may be appealed to the General Counsel and of the procedure for such an appeal.(Authority: 5 U.S.C. 552a(f)(3))
(e) Nothing in 5 U.S.C. 552a, however,
allows an individual access to any information compiled in reasonable anticipation of civil action or proceeding.
(5 U.S.C. 552a(d)(5))
(f) Fees to be charged, if any, to any
individual for making copies of his or
her record shall not include the cost of
any search for and review of the record,
and will be as follows:

Activity

Fees

(1) Duplication of documents by any type of reproduction process to produce plain one-sided
paper copies of a standard size (81⁄2″ × 11″; 81⁄2″ × 14″; 11″×14″).
(2) Duplication of non-paper records, such as microforms, audiovisual materials (motion pictures, slides, laser optical disks, video tapes, audio tapes, etc.), computer tapes and disks,
diskettes for personal computers, and any other automated media output.

$0.15 per page after first 100
one-sided pages.
Actual direct cost to the Agency
as defined in § 1.555(a)(2) of
this part to the extent that it
pertains to the cost of duplication.
Actual direct cost to the Agency
as defined in § 1.555(a)(2) of
this part to the extent that it
pertains to the cost of duplication.

(3) Duplication of document by any type of reproduction process not covered by paragraphs
(f)(1) or (2) of this section to produce a copy in a form reasonably usable by the requester.

NOTE. Fees for any activities other than
duplication by any type of reproducing process will be assessed under the provisions of
§ 1.526(i) or (j) of this part of any other applicable law.)

tains, the duplication fee for one complete set of such records will be waived.
(Authority: 5 U.S.C. 552a(f)(5)) (38 U.S.C. 501)
[40 FR 33944, Aug. 12, 1975, as amended at 47
FR 16323, Apr. 16, 1982; 53 FR 10380, Mar. 31,
1988; 55 FR 21546, May 25, 1990]

(g) When VA benefit records, which
are retrievable by name or individual
identifier of a VA beneficiary or applicant for VA benefits, are requested by
the individual to whom the record per-

§ 1.578

[Reserved]

§ 1.579

Amendment of records.

(a) Any individual may request
amendment of any Department of Veterans Affairs record pertaining to him
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evaluate and grant or deny requests to
amend, review initial adverse determinations upon request, and assist requesters desiring to amend or appeal
initial adverse determinations or learn
further of the provisions for judicial review.
(2) The following field officials are
designated as responsible for the
amendment of records or information
located in facilities under their jurisdiction, as appropriate: The Director of
each Center, Domiciliary, Medical Center, Outpatient Clinic, Regional Office,
Supply Depot, and Regional Counsels.
These officials will function in the
same manner at field facilities as that
specified in the preceding subparagraph
for headquarters officials in Central Office.

or her. Not later than 10 days (excluding Saturdays, Sundays, and legal public holidays) after the date or receipt of
such request, the Department of Veterans Affairs will acknowledge in writing such receipt. The Department of
Veterans Affairs will complete the review to amend or correct a record as
soon as reasonably possible, normally
within 30 days from the receipt of the
request (excluding Saturdays, Sundays,
and legal public holidays) unless unusual circumstances preclude completing action within that time. The
Department of Veterans Affairs will
promptly either:
(1) Correct any part thereof which
the individual believes is not accurate,
relevant, timely or complete; or
(2) Inform the individual of the Department of Veterans Affairs refusal to
amend the record in accordance with
his or her request, the reason for the
refusal, the procedures by which the individual may request a review of that
refusal by the Secretary or designee,
and the name and address of such official.

(Authority: 5 U.S.C. 552a(f)(4))

(c) Any individual who disagrees with
the Department of Veterans Affairs refusal to amend his or her record may
request a review of such refusal. The
Department of Veterans Affairs will
complete such review not later than 30
days (excluding Saturdays, Sundays,
and legal public holidays) from the
date on which the individual request
such review and make a final determination unless, for good cause shown,
the Secretary extends such 30-day period. If, after review, the Secretary or
designee also refuses to amend the
record in accordance with the request
the individual will be advised of the
right to file with the Department of
Veterans Affairs a concise statement
setting forth the reasons for his or her
disagreement with the Department of
Veterans Affairs refusal and also advise
of the provisions for judicial review of
the reviewing official’s determination.
(5 U.S.C. 552a(g)(1)(A))
(d) In any disclosure, containing information about which the individual
has filed a statement of disagreement,
occurring after the filing of the statement under paragraph (c) of this section, the Department of Veterans Affairs will clearly note any part of the
record which is disputed and provide
copies of the statement (and, if the Department of Veterans Affairs deems it
appropriate, copies of a concise statement of the Department of Veterans
Affairs reasons for not making the

(Authority: 5 U.S.C. 552a(d)(2))

(b) The administration or staff office
having jurisdiction over the records involved will establish procedures for reviewing a request from an individual
concerning the amendment of any
record or information pertaining to the
individual, for making a determination
on the request, for an appeal within the
Department of Veterans Affairs of an
initial adverse Department of Veterans
Affairs determination, and for whatever additional means may be necessary for each individual to be able to
exercise fully, his or her right under 5
U.S.C. 552a.
(1) Headquarters officials designated
as responsible for the amendment of
records or information located in Central Office and under their jurisdiction
include, but are not limited to: Secretary; Deputy Secretary, as well as
other appropriate individuals responsible for the conduct of business within
the various Department of Veterans
Affairs administrations and staff offices. These officials will determine
and advise the requester of the identifying information required to relate
the request to the appropriate record,
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amendments requested) to persons or
other agencies to whom the disputed
record has been disclosed. (5 U.S.C.
552a(d)(4)) (38 U.S.C. 501)

is subject to exemptions pursuant to 5
U.S.C. 552a (j)(2) and (k)(2).
(3) For the reasons set forth, the systems of records listed under paragraph
(b)(1) of this section are exempted
under sections 552a (j)(2) and (k)(2)
from the following provisions of 5
U.S.C. 552a:
(i) 5 U.S.C. 552a(c)(3) requires that
upon request, an agency must give an
individual named in a record an accounting which reflects the disclosure
of the record to other persons or agencies. This accounting must state the
date, nature and purpose of each disclosure of the record and the name and address of the recipient. The application
of this provision would alert subjects
to the existence of the investigation
and identify that such persons are subject of that investigation. Since release
of such information to subjects would
provide them with significant information concerning the nature of the investigation, it could result in the altering or destruction of derivative evidence which is obtained from third parties, improper influencing of witnesses,
and other activities that could impede
or compromise the investigation.
(ii) 5 U.S.C. 552a(c)(4), (d), (e)(4) (G)
and (H), (f) and (g) relate to an individual’s right to be notified of the existence of records pertaining to such individual; requirements for identifying an
individual who requests access to
records; the agency procedures relating
to access to records and the amendment of information contained in such
records; and the civil remedies available to the individual in the event of
adverse determinations by an agency
concerning access to or amendment of
information contained in record systems. This system is exempt from the
foregoing provisions for the following
reasons: To notify an individual at the
individual’s request of the existence of
records in an investigative file pertaining to such individual or to grant
access to an investigative file could
interfere with investigative and enforcement proceedings, threaten the
safety of individuals who have cooperated with authorities, constitute an
unwarranted invasion of personal privacy of others, disclose the identity of
confidential sources, reveal confidential information supplied by these

[47 FR 16324, Apr. 16, 1982]

§ 1.580 Administrative review.
(a) Upon denial or a request under 38
CFR 1.577 or 1.579, the responsible Department of Veterans Affairs official or
designated employee will inform the
requester in writing of the denial, cite
the reason or reasons and the Department of Veterans Affairs regulations
upon which the denial is based, and advise that the denial may be appealed to
the General Counsel.
(b) The final agency decision in such
appeals will be made by the General
counsel or the Deputy General Counsel.
(Authority: 38 U.S.C. 501)
[40 FR 33944, Aug. 12, 1975, as amended at 47
FR 16324, Apr. 16, 1982; 55 FR 21546, May 25,
1990]

§ 1.581

[Reserved]

§ 1.582 Exemptions.
(a) Certain systems of records maintained by the Department of Veterans
Affairs are exempted from provisions of
the Privacy Act in accordance with exemptions (j) and (k) of 5 U.S.C. 552a.
(b) Exemption of Inspector General Systems of Records. The Department of Veterans Affairs provides limited access to
Inspector General Systems of Records
as indicated.
(1) The following systems of records
are exempted pursuant to the provisions of 5 U.S.C. 552a(j)(2) from subsections (c)(3) and (4), (d), (e)(1), (2) and
(3), (e)(4) (G), (H) and (I), (e)(5) and (8),
(f) and (g) of 5 U.S.C. 552a; in addition,
the following systems of records are exempted pursuant to the provisions of 5
U.S.C. 552a(k)(2) from subsections
(c)(3), (d), (e)(1), (e)(4) (G), (H), and (I),
and (f) of 5 U.S.C. 552a:
(i) Investigation Reports of Persons
Allegedly Involved in Irregularities
Concerning VA and Federal Laws, Regulations, Programs, etc.—VA (11 VA51);
and
(ii) Inspector General Complaint Center Records—VA (66VA53).
(2) These exemptions apply to the extent that information in those systems
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sources, and disclose investigative
techniques and procedures.
(iii) 5 U.S.C. 552a(e)(4)(I) requires the
publication of the categories of sources
of records in each system of records.
The application of this provision could
disclose investigative techniques and
procedures and cause sources to refrain
from giving such information because
of fear of reprisal, or fear of breach of
promises of anonymity and confidentiality. This could compromise the
ability to conduct investigations and
to identify, detect and apprehend violators. Even though the agency has
claimed an exemption from this particular requirement, it still plans to
generally identify the categories of
records and the sources for these
records in this system. However, for
the reasons stated in paragraph
(b)(3)(ii) of this section, this exemption
is still being cited in the event an individual wants to know a specific source
of information.
(iv) 5 U.S.C. 552a(e)(1) requires each
agency to maintain in its records only
such information about an individual
that is relevant and necessary to accomplish a purpose of the agency required by statute or Executive order.
These systems of records are exempt
from the foregoing provisions because:
(A) It is not possible to detect the
relevance or necessity of specific information in the early stages of a criminal or other investigation.
(B) Relevance and necessity are questions of judgment and timing. What appears relevant and necessary may ultimately be determined to be unnecessary. It is only after the information is
evaluated that the relevance and necessity of such information can be established.
(C) In any investigation the Inspector
General may obtain information concerning the violations of laws other
than those within the scope of his/her
jurisdiction. In the interest of effective
law enforcement, the Inspector General
should retain this information as it
may aid in establishing patterns of
criminal activity and provide leads for
those
law
enforcement
agencies
charged with enforcing other segments
of civil or criminal law.
(v) 5 U.S.C. 552a(e)(2) requires an
agency to collect information to the

greatest extent practicable directly
from the subject individual when the
information may result in adverse determinations about an individual’s
rights, benefits, and privileges under
Federal programs. The application of
this provision would impair investigations of illegal acts, violations of the
rules of conduct, merit system and any
other misconduct for the following reasons:
(A) In order to successfully verify a
complaint, most information about a
complainant or an individual under investigation must be obtained from
third parties such as witnesses and informers. It is not feasible to rely upon
the subject of the investigation as a
source for information regarding his/
her activities because of the subject’s
rights against self-incrimination and
because of the inherent unreliability of
the suspect’s statements. Similarly, it
is not always feasible to rely upon the
complainant as a source of information
regarding his/her involvement in an investigation.
(B) The subject of an investigation
will be alerted to the existence of an
investigation if an attempt is made to
obtain information from the subject.
This would afford the individual the
opportunity to conceal any criminal
activities to avoid apprehension.
(vi) 5 U.S.C. 552a(e)(3) requires that
an agency must inform the subject of
an investigation who is asked to supply
information of:
(A) The authority under which the
information is sought and whether disclosure of the information is mandatory or voluntary;
(B) The purposes for which the information is intended to be used;
(C) The routine uses which may be
made of the information; and
(D) The effects on the subject, if any,
of not providing the requested information. The reasons for exempting this
system of records from the foregoing
provision are as follows:
(1) The disclosure to the subject of
the purposes of the investigation as
stated in paragraph (b)(3)(vi)(B) of this
paragraph would provide the subject
with substantial information relating
to the nature of the investigation and
could impede or compromise the investigation.
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Systems of Records. The Department of
Veterans Affairs provides limited access to Loan Guaranty Service, Veterans Benefits Administration, systems
of records as indicated:
(1) The following systems of records
are exempted pursuant to the provisions of 5 U.S.C. 552a(k)(2) from subsections (c)(3), (d), (e)(1) and (e)(4) (G),
(H) and (I) and (f):
(i) Loan Guaranty Fee Personnel and
Program
Participant
Records—VA
(17VA26); and
(ii) Loan Guaranty Home Condominium and Mobile Home Loan Applicant Records and Paraplegic Grant Application Records—VA (55VA26).
(2) These exemptions apply to the extent that information in these systems
is subject to exemption pursuant to 5
U.S.C. 552a(k)(2).
(3) For the reasons set forth, the systems of records listed under paragraph
(c)(1) of this section are exempted
under 5 U.S.C. 552a(k)(2) from the following provisions of 5 U.S.C. 552a:
(i) 5 U.S.C. 552a(c)(3) requires that an
agency make accountings of disclosures of records available to individuals named in the records at their request. These accountings must state
the date, nature and purpose of each
disclosure of the record and the name
and address of the recipient. The application of this provision would alert
subjects of an investigation to the existence of the investigation and that
such persons are subjects of that investigation. Since release of such information to subjects of an investigation
would provide the subjects with significant information concerning the nature of the investigation, it could result in the altering or destruction of
documentary evidence, improper influencing of witnesses and other activities
that could impede or compromise the
investigation.
(ii) 5 U.S.C. 552a(d), (e)(4) (G) and (H)
and (f) relate to an individual’s right to
be notified of the existence of records
pertaining to such individual; requirements for identifying an individual
who requests access to records; and the
agency procedures relating to access to
records and the contest of information
contained in such records. This system

(2) If the complainant or the subject
were informed of the information required by this provision, it could seriously interfere with undercover activities requiring disclosure of the authority under which the information is
being requested. This could conceivably jeopardize undercover agents’
identities and impair their safety, as
well as impair the successful conclusion of the investigation.
(3) Individuals may be contacted during preliminary information gathering
in investigations before any individual
is identified as the subject of an investigation. Informing the individual of
the matters required by this provision
would hinder or adversely affect any
present or subsequent investigations.
(vii) 5 U.S.C. 552a(e)(5) requires that
records be maintained with such accuracy, relevance, timeliness, and completeness as is reasonably necessary to
assure fairness to the individual in
making any determination about an individual. Since the law defines maintain
to include the collection of information, complying with this provision
would prevent the collection of any
data not shown to be accurate, relevant, timely, and complete at the moment of its collection. In gathering information during the course of an investigation it is not always possible to
determine this prior to collection of
the information. Facts are first gathered and then placed into a logical
order which objectively proves or disproves criminal behavior on the part of
the suspect. Material which may seem
unrelated, irrelevant, incomplete, untimely, etc., may take on added meaning as an investigation progresses. The
restrictions in this provision could
interfere with the preparation of a
complete investigative report.
(viii) 5 U.S.C. 552a(e)(8) requires an
agency to make reasonable efforts to
serve notice on an individual when any
record on such individual is made
available to any person under compulsory legal process when such process
becomes a matter of public record. The
notice requirement of this provision
could prematurely reveal an ongoing
criminal investigation to the subject of
the investigation.
(c) Exemption of Loan Guaranty Service, Veterans Benefits Administration,
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is exempt from the foregoing provisions for the following reasons: To notify an individual at the individual’s
request of the existence of records in
an investigative file pertaining to such
individual or to grant access to an investigative file could interfere with investigative and enforcement proceedings; constitute an unwarranted
invasion of the personal privacy of others; disclose the identity of confidential sources and reveal confidential information supplied by these sources
and disclose investigative techniques
and procedures.
(iii) 5 U.S.C. 552a(e)(4)(I) requires the
publication of the categories of sources
of records in each system of records.
The application of this provision could
disclose investigative techniques and
procedures and cause sources to refrain
from giving such information because
of fear of reprisal, or fear of breach of
promises of anonymity and confidentiality. This would compromise the
ability to conduct investigations. Even
though the agency has claimed an exemption from this particular requirement, it still plans to generally identify the categories of records and the
sources for these records in this system. However, for the reasons stated
above, this exemption is still being
cited in the event an individual wanted
to know a specific source of information.
(iv) 5 U.S.C. 552a(e)(1) requires each
agency to maintain in its records only
such information about an individual
that is relevant and necessary to accomplish a purpose of the agency required by statute or Executive order.
This system of records is exempt from
the foregoing provision because:
(A) It is not possible to detect relevance or necessity of specific information in the early stages of an investigation.
(B) Relevance and necessity are questions of judgment and timing. What appears relevant and necessary when collected may ultimately be determined
to be unnecessary. It is only after the
information is evaluated that the relevance and necessity of such information can be established.
(C) In interviewing persons or obtaining other forms of evidence during an
investigation, information may be sup-

plied to the investigator which relates
to matters incidental to the main purpose of the investigation but which is
appropriate in a thorough investigation. Oftentimes, such information
cannot readily be segregated.
(4) The following system of records is
exempt pursuant to the provisions of 5
U.S.C. 552a(k)(5) from subsections
(c)(3), (d), (e)(1), (e)(4) (G), (H) and (I)
and (f): Loan Guaranty Fee Personnel
and Program Participant Records—VA
(17 VA 26).
(5) This exemption applies to the extent that information in this system is
subject to exemption pursuant to 5
U.S.C. 552a(k)(5).
(6) For the reasons set forth, the system of records listed in paragraph (c)(4)
of this section is exempt under 5 U.S.C.
552a(k)(5) from the following provisions
of 5 U.S.C. 552a:
(i) 5 U.S.C. 552a(c)(3) requires that an
agency make accountings of disclosures of records available to individuals named in the records at their request. These accountings must state
the date, nature and purpose of each
disclosure of the record and the name
and address of the recipient. The application of this provision would alert
subjects of background suitability investigations to the existence of the investigation and reveal that such persons are subjects of that investigation.
Since release of such information to
subjects of an investigation would provide the subjects with significant information concerning the nature of the
investigation, it could result in revealing the identity of a confidential
source.
(ii) 5 U.S.C. 552a(d), (e)(4) (G) and (H)
and (f) relate to an individual’s right to
be notified of the existence of records
pertaining to such individual; requirements for identifying an individual
who requests access to records; and the
agency procedures relating to access to
records and the contest of information
contained in such records. This system
is exempt from the foregoing provisions for the following reasons: To notify an individual at the individual’s
request of the existence of records in
an investigative file pertaining to such
an individual or to grant access to an
investigative file would disclose the
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identity of confidential sources and reveal confidential information supplied
by these sources.
(iii) 5 U.S.C. 552a(e)(4)(I) requires the
publication of the categories of sources
of records in each system of records.
The application of this provision could
disclose sufficient information to disclose the identity of a confidential
source and cause sources to refrain
from giving such information because
of fear of reprisal, or fear of breach of
promises of anonymity and confidentiality. This would compromise the
ability to conduct background suitability investigations.
(iv) 5 U.S.C. 552a(e)(1) requires each
agency to maintain in its records only
such information about an individual
that is relevant and necessary to accomplish a purpose of the agency required by statute or Executive order.
This system of records is exempt from
the foregoing provision because:
(A) It is not possible to detect relevance and necessity of specific information from a confidential source in
the early stages of an investigation.
(B) Relevance and necessity are questions of judgment and timing. What appears relevant and necessary when collected may ultimately be determined
to be unnecessary. It is only after the
information is evaluated that the relevance and necessity of such information can be established regarding suitability for VA approval as a fee appraiser or compliance inspector.
(C) In interviewing persons or obtaining other forms of evidence during an
investigation for suitability for VA approval, information may be supplied to
the investigator which relates to matters incidental to the main purpose of
the investigation but which is appropriate in a thorough investigation. Oftentimes, such information cannot
readily be segregated and disclosure
might jeopardize the identity of a confidential source.
(d) Exemption of Police and Security
Records. VA provides limited access to
one Security and Law Enforcement
System of Records, Police and Security
Records—VA (103VA07B).
(1) The investigations records and reports contained in this System of
Records are exempted [pursuant to 5
U.S.C. 552a(j)(2) of the Privacy Act of

1974] from Privacy Act subsections
(c)(3) and (c)(4); (d); (e)(1) through
(e)(3), (e)(4)(G) through (e)(4)(I), (e)(5),
and (e)(8); (f); and (g); in addition, they
are exempted [pursuant to 5 U.S.C.
552a(k)(2) of the Privacy Act of 1974]
from Privacy Act subsections (c)(3);
(d); (e)(1), (e)(4)(G) through (e)(4)(I); and
(f).
(2) These records contained in the Police
and
Security
Records—VA
(103VA076B) are exempted for the following reasons:
(i) The application of Privacy Act
subsection (c)(3) would alert subjects to
the existence of the investigation and
reveal that they are subjects of that investigation. Providing subjects with information concerning the nature of the
investigation could result in alteration
or destruction of evidence which is obtained from third parties, improper influencing of witnesses, and other activities that could impede or compromise the investigation.
(ii) The application of Privacy Act
subsections (c)(4); (d); (e)(4)(G) and
(e)(4)(H); (f); and (g) could interfere
with investigative and enforcement
proceedings, threaten the safety of individuals who have cooperated with authorities, constitute an unwarranted
invasion of personal privacy of others,
disclose the identity of confidential
sources, reveal confidential information supplied by these sources, and disclose investigative techniques and procedures.
(iii) The application of Privacy Act
subsection (e)(4)(I) could disclose investigative techniques and procedures and
cause sources to refrain from giving
such information because of fear of reprisal, or fear of breach of promises of
anonymity and confidentiality. This
could compromise the ability to conduct investigations and to identify, detect and apprehend violators. Even
though the agency has claimed an exemption from this particular requirement, it still plans to generally identify the categories of records and the
sources of these records in this system.
However, for the reason stated in paragraph (d)(2)(ii) of this section, this exemption is still being cited in the event
an individual wants to know a specific
source of information.
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(iv) These records contained in the
Police and Security Records—VA
(103VA076B) are exempt from Privacy
Act subsection (e)(1) because it is not
possible to detect the relevance or necessity of specific information in the
early stages of a criminal or other investigation. Relevance and necessity
are questions of judgment and timing.
What appears relevant and necessary
may ultimately be determined to be
unnecessary. It is only after the information is evaluated that the relevance
and necessity of such information can
be established. In any investigation,
the Office of Security and Law Enforcement may obtain information
concerning violations of laws other
than those within the scope of its jurisdiction. In the interest of effective law
enforcement, the Office of Security and
Law Enforcement should retain this information as it may aid in establishing
patterns of criminal activity and provide leads for those law enforcement
agencies charged with enforcing other
segments of civil or criminal law.
(v) The application of Privacy Act
subsection (e)(2) would impair investigations of illegal acts, violations of
the rules of conduct, merit system and
any other misconduct for the following
reasons:
(A) In order to successfully verify a
complaint, most information about a
complainant or an individual under investigation must be obtained from
third parties such as witnesses and informers. It is not feasible to rely upon
the subject of the investigation as a
source for information regarding his/
her activities because of the subject’s
rights against self-incrimination and
because of the inherent unreliability of
the suspect’s statements. Similarly, it
is not always feasible to rely upon the
complainant as a source of information
regarding his/her involvement in an investigation.
(B) The subject of an investigation
will be alerted to the existence of an
investigation if an attempt is made to
obtain information from the subject.
This would afford the individual the
opportunity to conceal any criminal
activities to avoid apprehension.
(vi) The reasons for exempting these
records in the Police and Security

Records—VA (103VA07B) from Privacy
Act subsection (e)(3) are as follows:
(A) The disclosure to the subject of
the purposes of the investigation would
provide the subject with substantial information relating to the nature of the
investigation and could impede or compromise the investigation.
(B) Informing the complainant or the
subject of the information required by
this provision could seriously interfere
with undercover activities, jeopardize
the identities of undercover agents and
impair their safety, and impair the successful conclusion of the investigation.
(C) Individuals may be contacted during preliminary information gathering
in investigations before any individual
is identified as the subject of an investigation. Informing the individual of
the matters required by this provision
would hinder or adversely affect any
present or subsequent investigations.
(vii) Since the Privacy Act defines
‘‘maintain’’ to include the collection of
information, complying with subsection (e)(5) would prevent the collection of any data not shown to be accurate, relevant, timely, and complete at
the moment of its collection. In gathering information during the course of
an investigation, it is not always possible to make this determination prior
to collecting the information. Facts
are first gathered and then placed into
a logical order which objectively
proves or disproves criminal behavior
on the part of the suspect. Material
that may seem unrelated, irrelevant,
incomplete, untimely, etc., may take
on added meaning as an investigation
progresses. The restrictions in this provision could interfere with the preparation of a complete investigative report.
(viii) The notice requirement of Privacy Act subsection (e)(8) could prematurely reveal an ongoing criminal
investigation to the subject of the investigation.
(Authority: 5 U.S.C. 552a (j) and (k); 38 U.S.C.
501)
[48 FR 29847, June 29, 1983, as amended at 68
FR 35298, June 13, 2003]
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(b) Ownership in and to inventions
arising under Cooperative Research
and
Development
Agreements
(CRADAs) pursuant to 15 USC 3710a
shall be governed by the provisions of
the pertinent CRADA, as authorized by
the Federal Technology Transfer Act.

[Reserved]

INVENTIONS BY EMPLOYEES OF
DEPARTMENT OF VETERANS AFFAIRS
AUTHORITY: Sections 1.650 to 1.666 issued
under sect. 1, 66 Stat. 811, 72 Stat. 1114; 35
U.S.C. 266; 15 U.S.C. 3710a; 38 U.S.C. 501; E.O.
10096, E.O. 10930, 15 FR 389; 3 CFR 1949–1953
Comp.

§ 1.650

(Authority: 15 U.S.C. 3710a; 37 CFR part 501)
[61 FR 29658, June 12, 1996]

Purpose.

§ 1.653

The purpose of these regulations is to
prescribe the procedure to be followed
in determining and protecting the respective rights of the United States
Government and of Department of Veterans Affairs employees who make inventions.

The General Counsel, Deputy General
Counsel or Assistant General Counsel
for Professional Staff Group IV is authorized to act for the Secretary of
Veterans Affairs in matters concerning
patents and inventions, unless otherwise required by law. The determination of rights to an invention as between the Government and the employee where there is no cooperative
research and development agreement
shall be made by the General Counsel,
Deputy General Counsel or the Assistant General Counsel for Professional
Staff Group IV, in accordance with 37
CFR part 500.

[21 FR 10377, Dec. 28, 1956, as amended at 61
FR 29658, June 12, 1996]

§ 1.651

Delegation of authority.

Definitions.

The terms as used in the regulations
concerning inventions by employees of
the Department of Veterans Affairs are
defined as follows:
(a) The term invention includes any
art, machine, manufacture, design, or
composition of matter, or any new and
useful improvement thereof, or any variety of plant, which is or may be patentable under the patent laws of the
United States.
(b) The term employee or Government
employee means any officer or employee, civilian or military, of the Department of Veterans Affairs. Parttime, without compensation (WOC) employees and part-time consultants are
included.
(c) The term Secretary of Commerce
means the Under Secretary of Commerce for Technology.

[62 FR 14822, Mar. 28, 1997]

§ 1.654

Patenting of inventions.

Any invention owned by the Government under the criteria as set forth in
37 CFR 501.6 should be protected by an
application for a domestic patent and
other necessary documents executed by
the employee inventor prepared by or
through the General Counsel, Deputy
General Counsel or Assistant General
Counsel for Professional Staff Group
IV, unless some other agency has primary interest or it is decided to dedicate the invention to the public. Such
dedication requires approval of the
Secretary of Commerce. Applications
on behalf of the Government for foreign patents may be made if determined to be in the public interest. The
payment of necessary expenses in connection with any application filed or
patent obtained under this section by
the Department of Veterans Affairs is
authorized.

[21 FR 10377, Dec. 28, 1956, as amended at 31
FR 5291, Apr. 2, 1966; 61 FR 29658, June 12,
1996]

§ 1.652 Criteria for determining rights
to employee inventions.
(a) The criteria to be applied in determining the respective rights of the
Government and of the employee-inventor in and to any invention subject
to these provisions shall be in accordance with the Uniform Patent Policy
regulations found at 37 CFR 501.6 and
501.7.

[31 FR 5291, Apr. 2, 1966, as amended at 54 FR
26027, June 21, 1989; 61 FR 29658, June 12, 1996;
62 FR 14822, Mar. 28, 1997]
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