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be filed, the officer designated to receive 
service of process and the addresses for deliv-
ery of requests, appeals, and service of proc-
ess. In addition, it references the notice of 
systems of records and notices of the routine 
uses of the information in the system re-
quired by 5 U.S.C. 552a(4) and (11) and pub-
lished biennially by the Office of the Federal 
Register in ‘‘Privacy Act Issuances.’’ 

2. Requests for notification and access to 
records and accountings of disclosures. Initial 
determinations under 31 CFR 1.26, whether to 
grant requests for notification and access to 
records and accountings of disclosures for 
FinCEN will be made by the Freedom of In-
formation/Privacy Act officer, FinCEN. Re-
quests may be mailed to: Privacy Act Re-
quest, Financial Crimes Enforcement Net-
work, Post Office Box 39, Vienna, VA 22183. 

3. Requests for amendments of records. Initial 
determinations under 31 CFR 1.27(a) through 
(d) whether to grant requests to amend 
records maintained by FinCEN will be made 
by the Freedom of Information/Privacy Act 
officer, FinCEN. Requests may be mailed to: 
Privacy Act Request, Financial Crimes En-
forcement Network, Post Office Box 39, Vi-
enna, VA 22183. 

4. Verification of Identity. An individual 
seeking notification or access to records, or 
seeking to amend a record, or seeking an ac-
counting of disclosures, must satisfy one of 
the following identification requirements be-
fore action will be taken by FinCEN on any 
such request: 

(i) An individual may establish identity 
through the mail by a signature, address, 
and one other identifier such as a photocopy 
of a driver’s license or other official docu-
ment bearing the individual’s signature. 

(ii) Notwithstanding this paragraph (4)(i), 
an individual may establish identity by pro-
viding a notarized statement, swearing or af-
firming to such individual’s identity and to 
the fact that the individual understands the 
penalties provided in 5 U.S.C. 552a(i)(3) for 
requesting or obtaining access to records 
under false pretenses. 

(iii) Notwithstanding this paragraph (4)(i) 
and (ii), the Freedom of Information Act/Pri-
vacy Act Officer or other designated official 
may require additional proof of an individ-
ual’s identity before action will be taken on 
any request, if such official determines that 
it is necessary to protect against unauthor-
ized disclosure of information in a particular 
case. In addition, a parent of any minor or a 
legal guardian of any individual will be re-
quired to provide adequate proof of legal re-
lationship before such person may act on be-
half of such minor or such individual. 

5. Administrative appeal of initial determina-
tions refusing amendment of records. Appellate 
determinations refusing amendment of 
records under 31 CFR 1.27(e) including exten-
sions of time on appeal with respect to the 
records of FinCEN will be made by the Direc-

tor of FinCEN or the delegate of the Direc-
tor. Appeals should be addressed to: Privacy 
Act Amendment Appeal, Financial Crimes 
Enforcement Network, Post Office Box 39, 
Vienna, VA 22183. 

6. Statements of Disagreement. ‘‘Statements 
of Disagreement’’ as described in 31 CFR 
1.27(e)(4) shall be filed with the official sign-
ing the notification of refusal to amend at 
the address indicated in the letter of notifi-
cation within 35 days of the date of such no-
tification and should be limited to one page. 

7. Service of Process. Service of process will 
be received by the Chief Counsel of FinCEN 
and shall be delivered to the following loca-
tion: Office of Chief Counsel, Financial 
Crimes Enforcement Network, Post Office 
Box 39, Vienna, VA 22183. 

8. Biennial notice of systems of records. The 
biennial notice of systems of records is pub-
lished by the Office of the Federal Register, 
as specified in 5 U.S.C. 552a(f). The publica-
tion is entitled ‘‘Privacy Act Issuances.’’ 
Any specific requirements for access, includ-
ing identification requirements, in addition 
to the requirements set forth in 31 CFR 1.26 
and 1.27 and paragraph 4 of this appendix are 
indicated in the notice for the pertinent sys-
tem. 

[68 FR 55311, Sept. 25, 2003] 
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1 Related references are related to sections 
of Executive Order 12356, 47 FR 14874, April 6, 
1982. 
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AUTHORITY: 31 U.S.C. 321; E.O. 12958, 60 FR 
19825, 3 CFR, 1995 Comp., p. 333. 

SOURCE: 55 FR 1644, Jan. 17, 1990, unless 
otherwise noted. 

Subpart A—Original Classification 

§ 2.1 Classification levels [1.1(a)].1 
(a) National security information 

(hereinafter also referred to as ‘‘classi-
fied information’’) shall be classified at 
one of the following three levels: 

(1) Top Secret shall be applied to in-
formation, the unauthorized disclosure 
of which reasonably could be expected 

to cause exceptionally grave damage to 
the national security. 

(2) Secret shall be applied to informa-
tion, the unauthorized disclosure of 
which reasonably could be expected to 
cause serious damage to the national 
security. 

(3) Confidential shall be applied to in-
formation, the unauthorized disclosure 
of which reasonably could be expected 
to cause damage to the national secu-
rity. 

(b) Limitations [1.1(b)]. Markings other 
than ‘‘Top Secret,’’ ‘‘Secret,’’ and 
‘‘Confidential,’’ shall not be used to 
identify national security information. 
No other terms or phrases are to be 
used in conjunction with these mark-
ings to identify national security infor-
mation, such as ‘‘Secret/Sensitive’’ or 
‘‘Agency Confidential’’. The terms 
‘‘Top Secret,’’ ‘‘Secret,’’ and ‘‘Con-
fidential’’ are not to be used to identify 
non-classified Executive Branch infor-
mation. The administrative control 
legend, ‘‘Limited Official Use’’, is au-
thorized in Treasury Directive 71–02, 
‘‘Safeguarding Officially Limited Infor-
mation,’’ which requires that informa-
tion so marked is to be handled, safe-
guarded and stored in a manner equiva-
lent to national security information 
classified Confidential. 

(c) Reasonable Doubt [1.1(c)]. When 
there is reasonable doubt about the 
need to classify information, the infor-
mation shall be safeguarded as if it 
were ‘‘Confidential’’ information in ac-
cordance with subpart D of this regula-
tion, pending a determination about its 
classification. Upon a final determina-
tion of a need for classification, the in-
formation that is classified shall be 
marked as provided in § 2.7. When there 
is reasonable doubt about the appro-
priate classification level, the informa-
tion shall be safeguarded at the higher 
level in accordance with subpart D, 
pending a determination of its classi-
fication level. Upon a final determina-
tion of its classification level, the in-
formation shall be marked as provided 
in § 2.7. 

§ 2.2 Classification Authority. 
Designations of original classifica-

tion authority for national security in-
formation are contained in Treasury 
Order (TO) 102–19 (or successor order), 
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