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Washington, DC 20555–0001. The guid-
ance discusses, among other topics, the 
formats the NRC can accept, the use of 
electronic signatures, and the treat-
ment of nonpublic information. 

[68 FR 58803, Oct. 10, 2003] 

§ 25.11 Specific exemptions. 

The NRC may, upon application by 
any interested person or upon its own 
initiative, grant exemptions from the 
requirements of the regulations of this 
part, that are— 

(a) Authorized by law, will not 
present an undue risk to the public 
health and safety, and are consistent 
with the common defense and security; 
or 

(b) Coincidental with one or more of 
the following: 

(1) An application of the regulation 
in the particular circumstances con-
flicts with other NRC rules or require-
ments; 

(2) An application of the regulation 
in the particular circumstances would 
not serve the underlying purpose of the 
rule or is not necessary to achieve the 
underlying purpose of the rule; 

(3) When compliance would result in 
undue hardship or other costs that sig-
nificantly exceed those contemplated 
when the regulation was adopted, or 
that significantly exceed those in-
curred by others similarly situated; 

(4) When the exemption would result 
in benefit to the common defense and 
security that compensates for any de-
crease in the security that may result 
from the grant of the exemption; 

(5) When the exemption would pro-
vide only temporary relief from the ap-
plicable regulation and the licensee or 
applicant has made good faith efforts 
to comply with the regulation; 

(6) When there is any other material 
circumstance present that was not con-
sidered when the regulation was adopt-
ed that would be in the public interest 
to grant an exemption. If this condi-
tion is relied on exclusively for satis-
fying paragraph (b) of this section, the 
exemption may not be granted until 
the Executive Director for Operations 
has consulted with the Commission. 

[64 FR 15647, Apr. 1, 1999] 

§ 25.13 Maintenance of records. 

(a) Each licensee or organization em-
ploying individuals approved for per-
sonnel security access authorization 
under this part, shall maintain records 
as prescribed within the part. These 
records are subject to review and in-
spection by CSA representatives during 
security reviews. 

(b) Each record required by this part 
must be legible throughout the reten-
tion period specified by each Commis-
sion regulation. The record may be the 
original or a reproduced copy or a 
microform provided that the copy or 
microform is authenticated by author-
ized personnel and that the microform 
is capable of producing a clear copy 
throughout the required retention pe-
riod. The record may also be stored in 
electronic media with the capability 
for producing legible, accurate, and 
complete records during the required 
retention period. Records such as let-
ters, drawings, specifications, must in-
clude all pertinent information such as 
stamps, initials, and signatures. The li-
censee shall maintain adequate safe-
guards against tampering with and loss 
of records. 

[45 FR 14481, Mar. 5, 1980, as amended at 53 
FR 19245, May 27, 1988; 62 FR 17687, Apr. 11, 
1997] 

ACCESS AUTHORIZATIONS 

§ 25.15 Access permitted under ‘‘Q’’ or 
‘‘L’’ access authorization. 

(a) A ‘‘Q’’ access authorization per-
mits an individual access on a need-to- 
know basis to (1) Secret and Confiden-
tial Restricted Data and (2) Secret and 
Confidential National Security Infor-
mation including intelligence informa-
tion, CRYPTO (i.e., cryptographic in-
formation) or other classified commu-
nications security (COMSEC) informa-
tion. 

(b) An ‘‘L’’ access authorization per-
mits an individual access on a need-to- 
know basis to Confidential Restricted 
Data and Secret and Confidential Na-
tional Security Information other than 
the categories specifically included in 
paragraph (a) of this section. In addi-
tion, access to certain Confidential 
COMSEC information is permitted as 
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authorized by a National Communica-
tions Security Committee waiver dated 
February 14, 1985. 

(c) Each employee of the Commission 
is processed for one of the two levels of 
access authorization. Licensees and 
other persons will furnish National Se-
curity Information and/or Restricted 
Data to a Commission employee on of-
ficial business when the employee has 
the appropriate level of NRC access au-
thorization and need-to-know. Some 
individuals are permitted to begin NRC 
employment without an access author-
ization. However, no NRC employee 
shall be permitted access to any classi-
fied information until the appropriate 
level of access authorization has been 
granted to that employee by NRC. 

[45 FR 14481, Mar. 5, 1980, as amended at 47 
FR 9195, Mar. 4, 1982; 50 FR 36984, Sept. 11, 
1985] 

§ 25.17 Approval for processing appli-
cants for access authorization. 

(a) Access authorizations must be re-
quested for licensee employees or other 
persons (e.g., 10 CFR part 2, subpart I) 
who need access to classified informa-
tion in connection with activities 
under 10 CFR parts 50, 52, 54, 60, 63, 70, 
72, or 76. 

(b) The request must be submitted to 
the facility CSA. If the NRC is the 
CSA, the procedures in § 25.17 (c) and 
(d) will be followed. If the NRC is not 
the CSA, the request will be submitted 
to the CSA in accordance with proce-
dures established by the CSA. The NRC 
will be notified of the request by a let-
ter that includes the name, Social Se-
curity number and level of access au-
thorization. 

(c) The request must include a com-
pleted personnel security packet (see 
§ 25.17(d)) and request form (NRC Form 
237) signed by a licensee, licensee con-
tractor official, or other authorized 
person. 

(d)(1) Each personnel security packet 
submitted must include the following 
completed forms: 

(i) Questionnaire for National Secu-
rity Positions (SF–86, Parts 1 and 2) 
(Part 2 is to be completed by the appli-
cant and placed in a sealed envelope 
which is to be forwarded to NRC un-
opened. No licensee, licensee con-
tractor official, or other person at a fa-

cility is permitted to review Part 2 in-
formation); 

(ii) Two standard fingerprint cards 
(FD–258); 

(iii) Security Acknowledgment (NRC 
Form 176); and 

(iv) Other related forms where speci-
fied in accompanying instructions 
(NRC Form 254). 

(2) Only a Security Acknowledgment 
(NRC Form 176) need be completed by 
any person possessing an active access 
authorization, or who is being proc-
essed for an access authorization, by 
another Federal agency. The active or 
pending access authorization must be 
at an equivalent level to that required 
by the NRC and be based on an ade-
quate investigation of not more than 
five years old. 

(e) To avoid delays in processing re-
quests for access authorizations, each 
security packet should be reviewed for 
completeness and correctness (includ-
ing legibility of response on the forms) 
before submittal. 

(f)(1) The Office of Personnel Manage-
ment (OPM) bills NRC for the cost of 
each background investigation con-
ducted in support of an application for 
access authorization. The combined 
cost of the OPM investigation and 
NRC’s application processing overhead 
are recovered from the licensee 
through an authorization fee cal-
culated with reference to current OPM 
personnel investigation billing rates 
{OPM rate + [(OPM rate × 11.6%), 
rounded to the nearest dollar] = NRC 
access authorization fee}. Updated 
OPM billing rates are published peri-
odically in a Federal Investigations 
Notice (FIN) issued by OPM’s Inves-
tigations Service. Copies of the current 
OPM billing schedule can be obtained 
by phoning the NRC’s Security Branch, 
Division of Facilities and Security, Of-
fice of Administration at 1–800–368–5642. 
Any change in the NRC’s access au-
thorization fees will be applicable to 
each access authorization request re-
ceived on or after the effective date of 
OPM’s most recently published inves-
tigations billing schedule. 

(2) Applications for access authoriza-
tion or access authorization renewal 
processing that are submitted to the 
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NRC for processing must be accom-
panied by a check or money order, pay-
able to the United States Nuclear Reg-
ulatory Commission, representing the 
current cost for the processing of each 
‘‘Q’’ and ‘‘L’’ access authorization, or 
renewal request. Applicants shall cal-
culate the access authorization fee ac-
cording to the stated formula {OPM 
rate + [(OPM rate × 11.6%), rounded to 
the nearest dollar] = NRC access au-
thorization fee} and with reference to 
the table in Appendix A to this part. 

(3) Certain applications from individ-
uals having current Federal access au-
thorizations may be processed more ex-
peditiously and at less cost, since the 
Commission, at its discretion, may de-
cide to accept the certification of ac-
cess authorization and investigative 
data from other Federal Government 
agencies that grant personnel access 
authorizations. 

[62 FR 17687, Apr. 11, 1997, as amended at 68 
FR 62512, Nov. 5, 2003; 70 FR 32227, June 2, 
2005] 

§ 25.19 Processing applications. 
Each application for an access au-

thorization or access authorization re-
newal must be submitted to the CSA. If 
the NRC is the CSA, the application 
and its accompanying fee must be sub-
mitted to the NRC Division of Facili-
ties and Security. If necessary, the 
NRC Division of Facilities and Secu-
rity may obtain approval from the ap-
propriate Commission office exercising 
licensing or regulatory authority be-
fore processing the access authoriza-
tion or access authorization renewal 
request. If the applicant is disapproved 
for processing, the NRC Division of Fa-
cilities and Security shall notify the 
submitter in writing and return the 
original application (security packet) 
and its accompanying fee. 

[64 FR 15648, Apr. 1, 1999] 

§ 25.21 Determination of initial and 
continued eligibility for access au-
thorization. 

(a) Following receipt by the CSA of 
the reports of the personnel security 
investigations, the record will be re-
viewed to determine that granting an 
access authorization or renewal of ac-
cess authorization will not endanger 
the common defense and security and 

is clearly consistent with the national 
interest. If this determination is made, 
access authorization will be granted or 
renewed. If the NRC is the CSA, ques-
tions as to initial or continued eligi-
bility will be determined in accordance 
with part 10 of chapter I. If another 
agency is the CSA, that agency will, 
under the requirements of the 
NISPOM, have established procedures 
at the facility to resolve questions as 
to initial or continued eligibility for 
access authorization. These questions 
will be determined in accordance with 
established CSA procedures already in 
effect for the facility. 

(b) The CSA must be promptly noti-
fied of developments that bear on con-
tinued eligibility for access authoriza-
tion throughout the period for which 
the authorization is active (e.g., per-
sons who marry subsequent to the com-
pletion of a personnel security packet 
must report this change by submitting 
a completed NRC Form 354, ‘‘Data Re-
port on Spouse’’ or equivalent CSA 
form). 

(c)(1) Except as provided in paragraph 
(c)(2) of this section, an NRC ‘‘Q’’ ac-
cess authorization must be renewed 
every five years from the date of 
issuance. Except as provided in para-
graph (c)(2) of this section, an NRC ‘‘L’’ 
access authorization must be renewed 
every ten years from the date of 
issuance. An application for renewal 
must be submitted at least 120 days be-
fore the expiration of the five-year pe-
riod for a ‘‘Q’’ access authorization and 
the ten-year period for an ‘‘L’’ access 
authorization, and must include: 

(i) A statement by the licensee or 
other person that the individual con-
tinues to require access to classified 
National Security Information or Re-
stricted Data; and 

(ii) A personnel security packet as 
described in § 25.17(d). 

(2) Renewal applications and the re-
quired paperwork are not required for 
individuals who have a current and ac-
tive access authorization from another 
Federal agency and who are subject to 
a reinvestigation program by that 
agency that is determined by the NRC 
to meet the NRC’s requirements. (The 
DOE Reinvestigation Program has been 
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determined to meet the NRC’s require-
ments.) For these individuals, the sub-
mission of the SF–86 by the licensee or 
other person to the other Government 
agency pursuant to their reinvestiga-
tion requirements will satisfy the 
NRC’s renewal submission and paper-
work requirements, even if less than 
five years have passed since the date of 
issuance or renewal of the NRC ‘‘Q’’ ac-
cess authorization, or if less than 10 
years have passed since the date of 
issuance or renewal of the NRC ‘‘L’’ ac-
cess authorization. Any NRC access au-
thorization continued in response to 
the provisions of this paragraph will, 
thereafter, not be due for renewal until 
the date set by the other Government 
agency for the next reinvestigation of 
the individual pursuant to the other 
agency’s reinvestigation program. 
However, the period of time for the ini-
tial and each subsequent NRC ‘‘Q’’ re-
newal application to the NRC may not 
exceed seven years or, in the case of an 
NRC ‘‘L’’ renewal application, twelve 
years. Any individual who is subject to 
the reinvestigation program require-
ments of another Federal agency but, 
for administrative or other reasons, 
does not submit reinvestigation forms 
to that agency within seven years for a 
‘‘Q’’ renewal or twelve years for an ‘‘L’’ 
renewal of the previous submission, 
shall submit a renewal application to 
the NRC using the forms prescribed in 
§ 25.17(d) before the expiration of the 
seven-year period for a ‘‘Q’’ renewal or 
twelve-year period for an ‘‘L’’ renewal. 

(3) If the NRC is not the CSA, re-
investigation program procedures and 
requirements will be set by the CSA. 

[62 FR 17688, Apr. 11, 1997, as amended at 64 
FR 15648, Apr. 1, 1999] 

§ 25.23 Notification of grant of access 
authorization. 

The determination to grant or renew 
access authorization will be furnished 
in writing to the licensee or organiza-
tion that initiated the request. Upon 
receipt of the notification of original 
grant of access authorization, the li-
censee or organization shall obtain, as 
a condition for grant of access author-
ization and access to classified infor-
mation, an executed ‘‘Classified Infor-
mation Nondisclosure Agreement’’ 
(SF–312) from the affected individual. 

The SF–312 is an agreement between 
the United States and an individual 
who is cleared for access to classified 
information. An employee issued an 
initial access authorization shall exe-
cute a SF–312 before being granted ac-
cess to classified information. The li-
censee or other organization shall for-
ward the executed SF–312 to the CSA 
for retention. If the employee refuses 
to execute the SF–312, the licensee or 
other organization shall deny the em-
ployee access to classified information 
and submit a report to the CSA. The 
SF–312 must be signed and dated by the 
employee and witnessed. The employ-
ee’s and witness’ signatures must bear 
the same date. The individual shall 
also be given a security orientation 
briefing in accordance with § 95.33 of 
this chapter. Records of access author-
ization grant and renewal notification 
must be maintained by the licensee or 
other organization for three years after 
the access authorization has been ter-
minated by the CSA. This information 
may also be furnished to other rep-
resentatives of the Commission, to li-
censees, contractors, or other Federal 
agencies. Notifications of access au-
thorization will not be given in writing 
to the affected individual except: 

(a) In those cases when the deter-
mination was made as a result of a Per-
sonnel Security Hearing or by a Per-
sonnel Security Review Panel ; or 

(b) When the individual also is the of-
ficial designated by the licensee or 
other organization to whom written 
NRC notifications are forwarded. 

[62 FR 17688, Apr. 11, 1997, as amended at 64 
FR 15648, Apr. 1, 1999] 

§ 25.25 Cancellation of requests for ac-
cess authorization. 

When a request for an individual’s ac-
cess authorization or renewal of an ac-
cess authorization is withdrawn or can-
celed, the requestor shall notify the 
CSA immediately by telephone so that 
the single scope background investiga-
tion, national agency check with law 
and credit investigation, or other per-
sonnel security action may be discon-
tinued. The requestor shall identify the 
full name and date of birth of the indi-
vidual, the date of request, and the 
type of access authorization or access 
authorization renewal requested. The 
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requestor shall confirm each telephone 
notification promptly in writing. 

[64 FR 15648, Apr. 1, 1999] 

§ 25.27 Reopening of cases in which re-
quests for access authorizations are 
canceled. 

(a) In conjunction with a new request 
for access authorization (NRC Form 237 
or CSA equivalent) for individuals 
whose cases were previously canceled, 
new fingerprint cards (FD–257) in dupli-
cate and a new Security Acknowledg-
ment (NRC Form 176), or CSA equiva-
lent, must be furnished to the CSA 
along with the request. 

(b) Additionally, if 90 days or more 
have elapsed since the date of the last 
Questionnaire for National Security 
Positions (SF–86), or CSA equivalent, 
the individual must complete a per-
sonnel security packet (see § 25.17(d)). 
The CSA, based on investigative or 
other needs, may require a complete 
personnel security packet in other 
cases as well. A fee, equal to the 
amount paid for an initial request, will 
be charged only if a new or updating 
investigation by the NRC is required. 

[62 FR 17689, Apr. 11, 1997, as amended at 64 
FR 15648, Apr. 1, 1999] 

§ 25.29 Reinstatement of access au-
thorization. 

(a) An access authorization can be re-
instated provided that: 

(1) No more than 24 months has 
lapsed since the date of termination of 
the clearance; 

(2) There has been no break in em-
ployment with the employer since the 
date of termination of the clearance; 

(3) There is no known adverse infor-
mation; 

(4) The most recent investigation 
must not exceed 5 years (Top Secret, Q) 
or 10 years (Secret, L); and 

(5) The most recent investigation 
must meet or exceed the scope of the 
investigation required for the level of 
access authorization that is to be rein-
stated or granted. 

(b) An access authorization can be re-
instated at the same, or lower, level by 
submission of a CSA-designated form 
to the CSA. The employee may not 
have access to classified information 
until receipt of written confirmation of 
reinstatement and an up-to-date per-

sonnel security packet will be fur-
nished with the request for reinstate-
ment of an access authorization. A new 
Security Acknowledgement will be ob-
tained in all cases. Where personnel se-
curity packets are not required, a re-
quest for reinstatement must state the 
level of access authorization to be rein-
stated and the full name and date of 
birth of the individual to establish 
positive identification. A fee, equal to 
the amount paid for an initial request, 
will be charged only if a new or updat-
ing investigation by the NRC is re-
quired. 

[62 FR 17689, Apr. 11, 1997] 

§ 25.31 Extensions and transfers of ac-
cess authorizations. 

(a) The NRC Division of Facilities 
and Security may, on request, extend 
the authorization of an individual who 
possesses an access authorization in 
connection with a particular employer 
or activity to permit access to classi-
fied information in connection with an 
assignment with another employer or 
activity. 

(b) The NRC Division of Facilities 
and Security may, on request, transfer 
an access authorization when an indi-
vidual’s access authorization under one 
employer or activity is terminated, si-
multaneously with the individual being 
granted an access authorization for an-
other employer or activity. 

(c) Requests for an extension or 
transfer of an access authorization 
must state the full name of the person, 
date of birth, and level of access au-
thorization. The Director, Division of 
Facilities and Security, may require a 
new personnel security packet (see 
§ 25.17(c)) to be completed by the appli-
cant. A fee, equal to the amount paid 
for an initial request, will be charged 
only if a new or updating investigation 
by the NRC is required. 

(d) The date of an extension or trans-
fer of access authorization may not be 
used to determine when a request for 
renewal of access authorization is re-
quired. Access authorization renewal 
requests must be timely submitted, in 
accordance with § 25.21(c). 

[45 FR 14481, Mar. 5, 1980, as amended at 48 
FR 24320, June 1, 1983; 57 FR 3721, Jan. 31, 
1992; 62 FR 17689, Apr. 11, 1997; 64 FR 15648, 
Apr. 1, 1999] 
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§ 25.33 Termination of access author-
izations. 

(a) Access authorizations will be ter-
minated when: 

(1) An access authorization is no 
longer required; 

(2) An individual is separated from 
the employment or the activity for 
which he or she obtained an access au-
thorization for a period of 90 days or 
more; or 

(3) An individual, pursuant to 10 CFR 
part 10 or other CSA-approved adju-
dicatory standards, is no longer eligi-
ble for an access authorization. 

(b) A representative of the licensee or 
other organization that employs the 
individual whose access authorization 
will be terminated shall immediately 
notify the CSA when the circumstances 
noted in paragraph (a)(1) or (a)(2) of 
this section exist; inform the indi-
vidual that his or her access authoriza-
tion is being terminated, and the rea-
son; and that he or she will be consid-
ered for reinstatement of an access au-
thorization if he or she resumes work 
requiring the authorization. 

(c) When an access authorization is 
to be terminated, a representative of 
the licensee or other organization shall 
conduct a security termination brief-
ing of the individual involved, explain 
the Security Termination Statement 
(NRC Form 136 or CSA approved form) 
and have the individual complete the 
form. The representative shall prompt-
ly forward the original copy of the 
completed Security Termination 
Statement to CSA. 

[62 FR 17689, Apr. 11, 1997, as amended at 64 
FR 15649] 

CLASSIFIED VISITS 

§ 25.35 Classified visits. 
(a) The number of classified visits 

must be held to a minimum. The li-
censee, certificate holder, or other fa-
cility shall determine that the visit is 
necessary and that the purpose of the 
visit cannot be achieved without access 
to, or disclosure of, classified informa-
tion. All classified visits require ad-
vanced notification to, and approval of, 
the organization to be visited. In ur-
gent cases, visit information may be 
furnished by telephone and confirmed 
in writing. 

(b) Representatives of the Federal 
Government, when acting in their offi-
cial capacities as inspectors, investiga-
tors, or auditors, may visit a licensee, 
certificate holder, or other facility 
without furnishing advanced notifica-
tion, provided these representatives 
present appropriate Government cre-
dentials upon arrival. Normally, how-
ever, Federal representatives will pro-
vide advance notification in the form 
of an NRC Form 277, ‘‘Request for Visit 
or Access Approval,’’ with the ‘‘need- 
to-know’’ certified by the appropriate 
NRC office exercising licensing or regu-
latory authority and verification of an 
NRC access authorization by the Divi-
sion of Facilities and Security. 

(c) The licensee, certificate holder, or 
others shall include the following in-
formation on all Visit Authorization 
Letters (VAL) which they prepare. 

(1) Visitor’s name, address, and tele-
phone number and certification of the 
level of the facility security clearance; 

(2) Name, date and place of birth, and 
citizenship of the individual intending 
to visit; 

(3) Certification of the proposed visi-
tor’s personnel clearance and any spe-
cial access authorizations required for 
the visit; 

(4) Name of person(s) to be visited; 
(5) Purpose and sufficient justifica-

tion for the visit to allow for a deter-
mination of the necessity of the visit; 
and 

(6) Date or period during which the 
VAL is to be valid. 

(d) Classified visits may be arranged 
for a 12 month period. The requesting 
facility shall notify all places honoring 
these visit arrangements of any change 
in the individual’s status that will 
cause the visit request to be canceled 
before its normal termination date. 

(e) The responsibility for deter-
mining need-to-know in connection 
with a classified visit rests with the in-
dividual who will disclose classified in-
formation during the visit. The li-
censee, certificate holder or other fa-
cility shall establish procedures to en-
sure positive identification of visitors 
before the disclosure of any classified 
information. 

[62 FR 17689, Apr. 11, 1997, as amended at 64 
FR 15649, Apr. 1, 1999] 
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