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§720.4

(iv) That the decision or the extent of
sanctions is arbitrary, capricious or an
abuse of discretion.

(2) The appeal must specify the
grounds on which the appeal is based
and the provisions of the order from
which the appeal was taken.

(d) Appeal procedure. The Under Sec-
retary, Bureau of Industry and Secu-
rity, normally will not hold hearings or
entertain oral arguments on appeals. A
full written statement in support of
the appeal must be filed with the ap-
peal and be simultaneously served on
all parties, who shall have 30 days from
service to file a reply. At his/her discre-
tion, the Under Secretary may accept
new submissions, but will not ordi-
narily accept those submissions filed
more than 30 days after the filing of
the reply to the appellant’s first sub-
mission.

(e) Decisions. The Under Secretary’s
decision will be in writing and will be
accompanied by an order signed by the
Under Secretary, Bureau of Industry
and Security, giving effect to the deci-
sion. The order may either dispose of
the case by affirming, modifying or re-
versing the order of the ALJ, or may
refer the case back to the ALJ for fur-
ther proceedings. Any order that im-
poses a denial of export privileges will
be published in the FEDERAL REGISTER.

§720.4 Effect of denial.

Any person denied export privileges
pursuant to this part shall be consid-
ered a ‘‘person denied export privi-
leges’ for purposes of the Export Ad-
ministration Regulations (EAR) (15
CFR parts 730 through 799). Orders de-
nying export privileges pursuant to
Parts 764 and 766 of the EAR are pub-
lished in the FEDERAL REGISTER when
they are issued and are legally control-
ling documents in accordance with
their terms. BIS maintains unofficial
compilations of persons denied export
privileges on its Web site.
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§721.1 Inspection of records.

Upon request by BIS or any other
agency of competent jurisdiction, you
must permit access to and copying of
any record relating to compliance with
the requirements of the CWCR. This re-
quires that you make available the
equipment and, if necessary, knowl-
edgeable personnel for locating, read-
ing, and reproducing any record.

§721.2 Recordkeeping.

(a) Requirements. Each person, facil-
ity, plant site or trading company re-
quired to submit a declaration, report,
or advance notification under parts 712
through 715 of the CWCR must retain
all supporting materials and docu-
mentation used by a unit, plant, facil-
ity, plant site or trading company to
prepare such declaration, report, or ad-
vance notification to determine pro-
duction processing, consumption, ex-
port or import of chemicals. In the
event that a declared facility is sold,
the previous owner of the facility must
retain all such supporting materials
and documentation that were not
transferred to the current owner of the
facility (e.g., as part of the contract in-
volving the sale of the facility)—other-
wise, the current owner of the facility
is responsible for retaining such sup-
porting materials and documentation.
Whenever the previous owner of a de-
clared facility retains such supporting
materials and documentation, the
owner must inform BIS of any subse-
quent change in address or other con-
tact information, so that BIS will be
able to contact the previous owner of
the facility, to arrange for access to
such records, if BIS deems them rel-
evant to inspection activities involving
the facility (see §716.4 of the CWCR).

(b) Five year retention period. All sup-
porting materials and documentation
required to be kept under paragraph (a)
of this section must be retained for five
years from the due date of the applica-
ble declaration, report, or advance no-
tification, or for five years from the
date of submission of the applicable
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declaration, report or advance notifica-
tion, whichever is later. Due dates for
declarations, reports and advance noti-
fications are provided in parts 712
through 715 of the CWCR.

(c) Location of records. If a facility is
subject to inspection under part 716 of
the CWCR, records retained under this
section must be maintained at the fa-
cility or must be accessible electroni-
cally at the facility for purposes of in-
spection of the facility by Inspection
Teams. If a facility is not subject to in-
spection under part 716 of the CWCR,
records retained under this section
may be maintained either at the facil-
ity subject to a declaration, report, or
advance notification requirement, or
at a remote location, but all records
must be accessible to any authorized
agent, official or employee of the U.S.
Government under §721.1 of the CWCR.

(d) Reproduction of original records. (1)
You may maintain reproductions in-
stead of the original records provided
all of the requirements of paragraph (b)
of this section are met.

(2) If you must maintain records
under this part, you may use any pho-
tostatic, miniature photographic,
micrographic, automated archival stor-
age, or other process that completely,
accurately, legibly and durably repro-
duces the original records (whether on
paper, microfilm, or through electronic
digital storage techniques). The proc-
ess must meet all of the following re-
quirements, which are applicable to all
systems:

(i) The system must be capable of re-
producing all records on paper.

(ii) The system must record and be
able to reproduce all marks, informa-
tion, and other characteristics of the
original record, including both obverse
and reverse sides (unless blank) of
paper documents in legible form.

(iii) When displayed on a viewer,
monitor, or reproduced on paper, the
records must exhibit a high degree of
legibility and readability. For purposes
of this section, legible and legibility
mean the quality of a letter or numeral
that enable the observer to identify it
positively and quickly to the exclusion
of all other letters or numerals. Read-
able and readability mean the quality
of a group of letters or numerals being

§721.3

recognized as complete words or num-
bers.

(iv) The system must preserve the
initial image (including both obverse

and reverse sides, unless blank, of
paper documents) and record all
changes, who made them and when

they were made. This information
must be stored in such a manner that
none of it may be altered once it is ini-
tially recorded.

(v) You must establish written proce-
dures to identify the individuals who
are responsible for the operation, use
and maintenance of the system.

(vi) You must keep a record of where,
when, by whom, and on what equip-
ment the records and other informa-
tion were entered into the system.

(3) Requirements applicable to a system
based on digital images. For systems
based on the storage of digital images,
the system must provide accessibility
to any digital image in the system. The
system must be able to locate and re-
produce all records according to the
same criteria that would have been
used to organize the records had they
been maintained in original form.

(4) Requirements applicable to a system
based on photographic processes. For sys-
tems based on photographic, photo-
static, or miniature photographic proc-
esses, the records must be maintained
according to an index of all records in
the system following the same criteria
that would have been used to organize
the records had they been maintained
in original form.

§721.3 Destruction or
records.

If BIS or other authorized U.S. gov-
ernment agency makes a formal or in-
formal request for a certain record or
records, such record or records may not
be destroyed or disposed of without the
written authorization of the requesting
entity.

disposal of

PART 722—INTERPRETATIONS
[RESERVED]

NoOTE: This part is reserved for interpreta-
tions of parts 710 through 721 and also for ap-
plicability of decisions by the Organization
for the Prohibition of Chemical Weapons
(OPCW).
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