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§29.1 Purpose and scope.

(a) Purpose of this Part. This Part im-
plements sections 211 through 215 of
the Homeland Security Act of 2002
(HSA) through the establishment of
uniform procedures for the receipt,
care, and storage of Critical Infrastruc-
ture Information (CIl) voluntarily sub-
mitted to the Department of Homeland
Security (DHS). Title Il, Subtitle B, of
the Homeland Security Act is referred
to herein as the Critical Infrastructure
Information Act of 2002 (Cll Act). Con-
sistent with the statutory mission of
DHS to prevent terrorist attacks with-
in the United States and reduce the
vulnerability of the United States to
terrorism, DHS will encourage the vol-
untary submission of CIlI by safe-
guarding and protecting that informa-
tion from unauthorized disclosure and
by ensuring that such information is,
as necessary, securely shared with
State and local government pursuant
to section 214(a) through (g) of the CII
Act. As required by the CIll Act, these
rules establish procedures regarding:

(1) The acknowledgement of receipt
by DHS of voluntarily submitted ClIl;

(2) The receipt, validation, handling,
storage, proper marking and use of in-
formation as PCII;

(3) The safeguarding and mainte-
nance of the confidentiality of such in-
formation, appropriate sharing of such
information with State and local gov-
ernments pursuant to section 214(a)
through (g) of the HSA.

(4) The issuance of advisories, notices
and warnings related to the protection
of critical infrastructure or protected
systems in such a manner as to protect
from unauthorized disclosure the
source of critical infrastructure infor-
mation that forms the basis of the
warning, and any information that is
proprietary or business sensitive,
might be used to identify the submit-
ting person or entity, or is otherwise
not appropriately in the public domain.

(b) Scope. The regulations in this
Part apply to all persons and entities
that are authorized to handle, use, or
store PCII or that otherwise accept re-
ceipt of PCII.

§29.2 Definitions.
For purposes of this part:
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(a) Critical Infrastructure has the
meaning stated in section 2 of the
Homeland Security Act of 2002 (ref-
erencing the term used in section
1016(e) of Public Law 107-56 (42 U.S.C.
5195c(e)).

(b) Critical Infrastructure Information,
or Cll, has the same meaning as estab-
lished in section 212 of the CIl Act of
2002 and means information not cus-
tomarily in the public domain and re-
lated to the security of critical infra-
structure or protected systems, includ-
ing documents, records or other infor-
mation concerning:

(1) Actual, potential, or threatened
interference with, attack on, com-
promise of, or incapacitation of critical
infrastructure or protected systems by
either physical or computer-based at-
tack or other similar conduct (includ-
ing the misuse of or unauthorized ac-
cess to all types of communications
and data transmission systems) that
violates Federal, State, local, or tribal
law, harms interstate commerce of the
United States, or threatens public
health or safety;

(2) The ability of any critical infra-
structure or protected system to resist
such interference, compromise, or inca-
pacitation, including any planned or
past assessment, projection, or esti-
mate of the vulnerability of critical in-
frastructure or a protected system, in-
cluding security testing, risk evalua-
tion thereto, risk-management plan-
ning, or risk audit; or

(3) Any planned or past operational
problem or solution regarding critical
infrastructure or protected systems,
including repair, recovery, reconstruc-
tion, insurance, or continuity, to the
extent it is related to such inter-
ference, compromise, or incapacita-
tion.

(c) Information Sharing and Analysis
Organization, or ISAO, has the same
meaning as is established in section 212
of the CIl Act of 2002 and means any
formal or informal entity or collabora-
tion created or employed by public or
private sector organizations for pur-
poses of:

(1) Gathering and analyzing CII in
order to better understand security
problems and interdependencies related
to critical infrastructure and protected

118



Office of the Secretary, DHS

systems, so as to ensure the avail-
ability, integrity, and reliability there-
of;

(2) Communicating or disclosing Cll
to help prevent, detect, mitigate, or re-
cover from the effects of an inter-
ference, compromise, or an incapacita-
tion problem related to critical infra-
structure or protected systems; and

(3) Voluntarily disseminating CIl to
its members, Federal, State, and local
governments, or any other entities
that may be of assistance in carrying
out the purposes specified in para-
graphs (c)(1) and (2) of this section.

(d) In the public domain means infor-
mation lawfully, properly and regu-
larly disclosed generally or broadly to
the public. Information regarding sys-
tem, facility or operational security is
not “‘in the public domain.” Informa-
tion submitted with ClI that is propri-
etary or business sensitive, or which
might be used to identify a submitting
person or entity will not be considered
“in the public domain.” Information
may be ‘‘business sensitive” for this
purpose whether or not it is commer-
cial in nature, and even if its release
could not demonstrably cause substan-
tial harm to the competitive position
of the submitting person or entity.

(e) Local government has the same
meaning as is established in section 2
of the Homeland Security Act of 2002
and means:

(1) A county, municipality, city,
town, township, local public authority,
school district, special district, intra-
state district, council of governments
(regardless of whether the council of
governments is incorporated as a non-
profit corporation under State law), re-
gional or interstate government entity,
or agency or instrumentality of a local
government;

(2) An Indian tribe or authorized trib-
al organization, or in Alaska a Native
village or Alaska Regional Native Cor-
poration; and

(3) A rural community, unincor-
porated town or village, or other public
entity.

(f) Program Manager’s Designee means
a Federal employee outside of the PCII
Program Office, whether employed by
DHS or another Federal agency, to
whom certain functions of the PCII
Program Office are delegated by the
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Program Manager, as determined on a
case-by-case basis.

(g) Protected Critical Infrastructure In-
formation, or PCIlI, means validated ClI,
including information covered by 6
CFR 29.6(b) and (f), including the iden-
tity of the submitting person or entity
and any person or entity on whose be-
half the submitting person or entity
submits the CII, that is voluntarily
submitted, directly or indirectly, to
DHS, for its use regarding the security
of critical infrastructure and protected
systems, analysis, warning, inter-
dependency study, recovery, recon-
stitution, or other appropriate purpose,
and any information, statements, com-
pilations or other materials reasonably
necessary to explain the CII, put the
Cll in context, describe the importance
or use of the CIll, when accompanied by
an express statement as described in 6
CFR 29.5.

(h) Protected Critical Infrastructure In-
formation Program, or PCIl Program,
means the program implementing the
Cll Act, including the maintenance,
management, and review of the infor-
mation provided in furtherance of the
protections provided by the CIl Act.

(i) Protected system has the meaning
set forth in section 212(6) of the CII
Act, and means any service, physical or
computer-based system, process, or
procedure that directly or indirectly
affects the viability of a facility of
critical infrastructure and includes any
physical or computer-based system, in-
cluding a computer, computer system,
computer or communications network,
or any component hardware or element
thereof, software program, processing
instructions, or information or data in
transmission or storage therein, irre-
spective of the medium of transmission
or storage.

() Purposes of the CIl Act has the
meaning set forth in section 214(a)(1) of
the CIl Act and includes the security of

critical infrastructure and protected
systems, analysis, warning, inter-
dependency study, recovery, recon-

stitution, or other informational pur-
pose.

(k) Regulatory proceeding, as used in
Section 212(7) of the CIl Act and these
rules, means administrative pro-
ceedings in which DHS is the adjudi-
cating entity, and does not include any
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form or type of regulatory proceeding
or other matter outside of DHS.

(I) State has the same meaning set
forth in section 2 of the Homeland Se-
curity Act of 2002 and means any State
of the United States, the District of
Columbia, the Commonwealth of Puer-
to Rico, the Virgin Islands, Guam,
American Samoa, the Commonwealth
of the Northern Mariana lIslands, and
any possession of the United States.

(m) Submission as referenced in these
procedures means any transmittal, ei-
ther directly or indirectly, of Cll to the
DHS PCIlI Program Manager or the
PCIl Program Manager’s designee, as
set forth herein.

(n) Submitted in good faith means any
submission of information that could
reasonably be defined as CIlI or PCII
under this section. Upon validation of a
submission as PCIlI, DHS has conclu-
sively established the good faith of the
submission. Any information quali-
fying as PCII by virtue of a categorical
inclusion identified by the Program
Manager pursuant to section 214 of the
Cll Act and this Part is submitted in
good faith.

(o) Voluntary or voluntarily, when
used in reference to any submission of
Cll, means the submittal thereof in the
absence of an exercise of legal author-
ity by DHS to compel access to or sub-
mission of such information. Voluntary
submission of Cll may be accomplished
by (i.e., come from) a single state or
local governmental entity; private en-
tity or person; or by an ISAO acting on
behalf of its members or otherwise.
There are two exclusions from this def-
inition. In the case of any action
brought under the securities laws—as
is defined in section 3(a)(47) of the Se-
curities Exchange Act of 1934 (15 U.S.C.
78c(a)(47))—the term ‘‘voluntary’ or
“voluntarily” does not include infor-
mation or statements contained in any
documents or materials filed, pursuant
to section 12(i) of the Securities Ex-
change Act of 1934 (15 U.S.C. 781(i)),
with the U.S. Securities and Exchange
Commission or with Federal banking
regulators or a writing that accom-
panied the solicitation of an offer or a
sale of securities. Information or state-
ments previously submitted to DHS in
the course of a regulatory proceeding
or a licensing or permitting determina-

6 CFR Ch. | (1-1-07 Edition)

tion are not ‘“‘voluntarily submitted.”
In addition, the submission of informa-
tion to DHS for purposes of seeking a
Federal preference or benefit, including
Cll submitted to support an applica-
tion for a DHS grant to secure critical
infrastructure will be considered a vol-
untary submission of information. Ap-
plications for SAFETY Act Designa-
tion or Certification under 6 CFR Part
25 will also be considered a voluntary
submission.

(p) The term used directly by such
agency, any other Federal, State, or local
authority, or any third party, in any civil
action arising under Federal or State law
in section 214(a)(1)(C) of the CIl Act
means any use in any proceeding other
than a criminal prosecution before any
court of the United States or of a State
or otherwise, of any PCII, or any drafts
or copies of PCII retained by the sub-
mitter, including the opinions, evalua-
tions, analyses and conclusions pre-
pared and submitted as CllI, as evidence
at trial or in any pretrial or other dis-
covery, notwithstanding whether the
United States, its agencies, officers, or
employees is or are a party to such pro-
ceeding.

§29.3 Effect of provisions.

(a) Freedom of Information Act disclo-
sure exemptions. Information that is
separately exempt from public disclo-
sure under the Freedom of Information
Act or applicable State, local, or tribal
law does not lose its separate exemp-
tion from public disclosure due to the
applicability of these procedures or any
failure to follow them.

(b) Restriction on use of PCII by regu-
latory and other Federal, State, and Local
agencies. A Federal, State or local
agency that receives PCIlI may utilize
the PCII only for purposes appropriate
under the CIl Act, including securing
critical infrastructure or protected sys-
tems. Such PCIlI may not be utilized
for any other collateral regulatory pur-
poses without the written consent of
the PCII Program Manager and of the
submitting person or entity. The PCII
Program Manager or the PCIl Program
Manager’s designee shall not share
PCIl with Federal, State or local gov-
ernment agencies without instituting
appropriate measures to ensure that
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