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§ 4.32 Penalties. 
(a) The Act provides, in pertinent 

part: 

Any person who knowingly and willfully 
requests or obtains any record concerning an 
individual from an agency under false pre-
tenses shall be guilty of a misdemeanor and 
fined not more than $5,000. (5 U.S.C. 
552a(i)(3)). 

(b) A person who falsely or fraudu-
lently attempts to obtain records 
under the Act also may be subject to 
prosecution under such other criminal 
statutes as 18 U.S.C. 494, 495 and 1001. 

§ 4.33 General exemptions. 
(a) Individuals may not have access 

to records maintained by the Depart-
ment but which were provided by an-
other agency which has determined by 
regulation that such information is 
subject to general exemption under 5 
U.S.C. 552a(j). If such exempt records 
are within a request for access, the De-
partment will advise the individual of 
their existence and of the name and ad-
dress of the source agency. For any fur-
ther information concerning the record 
and the exemption, the individual must 
contact that source agency. 

(b) The general exemptions deter-
mined to be necessary and proper with 
respect to systems of records main-
tained by the Department, including 
the parts of each system to be exempt-
ed, the provisions of the Act from 
which they are exempted, and the jus-
tification for the exemption, are as fol-
lows: 

(1) Individuals identified in Export 
Transactions—COMMERCE/ITA–1. Pur-
suant to 5 U.S.C. 552a(j)(2), these 
records are hereby determined to be ex-
empt from all provisions of the Act, ex-
cept 5 U.S.C. 552a(b), (c)(1) and (2), 
(e)(4) (A) through (F), (e) (6), (7), (9), 
(10), and (11), and (i). These exemptions 
are necessary to ensure the proper 
functioning of the law enforcement ac-
tivity, to protect confidential sources 
of information, to fulfill promises of 
confidentiality, to maintain the integ-
rity of the law enforcement process, to 
avoid premature disclosure of the 
knowledge of criminal activity and the 
evidentiary bases of possible enforce-
ment actions, to prevent interference 
with law enforcement proceedings, to 

avoid disclosure of investigative tech-
niques, and to avoid endangering law 
enforcement personnel. Section 12(c) of 
the Export Administration Act of 1979, 
as amended, also protects this informa-
tion from disclosure. 

(2) Fisheries Law Enforcement Case 
Files—COMMERCE/NOAA–5. Pursuant 
to 5 U.S.C. 552a(j)(2), these records are 
hereby determined to be exempt from 
all provisions of the Act, except 5 
U.S.C. 552a (b), (c) (1) and (2), (e) (4) (A) 
through (F), (e) (6), (7), (9), (10), and 
(11), and (i). These exemptions are nec-
essary to ensure the proper functioning 
of the law enforcement activity, to pro-
tect confidential sources of informa-
tion, to fulfill promises of confiden-
tiality, to prevent interference with 
law enforcement proceedings, to avoid 
the disclosure of investigative tech-
niques, to avoid the endangering of law 
enforcement personnel, to avoid pre-
mature disclosure of the knowledge of 
criminal activity and the evidentiary 
bases of possible enforcement actions, 
and to maintain the integrity of the 
law enforcement process. 

(3) Investigative and Inspection 
Records—COMMERCE/DEPT–12. Pursu-
ant to 5 U.S.C. 552a(j)(2), these records 
are hereby determined to be exempt 
from all provisions of the Act, except 5 
U.S.C. 552a (b), (c) (1) and (2), (e)(4) (A) 
through (F), (e) (6), (7), (9), (10), and 
(11), and (i). These exemptions are nec-
essary to ensure the proper operation 
of the law enforcement activity, to pro-
tect confidential sources of informa-
tion, to fulfill promises of confiden-
tiality, to prevent interference with 
law enforcement proceedings, to avoid 
the disclosure of investigative tech-
niques, to avoid the endangering of law 
enforcement personnel, to avoid pre-
mature disclosure of the knowledge of 
criminal activity and the evidentiary 
bases of possible enforcement actions, 
and to maintain the integrity of the 
law enforcement process. 

§ 4.34 Specific exemptions. 

(a)(1) Certain systems of records 
under the Act that are maintained by 
the Department may occasionally con-
tain material subject to 5 U.S.C. 
552a(k)(1), relating to national defense 
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and foreign policy materials. The sys-
tems of records published in the FED-
ERAL REGISTER by the Department that 
are within this exemption are: 

COMMERCE/ITA–1, COMMERCE/ITA–2, 
COMMERCE/ITA–3, COMMERCE/NOAA–11, 
COMMERCE/PAT-TM-4, COMMERCE/ 
DEPT-12, COMMERCE/DEPT-13, and COM-
MERCE/DEPT-14. 

(2) The Department hereby asserts a 
claim to exemption of such materials 
wherever they might appear in such 
systems of records, or any systems of 
records, at present or in the future. 
The materials would be exempt from 5 
U.S.C. 552a (c)(3), (d), (e)(1), (e)(4) (G), 
(H), and (I), and (f), because the mate-
rials are required by Executive order to 
be kept secret in the interest of the na-
tional defense and foreign policy. 

(b) The specific exemptions deter-
mined to be necessary and proper with 
respect to systems of records main-
tained by the Department, including 
the parts of each system to be exempt-
ed, the provisions of the Act from 
which they are exempted, and the jus-
tification for the exemption, are as fol-
lows: 

(1) Exempt under 5 U.S.C. 552a(k)(1). 
The systems of records exempt here-
under appear in paragraph (a) of this 
section. The claims for exemption of 
COMMERCE/DEPT–12, COMMERCE/ 
ITA–1, and COMMERCE/NOAA–11 under 
this paragraph are subject to the condi-
tion that the general exemption 
claimed in § 4.33(b)(3) is held to be in-
valid. 

(2)(i) Exempt under 5 U.S.C. 
552a(k)(2). The systems of records ex-
empt (some only conditionally), the 
sections of the Act from which exempt-
ed, and the reasons therefor are as fol-
lows: 

(A) Individuals identified in Export 
Administration compliance pro-
ceedings or investigations—COM-
MERCE/ITA–1, but only on condition 
that the general exemption claimed in 
§ 4.33(b)(1) is held to be invalid; 

(B) Individuals involved in export 
transactions—COMMERCE/ITA–2; 

(C) Fisheries Law Enforcement Case 
Files—COMMERCE/NOAA–11, but only 
on condition that the general exemp-
tion claimed in § 4.33(b)(2) is held to be 
invalid; 

(D) Investigative and Inspection 
Records—COMMERCE/DEPT–12, but 
only on condition that the general ex-
emption claimed in § 4.33(b)(3) is held to 
be invalid; 

(E) Investigative Records—Persons 
Within the Investigative Jurisdiction 
of the Department—COMMERCE/ 
DEPT–13; 

(F) Litigation, Claims and Adminis-
trative Proceeding Records—COM-
MERCE/DEPT–14; and 

(ii) The foregoing are exempted from 
5 U.S.C. 552a (c)(3), (d), (e)(1), (e)(4)(G), 
(H), and (I), and (f). The reasons for as-
serting the exemption are to prevent 
subjects of investigation from frus-
trating the investigatory process; to 
ensure the proper functioning and in-
tegrity of law enforcement activities; 
to prevent disclosure of investigative 
techniques; to maintain the ability to 
obtain necessary information; to fulfill 
commitments made to sources to pro-
tect their identities and the confiden-
tiality of information; and to avoid en-
dangering these sources and law en-
forcement personnel. Special note is 
taken that the proviso clause in this 
exemption imports due process and 
procedural protections for the indi-
vidual. The existence and general char-
acter of the information exempted 
shall be made known to the individual 
to whom it pertains. 

(3)(i) Exempt under 5 U.S.C. 552a(k) 
(4). The systems of records exempt, the 
sections of the Act from which exempt-
ed, and the reasons therefor are as fol-
lows: 

(A) Agriculture Census Records for 
1974 and 1978—COMMERCE/CENSUS–1; 

(B) Individual and Household Statis-
tical Surveys and Special Census Stud-
ies Records—COMMERCE/CENSUS–3; 

(C) Minority-Owned Business Enter-
prises Survey Records—COMMERCE/ 
CENSUS–4; 

(D) Population and Housing Census 
Records of the 1960 and Subsequent 
Censuses—COMMERCE/ CENSUS–5; 

(E) Population Census Personal Serv-
ice Records for 1900 and All Subsequent 
Decennial Censuses—COMMERCE/CEN-
SUS–6; and 

(F) Special Censuses of Population 
Conducted for State and Local Govern-
ment—COMMERCE/CENSUS–7. 
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(G) Statistical Administrative 
Records System—COMMERCE/CEN-
SUS–8. 

(ii) The foregoing are exempted from 
5 U.S.C. 552a(c)(3), (d), (e)(1), (e)(4)(G) 
(H), and (I), and (f). The reasons for as-
serting the exemption are to comply 
with the prescription of Title 13 of the 
United States Code, especially sections 
8 and 9 relating to prohibitions against 
disclosure, and to avoid needless con-
sideration of these records whose sole 
statistical use comports fully with a 
basic purpose of the Act, namely, that 
no adverse determinations are made 
from these records as to any identifi-
able individual. 

(4)(i) Exempt under 5 U.S.C. 
552a(k)(5). The systems of records ex-
empt (some only conditionally), the 
sections of the Act from which exempt-
ed, and the reasons therefor are as fol-
lows: 

(A) Applications to U.S. Merchant 
Marine Academy (USMMA)—COM-
MERCE/MA–1; 

(B) USMMA Midshipman Medical 
Files—COMMERCE/MA–17; 

(C) USMMA Midshipman Personnel 
Files—COMMERCE/MA–18; 

(D) USMMA Non-Appropriated fund 
Employees—COMMERCE/MA–19; 

(E) Applicants for the NOAA Corps— 
COMMERCE/NOAA–4; 

(F) Commissioned Officer Official 
Personnel Folders—COMMERCE/ 
NOAA–7; 

(G) Conflict of Interest Records, Ap-
pointed Officials—COMMERCE/DEPT– 
3; 

(H) Investigative and Inspection 
Records—COMMERCE/DEPT–12, but 
only on condition that the general ex-
emption claimed in § 4.33(b)(3) is held to 
be invalid; 

(I) Investigative Records—Persons 
Within the Investigative Jurisdiction 
of the Department—COMMERCE/ 
DEPT–13; and 

(J) Litigation, Claims, and Adminis-
trative Proceeding Records—COM-
MERCE/DEPT–14. 

(ii) The foregoing are exempted from 
5 U.S.C. 552a (c)(3), (d), (e)(1), (e)(4) (G), 
(H), and (I), and (f). The reasons for as-
serting the exemption are to maintain 
the ability to obtain candid and nec-
essary information, to fulfill commit-
ments made to sources to protect the 

confidentiality of information, to avoid 
endangering these sources and, ulti-
mately, to facilitate proper selection 
or continuance of the best applicants 
or persons for a given position or con-
tract. Special note is made of the limi-
tation on the extent to which this ex-
emption may be asserted. The exist-
ence and general character of the infor-
mation exempted will be made known 
to the individual to whom it pertains. 

(c) At the present time, the Depart-
ment claims no exemption under 5 
U.S.C. 552a(k) (3), (6) and (7). 

APPENDIX A TO PART 4—FREEDOM OF IN-
FORMATION PUBLIC INSPECTION FA-
CILITIES, AND ADDRESSES FOR RE-
QUESTS FOR RECORDS UNDER THE 
FREEDOM OF INFORMATION ACT AND 
PRIVACY ACT, AND REQUESTS FOR 
CORRECTION OR AMENDMENT UNDER 
THE PRIVACY ACT 

Each address listed below is the respective 
component’s mailing address for receipt and 
processing of requests for records under the 
Freedom of Information Act and Privacy 
Act, for requests for correction or amend-
ment under the Privacy Act and, unless oth-
erwise noted, its public inspection facility 
for records available to the public under the 
Freedom of Information Act. Requests 
should be addressed to the component the re-
quester knows or has reason to believe has 
possession of, control over, or primary con-
cern with the records sought. Otherwise, re-
quests should be addressed to the Central 
Reference and Records Inspection Facility. 
The telephone number for each component is 
included after its address. Public inspection 
facilities are open to the public Monday 
through Friday (excluding Saturdays, Sun-
days, and legal public holidays) between 9 
a.m. and 4 p.m. local time of the facility at 
issue. Certain public inspection facility 
records of components are also available 
electronically through the Department’s 
‘‘FOIA Home Page’’ link found at the De-
partment’s World Wide Web site (http:// 
www.doc.gov)), as described in § 4.2(b). The 
Departmental Freedom of Information Offi-
cer is authorized to revise this appendix to 
reflect changes in the information contained 
in it. Any such revisions shall be posted at 
the Department’s ‘‘FOIA Home Page’’ link 
found at the Department’s World Wide Web 
site (http://www.doc.gov). 

(1) Department of Commerce Freedom of 
Information Central Reference and Records 
Inspection Facility, U.S. Department of 
Commerce, Room 6022, 14th and Constitution 
Avenue, NW, Washington, DC 20230; (202) 482– 
4115. This facility serves the Office of the 
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