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(1) The Comprehensive Review is 
signed by the responsible committee 
officer and approved by the bureau/of-
fice policy making officer. It is sub-
mitted in original only. 

(2) The Annual Report will be pre-
pared on Standard Forms 248 and 249 in 
original and one copy. (Instructions for 
preparation are printed on the back of 
the forms.) 

(3) The Report of Closed Meeting(s) is 
signed by the committee chairman and 
submitted in original and 8 copies. 

(4) The Advisory activities reports 
are submitted in 9 copies each, except 
Presidential advisory committee re-
ports are submitted in 12 copies. 

§ 8.11 Records. 
(a) The records of an advisory com-

mittee consist of all papers and docu-
ments which are prepared for or by 
and/or made available to the com-
mittee, and are maintained by the of-
fice responsible for the committee. 
Such records are inter alia agenda, 
drafts, minutes, notices, press releases, 
reports, studies, transcripts, and work-
ing papers. 

(b) The Advisory Committee Manage-
ment Officer maintains the Depart-
ment’s official records relating to the 
management of all committees. 

§ 8.12 Financial records. 
Accurate records will be kept by the 

responsible committee office of all op-
erating and salary costs of a com-
mittee. (See instruction item 17 on SF– 
248.) 

§ 8.13 Availability of records. 
The records of a committee are to be 

made available upon request in accord-
ance with the Department’s regula-
tions promulgated in accordance with 
the provisions of the Freedom of Infor-
mation Act (40 FEDERAL REGISTER 7256– 
7529, February 19, 1975). 

§ 8.14 Public inquiries. 
Public inquiries concerning the im-

plementation of the Federal Advisory 
Committee Act and the management of 
the advisory committees of the Depart-
ment should be addressed to the Advi-
sory Committee Management Officer, 
Management Systems Staff, Depart-
ment of State, Washington, DC 20520. 

PART 9—SECURITY INFORMATION 
REGULATIONS 

Sec. 
9.1 Basis. 
9.2 Objective. 
9.3 Senior agency official. 
9.4 Original classification. 
9.5 Original classification authority. 
9.6 Derivative classification. 
9.7 Identification and marking. 
9.8 Classification challenges. 
9.9 Declassification and downgrading. 
9.10 Mandatory declassification review. 
9.11 Systematic declassification review. 
9.12 Access to classified information by his-

torical researchers and certain former 
government personnel. 

9.13 Safeguarding. 

AUTHORITY: E.O. 12958 (60 FR 19825, April 20, 
1995) as amended; Information Security Over-
sight Office Directive No. 1, 32 CFR 2001 (68 
FR 55168, Sept. 22, 2003). 

SOURCE: 72 FR 30972, June 5, 2007, unless 
otherwise noted. 

§ 9.1 Basis. 
These regulations, taken together 

with the Information Security Over-
sight Office Directive No. 1 dated Sep-
tember 22, 2003, and Volume 5 of the 
Department’s Foreign Affairs Manual, 
provide the basis for the security clas-
sification program of the U.S. Depart-
ment of State (‘‘the Department’’) im-
plementing Executive Order 12958, 
‘‘Classified National Security Informa-
tion’’, as amended (‘‘the Executive 
Order’’). 

§ 9.2 Objective. 
The objective of the Department’s 

classification program is to ensure that 
national security information is pro-
tected from unauthorized disclosure, 
but only to the extent and for such a 
period as is necessary. 

§ 9.3 Senior agency official. 
The Executive Order requires that 

each agency that originates or handles 
classified information designate a sen-
ior agency official to direct and admin-
ister its information security program. 
The Department’s senior agency offi-
cial is the Under Secretary of State for 
Management. The senior agency offi-
cial is assisted in carrying out the pro-
visions of the Executive Order and the 
Department’s information security 
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program by the Assistant Secretary for 
Diplomatic Security, the Assistant 
Secretary for Administration, and the 
Deputy Assistant Secretary for Infor-
mation Sharing Services. 

§ 9.4 Original classification. 
(a) Definition. Original classification 

is the initial determination that cer-
tain information requires protection 
against unauthorized disclosure in the 
interest of national security (i.e., na-
tional defense or foreign relations of 
the United States), together with a 
designation of the level of classifica-
tion. 

(b) Classification levels. (1) Top Secret 
shall be applied to information the un-
authorized disclosure of which reason-
ably could be expected to cause excep-
tionally grave damage to the national 
security that the original classifica-
tion authority is able to identify or de-
scribe. 

(2) Secret shall be applied to informa-
tion the unauthorized disclosure of 
which reasonably could be expected to 
cause serious damage to the national 
security that the original classifica-
tion authority is able to identify or de-
scribe. 

(3) Confidential shall be applied to in-
formation the unauthorized disclosure 
of which reasonably could be expected 
to cause damage to the national secu-
rity that the original classification au-
thority is able to identify or describe. 

(c) Classification requirements and limi-
tations. (1) Information may not be con-
sidered for classification unless it con-
cerns: 

(i) Military plans, weapons systems, 
or operations; 

(ii) Foreign government information; 
(iii) Intelligence activities (including 

special activities), intelligence sources 
or methods, or cryptology; 

(iv) Foreign relations or foreign ac-
tivities of the United States, including 
confidential sources; 

(v) Scientific, technological, or eco-
nomic matters relating to the national 
security; which includes defense 
against transnational terrorism; 

(vi) United States Government pro-
grams for safeguarding nuclear mate-
rials or facilities; 

(vii) Vulnerabilities or capabilities of 
systems, installations, infrastructures, 

projects, plans, or protection services 
relating to the national security, 
which includes defense against 
transnational terrorism; or 

(viii) Weapons of mass destruction. 
(2) In classifying information, the 

public’s interest in access to govern-
ment information must be balanced 
against the need to protect national se-
curity information. 

(3) In no case shall information be 
classified in order to conceal violations 
of law, inefficiency, or administrative 
error, or to prevent embarrassment to 
a person, organization, or agency, to 
restrain competition, or to prevent or 
delay the release of information that 
does not require protection in the in-
terest of the national security. 

(4) A reference to classified docu-
ments that does not directly or indi-
rectly disclose classified information 
may not be classified or used as a basis 
for classification. 

(5) Only information owned by, pro-
duced by or for, or under the control of 
the U.S. Government may be classified. 

(6) The unauthorized disclosure of 
foreign government information is pre-
sumed to cause damage to national se-
curity. 

(d) Duration of classification. (1) Infor-
mation shall be classified for as long as 
is required by national security consid-
erations, subject to the limitations set 
forth in section 1.5 of the Executive 
Order. When it can be determined, a 
specific date or event for declassifica-
tion in less than 10 years shall be set 
by the original classification authority 
at the time the information is origi-
nally classified. If a specific date or 
event for declassification cannot be de-
termined, information shall be marked 
for declassification 10 years from the 
date of the original decision, unless the 
original classification authority deter-
mines that the sensitivity of the infor-
mation requires that it shall be 
marked for declassification for up to 25 
years. 

(2) An original classification author-
ity may extend the duration of classi-
fication, change the level of classifica-
tion, or reclassify specific information 
only when the standards and proce-
dures for classifying information under 
the Executive Order are met. 

VerDate Aug<31>2005 09:38 May 14, 2008 Jkt 214074 PO 00000 Frm 00042 Fmt 8010 Sfmt 8010 Y:\SGML\214074.XXX 214074eb
en

th
al

l o
n 

P
R

O
D

P
C

60
 w

ith
 C

F
R


		Superintendent of Documents
	2016-05-31T16:51:52-0400
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




