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(b) Delete its record entirely from 
the Vendor Information Pages data-
base; or 

(c) CVE may cancel the ‘‘verified’’ 
status button for good cause upon for-
mal notice to the participant. Exam-
ples of good cause include, but are not 
limited to, the following: 

(1) Submission of false information in 
the participant’s VetBiz VIP 
Verification application. 

(2) Failure by the participant to 
maintain its eligibility for program 
participation. 

(3) Failure by the participant for any 
reason, including the death of an indi-
vidual upon whom eligibility was 
based, to maintain ownership, manage-
ment, and control by veterans, service- 
disabled veterans or surviving spouses. 

(4) Failure by the concern to disclose 
to CVE the extent to which non-vet-
eran persons or firms participate in the 
management of the participant. 

(5) Debarment, suspension, voluntary 
exclusion, or ineligibility of the partic-
ipant or its owners. 

(6) A pattern of failure to make re-
quired submissions or responses to CVE 
in a timely manner, including a failure 
to make available financial state-
ments, requested tax returns, reports, 
information requested by CVE or VA’s 
Office of Inspector General, or other re-
quested information or data within 30 
days of the date of request. 

(7) Cessation of the participant’s 
business operations. 

(8) Failure by the concern to pay or 
repay significant financial obligations 
owed to the Federal Government. 

(9) Failure by the concern to obtain 
and keep current any and all required 
permits, licenses, and charters, includ-
ing suspension or revocation of any 
professional license required to operate 
the business. 

(10) Failure by the concern to provide 
an updated application (VA Form 0877) 
within 60 days of any change in owner-
ship. 

(d) The examples of good cause listed 
in paragraph (c) of this section are in-
tended to be illustrative only. Other 
grounds for canceling a participant’s 
verified status include any other cause 
of so serious or compelling a nature 
that it affects the present responsi-
bility of the participant. 

§ 74.22 What are the procedures for 
cancellation? 

(a) General. When CVE believes that a 
participant’s verified status should be 
cancelled prior to the expiration of its 
eligibility term, CVE will notify the 
participant in writing. The Notice of 
Proposed Cancellation Letter will set 
forth the specific facts and reasons for 
CVE’s findings, and will notify the par-
ticipant that it has 30 days from the 
date it receives the letter to submit a 
written response to CVE explaining 
why the proposed ground(s) should not 
justify cancellation. 

(b) Recommendation and decision. Fol-
lowing the 30-day response period, the 
Director, CVE, will consider any infor-
mation submitted by the participant. 
Upon determining that cancellation is 
not warranted, the Director, CVE, will 
notify the participant in writing. If 
cancellation appears warranted, the Di-
rector, CVE, will make a decision 
whether to cancel the participant’s 
verified status. 

(c) Notice requirements. Upon deciding 
that cancellation is warranted, the Di-
rector, CVE, will issue a Notice of 
Verified Status Cancellation. The No-
tice will set forth the specific facts and 
reasons for the decision, and will ad-
vise the concern that it may re-apply 
after it has met all eligibility criteria. 

(d) Effect of verified status cancellation. 
After the effective date of cancellation, 
a participant is no longer eligible to 
appear as ‘‘verified’’ in the VetBiz VIP 
database. However, such concern is ob-
ligated to perform previously awarded 
contracts to the completion of their ex-
isting term of performance. 

RECORDS MANAGEMENT 

§ 74.25 What types of personally identi-
fiable information will VA collect? 

In order to establish owner eligi-
bility, the Department will collect in-
dividual names and Social Security 
numbers for veterans, service-disabled 
veterans and surviving spouses who 
represent themselves as having owner-
ship and control interests in a specific 
business seeking to obtain verified sta-
tus. 
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§ 74.26 What types of business informa-
tion will VA collect? 

VA will examine a variety of business 
records. See § 74.12, ‘‘What is a 
verification examination and what will 
CVE examine?’’ 

§ 74.27 How will VA store information? 
VA intends to store records provided 

to complete the VetBiz Vendor Infor-
mation Pages registration fully elec-
tronically on the Department’s secure 
servers. CVE personnel will compare 
information provided concerning own-
ers who have veteran status, service- 
disabled veteran status or surviving 
spouse status against electronic 
records maintained by the Depart-
ment’s Veterans Benefits Administra-
tion. Records collected during exam-
ination visits will be scanned onto 
portable media and fully secured in the 
Center for Veterans Enterprise, located 
in Washington, DC. 

§ 74.28 Who may examine records? 
Personnel from the Department of 

Veterans Affairs, Center for Veterans 
Enterprise and its agents, including 
personnel from the Small Business Ad-
ministration, may examine records to 
ascertain the ownership and control of 
the applicant or participant. 

§ 74.29 When will VA dispose of 
records? 

The records, including those per-
taining to businesses not determined to 
be eligible for the program, will be 
kept intact and in good condition for 
seven years following a program exam-
ination or the date of the last Notice of 
Verified Status Approval letter. Longer 
retention will not be required unless a 
written request is received from the 
Government Accountability Office not 
later than 30 days prior to the end of 
the retention period. 

(Authority: 38 U.S.C. 8127(f)). 

PART 75—INFORMATION SECURITY 
MATTERS 

Subpart A [Reserved] 

Subpart B—Data Breaches 

Sec. 
75.111 Purpose and scope. 

75.112 Definitions and terms. 
75.113 Data breach. 
75.114 Accelerated response. 
75.115 Risk analysis. 
75.116 Secretary determination. 
75.117 Notification. 
75.118 Other credit protection services. 
75.119 Finality of Secretary determination. 

AUTHORITY: 38 U.S.C. 501, 5724, 5727, 7906. 

SOURCE: 72 FR 34399, June 22, 2007, unless 
otherwise noted. 

Subpart A [Reserved] 

Subpart B—Data Breaches 

§ 75.111 Purpose and scope. 
This subpart implements provisions 

of 38 U.S.C. 5724 and 5727, which are set 
forth in Title IX of the Veterans Bene-
fits, Health Care, and Information 
Technology Act of 2006. It only con-
cerns actions to address a data breach 
regarding sensitive personal informa-
tion that is processed or maintained by 
VA. This subpart does not supersede 
the requirements imposed by other 
laws, such as the Privacy Act of 1974, 
the Administrative Simplification pro-
visions of the Health Insurance Port-
ability and Accountability Act of 1996, 
the Fair Credit Reporting Act, and im-
plementing regulations of such Acts. 

(Authority: 38 U.S.C. 501, 5724, 5727) 

§ 75.112 Definitions and terms. 
For purposes of this subpart: 
Confidentiality means preserving au-

thorized restrictions on access and dis-
closure, including means for protecting 
personal privacy and proprietary infor-
mation. 

Data breach means the loss or theft 
of, or other unauthorized access to, 
other than an unauthorized access inci-
dental to the scope of employment, 
data containing sensitive personal in-
formation, in electronic or printed 
form, that results in the potential com-
promise of the confidentiality or integ-
rity of the data. 

Data breach analysis means the proc-
ess used to determine if a data breach 
has resulted in the misuse of sensitive 
personal information. 

Fraud resolution services means serv-
ices to assist an individual in the proc-
ess of recovering and rehabilitating the 

VerDate Aug<31>2005 11:34 Aug 18, 2008 Jkt 214140 PO 00000 Frm 01157 Fmt 8010 Sfmt 8010 Y:\SGML\214140.XXX 214140er
ow

e 
on

 P
R

O
D

1P
C

71
 w

ith
 C

F
R


		Superintendent of Documents
	2014-10-03T12:39:39-0400
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




