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preclude prior notice to and consulta-
tion with the Chief Counsel, the em-
ployee shall respectfully request from 
the demanding authority a stay in the 
proceedings to allow sufficient time to 
obtain advice of counsel. 

(d) If the court or other authority de-
clines to stay the effect of the demand 
in response to a request made in ac-
cordance with paragraph (c) of this sec-
tion pending consultation with coun-
sel, or if the court or other authority 
rules that the demand must be com-
plied with irrespective of instructions 
not to testify or disclose the informa-
tion sought, the employee upon whom 
the demand has been made shall re-
spectfully decline to comply with the 
demand, citing these regulations and 
United States ex rel. Touhy v. Ragen, 340 
U.S. 462 (1951). 

§ 5.88 Testimony in litigation in which 
the United States is a party. 

(a) Whenever, in any legal proceeding 
in which the United States is a party, 
the attorney in charge of presenting 
the case for the United States requests 
it, the Chief Counsel shall arrange for 
an employee of the Agency to testify as 
a witness for the United States. 

(b) The attendance and testimony of 
named employees of the Agency may 
not be required in any legal proceeding 
by the judge or other presiding officer, 
by subpoena or otherwise. However, the 
judge or other presiding officer may, 
upon a showing of exceptional cir-
cumstances (such as a case in which a 
particular named FEMA employee has 
direct personal knowledge of a mate-
rial fact not known to the witness 
made available by the Agency) require 
the attendance and testimony of 
named FEMA personnel. 

§ 5.89 Waiver. 
The Chief Counsel may grant, in 

writing, a waiver of any policy or pro-
cedure prescribed by this subpart, 
where waiver is considered necessary 
to promote a significant interest of the 
Agency or for other good cause. In 
granting such waiver, the Chief Coun-
sel shall attach to the waiver such rea-
sonable conditions and limitations as 
are deemed appropriate in order that a 
response in strict compliance with the 
terms of a subpoena duces tecum or the 

providing of testimony will not inter-
fere with the duties of the employee 
and will otherwise conform to the poli-
cies of this part. The Administrator 
may, in his or her discretion, review 
any decision to authorize a waiver of 
any policy or procedure prescribed by 
this subpart. 

PART 6—IMPLEMENTATION OF THE 
PRIVACY ACT OF 1974 

Subpart A—General 

Sec. 
6.1 Purpose and scope of part. 
6.2 Definitions. 
6.3 Collection and use of information (Pri-

vacy Act statements). 
6.4 Standards of accuracy. 
6.5 Rules of conduct. 
6.6 Safeguarding systems of records. 
6.7 Records of other agencies. 
6.8 Subpoena and other legal demands. 
6.9 Inconsistent issuances of FEMA and/or 

its predecessor agencies superseded. 
6.10 Assistance and referrals. 

Subpart B—Disclosure of Records 

6.20 Conditions of disclosure. 
6.21 Procedures for disclosure. 
6.22 Accounting of disclosures. 

Subpart C—Individual Access to Records 

6.30 Form of requests. 
6.31 Special requirements for medical 

records. 
6.32 Granting access. 
6.33 Denials of access. 
6.34 Appeal of denial of access within 

FEMA. 

Subpart D—Requests To Amend Records 

6.50 Submission of requests to amend 
records. 

6.51 Review of requests to amend records. 
6.52 Approval of requests to amend records. 
6.53 Denial of requests to amend records. 
6.54 Agreement to alternative amendments. 
6.55 Appeal of denial of request to amend a 

record. 
6.56 Statement of disagreement. 
6.57 Judicial review. 

Subpart E—Report on New Systems and 
Alterations of Existing Systems 

6.70 Reporting requirement. 
6.71 Federal Register notice of establish-

ment of new system or alteration of ex-
isting system. 
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6.72 Effective date of new system of records 
or alteration of an existing system of 
records. 

Subpart F—Fees 

6.80 Records available at fee. 
6.81 Additional copies. 
6.82 Waiver of fee. 
6.83 Prepayment of fees. 
6.84 Form of payment. 
6.85 Reproduction fees. 

Subpart G—Exempt Systems of Records 

6.86 General exemptions. 
6.87 Specific exemptions. 

AUTHORITY: 5 U.S.C. 552a; Reorganization 
Plan No. 3 of 1978; and E.O. 12127. 

SOURCE: 44 FR 50293, Aug. 27, 1979, unless 
otherwise noted. 

Subpart A—General 

§ 6.1 Purpose and scope of part. 
This part sets forth policies and pro-

cedures concerning the collection, use 
and dissemination of records main-
tained by the Federal Emergency Man-
agement Agency (FEMA) which are 
subject to the provision of 5 U.S.C. 
552a, popularly known as the ‘‘Privacy 
Act of 1974’’ (hereinafter referred to as 
the Act). These policies and procedures 
govern only those records as defined in 
§ 6.2. Policies and procedures governing 
the disclosure and availability of 
records in general are in part 5 of this 
chapter. This part also covers: (a) Pro-
cedures for notification to individuals 
of a FEMA system of records per-
taining to them; (b) guidance to indi-
viduals in obtaining information, in-
cluding inspections of, and disagree-
ment with, the content of records; (c) 
accounting of disclosure; (d) special re-
quirements for medical records; and (e) 
fees. 

§ 6.2 Definitions. 
For the purpose of this part: 
(a) Agency includes any executive de-

partment, military department, Gov-
ernment corporation, Government con-
trolled corporation, or other establish-
ment in the executive branch of the 
Government (including the Executive 
Office of the President), or any inde-
pendent regulatory agency (see 5 U.S.C. 
552(e)). 

(b) Individual means a citizen of the 
United States or an alien lawfully ad-
mitted for permanent residence. 

(c) Maintain includes maintain, col-
lect, use, and disseminate. 

(d) Record means any item, collec-
tion, or grouping of information about 
an individual that is maintained by an 
agency, including, but not limited to 
those concerning education, financial 
transactions, medical history, and 
criminal or employment history, and 
that contains the name or other identi-
fying particular assigned to the indi-
vidual, such as a fingerprint, 
voiceprint, or photograph. 

(e) System of records means a group of 
any records under the control of an 
agency from which information is re-
trieved by the name of the individual 
or by some identifying number, sym-
bol, or other identification assigned to 
that individual. 

(f) Statistical record means a record in 
a system of records maintained for sta-
tistical research or reporting purposes 
only and not used in whole or in part in 
making any determination about an 
identifiable individual, except as pro-
vided by 13 U.S.C. 8. 

(g) Routine use means, with respect to 
the disclosure of a record, the use of 
that record for a purpose which is com-
patible with the purpose for which it 
was collected. 

(h) System manager means the em-
ployee of FEMA who is responsible for 
the maintenance of a system of records 
and for the collection, use, and dis-
semination of information therein. 

(i) Subject individual means the indi-
vidual named or discussed in a record 
of the individual to whom a record oth-
erwise pertains. 

(j) Disclosure means a transfer of a 
record, a copy of a record, or any or all 
of the information contained in a 
record to a recipient other than the 
subject individual, or the review of a 
record by someone other than the sub-
ject individual. 

(k) Access means a transfer of a 
record, a copy of a record, or the infor-
mation in a record to the subject indi-
vidual, or the review of a record by the 
subject individual. 

(l) Solicitation means a request by an 
officer or employee of FEMA that an 
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individual provide information about 
himself or herself. 

(m) Administrator means the Adminis-
trator, FEMA. 

(n) Deputy Administrator means the 
Deputy Administrator, FEMA, or, in 
the case of the absence of the Deputy 
Administrator, or a vacancy in that of-
fice, a person designated by the Admin-
istrator to perform the functions under 
this regulation of the Deputy Adminis-
trator. 

(o) Privacy Appeals Officer means the 
FOIA/Privacy Act Specialist or his/her 
designee. 

[44 FR 50293, Aug. 27, 1979, as amended at 45 
FR 17152, Mar. 18, 1980; 51 FR 34604, Sept. 30, 
1986] 

§ 6.3 Collection and use of information 
(Privacy Act statements). 

(a) General. Any information used in 
whole or in part in making a deter-
mination about an individual’s rights, 
benefits, or privileges under FEMA pro-
grams will be collected directly from 
the subject individual to the extent 
practicable. The system manager also 
shall ensure that information collected 
is used only in conformance with the 
provisions of the Act and these regula-
tions. 

(b) Solicitation of information. System 
managers shall ensure that at the time 
information is solicited the solicited 
individual is informed of the authority 
for collecting that information, wheth-
er providing the information is manda-
tory or voluntary, the purpose for 
which the information will be used, the 
routine uses to be made of the informa-
tion, and the effects on the individual, 
if any, of not providing the informa-
tion. The Director, Records Manage-
ment Division, Office of Management 
and Regional Administrators shall en-
sure that forms used to solicit informa-
tion are in compliance with the Act 
and these regulations. 

(c) Solicitation of Social Security num-
bers. Before an employee of FEMA can 
deny to any individual a right, benefit, 
or privilege provided by law because 
such individual refuses to disclose his/ 
her social security account number, 
the employee of FEMA shall ensure 
that either: 

(1) The disclosure is required by Fed-
eral statute; or 

(2) The disclosure of a social security 
number was required under a statute or 
regulation adopted before January 1, 
1975, to verify the identity of an indi-
vidual, and the social security number 
will become a part of a system of 
records in existence and operating be-
fore January 1, 1975. 
If solicitation of the social security 
number is authorized under paragraph 
(c) (1) or (2) of this section, the FEMA 
employee who requests an individual to 
disclose the social security account 
number shall first inform that indi-
vidual whether that disclosure is man-
datory or voluntary, by what statutory 
or other authority the number is solic-
ited, and the use that will be made of 
it. 

(d) Soliciting information from third 
parties. An employee of FEMA shall in-
form third parties who are requested to 
provide information about another in-
dividual of the purposes for which the 
information will be used. 

[44 FR 50293, Aug. 27, 1979, as amended at 47 
FR 13149, Mar. 29, 1982; 48 FR 12091, Mar. 23, 
1983; 50 FR 40006, Oct. 1, 1985] 

§ 6.4 Standards of accuracy. 
The system manager shall ensure 

that all records which are used by 
FEMA to make determinations about 
any individual are maintained with 
such accuracy, relevance, timeliness, 
and completeness as is reasonably nec-
essary to ensure fairness to the indi-
vidual. 

§ 6.5 Rules of conduct. 
Employees of FEMA involved in the 

design, development, operation, or 
maintenance of any system of records 
or in maintaining any record, shall 
conduct themselves in accordance with 
the rules of conduct concerning the 
protection of personal information in 
§ 3.25 of this chapter. 

§ 6.6 Safeguarding systems of records. 
(a) Systems managers shall ensure 

that appropriate administrative, tech-
nical, and physical safeguards are es-
tablished to ensure the security and 
confidentiality of records and to pro-
tect against any anticipated threats or 
hazards to their security or integrity 
which could result in substantial harm, 
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embarrassment, inconvenience, or un-
fairness to any individual on whom in-
formation is maintained. 

(b) Personnel information contained 
in both manual and automated systems 
of records shall be protected by imple-
menting the following safeguards: 

(1) Official personnel folders, author-
ized personnel operating or work fold-
ers and other records of personnel ac-
tions effected during an employee’s 
Federal service or affecting the em-
ployee’s status and service, including 
information on experience, education, 
training, special qualification, and 
skills, performance appraisals, and 
conduct, shall be stored in a lockable 
metal filing cabinet when not in use by 
an authorized person. A system man-
ager may employ an alternative stor-
age system providing that it furnished 
an equivalent degree of physical secu-
rity as storage in a lockable metal fil-
ing cabinet. 

(2) System managers, at their discre-
tion, may designate additional records 
of unusual sensitivity which require 
safeguards similar to those described in 
paragraph (a) of this section. 

(3) A system manager shall permit 
access to and use of automated or man-
ual personnel records only to persons 
whose official duties require such ac-
cess, or to a subject individual or his or 
her representative as provided by this 
part. 

§ 6.7 Records of other agencies. 

If FEMA receives a request for access 
to records which are the primary re-
sponsibility of another agency, but 
which are maintained by or in the tem-
porary possession of FEMA on behalf of 
that agency, FEMA will advise the re-
questor that the request has been for-
warded to the responsible agency. 
Records in the custody of FEMA which 
are the primary responsibility of the 
Office of Personnel Management are 
governed by the rules promulgated by 
it pursuant to the Privacy Act. 

§ 6.8 Subpoena and other legal de-
mands. 

Access to records in systems of 
records by subpoena or other legal 
process shall be in accordance with the 
provisions of part 5 of this chapter. 

§ 6.9 Inconsistent issuances of FEMA 
and/or its predecessor agencies su-
perseded. 

Any policies and procedures in any 
issuances of FEMA or any of its prede-
cessor agencies which are inconsistent 
with the policies and procedures in this 
part are superseded to the extent of 
that inconsistency. 

§ 6.10 Assistance and referrals. 

Requests for assistance and referral 
to the responsible system manager or 
other FEMA employee charged with 
implementing these regulations should 
be made to the Privacy Appeals Offi-
cer, Federal Emergency Management 
Agency, Washington, DC 20472. 

[45 FR 17152, Mar. 18, 1980] 

Subpart B—Disclosure of Records 

§ 6.20 Conditions of disclosure. 

No employee of FEMA shall disclose 
any record to any person or to another 
agency without the express written 
consent of the subject individual unless 
the disclosure is: 

(a) To officers or employees of FEMA 
who have a need for the information in 
the official performance of their duties; 

(b) Required by the provisions of the 
Freedom of Information Act, 5 U.S.C. 
552. 

(c) For a routine use as published in 
the notices in the FEDERAL REGISTER; 

(d) To the Bureau of the Census for 
use pursuant to title 13, United States 
Code; 

(e) To a recipient who has provided 
FEMA with advance adequate written 
assurance that the record will be used 
solely as a statistical research or re-
porting record subject to the following: 
The record shall be transferred in a 
form that is not individually identifi-
able. The written statement should in-
clude as a minimum (1) a statement of 
the purpose for requesting the records; 
and (2) certification that the records 
will be used only for statistical pur-
poses. These written statements should 
be maintained as accounting records. 
In addition to deleting personal identi-
fying information from records re-
leased for statistical purposes, the sys-
tem manager shall ensure that the 
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identity of the individual cannot rea-
sonably be deduced by combining var-
ious statistical records; 

(f) To the National Archives of the 
United States as a record which has 
sufficient historical or other value to 
warrant its continued preservation by 
the United States Government, or for 
evaluation by the Administrator of The 
National Archives and Records Admin-
istration or his designee to determine 
whether the record has such value; 

(g) To another agency or instrumen-
tality of any governmental jurisdiction 
within or under the control of the 
United States for civil or criminal law 
enforcement activity, if the activity is 
authorized by law, and if the head of 
the agency or instrumentality or his 
designated representative has made a 
written request to the Administrator 
specifying the particular portion de-
sired and the law enforcement activity 
for which the record is sought; 

(h) To a person showing compelling 
circumstances affecting the health and 
safety of an individual to whom the 
record pertains. (Upon such disclosure, 
a notification must be sent to the last 
known address of the subject indi-
vidual.) 

(i) To either House of Congress or to 
a subcommittee or committee (joint or 
of either House, to the extent that the 
subject matter falls within their juris-
diction; 

(j) To the Comptroller General or any 
duly authorized representatives of the 
Comptroller General in the course of 
the performance of the duties of the 
Government Accountability Office; or 

(k) Pursuant to the order of a court 
of competent jurisdiction. 

(l) To consumer reporting agencies as 
defined in the Fair Credit Reporting 
Act (35 U.S.C. 1681a(f) or the Debt Col-
lection Act of 1982 (31 U.S.C. 3711(d)(4)). 

[44 FR 50293, Aug. 27, 1979, as amended at 48 
FR 44543, Sept. 29, 1983; 50 FR 40006, Oct. 1, 
1985] 

§ 6.21 Procedures for disclosure. 

(a) Upon receipt of a request for dis-
closure, the system manager shall 
verify the right of the requestor to ob-
tain disclosure pursuant to § 6.20. Upon 
that verification and subject to other 
requirements of this part, the system 

manager shall make the requested 
records available. 

(b) If the system manager determines 
that the disclosure is not permitted 
under the provisions of § 6.20 or other 
provisions of this part, the system 
manager shall deny the request in writ-
ing and shall inform the requestor of 
the right to submit a request for re-
view and final determination to the 
Administrator or designee. 

§ 6.22 Accounting of disclosures. 
(a) Except for disclosures made pur-

suant to § 6.20 (a) and (b), an accurate 
accounting of each disclosure shall be 
made and retained for 5 years after the 
disclosure or for the life of the record, 
whichever is longer. The accounting 
shall include the date, nature, and pur-
pose of each disclosure, and the name 
and address of the person or agency to 
whom the disclosure is made; 

(b) The system manager also shall 
maintain in conjunction with the ac-
counting of disclosures; 

(1) A full statement of the justifica-
tion for the disclosure. 

(2) All documentation surrounding 
disclosure of a record for statistical or 
law enforcement purposes; and 

(3) Evidence of written consent to a 
disclosure given by the subject indi-
vidual. 

(c) Except for the accounting of dis-
closures made to agencies or instru-
mentalities in law enforcement activi-
ties in accordance with § 6.20 (g) or of 
disclosures made from exempt systems 
the accounting of disclosures shall be 
made available to the individual upon 
request. Procedures for requesting ac-
cess to the accounting are in subpart C 
of this part. 

Subpart C—Individual Access to 
Records 

§ 6.30 Form of requests. 
(a) An individual who seeks access to 

his or her record or to any information 
pertaining to the individual which is 
contained in a system of records should 
notify the system manager at the ad-
dress indicated in the FEDERAL REG-
ISTER notice describing the pertinent 
system. The notice should bear the leg-
end ‘‘Privacy Act Request’’ both on the 
request letter and on the envelope. It 
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will help in the processing of a request 
if the request letter contains the com-
plete name and identifying number of 
the system as published in the FED-
ERAL REGISTER; the full name and ad-
dress of the subject individual; a brief 
description of the nature, time, place, 
and circumstances of the individual’s 
association with FEMA; and any other 
information which the individual be-
lieves would help the system manager 
to determine whether the information 
about the individual is included in the 
system of records. The system manager 
shall answer or acknowledge the re-
quest within 10 workdays of its receipt 
by FEMA. 

(b) The system manager, at his dis-
cretion, may accept oral requests for 
access subject to verification of iden-
tity. 

§ 6.31 Special requirements for med-
ical records. 

(a) A system manager who receives a 
request from an individual for access to 
those official medical records which be-
long to the U.S. Office of Personnel 
Management and are described in 
Chapter 339, Federal Personnel Manual 
(medical records about entrance quali-
fications or fitness for duty, or medical 
records which are otherwise filed in the 
Official Personnel Folder), shall refer 
the pertinent system of records to a 
Federal Medical Officer for review and 
determination in accordance with this 
section. If no Federal Medical Officer is 
available to make the determination 
required by this section, the system 
manager shall refer the request and the 
medical reports concerned to the Office 
of Personnel Management for deter-
mination. 

(b) If, in the opinion of a Federal 
Medical Officer, medical records re-
quested by the subject individual indi-
cate a condition about which a prudent 
physician would hesitate to inform a 
person suffering from such a condition 
of its exact nature and probable out-
come, the system manager shall not re-
lease the medical information to the 
subject individual nor to any person 
other than a physician designated in 
writing by the subject individual, or 
the guardian or conservator of the indi-
vidual. 

(c) If, in the opinion of a Federal 
Medical Officer, the medical informa-
tion does not indicate the presence of 
any condition which would cause a pru-
dent physician to hesitate to inform a 
person suffering from such a condition 
of its exact nature and probable out-
come, the system manager shall re-
lease it to the subject individual or to 
any person, firm, or organization which 
the individual authorizes in writing to 
receive it. 

§ 6.32 Granting access. 

(a) Upon receipt of a request for ac-
cess to non-exempt records, the system 
manager shall make these records 
available to the subject individual or 
shall acknowledge the request within 
10 workdays of its receipt by FEMA. 
The acknowledgment shall indicate 
when the system manager will make 
the records available. 

(b) If the system manager anticipates 
more than a 10 day delay in making a 
record available, he or she also shall 
include in the acknowledgment specific 
reasons for the delay. 

(c) If a subject individual’s request 
for access does not contain sufficient 
information to permit the system man-
ager to locate the records, the system 
manager shall request additional infor-
mation from the individual and shall 
have 10 workdays following receipt of 
the additional information in which to 
make the records available or to ac-
knowledge receipt of the request and 
indicate when the records will be avail-
able. 

(d) Records will be available for au-
thorized access during normal business 
hours at the offices where the records 
are located. A requestor should be pre-
pared to identify himself or herself by 
signature; i.e., to note by signature the 
date of access and/or produce other 
identification verifying the signature. 

(e) Upon request, a system manager 
shall permit an individual to examine 
the original of a non-exempt record, 
shall provide the individual with a 
copy of the record, or both. Fees shall 
be charged in accordance with subpart 
F. 

(f) An individual may request to pick 
up a record in person or to receive it by 
mail, directed to the name and address 
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provided by the individual in the re-
quest. A system manager shall not 
make a record available to a third 
party for delivery to the subject indi-
vidual except for medical records as 
outlined in § 6.31. 

(g) An individual who selects another 
person to review, or to accompany the 
individual in reviewing or obtaining a 
copy of the record must, prior to the 
disclosure, sign a statement author-
izing the disclosure of the record. The 
system manager shall maintain this 
statement with the record. 

(h) The procedure for access to an ac-
counting of disclosure is identical to 
the procedure for access to a record as 
set forth in this section. 

§ 6.33 Denials of access. 

(a) A system manager may deny an 
individual access to that individual’s 
record only upon the grounds that 
FEMA has published the rules in the 
FEDERAL REGISTER exempting the per-
tinent system of records from the ac-
cess requirement. These exempt sys-
tems of records are described in sub-
part G of this part. 

(b) Upon receipt of a request for ac-
cess to a record which the system man-
ager believes is contained within an ex-
empt system of records he or she shall 
forward the request to the appropriate 
official listed below or to his or her 
delegate through normal supervisory 
channels. 

(1) Deputy Administrators. 
(2) [Reserved] 
(3) Federal Insurance Administrator. 
(4) Assistant Administrators. 
(5) United States Fire Administrator. 
(6) Chief of Staff. 
(7) Office Directors. 
(8) Chief Counsel. 
(9) [Reserved] 
(10) Chief Financial Officer. 
(11) Regional Administrators. 
(c) In the event that the system man-

ager serves in one of the positions list-
ed in paragraph (b) of this section, he 
or she shall retain the responsibility 
for denying or granting the request. 

(d) The appropriate official listed in 
paragraph (b) of this section shall, in 
consultation with the Office of Chief 
Counsel and such other officials as 
deemed appropriate, determine if the 

request record is contained within an 
exempt system of records and: 

(1) If the record is not contained 
within an exempt system of records, 
the above official shall notify the sys-
tem manager to grant the request in 
accordance with § 6.32, or 

(2) If the record is contained within 
an exempt system said official shall; 

(i) Notify the requestor that the re-
quest is denied, including a statement 
justifying the denial and advising the 
requestor of a right to judicial review 
of that decision as provided in § 6.57, or 

(ii) Notify the system manager to 
make record available to the requestor 
in accordance with § 6.31, notwith-
standing the record’s inclusion within 
an exempt system. 

(e) The appropriate official listed in 
paragraph (b) of this section shall pro-
vide the Privacy Appeals Office with a 
copy of any denial of a requested ac-
cess. 

[44 FR 50293, Aug. 27, 1979, as amended at 48 
FR 44543, Sept. 29, 1983; 50 FR 40006, Oct. 1, 
1985; 51 FR 34604, Sept. 30, 1986; 74 FR 15334, 
Apr. 3, 2009] 

§ 6.34 Appeal of denial of access within 
FEMA. 

A requestor denied access in whole or 
in part, to records pertaining to that 
individual, exclusive of those records 
for which the system manager is the 
Administrator, may file an administra-
tive appeal of that denial. Appeals of 
denied access will be processed in the 
same manner as processing for appeals 
from a denial of a request to amend a 
record set out in § 6.55, regardless 
whether the denial being appealed is 
made at headquarters or by a regional 
official. 

Subpart D—Requests To Amend 
Records 

§ 6.50 Submission of requests to amend 
records. 

An individual who desires to amend 
any record containing personal infor-
mation about the individual should di-
rect a written request to the system 
manager specified in the pertinent 
FEDERAL REGISTER notice concerning 
FEMA’s systems of records. A current 
FEMA employee who desires to amend 
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personnel records should submit a writ-
ten request to the Director, Human 
Capital Division, Washington, DC 20472. 
Each request should include evidence 
of and justification for the need to 
amend the pertinent record. Each re-
quest should bear the legend ‘‘Privacy 
Act—Request to Amend Record’’ 
prominently marked on both the face 
of the request letter and the envelope. 

§ 6.51 Review of requests to amend 
records. 

(a) The system manager shall ac-
knowledge the receipt of a request to 
amend a record within 10 workdays. If 
possible, the acknowledgment shall in-
clude the system manager’s determina-
tion either to amend the record or to 
deny the request to amend as provided 
in § 6.53. 

(b) When reviewing a record in re-
sponse to a request to amend, the sys-
tem manager shall assess the accuracy, 
relevance, timeliness, and complete-
ness of the existing record in light of 
the proposed amendment and shall de-
termine whether the request for the 
amendment is justified. With respect 
to a request to delete information, the 
system manager also shall review the 
request and the existing record to de-
termine whether the information is rel-
evant and necessary to accomplish an 
agency purpose required to be accom-
plished by statute or Executive Order. 

§ 6.52 Approval of requests to amend 
records. 

If the system manager determines 
that amendment of a record is proper 
in accordance with the request to 
amend, he or she promptly shall make 
the necessary corrections to the record 
and shall send a copy of the corrected 
record to the individual. Where an ac-
counting of disclosure has been main-
tained, the system manager shall ad-
vise all previous recipients of the 
record of the fact that a correction has 
been made and the substance of the 
correction. Where practicable, the sys-
tem manager shall advise the Privacy 
Appeals Officer that a request to 
amend has been approved. 

§ 6.53 Denial of requests to amend 
records. 

(a) If the system manager determines 
that an amendment of a record is im-
proper or that the record should be 
amended in a manner other than that 
requested by an individual, he shall 
refer the request to amend and his de-
terminations and recommendations to 
the appropriate official listed in 
§ 6.33(b) through normal supervisory 
channels. 

(b) If the official listed in § 6.33, after 
reviewing the request to amend a 
record, determines to amend the record 
in accordance with the request, said of-
ficial promptly shall return the request 
to the system manager with instruc-
tions to make the requested amend-
ments in accordance with § 6.52. 

(c) If the appropriate official listed in 
§ 6.33, after reviewing the request to 
amend a record, determines not to 
amend the record in accordance with 
the request, the requestor shall be 
promptly advised in writing of the de-
termination. The refusal letter (1) shall 
state the reasons for the denial of the 
request to amend; (2) shall include pro-
posed alternative amendments, if ap-
propriate; (3) shall state the reques-
tor’s right to appeal the denial of the 
request to amend; and (4) shall state 
the procedures for appealing and the 
name and title of the official to whom 
the appeal is to be addressed. 

(d) The appropriate official listed in 
§ 6.33 shall furnish the Privacy Appeals 
Officer a copy of each initial denial of 
a request to amend a record. 

[44 FR 50293, Aug. 27, 1979, as amended at 45 
FR 17152, Mar. 18, 1980] 

§ 6.54 Agreement to alternative amend-
ments. 

If the denial of a request to amend a 
record includes proposed alternative 
amendments, and if the requestor 
agrees to accept them, he or she must 
notify the official who signed the de-
nial. That official immediately shall 
instruct the system manager to make 
the necessary amendments in accord-
ance with § 6.52. 

§ 6.55 Appeal of denial of request to 
amend a record. 

(a) A requestor who disagrees with a 
denial of a request to amend a record 
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may file an administrative appeal of 
that denial. The requestor should ad-
dress the appeal to the FEMA Privacy 
Appeals Officer, Washington, DC 20472. 
If the requestor is an employee of 
FEMA and the denial to amend in-
volves a record maintained in the em-
ployee’s Official Personnel Folder cov-
ered by an Office of Personnel Manage-
ment Government-wide system notice, 
the appeal should be addressed to the 
Assistant Director, Information Sys-
tems, Agency Compliance and Evalua-
tion Group, Office of Personnel Man-
agement, Washington, DC 20415. 

(b) Each appeal to the Privacy Act 
Appeals Officer shall be in writing and 
must be received by FEMA no later 
than 30 calendar days from the reques-
tor’s receipt of a denial of a request to 
amend a record. The appeal should bear 
the legend ‘‘Privacy Act—Appeal,’’ 
both on the face of the letter and the 
envelope. 

(c) Upon receipt of an appeal, the Pri-
vacy Act Appeals Officer shall consult 
with the system manager, the official 
who made the denial, the Chief Counsel 
or a member of that office, and such 
other officials as may be appropriate. 
If the Privacy Act Appeals Officer in 
consultation with these officials, deter-
mines that the record should be amend-
ed, as requested, the system manager 
shall be instructed immediately to 
amend the record in accordance with 
§ 6.52 and shall notify the requestor of 
that action. 

(d) If the Privacy Act Appeals Offi-
cer, in consultation with the officials 
specified in paragraph (c) of this sec-
tion, determines that the appeal should 
be rejected, the Privacy Act Appeals 
Officer shall submit the file on the re-
quest and appeal, including findings 
and recommendations, to the Deputy 
Administrator for a final administra-
tive determination. 

(e) If the Deputy Administrator de-
termines that the record should be 
amended as requested, he or she imme-
diately shall instruct the system man-
ager in writing to amend the record in 
accordance with § 6.52. The Deputy Ad-
ministrator shall send a copy of those 
instructions to the Privacy Act Ap-
peals Officer, who shall notify the re-
quester of that action. 

(f) If the Deputy Administrator de-
termines to reject the appeal, the re-
questor shall immediately be notified 
in writing of that determination. This 
action shall constitute the final admin-
istrative determination on the request 
to amend the record and shall include: 

(1) The reasons for the rejection of 
the appeal. 

(2) Proposed alternative amend-
ments, if appropriate, which the re-
questor subsequently may accept in ac-
cordance with § 6.54. 

(3) Notice of the requestor’s right to 
file a Statement of Disagreement for 
distribution in accordance with § 6.56. 

(4) Notice of the requestor’s right to 
seek judicial review of the final admin-
istrative determination, as provided in 
§ 6.57. 

(g) The final agency determination 
must be made no later than 30 work-
days from the date on which the appeal 
is received by the Privacy Act Appeals 
Officer. 

(h) In extraordinary circumstances, 
the Administrator may extend this 
time limit by notifying the requestor 
in writing before the expiration of the 
30 workdays. The Administrator’s noti-
fication will include a justification for 
the extension. 

[44 FR 50293, Aug. 27, 1979, as amended at 45 
FR 17152, Mar. 18, 1980] 

§ 6.56 Statement of disagreement. 

Upon receipt of a final administra-
tive determination denying a request 
to amend a record, the requestor may 
file a Statement of Disagreement with 
the appropriate system manager. The 
Statement of Disagreement should in-
clude an explanation of why the re-
questor believes the record to be inac-
curate, irrelevant, untimely, or incom-
plete. The system manager shall main-
tain the Statement of Disagreement in 
conjunction with the pertinent record, 
and shall include a copy of the State-
ment of Disagreement in any disclo-
sure of the pertinent record. The sys-
tem manager shall provide a copy of 
the Statement of Disagreement to any 
person or agency to whom the record 
has been disclosed only if the disclo-
sure was subject to the accounting re-
quirements of § 6.22. 

VerDate Nov<24>2008 12:57 Nov 09, 2009 Jkt 217186 PO 00000 Frm 00051 Fmt 8010 Sfmt 8010 Y:\SGML\217186.XXX 217186W
R

ei
er

-A
vi

le
s 

on
 D

S
K

G
B

LS
3C

1P
R

O
D

 w
ith

 C
F

R



42 

44 CFR Ch. I (10–1–09 Edition) § 6.57 

§ 6.57 Judicial review. 
Within 2 years of receipt of a final 

administrative determination as pro-
vided in § 6.34 or § 6.55, a requestor may 
seek judicial review of that determina-
tion. A civil action must be filed in the 
Federal District Court in which the re-
questor resides or has his or her prin-
cipal place of business or in which the 
agency records are situated, or in the 
District of Columbia. 

Subpart E—Report on New Sys-
tems and Alterations of Exist-
ing Systems 

§ 6.70 Reporting requirement. 
(a) No later than 90 calendar days 

prior to the establishment of a new 
system of records, the prospective sys-
tem manager shall notify the Privacy 
Appeals Officer of the proposed new 
system. The prospective system man-
ager shall include with the notification 
a completed FEMA Form 11–2, System 
of Records Covered by the Privacy Act 
of 1974, and a justification for each sys-
tem of records proposed to be estab-
lished. If the Privacy Appeals Officer 
determines that the establishment of 
the proposed system is in the best in-
terest of the Government, then no later 
than 60 calendar days prior to the es-
tablishment of that system of records, 
a report of the proposal shall be sub-
mitted by the Administrator or a des-
ignee thereof, to the President of the 
Senate, the Speaker of the House of 
Representatives, and the Adminis-
trator, Office of Information and Regu-
latory Affairs, Office of Management 
and Budget for their evaluation of the 
probable or potential effect of that pro-
posal on the privacy and other personal 
or property rights of individuals. 

(b) No later than 90 calendar days 
prior to the alteration of a system of 
records, the system manager respon-
sible for the maintenance of that sys-
tem of records shall notify the Privacy 
Appeals Officer of the proposed alter-
ation. The system manager shall in-
clude with the notification a completed 
FEMA Form 11–2. System of Records 
Covered by the Privacy Act of 1974, and 
a justification for each system of 
records he proposes to alter. If it is de-
termined that the proposed alteration 

is in the best interest of the Govern-
ment, then, the Administrator, or a 
designee thereof, shall submit, no later 
than 60 calendar days prior to the es-
tablishment of that alteration, a report 
of the proposal to the President of the 
Senate, the Speaker of the House of 
Representatives, and the Adminis-
trator, Office of Information and Regu-
latory Affairs, Office of Management 
and Budget for their evaluation of the 
probable or potential effect of that pro-
posal on the privacy and other personal 
or property rights of individuals. 

(c) The reports required by this regu-
lation are exempt from reports control. 

(d) The Administrator, Office of In-
formation and Regulatory Affairs, Of-
fice of Management and Budget may 
waive the time requirements set out in 
this section upon a finding that a delay 
in the establishing or amending the 
system would not be in the public in-
terest and showing how the public in-
terest would be adversely affected if 
the waiver were not granted and other-
wise complying with OMB Circular A– 
130. 

[44 FR 50293, Aug. 27, 1979, as amended at 45 
FR 17152, Mar. 18, 1980; 51 FR 34604, Sept. 30, 
1986] 

§ 6.71 Federal Register notice of estab-
lishment of new system or alter-
ation of existing system. 

Notice of the proposed establishment 
or alteration of a system of records 
shall be published in the FEDERAL REG-
ISTER, in accordance with FEMA proce-
dures when: 

(a) Notice is received that the Sen-
ate, the House of Representatives, and 
the Office of Management and Budget 
do not object to the establishment of a 
new system or records or to the alter-
ation of an existing system of records, 
or 

(b) No fewer than 30 calendar days 
elapse from the date of submission of 
the proposal to the Senate, the House 
of Representatives, and the Office of 
Management and Budget without re-
ceipt of an objection to the proposal. 
The notice shall include all of the in-
formation required to be provided in 
FEMA Form 11–2, System of Records 
Covered by the Privacy Act of 1974, and 
such other information as the Adminis-
trator deems necessary. 
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§ 6.72 Effective date of new system of 
records or alteration of an existing 
system of records. 

Systems of records proposed to be es-
tablished or altered in accordance with 
the provisions of this subpart shall be 
effective no sooner than 30 calendar 
days from the publication of the notice 
required by § 6.71. 

Subpart F—Fees 
§ 6.80 Records available at fee. 

The system manager shall provide a 
copy of a record to a requestor at a fee 
prescribed in § 6.85 unless the fee is 
waived under § 6.82. 

[44 FR 50293, Aug. 27, 1979, as amended at 45 
FR 17152, Mar. 18, 1980] 

§ 6.81 Additional copies. 
A reasonable number of additional 

copies shall be provided for the applica-
ble fee to a requestor who indicates 
that he has no access to commercial re-
production services. 

§ 6.82 Waiver of fee. 
The system manager shall make one 

copy of a record, up to 300 pages, avail-
able without charge to a requestor who 
is an employee of FEMA. The system 
manager may waive the fee require-
ment for any other requestor if the 
cost of collecting the fee is an unduly 
large part of, or greater than, the fee, 
or when furnishing the record without 
charge conforms to generally estab-
lished business custom or is in the pub-
lic interest. 

[44 FR 50287, Aug. 27, 1979, as amended at 52 
FR 13679, Apr. 24, 1987] 

§ 6.83 Prepayment of fees. 
(a) When FEMA estimates or deter-

mines that allowable charges that a re-
quester may be required to pay are 
likely to exceed $250.00, FEMA may re-
quire a requester to make an advance 
payment of the entire fee before con-
tinuing to process the request. 

(b) When a requester has previously 
failed to pay a fee charged in a timely 
fashion (i.e., within 30 days of the date 
of the billing), FEMA may require the 
requester to pay the full amount owed 
plus any applicable interest as provided 
in § 6.85(d), and to make an advance 

payment of the full amount of the esti-
mated fee before the agency begins to 
process a new request or a pending re-
quest from that requester. 

(c) When FEMA acts under § 5.44 (a) 
or (b), the administrative time limits 
prescribed in subsection (a)(6) of the 
FOIA (i.e., 10 working days from the re-
ceipt of initial requests and 20 working 
days from receipt of appeals from ini-
tial denial, plus permissible extensions 
of these time limits) will begin only 
after FEMA has received fee payments 
described under § 5.44 (a) or (b). 

[52 FR 13679, Apr. 24, 1987] 

§ 6.84 Form of payment. 

Payment shall be by check or money 
order payable to The Federal Emer-
gency Management Agency and shall 
be addressed to the system manager. 

§ 6.85 Reproduction fees. 

(a) Duplication costs. (1) For copies of 
documents reproduced on a standard 
office copying machine in sizes up to 
81⁄2 x 14 inches, the charge will be $.15 
per page. 

(2) The fee for reproducing copies of 
records over 81⁄2 x 14 inches or whose 
physical characteristics do not permit 
reproduction by routine electrostatic 
copying shall be the direct cost of re-
producing the records through Govern-
ment or commercial sources. If FEMA 
estimates that the allowable duplica-
tion charges are likely to exceed $25, it 
shall notify the requester of the esti-
mated amount of fees, unless the re-
quester has indicated in advance his/ 
her willingness to pay fees as high as 
those anticipated. Such a notice shall 
offer a requester the opportunity to 
confer with agency personnel with the 
objective of reformulating the request 
to meet his/her needs at a lower cost. 

(3) For other methods of reproduction 
or duplication, FEMA shall charge the 
actual direct costs of producing the 
document(s). If FEMA estimates that 
the allowable duplication charges are 
likely to exceed $25, it shall notify the 
requester of the estimated amount of 
fees, unless the requester has indicated 
in advance his/her willingness to pay 
fees as high as those anticipated. Such 
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a notice shall offer a requester the op-
portunity to confer with agency per-
sonnel with the objective of reformu-
lating the request to meet his/her 
needs at a lower cost. 

(b) Interest may be charge to those 
requesters who fail to pay fees charged. 
FEMA may begin assessing interest 
charges on the amount billed starting 
on the 31st day following the day on 
which the billing was sent. Interest 
will be at the rate prescribed in section 
3717 of title 31 U.S.C. 

[52 FR 13679, Apr. 24, 1987] 

Subpart G—Exempt Systems of 
Records 

§ 6.86 General exemptions. 
(a) Whenever the Administrator, Fed-

eral Emergency Management Agency, 
determines it to be necessary and prop-
er, with respect to any system of 
records maintained by the Federal 
Emergency Management Agency, to ex-
ercise the right to promulgate rules to 
exempt such systems in accordance 
with the provisions of 5 U.S.C. 552a (j) 
and (k), each specific exemption, in-
cluding the parts of each system to be 
exempted, the provisions of the Act 
from which they are exempted, and the 
justification for each exemption shall 
be published in the FEDERAL REGISTER 
as part of FEMA’s Notice of Systems of 
Records. 

(b) Exempt under 5 U.S.C. 552a(j)(2) 
from the requirements of 5 U.S.C. 
552a(c) (3) and (4), (d), (e) (1), (2), (3), 
(e)(4) (G), (H), and (I), (e) (5) and (8) (f) 
and (g) of the Privacy Act. 

(1) Exempt systems. The following sys-
tems of records, which contain infor-
mation of the type described in 5 U.S.C. 
552(j)(2), shall be exempt from the pro-
visions of 5 U.S.C. 552a listed in para-
graph (b) of this section. 

General Investigative Files (FEMA/IG–2)— 
Limited Access 

(2) Reasons for exemptions. (i) 5 U.S.C. 
552a (e)(4)(G) and (f)(1) enable individ-
uals to be notified whether a system of 
records contains records pertaining to 
them. The Federal Emergency Manage-
ment Agency believes that application 
of these provisions to the above-listed 
system of records would give individ-
uals an opportunity to learn whether 

they are of record either as suspects or 
as subjects of a criminal investigation; 
this would compromise the ability of 
the Federal Emergency Management 
Agency to complete investigations and 
identify or detect violators of laws ad-
ministered by the Federal Emergency 
Management Agency or other Federal 
agencies. Individuals would be able (A) 
to take steps to avoid detection, (B) to 
inform co-conspirators of the fact that 
an investigation is being conducted, (C) 
to learn the nature of the investigation 
to which they are being subjected, (D) 
to learn the type of surveillance being 
utilized, (E) to learn whether they are 
only suspects or identified law viola-
tors, (F) to continue to resume their il-
legal conduct without fear of detection 
upon learning that they are not in a 
particular system of records, and (G) to 
destroy evidence needed to prove the 
violation. 

(ii) 5 U.S.C. 552a (d)(1), (e)(4)(H) and 
(f)(2), (3) and (5) enable individuals to 
gain access to records pertaining to 
them. The Federal Emergency Manage-
ment Agency believes that application 
of these provisions to the above-listed 
system of records would compromise 
its ability to complete or continue 
criminal investigations and to detect 
or identify violators of laws adminis-
tered by the Federal Emergency Man-
agement Agency or other Federal agen-
cies. Permitting access to records con-
tained in the above-listed system of 
records would provide individuals with 
significant information concerning the 
nature of the investigation, and this 
could enable them to avoid detection 
or apprehension in the following ways: 

(A) By discovering the collection of 
facts which would form the basis for 
their arrest, (B) by enabling them to 
destroy evidence of criminal conduct 
which would form the basis for their 
arrest, and (C) by learning that the 
criminal investigators had reason to 
believe that a crime was about to be 
committed, they could delay the com-
mission of the crime or change the 
scene of the crime to a location which 
might not be under surveillance. 
Granting access to ongoing or closed 
investigative files would also reveal in-
vestigative techniques and procedures, 
the knowledge of which could enable 
individuals planning criminal activity 

VerDate Nov<24>2008 12:57 Nov 09, 2009 Jkt 217186 PO 00000 Frm 00054 Fmt 8010 Sfmt 8010 Y:\SGML\217186.XXX 217186W
R

ei
er

-A
vi

le
s 

on
 D

S
K

G
B

LS
3C

1P
R

O
D

 w
ith

 C
F

R



45 

Federal Emergency Management Agency, DHS § 6.86 

to structure their future operations in 
such a way as to avoid detection or ap-
prehension, thereby neutralizing law 
enforcement officers’ established inves-
tigative tools and procedures. Further, 
granting access to investigative files 
and records could disclose the identity 
of confidential sources and other in-
formers and the nature of the informa-
tion which they supplied, thereby en-
dangering the life or physical safety of 
those sources of information by expos-
ing them to possible reprisals for hav-
ing provided information relating to 
the criminal activities of those individ-
uals who are the subjects of the inves-
tigative files and records; confidential 
sources and other informers might 
refuse to provide criminal investiga-
tors with valuable information if they 
could not be secure in the knowledge 
that their identities would not be re-
vealed through disclosure of either 
their names or the nature of the infor-
mation they supplied, and this would 
seriously impair the ability of the Fed-
eral Emergency Management Agency 
to carry out its mandate to enforce 
criminal and related laws. Addition-
ally, providing access to records con-
tained in the above-listed system of 
records could reveal the identities of 
undercover law enforcement personnel 
who compiled information regarding 
individual’s criminal activities, there-
by endangering the life or physical 
safety of those undercover personnel or 
their families by exposing them to pos-
sible reprisals. 

(iii) 5 U.S.C. 552a(d) (2), (3) and (4), 
(e)(4)(H) and (f)(4), which are dependent 
upon access having been granted to 
records pursuant to the provisions 
cited in paragraph (b)(2)(ii) of this sec-
tion, enable individuals to contest 
(seek amendment to) the content of 
records contained in a system of 
records and require an agency to note 
an amended record and to provide a 
copy of an individual’s statement (of 
disagreement with the agency’s refusal 
to amend a record) to persons or other 
agencies to whom the record has been 
disclosed. The Federal Emergency 
Management Agency believes that the 
reasons set forth in paragraph (b)(2)(ii) 
of this section are equally applicable to 
this paragraph and, accordingly, those 

reasons are hereby incorporated herein 
by reference. 

(iv) 5 U.S.C. 552a(c)(3) requires that 
an agency make accountings of disclo-
sures of records available to individ-
uals named in the records at their re-
quest; such accountings must state the 
date, nature and purpose of each disclo-
sure of a record and the name and ad-
dress of the recipient. The Federal 
Emergency Management Agency be-
lieves that application of this provision 
to the above-listed system of records 
would impair the ability of other law 
enforcement agencies to make effective 
use of information provided by the Fed-
eral Emergency Management Agency 
in connection with the investigation, 
detection and apprehension of violators 
of the criminal laws enforced by those 
other law enforcement agencies. Mak-
ing accountings of disclosure available 
to violators or possible violators would 
alert those individuals to the fact that 
another agency is conducting an inves-
tigation into their criminal activities, 
and this could reveal the geographic lo-
cation of the other agency’s investiga-
tion, the nature and purpose of that in-
vestigation, and the dates on which 
that investigation was active. Viola-
tors possessing such knowledge would 
thereby be able to take appropriate 
measures to avoid detection or appre-
hension by altering their operations, 
by transferring their criminal activi-
ties to other geographic areas or by de-
stroying or concealing evidence which 
would form the basis for their arrest. 
In addition, providing violators with 
accountings of disclosure would alert 
those individuals to the fact that the 
Federal Emergency Management Agen-
cy has information regarding their 
criminal activities and could inform 
those individuals of the general nature 
of that information; this, in turn, 
would afford those individuals a better 
opportunity to take appropriate steps 
to avoid detection or apprehension for 
violations of criminal and related laws. 

(v) 5 U.S.C. 552a(c)(4) requires that an 
agency inform any person or other 
agency about any correction or nota-
tion of dispute made by the agency in 
accordance with 5 U.S.C. 552a(d) of any 
record that has been disclosed to the 
person or agency if an accounting of 
the disclosure was made. Since this 
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provision is dependent on an individ-
ual’s having been provided an oppor-
tunity to contest (seek amendment to) 
records pertaining to him/her, and 
since the above-listed system of 
records is proposed to be exempt from 
those provisions of 5 U.S.C. 552a relat-
ing to amendments of records as indi-
cated in paragraph (b)(2)(iii) of this 
section, the Federal Emergency Man-
agement Agency believes that this pro-
vision should not be applicable to the 
above system of records. 

(vi) 5 U.S.C. 552a(e)(4)(I) requires that 
an agency publish a public notice list-
ing the categories of sources for infor-
mation contained in a system of 
records. The categories of sources of 
this system of records have been pub-
lished in the FEDERAL REGISTER in 
broad generic terms in the belief that 
this is all that subsection (e)(4)(I) of 
the Act requires. In the event, how-
ever, that this subsection should be in-
terpreted to require more detail as to 
the identity of sources of the records in 
this system, exemption from this pro-
vision is necessary in order to protect 
the confidentiality of the sources of 
criminal and other law enforcement in-
formation. Such exemption is further 
necessary to protect the privacy and 
physical safety of witnesses and in-
formants. 

(vii) 5 U.S.C. 552a(e)(1) requires that 
an agency maintain in its records only 
such information about an individual 
as is relevant and necessary to accom-
plish a purpose of the agency required 
to be accomplished by statute or execu-
tive order. The term maintain as de-
fined in 5 U.S.C. 552a(a)(3) includes 
‘‘collect’’ and ‘‘disseminate.’’ At the 
time that information is collected by 
the Federal Emergency Management 
Agency, there is often insufficient time 
to determine whether the information 
is relevant and necessary to accom-
plish a purpose of the Federal Emer-
gency Management Agency; in many 
cases information collected may not be 
immediately susceptible to a deter-
mination of whether the information is 
relevant and necessary, particularly in 
the early stages of an investigation, 
and in many cases, information which 
initially appears to be irrelevant or un-
necessary may, upon further evalua-
tion or upon continuation of the inves-

tigation, prove to have particular rel-
evance to an enforcement program of 
the Federal Emergency Management 
Agency. Further, not all violations of 
law discovered during a criminal inves-
tigation fall within the investigative 
jurisdiction of the Federal Emergency 
Management Agency; in order to pro-
mote effective law enforcement, it 
often becomes necessary and desirable 
to disseminate information pertaining 
to such violations to other law enforce-
ment agencies which have jurisdiction 
over the offense to which the informa-
tion relates. The Federal Emergency 
Management Agency should not be 
placed in a position of having to ignore 
information relating to violations of 
law not within its jurisdiction when 
that information comes to the atten-
tion of the Federal Emergency Man-
agement Agency through the conduct 
of a lawful FEMA investigation. The 
Federal Emergency Management Agen-
cy, therefore, believes that it is appro-
priate to exempt the above-listed sys-
tem of records from the provisions of 5 
U.S.C. 552a(e)(1). 

(viii) 5 U.S.C. 552a(e)(2) requires that 
an agency collect information to the 
greatest extent practicable directly 
from the subject individual when the 
information may result in adverse de-
terminations about an individual’s 
rights, benefits, and privileges under 
Federal programs. The Federal Emer-
gency Management Agency believes 
that application of this provision to 
the above-listed system of records 
would impair the ability of the Federal 
Emergency Management Agency to 
conduct investigations and to identify 
or detect violators of criminal or re-
lated laws for the following reasons: 

(A) Most information collected about 
an individual under criminal investiga-
tions is obtained from third parties 
such as witnesses and informers, and it 
is usually not feasible to rely upon the 
subject of the investigation as a source 
for information regarding his/her 
criminal activities, (B) an attempt to 
obtain information from the subject of 
a criminal investigation will often 
alert that individual to the existence of 
an investigation, thereby affording the 
individual an opportunity to attempt 
to conceal his/her criminal activities 
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so as to avoid apprehension, (C) in cer-
tain instances, the subject of a crimi-
nal investigation is not required to 
supply information to criminal inves-
tigators as a matter of legal duty, and 
(D) during criminal investigations it is 
often a matter of sound investigative 
procedures to obtain information from 
a variety of sources in order to verify 
information already obtained. 

(ix) 5 U.S.C. 552a(e)(3) requires that 
an agency inform each individual 
whom it asks to supply information, ei-
ther on the form which the agency uses 
to collect the information or on a sepa-
rate form which can be retained by the 
individual, with the following informa-
tion: The authority which authorizes 
the solicitation of the information and 
whether disclosure of such information 
is mandatory or voluntary; the prin-
cipal purposes for which the informa-
tion is intended to be used; the routine 
uses which may be made of the infor-
mation; and the effects on the indi-
vidual of not providing all or part of 
the requested information. The Federal 
Emergency Management Agency be-
lieves that the above-listed system of 
records should be exempted from this 
provision in order to avoid adverse ef-
fects on its ability to identify or detect 
violators of criminal or related laws. In 
many cases, information is obtained by 
confidential sources, other informers 
or undercover law enforcement officers 
under circumstances where it is nec-
essary that the true purpose of their 
actions be kept secret so as to avoid 
alerting the subject of the investiga-
tion or his/her associates that a crimi-
nal investigation is in process. Fur-
ther, if it became known that the un-
dercover officer was assisting in a 
criminal investigation, that officer’s 
life or physical safety could be endan-
gered through reprisal, and, under such 
circumstances it may not be possible 
to continue to utilize that officer in 
the investigation. In many cases, indi-
viduals, for personal reasons, would 
feel inhibited in talking to a person 
representing a criminal law enforce-
ment agency but would be willing to 
talk to a confidential source or under-
cover officer who they believe is not in-
volved in law enforcement activities. 
In addition, providing a source of infor-
mation with written evidence that he 

was a source, as required by this provi-
sion, could increase the likelihood that 
the source of information would be the 
subject of retaliatory action by the 
subject of the investigation. Further, 
application of this provision could re-
sult in an unwarranted invasion of the 
personal privacy of the subject of the 
criminal investigation, particularly 
where further investigation would re-
sult in a finding that the subject was 
not involved in any criminal activity. 

(x) 5 U.S.C. 552a(e)(5) requires that an 
agency maintain all records used by 
the agency in making any determina-
tion about any individual with such ac-
curacy, relevance, timeliness and com-
pleteness as is reasonably necessary to 
assure fairness to the individual in the 
determination. Since 5 U.S.C. 552a(a)(3) 
defines ‘‘maintain’’ to include ‘‘col-
lect’’ and ‘‘disseminate,’’ application of 
this provision to the above-listed sys-
tem of records would hinder the initial 
collection of any information which 
could not, at the moment of collection, 
be determined to be accurate, relevant, 
timely and complete. Similarly, appli-
cation of this provision would seriously 
restrict the necessary flow of informa-
tion from the Federal Emergency Man-
agement Agency to other law enforce-
ment agencies when a FEMA investiga-
tion revealed information pertaining to 
a violation of law which was under in-
vestigative jurisdiction of another 
agency. In collecting information dur-
ing the course of a criminal investiga-
tion, it is not possible or feasible to de-
termine accuracy, relevance, timeli-
ness or completeness prior to collec-
tion of the information; in dissemi-
nating information to other law en-
forcement agencies it is often not pos-
sible to determine accuracy, relevance, 
timeliness or completeness prior to dis-
semination because the disseminating 
agency may not have the expertise 
with which to make such determina-
tions. Further, information which may 
initially appear to be inaccurate, irrel-
evant, untimely or incomplete may, 
when gathered, grouped, and evaluated 
with other available information, be-
come more pertinent as an investiga-
tion progresses. In addition, applica-
tion of this provision could seriously 
impede criminal investigators and in-
telligence analysts in the exercise of 
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their judgment in reporting on results 
obtained during criminal investiga-
tions. The Federal Emergency Manage-
ment Agency believes that it is appro-
priate to exempt the above-listed sys-
tem of records from the provisions of 5 
U.S.C. 552a(e)(5). 

(xi) 5 U.S.C. 552a(e)(8) requires that 
an agency make reasonable effort to 
serve notice on an individual when any 
record on the individual is made avail-
able to any person under compulsory 
legal process when such process be-
comes a matter of public record. The 
Federal Emergency Management Agen-
cy believes that the above-listed sys-
tem of records should be exempt from 
this provision in order to avoid reveal-
ing investigative techniques and proce-
dures outlined in those records and in 
order to prevent revelation of the ex-
istence on an on-going investigation 
where there is a need to keep the exist-
ence of the investigation secret. 

(xii) 5 U.S.C. 552a(g) provides civil 
remedies to an individual for an agen-
cy’s refusal to amend a record or to 
make a review of a request for amend-
ment; for an agency’s refusal to grant 
access to a record; for an agency’s fail-
ure to maintain accurate, relevant, 
timely and complete records which are 
used to make a determination which is 
adverse to the individual; and for an 
agency’s failure to comply with any 
other provision of 5 U.S.C. 552a in such 
a way as to have an adverse effect on 
an individual. The Federal Emergency 
Management Agency believes that the 
above-listed system of records should 
be exempted from this provision to the 
extent that the civil remedies provided 
therein may relate to provisions of 5 
U.S.C. 552a from which the above-listed 
system of records is proposed to be ex-
empt. Since the provisions of 5 U.S.C. 
552a enumerated in paragraphs (b)(2)(i) 
through (xi) of this section are pro-
posed to be inapplicable to the above- 
listed systems of records for the rea-
sons stated therein, there should be no 
corresponding civil remedies for failure 
to comply with the requirements of 
those provisions to which the exemp-
tion is proposed to apply. Further, the 
Federal Emergency Management Agen-
cy believes that application of this pro-
vision to the above-listed system of 
records would adversely affect its abil-

ity to conduct criminal investigations 
by exposing to civil court action every 
stage of the criminal investigative 
process in which information is com-
piled or used in order to identify, de-
tect, or otherwise investigate persons 
suspected or known to be engaged in 
criminal conduct. 

(xiii) Individuals may not have ac-
cess to another agency’s records, which 
are contained in files maintained by 
the Federal Emergency Management 
Agency, when that other agency’s reg-
ulations provide that such records are 
subject to general exemption under 5 
U.S.C. 552a(j). If such exempt records 
are within a request for access, FEMA 
will advise the individual of their ex-
istence and of the name and address of 
the source agency. For any further in-
formation concerning the record and 
the exemption, the individual must 
contact that source agency. 

[45 FR 64580, Sept. 30, 1980] 

§ 6.87 Specific exemptions. 
(a) Exempt under 5 U.S.C. 552a(k)(1). 

The Administrator, Federal Emergency 
Management Agency has determined 
that certain systems of records may be 
exempt from the requirements of (c)(3) 
and (d) pursuant to 5 U.S.C. 552a(k)(1) 
to the extent that the system contains 
any information properly classified 
under Executive Order 12356 or any sub-
sequent Executive order and which are 
required to be kept secret in the inter-
est of national defense or foreign pol-
icy. To the extent that this occurs, 
such records in the following systems 
would be exempt: 

Claims (litigation) (FEMA/GC–1)—Limited 
Access 

FEMA Enforcement (Compliance) (FEMA/ 
GC–2)—Limited Access 

General Investigative Files (FEMA/IG–1)— 
Limited Access 

Security Management Information System 
(FEMA/SEC–1)—Limited Access 

(b) Exempt under 5 U.S.C. 552a(k)(2) 
from the requirements of 5 U.S.C. 552a 
(c)(3), (d), (e)(1), (e)(4) (G), (H), and (I), 
and (f). The Federal Emergency Man-
agement Agency will not deny individ-
uals access to information which has 
been used to deny them a right, privi-
lege, or benefit to which they would 
otherwise be entitled. 
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(1) Exempt systems. The following sys-
tems of records, which contain infor-
mation of the type described in 5 U.S.C. 
552a(k)(2), shall be exempt from the 
provisions of 5 U.S.C. 552a(k)(2) listed 
in paragraph (b) of this section. 

Claims (litigation) (FEMA/GC–1)—Limited 
Access 

FEMA Enforcement (Compliance) (FEMA/ 
GC–2)—Limited Access 

General Investigative Files (FEMA/IG–1)— 
Limited Access 

Equal Employment Opportunity Complaints 
of Discrimination Files (FEMA/PER–2)— 
Limited Access 

(2) Reasons for exemptions. (i) 5 U.S.C. 
552a (e)(4)(G) and (f)(1) enable individ-
uals to be notified whether a system of 
records contains records pertaining to 
them. The Federal Emergency Manage-
ment Agency believes that application 
of these provisions to the above-listed 
systems of records would impair the 
ability of FEMA to successfully com-
plete investigations and inquiries of 
suspected violators of civil and crimi-
nal laws and regulations under its ju-
risdiction. In many cases investiga-
tions and inquiries into violations of 
civil and criminal laws and regulations 
involve complex and continuing pat-
terns of behavior. Individuals, if in-
formed, that they have been identified 
as suspected violators of civil or crimi-
nal laws and regulations, would have 
an opportunity to take measures to 
prevent detection of illegal action so as 
to avoid prosecution or the imposition 
of civil sanctions. They would also be 
able to learn the nature and location of 
the investigation or inquiry, the type 
of surveillance being utilized, and they 
would be able to transmit this knowl-
edge to co-conspirators. Finally, viola-
tors might be given the opportunity to 
destroy evidence needed to prove the 
violation under investigation or in-
quiry. 

(ii) 5 U.S.C. 552a (d)(1), (e)(4)(H) and 
(f)(2), (3) and (5) enable individuals to 
gain access to records pertaining to 
them. The Federal Emergency Manage-
ment Agency believes that application 
of these provisions to the above-listed 
systems of records would impair its 
ability to complete or continue civil or 
criminal investigations and inquiries 
and to detect violators of civil or 
criminal laws. Permitting access to 

records contained in the above-listed 
systems of records would provide viola-
tors with significant information con-
cerning the nature of the civil or crimi-
nal investigation or inquiry. Knowl-
edge of the facts developed during an 
investigation or inquiry would enable 
violators of criminal and civil laws and 
regulations to learn the extent to 
which the investigation or inquiry has 
progressed, and this could provide 
them with an opportunity to destroy 
evidence that would form the basis for 
prosecution or the imposition of civil 
sanctions. In addition, knowledge 
gained through access to investigatory 
material could alert a violator to the 
need to temporarily postpone commis-
sion of the violation or to change the 
intended point where the violation is 
to be committed so as to avoid detec-
tion or apprehension. Further, access 
to investigatory material would dis-
close investigative techniques and pro-
cedures which, if known, could enable 
violators to structure their future op-
erations in such a way as to avoid de-
tection or apprehension, thereby neu-
tralizing investigators’ established and 
effective investigative tools and proce-
dures. In addition, investigatory mate-
rial may contain the identity of a con-
fidential source of information or other 
informer who would not want his/her 
identity to be disclosed for reasons of 
personal privacy or for fear of reprisal 
at the hands of the individual about 
whom he/she supplied information. In 
some cases mere disclosure of the in-
formation provided by an informer 
would reveal the identity of the in-
former either through the process of 
elimination or by virtue of the nature 
of the information supplied. If inform-
ers cannot be assured that their identi-
ties (as sources for information) will 
remain confidential, they would be 
very reluctant in the future to provide 
information pertaining to violations of 
criminal and civil laws and regula-
tions, and this would seriously com-
promise the ability of the Federal 
Emergency Management Agency to 
carry out its mission. Further, applica-
tion of 5 U.S.C. 552a (d)(1), (e)(4)(H) and 
(f)(2), (3) and (5) to the above-listed sys-
tems of records would make available 
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attorney’s work product and other doc-
uments which contain evaluations, rec-
ommendations, and discussions of on- 
going civil and criminal legal pro-
ceedings; the availability of such docu-
ments could have a chilling effect on 
the free flow of information and ideas 
within the Federal Emergency Manage-
ment Agency which is vital to the 
agency’s predecisional deliberative 
process, could seriously prejudice the 
agency’s or the Government’s position 
in a civil or criminal litigation, and 
could result in the disclosure of inves-
tigatory material which should not be 
disclosed for the reasons stated above. 
It is the belief of the Federal Emer-
gency Management Agency that, in 
both civil actions and criminal pros-
ecutions, due process will assure that 
individuals have a reasonable oppor-
tunity to learn of the existence of, and 
to challenge, investigatory records and 
related materials which are to be used 
in legal proceedings. 

(iii) 5 U.S.C. 552a (d)(2), (3) and (4), 
(e)(4)(H) and (f)(4) which are dependent 
upon access having been granted to 
records pursuant to the provisions 
cited in paragraph (b)(2)(ii) of this sec-
tion, enable individuals to contest 
(seek amendment to) the content of 
records contained in a system of 
records and require an agency to note 
an amended record and to provide a 
copy of an individual’s statement (of 
disagreement with the agency’s refusal 
to amend a record) to persons or other 
agencies to whom the record has been 
disclosed. The Federal Emergency 
Management Agency believes that the 
reasons set forth in paragraphs (b)(2)(i) 
of this section are equally applicable to 
this paragraph, and, accordingly, those 
reasons are hereby incorporated herein 
by reference. 

(iv) 5 U.S.C. 552a(c)(3) requires that 
an agency make accountings of disclo-
sures of records available to individ-
uals named in the records at their re-
quest; such accountings must state the 
date, nature, and purpose of each dis-
closure of a record and the name and 
address of the recipient. The Federal 
Emergency Management Agency be-
lieves that application of this provision 
to the above-listed systems of records 
would impair the ability of the Federal 
Emergency Management Agency and 

other law enforcement agencies to con-
duct investigations and inquiries into 
civil and criminal violations under 
their respective jurisdictions. Making 
accountings available to violators 
would alert those individuals to the 
fact that the Federal Emergency Man-
agement Agency or another law en-
forcement authority is conducting an 
investigation or inquiry into their ac-
tivities, and such accountings could re-
veal the geographic location of the in-
vestigation or inquiry, the nature and 
purpose of the investigation or inquiry 
and the nature of the information dis-
closed, and the date on which that in-
vestigation or inquiry was active. Vio-
lators possessing such knowledge 
would thereby be able to take appro-
priate measures to avoid detection or 
apprehension by altering their oper-
ations, transferring their activities to 
other locations or destroying or con-
cealing evidence which would form the 
basis for prosecution or the imposition 
of civil sanctions. 

(v) 5 U.S.C. 552a(e)(1) requires that an 
agency maintain in its records only 
such information about an individual 
as is relevant and necessary to accom-
plish a purpose of the agency required 
to be accomplished by statute or execu-
tive order. The term maintain as de-
fined in 5 U.S.C. 552a(a)(3) includes 
‘‘collect’’ and ‘‘disseminate.’’ At the 
time that information is collected by 
the Federal Emergency Management 
Agency there is often insufficient time 
to determine whether the information 
is relevant and necessary to accom-
plish a purpose of the Federal Emer-
gency Management Agency; in many 
cases information collected may not be 
immediately susceptible to a deter-
mination of whether the information is 
relevant and necessary, particularly in 
the early stages of investigation or in-
quiry, and in many cases information 
which initially appears to be irrelevant 
or unnecessary may, upon further eval-
uation or upon continuation of the in-
vestigation or inquiry, prove to have 
particular relevance to an enforcement 
program of the Federal Emergency 
Management Agency. Further, not all 
violations of law uncovered during a 
Federal Emergency Management Agen-
cy inquiry fall within the civil or 
criminal jurisdiction of the Federal 
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Emergency Management Agency; in 
order to promote effective law enforce-
ment, it often becomes necessary and 
desirable to disseminate information 
pertaining to such violations to other 
law enforcement agencies which have 
jurisdiction over the offense to which 
the information relates. The Federal 
Emergency Management Agency 
should not be placed in a position of 
having to ignore information relating 
to violations of law not within its ju-
risdiction when that information 
comes to the attention of the Federal 
Emergency Management Agency 
through the conduct of a lawful FEMAs 
civil or criminal investigation or in-
quiry. The Federal Emergency Manage-
ment Agency therefore believes that it 
is appropriate to exempt the above- 
listed systems of records from the pro-
visions of 5 U.S.C. 552a(e)(1). 

(c) Exempt under 5 U.S.C. 552a(k)(5). 
The Administrator, Federal Emergency 
Management Agency has determined 
that certain systems of records are ex-
empt from the requirements of (c)(3) 
and (d) of 5 U.S.C. 552a. 

(1) Exempt systems. The following sys-
tems of records, which contain infor-
mation of the type described in 5 U.S.C. 
552a(k)(5), shall be exempted from the 
provisions of 5 U.S.C. 552a listed in 
paragraph (c) of this section. 

Claims (litigation) (FEMA/GC–1)—Limited 
Access 

FEMA Enforcement (Compliance) (FEMA/ 
GC–2)—Limited Access 

General Investigative Files (FEMA/IG–2)— 
Limited Access 

Security Management Information Systems 
(FEMA/SEC–1)—Limited Access 

(2) Reasons for exemptions. All infor-
mation about individuals in these 
records that meet the criteria stated in 
5 U.S.C. 552a(k)(5) is exempt from the 
requirements of 5 U.S.C. 552a (c)(3) and 
(d). These provisions of the Privacy Act 
relate to making accountings of disclo-
sure available to the subject and access 
to and amendment of records. These 
exemptions are claimed because the 
system of records entitled, FEMA/SEC– 
1, Security Management Information 
System, contains investigatory mate-
rial compiled solely for the purpose of 
determining suitability, eligibility, or 
qualifications for access to classified 
information or classified Federal con-

tracts, but only to the extent that the 
disclosure would reveal the identity of 
a source who furnished information to 
the Government under an express 
promise or, prior to September 27, 1975, 
under an implied promise that the 
identity of the source would be held in 
confidence. During the litigation proc-
ess and investigations, it is possible 
that certain records from the system of 
records entitled, FEMA/SEC–1, Secu-
rity Management System may be nec-
essary and relevant to the litigation or 
investigation and included in these sys-
tems of records. To the extent that this 
occurs, the Administrator, FEMA, has 
determined that the records would also 
be exempted from subsections (c)(3) 
and (d) pursuant to 5 U.S.C. 552a(k)(5) 
to protect such records. A determina-
tion will be made at the time of the re-
quest for a record concerning whether 
specific information would reveal the 
identity of a source. This exemption is 
required in order to protect the con-
fidentiality of the sources of informa-
tion compiled for the purpose of deter-
mining access to classified informa-
tion. This confidentiality helps main-
tain the Government’s continued ac-
cess to information from persons who 
would otherwise refuse to give it. 

[45 FR 64580, Sept. 30, 1980, as amended at 47 
FR 54816, Dec. 6, 1982; 52 FR 5114, Feb. 19, 
1987] 

PART 7—NONDISCRIMINATION IN 
FEDERALLY-ASSISTED PROGRAMS 
(FEMA REG. 5) 

Subpart A—Nondiscrimination in FEMA- 
Assisted Programs—General 

Sec. 
7.1 Purpose. 
7.2 Definitions. 
7.3 Application of this regulation. 
7.4 Further application of this regulation. 
7.5 Specific discriminatory actions prohib-

ited. 
7.6 Life, health, and safety. 
7.7 Assurances required. 
7.8 Elementary and secondary schools. 
7.9 Assurances from institutions. 
7.10 Compliance information. 
7.11 Conduct of investigations. 
7.12 Procedure for effecting compliance. 
7.13 Hearings. 
7.14 Decisions and notices. 
7.15 Judicial review. 
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