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been removed from storage for use. The 
checks are not required during contin-
uous 24-hour operations. 

(i) Unattended security container found 
opened. If an unattended security con-
tainer housing classified matter is 
found unlocked, the custodian or an al-
ternate must be notified immediately. 
Also, the container must be secured by 
protective personnel. An effort must be 
made to determine if the contents were 
compromised not later than the next 
day. 

(j) Supervision of keys and padlocks. 
Use of key-operated padlocks are sub-
ject to the following requirements: 

(1) A key and lock custodian shall be 
appointed to ensure proper custody and 
handling of keys and locks used for 
protection of classified matter; 

(2) A key and lock control register 
must be maintained to identify keys 
for each lock and their current loca-
tion and custody; 

(3) Keys and locks must be audited 
each month; 

(4) Keys must be inventoried with 
each change of custody; 

(5) Keys must not be removed from 
the premises; 

(6) Keys and spare locks must be pro-
tected equivalent to the level of classi-
fied matter involved; 

(7) Locks must be changed or rotated 
at least every 12 months, and must be 
replaced after loss or compromise of 
their operable keys; and 

(8) Master keys may not be made. 

[45 FR 14483, Mar. 5, 1980, as amended at 47 
FR 9196, Mar. 4, 1982; 50 FR 36985, Sept. 11, 
1985; 53 FR 19263, May 27, 1988; 59 FR 48975, 
Sept. 23, 1994; 62 FR 17693, Apr. 11, 1997; 64 FR 
15651, Apr. 1, 1999] 

§ 95.27 Protection while in use. 

While in use, classified matter must 
be under the direct control of an au-
thorized individual to preclude phys-
ical, audio, and visual access by per-
sons who do not have the prescribed ac-
cess authorization or other written 
CSA disclosure authorization (see 
§ 95.36 for additional information con-
cerning disclosure authorizations). 

[64 FR 15651, Apr. 1, 1999] 

§ 95.29 Establishment of Restricted or 
Closed areas. 

(a) If, because of its nature, sensi-
tivity or importance, classified matter 
cannot otherwise be effectively con-
trolled in accordance with the provi-
sions of §§ 95.25 and 95.27, a Restricted 
or Closed area must be established to 
protect this matter. 

(b) The following measures apply to 
Restricted Areas: 

(1) Restricted areas must be sepa-
rated from adjacent areas by a physical 
barrier designed to prevent unauthor-
ized access (physical, audio, and visual) 
into these areas. 

(2) Controls must be established to 
prevent unauthorized access to and re-
moval of classified matter. 

(3) Access to classified matter must 
be limited to persons who possess ap-
propriate access authorization or other 
written CSA disclosure authorization 
and who require access in the perform-
ance of their official duties or regu-
latory obligations. 

(4) Persons without appropriate ac-
cess authorization for the area visited 
must be escorted by an appropriate 
CSA access authorized person at all 
times while within Restricted or Closed 
Areas. 

(5) Each individual authorized to 
enter a Restricted or Closed Area must 
be issued a distinctive form of identi-
fication (e.g., badge) when the number 
of employees assigned to the area ex-
ceeds thirty per shift. 

(6) During nonworking hours, admit-
tance must be controlled by protective 
personnel. Protective personnel shall 
conduct patrols during nonworking 
hours at least every 8 hours and more 
frequently if necessary to maintain a 
commensurate level of protection. En-
trances must be continuously mon-
itored by protective personnel or by an 
approved alarm system. 

(c) Due to the size and nature of the 
classified material, or operational ne-
cessity, it may be necessary to con-
struct Closed Areas for storage because 
GSA-approved containers or vaults are 
unsuitable or impractical. Closed Areas 
must be approved by the CSA. The fol-
lowing measures apply to Closed Areas: 

(1) Access to Closed Areas must be 
controlled to preclude unauthorized ac-
cess. This may be accomplished 
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through the use of a cleared employee 
or by a CSA approved access control 
device or system. 

(2) Access must be limited to author-
ized persons who have an appropriate 
security clearance and a need-to-know 
for the classified matter within the 
area. Persons without the appropriate 
level of clearance and/or need-to-know 
must be escorted at all times by an au-
thorized person where inadvertent or 
unauthorized exposure to classified in-
formation cannot otherwise be effec-
tively prevented. 

(3) The Closed Area must be accorded 
supplemental protection during non- 
working hours. During these hours, ad-
mittance to the area must be con-
trolled by locked entrances and exits 
secured by either an approved built-in 
combination lock or an approved com-
bination or key-operated padlock. 
However, doors secured from the inside 
with a panic bolt (for example, actu-
ated by a panic bar), a dead bolt, a 
rigid wood or metal bar, or other 
means approved by the CSA, do not re-
quire additional locking devices. 

(4) Open shelf or bin storage of classi-
fied matter in Closed Areas requires 
CSA approval. Only areas protected by 
an approved intrusion detection system 
will qualify for approval. 

[62 FR 17693, Apr. 11, 1997, as amended at 64 
FR 15652, Apr. 1, 1999] 

§ 95.31 Protective personnel. 

Whenever protective personnel are 
used to protect classified information 
they shall: 

(a) Possess an ‘‘L’’ access authoriza-
tion (or CSA equivalent) if the li-
censee, certificate holder, or other per-
son possesses information classified 
Confidential National Security Infor-
mation, Confidential Restricted Data 
or Secret National Security Informa-
tion. 

(b) Possess a ‘‘Q’’ access authoriza-
tion (or CSA equivalent) if the li-
censee, certificate holder, or other per-
son possesses Secret Restricted Data 
related to nuclear weapons design, 
manufacturing and vulnerability infor-
mation; and certain particularly sen-
sitive Naval Nuclear Propulsion Pro-
gram information (e.g., fuel manufac-
turing technology) and the protective 

personnel require access as part of 
their regular duties. 

[72 FR 49562, Aug. 28, 2007] 

§ 95.33 Security education. 

All cleared employees must be pro-
vided with security training and brief-
ings commensurate with their involve-
ment with classified information. The 
facility may obtain defensive security, 
threat awareness, and other education 
and training information and material 
from their CSA or other sources. 

(a) Facility Security Officer training. 
Licensees and others are responsible 
for ensuring that the Facility Security 
Officer, and others performing security 
duties, complete security training 
deemed appropriate by the CSA. Train-
ing requirements must be based on the 
facility’s involvement with classified 
information and may include a Facil-
ity Security Officer orientation course 
and, for Facility Security Officers at 
facilities with safeguarding capability, 
a Facility Security Officer Program 
Management Course. Training, if re-
quired, should be completed within 1 
year of appointment to the position of 
Facility Security Officer. 

(b) Government-provided briefings. The 
CSA is responsible for providing initial 
security briefings to the Facility Secu-
rity Officer, and for ensuring that 
other briefings required for special cat-
egories of information are provided. 

(c) Temporary help suppliers. A tem-
porary help supplier, or other con-
tractor who employs cleared individ-
uals solely for dispatch elsewhere, is 
responsible for ensuring that required 
briefings are provided to their cleared 
personnel. The temporary help supplier 
or the using licensee’s, certificate hold-
er’s, or other person’s facility may con-
duct these briefings. 

(d) Classified Information Nondisclosure 
Agreement (SF–312). The SF–312 is an 
agreement between the United States 
and an individual who is cleared for ac-
cess to classified information. An em-
ployee issued an initial access author-
ization must, in accordance with the 
requirements of § 25.23 of this chapter, 
execute an SF–312 before being granted 
access to classified information. The 
Facility Security Officer shall forward 

VerDate Nov<24>2008 09:02 Feb 22, 2010 Jkt 220031 PO 00000 Frm 00652 Fmt 8010 Sfmt 8010 Y:\SGML\220031.XXX 220031cp
ric

e-
se

w
el

l o
n 

D
S

K
2B

S
O

Y
B

1P
R

O
D

 w
ith

 C
F

R


		Superintendent of Documents
	2014-09-02T19:55:15-0400
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




