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§1044.08

to determine the security access au-
thorization of the person to receive the
protected disclosure.

[66 FR 4642, Jan. 18, 2001, as amended at 71
FR 68736, Nov. 28, 2006]

§1044.08 Do you have to submit the
documents for classification review
before you give them to someone?

Yes, you must submit each document
with a classification or control mark-
ing and any unmarked document gen-
erated in a classified or controlled sub-
ject area to the Inspector General. The
Inspector General forwards each docu-
ment to the Office of Classification for
a determination as to whether the in-
formation in the document is properly
classified, controlled, or may be re-
leased to the public.

[66 FR 4642, Jan. 18, 2001, as amended at 71
FR 68736, Nov. 28, 2006]

§1044.09 What do you do if you plan to
disclose classified or unclassified
controlled nuclear information oral-
ly rather than by providing copies
of documents?

You must describe in detail to the In-
spector General what information you
wish to disclose. The Inspector General
may require that the information to be
disclosed be put in writing in order to
ensure the Inspector General obtains
and provides accurate advice. The In-
spector General will consult with the
Office of Classification who will pro-
vide you with advice, through the In-
spector General, as to whether the in-
formation is classified or controlled
and any steps needed to protect the in-
formation.

[66 FR 4642, Jan. 18, 2001, as amended at 71
FR 68736, Nov. 28, 2006]

§1044.10 Will your identity be pro-
tected?

Yes, both the Inspector General and
the Office of Classification must pro-
tect, consistent with legal require-
ments, your identity and any informa-
tion about your disclosure.

[66 FR 4642, Jan. 18, 2001, as amended at 71
FR 68736, Nov. 28, 2006]
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§1044.11 How do you protect the infor-
mation that you want to disclose?

To protect classified information and
unclassified controlled nuclear infor-
mation you plan to disclose, you must:

(a) Only disclose the information to
personnel who possess the appropriate
clearance and need-to-know for the in-
formation disclosed as required in 10
CFR part 710, after verifying any spe-
cial authorizations or accesses, such as
Sensitive Compartmented Information,
Special Access Program, and Weapon
Data information;

(b) Use only equipment (such as com-
puters or typewriters) that is approved
for classified processing for the genera-
tion of classified documents;

(c) Mark documents as required by 10
CFR part 1045 (classified information),
10 CFR Part 1017 (unclassified con-
trolled nuclear information), or as re-
quired by the Office of Classification.

(d) Use only approved copiers to re-
produce documents;

(e) Store classified documents in fa-
cilities approved by the U.S. Govern-
ment for the storage of classified mate-
rial;

(f) Use only approved destruction de-
vices to destroy classified documents;

(g) Use only appropriate secure
means, such as secure facsimile or se-
cure telephone, to provide classified in-
formation orally or electronically
when transmitting or communicating
that information (e.g. the applicable
classified mailing address); and

(h) Follow any additional specific in-
structions from the Office of Health,
Safety and Security on how to protect
the information.

[66 FR 4642, Jan. 18, 2001, as amended at 71
FR 68736, Nov. 28, 2006]

§1044.12 What procedures can you in-
voke if you believe you have been
discharged, demoted, or otherwise
discriminated against as a reprisal
for making a protected disclosure?

If you believe you have been dis-
criminated against as a reprisal for
making a protected disclosure, you
may submit a complaint to the Direc-
tor of the Office of Hearings and Ap-
peals, HG-1/I’Enfant Plaza Building,
U.S. Department of Energy, 1000 Inde-
pendence Avenue SW., Washington, DC
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