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(h) Deleting, updating, and correcting in-
formation in the furnisher’s records, as ap-
propriate, to avoid furnishing inaccurate in-
formation. 

(i) Conducting reasonable investigations of 
disputes. 

(j) Designing technological and other 
means of communication with consumer re-
porting agencies to prevent duplicative re-
porting of accounts, erroneous association of 
information with the wrong consumer(s), and 
other occurrences that may compromise the 
accuracy or integrity of information pro-
vided to consumer reporting agencies. 

(k) Providing consumer reporting agencies 
with sufficient identifying information in 
the furnisher’s possession about each con-
sumer about whom information is furnished 
to enable the consumer reporting agency 
properly to identify the consumer. 

(l) Conducting a periodic evaluation of its 
own practices, consumer reporting agency 
practices of which the furnisher is aware, in-
vestigations of disputed information, correc-
tions of inaccurate information, means of 
communication, and other factors that may 
affect the accuracy or integrity of informa-
tion furnished to consumer reporting agen-
cies. 

(m) Complying with applicable require-
ments under the Fair Credit Reporting Act 
and its implementing regulations. 

[74 FR 31524, July 1, 2009] 

EFFECTIVE DATE NOTE: At 74 FR 31524, July 
1, 2009, appendix E to part 717 was added, ef-
fective July 1, 2010. 

APPENDICES F–I TO PART 717 
[RESERVED] 

APPENDIX J TO PART 717—INTERAGENCY 
GUIDELINES ON IDENTITY THEFT DE-
TECTION, PREVENTION, AND MITIGA-
TION 

Section 717.90 of this part requires each 
federal credit union that offers or maintains 
one or more covered accounts, as defined in 
§ 717.90(b)(3) of this part, to develop and pro-
vide for the continued administration of a 
written Program to detect, prevent, and 
mitigate identity theft in connection with 
the opening of a covered account or any ex-
isting covered account. These guidelines are 
intended to assist federal credit unions in 
the formulation and maintenance of a Pro-
gram that satisfies the requirements of 
§ 717.90 of this part. 

I. The Program 

In designing its Program, a federal credit 
union may incorporate, as appropriate, its 
existing policies, procedures, and other ar-
rangements that control reasonably foresee-
able risks to members or to the safety and 

soundness of the federal credit union from 
identity theft. 

II. Identifying Relevant Red Flags 

(a) Risk Factors. A federal credit union 
should consider the following factors in iden-
tifying relevant Red Flags for covered ac-
counts, as appropriate: 

(1) The types of covered accounts it offers 
or maintains; 

(2) The methods it provides to open its cov-
ered accounts; 

(3) The methods it provides to access its 
covered accounts; and 

(4) Its previous experiences with identity 
theft. 

(b) Sources of Red Flags. Federal credit 
unions should incorporate relevant Red 
Flags from sources such as: 

(1) Incidents of identity theft that the fed-
eral credit union has experienced; 

(2) Methods of identity theft that the fed-
eral credit union has identified that reflect 
changes in identity theft risks; and 

(3) Applicable supervisory guidance. 
(c) Categories of Red Flags. The Program 

should include relevant Red Flags from the 
following categories, as appropriate. Exam-
ples of Red Flags from each of these cat-
egories are appended as Supplement A to 
this appendix J. 

(1) Alerts, notifications, or other warnings 
received from consumer reporting agencies 
or service providers, such as fraud detection 
services; 

(2) The presentation of suspicious docu-
ments; 

(3) The presentation of suspicious personal 
identifying information, such as a suspicious 
address change; 

(4) The unusual use of, or other suspicious 
activity related to, a covered account; and 

(5) Notice from members, victims of iden-
tity theft, law enforcement authorities, or 
other persons regarding possible identity 
theft in connection with covered accounts 
held by the federal credit union. 

III. Detecting Red Flags 

The Program’s policies and procedures 
should address the detection of Red Flags in 
connection with the opening of covered ac-
counts and existing covered accounts, such 
as by: 

(a) Obtaining identifying information 
about, and verifying the identity of, a person 
opening a covered account, for example, 
using the policies and procedures regarding 
identification and verification set forth in 
the Customer Identification Program rules 
implementing 31 U.S.C. 5318(l) (31 CFR 
103.121); and 

(b) Authenticating members, monitoring 
transactions, and verifying the validity of 
change of address requests, in the case of ex-
isting covered accounts. 
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