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www.ncua.gov, or the regulatory sec-
tion of FinCEN’s Web site, http:// 
www.fincen.gov. These sites include 
other useful guidance on SARs, for ex-
ample, forms and filing instructions, 
Frequently Asked Questions, and the 
FFIEC Bank Secrecy Act/Anti-Money 
Laundering Examination Manual. 

(iii) Compliance. Failure to file a SAR 
as required by the form’s instructions 
and 31 CFR Part 103.18 may subject the 
credit union, its officials, employees, 
and agents to the assessment of civil 
money penalties or other administra-
tive actions. 

(3) Retention of Records. A credit 
union must maintain a copy of any 
SAR that it files and the original or 
business record equivalent of all sup-
porting documentation to the report 
for a period of five years from the date 
of the report. Supporting documenta-
tion must be identified and maintained 
by the credit union as such. Supporting 
documentation is considered a part of 
the filed report even though it should 
not be actually filed with the sub-
mitted report. A credit union must 
make all supporting documentation 
available to appropriate law enforce-
ment authorities and its regulatory su-
pervisory authority upon request. 

(4) Notification to board of directors. (i) 
Generally. The management of the cred-
it union must promptly notify its 
board of directors, or a committee des-
ignated by the board of directors to re-
ceive such notice, of any SAR filed. 

(ii) Suspect is a director or committee 
member. If a credit union files a SAR 
and the suspect is a director or member 
of a committee designated by the board 
of directors to receive notice of SAR 
filings, the credit union may not notify 
the suspect, pursuant to 31 U.S.C. 
5318(g)(2), but must notify the remain-
ing directors, or designated committee 
members, who are not suspects. 

(5) Confidentiality of reports. SARs are 
confidential. Any credit union, includ-
ing its officials, employees, and agents, 
subpoenaed or otherwise requested to 
disclose a SAR or the information in a 
SAR must decline to produce the SAR 
or to provide any information that 
would disclose that a SAR was pre-
pared or filed, citing this part, applica-
ble law, for example, 31 U.S.C. 5318(g), 
or both, and notify NCUA of the re-

quest. A credit union must make the 
filed report and all supporting docu-
mentation available to appropriate law 
enforcement authorities and its regu-
latory supervisory authority upon re-
quest. 

(6) Safe Harbor. Any credit union, in-
cluding its officials, employees, and 
agents, that makes a report of sus-
pected or known criminal violations 
and suspicious activities to law en-
forcement and financial institution su-
pervisory authorities, including sup-
porting documentation, are protected 
from liability for any disclosure in the 
report, or for failure to disclose the ex-
istence of the report, or both, to the 
full extent provided by 31 U.S.C. 
5318(g)(3). This protection applies if the 
report is filed pursuant to this part or 
is filed on a voluntary basis. 

[50 FR 53295, Dec. 31, 1985, as amended at 53 
FR 26232, July 12, 1988; 58 FR 17492, Apr. 5, 
1993; 61 FR 11527, Mar. 21, 1996; 71 FR 62878, 
Oct. 27, 2006; 72 FR 42273, Aug. 2, 2007; 74 FR 
35769, July 21, 2009] 

§ 748.2 Procedures for monitoring 
Bank Secrecy Act (BSA) compli-
ance. 

(a) Purpose. This section is issued to 
ensure that all federally-insured credit 
unions establish and maintain proce-
dures reasonably designed to assure 
and monitor compliance with the re-
quirements of subchapter II of chapter 
53 of title 31, United States Code, the 
Financial Recordkeeping and Report-
ing of Currency and Foreign Trans-
actions Act, and the implementing reg-
ulations promulgated thereunder by 
the Department of Treasury, 31 CFR 
part 103. 

(b) Establishment of a BSA compliance 
program—(1) Program requirement. Each 
federally-insured credit union shall de-
velop and provide for the continued ad-
ministration of a program reasonably 
designed to assure and monitor compli-
ance with the recordkeeping and re-
cording requirements set forth in sub-
chapter II of chapter 53 of title 31, 
United States Code and the imple-
menting regulations issued by the De-
partment of the Treasury at 31 CFR 
part 103. The compliance program must 
be written, approved by the credit 
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union’s board of directors, and re-
flected in the minutes of the credit 
union. 

(2) Customer identification program. 
Each federally-insured credit union is 
subject to the requirements of 31 U.S.C. 
5318(l) and the implementing regula-
tion jointly promulgated by the NCUA 
and the Department of the Treasury at 
31 CFR 103.121, which require a cus-
tomer identification program to be im-
plemented as part of the BSA compli-
ance program required under this sec-
tion. 

(c) Contents of compliance program. 
Such compliance program shall at a 
minimum— 

(1) Provide for a system of internal 
controls to assure ongoing compliance; 

(2) Provide for independent testing 
for compliance to be conducted by 
credit union personnel or outside par-
ties; 

(3) Designate an individual respon-
sible for coordinating and monitoring 
day-to-day compliance; and 

(4) Provide training for appropriate 
personnel. 

(Approved by the Office of Management and 
Budget under control number 3133–0094) 

[52 FR 2861, Jan. 27, 1987, as amended at 52 
FR 8062, Mar. 16, 1987; 68 FR 25112, May 9, 
2003] 
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I. INTRODUCTION 

The Guidelines for Safeguarding Member 
Information (Guidelines) set forth standards 
pursuant to sections 501 and 505(b), codified 
at 15 U.S.C. 6801 and 6805(b), of the Gramm- 

Leach-Bliley Act. These Guidelines provide 
guidance standards for developing and imple-
menting administrative, technical, and phys-
ical safeguards to protect the security, con-
fidentiality, and integrity of member infor-
mation. These Guidelines also address stand-
ards with respect to the proper disposal of 
consumer information pursuant to sections 
621(b) and 628 of the Fair Credit Reporting 
Act (15 U.S.C. 1681s(b) and 1681w). 

A. Scope. The Guidelines apply to member 
information maintained by or on behalf of 
federally-insured credit unions. Such enti-
ties are referred to in this appendix as ‘‘the 
credit union.’’ These Guidelines also apply to 
the proper disposal of consumer information 
by such entities. 

B. Definitions. 1. In general. Except as modi-
fied in the Guidelines or unless the context 
otherwise requires, the terms used in these 
Guidelines have the same meanings as set 
forth in 12 CFR part 716. 

2. For purposes of the Guidelines, the fol-
lowing definitions apply: 

a. Consumer information means any record 
about an individual, whether in paper, elec-
tronic, or other form, that is a consumer re-
port or is derived from a consumer report 
and that is maintained or otherwise pos-
sessed by or on behalf of the credit union for 
a business purpose. Consumer information 
also means a compilation of such records. 
The term does not include any record that 
does not identify an individual. 

b. Consumer report has the same meaning as 
set forth in the Fair Credit Reporting Act, 15 
U.S.C. 1681a(d). The meaning of consumer re-
port is broad and subject to various defini-
tions, conditions and exceptions in the Fair 
Credit Reporting Act. It includes written or 
oral communications from a consumer re-
porting agency to a third party of informa-
tion used or collected for use in establishing 
eligibility for credit or insurance used pri-
marily for personal, family or household pur-
poses, and eligibility for employment pur-
poses. Examples include credit reports, bad 
check lists, and tenant screening reports. 

c. Member means any member of the credit 
union as defined in 12 CFR 716.3(n). 

d. Member information means any records 
containing nonpublic personal information, 
as defined in 12 CFR 716.3(q), about a mem-
ber, whether in paper, electronic, or other 
form, that is maintained by or on behalf of 
the credit union. 

e. Member information system means any 
method used to access, collect, store, use, 
transmit, protect, or dispose of member in-
formation. 

f. Service provider means any person or enti-
ty that maintains, processes, or otherwise is 
permitted access to member information 
through its provision of services directly to 
the credit union. 
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