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Small Business Administration

§ 102.21

those records by the SBA. These regulations also set forth the requirements
applicable to SBA employees maintaining, collecting, using or disseminating
records pertaining to individuals. This
subpart applies to SBA and all of its offices and is mandatory for use by all
SBA employees.
(b) Definitions. As used in this subpart:
(1) Agency means the U.S. Small
Business Administration (SBA) and includes all of its offices wherever located;
(2) Employee means any employee of
the SBA, regardless of grade, status,
category or place of employment;
(3) Individual means a citizen of the
United States or an alien lawfully admitted for permanent residence. This
term shall not encompass entrepreneurial enterprises (e.g. sole proprietors, partnerships, corporations, or
other forms of business entities);
(4) Maintain includes maintain, collect, use, or disseminate;
(5) Record means any item, collection, or grouping of information about
an individual that is maintained by the
SBA, including, but not limited to education, financial transactions, medical
history, and criminal or employment
history and that contains the individual’s name, or an identifying number,
symbol, or other identifying particular
assigned to the individual such as a finger or voice print or photograph;
(6) System of records means a group of
any records under the control of SBA
from which information is retrieved by
the name of the individual or by an
identifying number, symbol, or other
identifying particular assigned to the
individual;
(7) Statistical record means a record in
a system of records maintained for statistical research or reporting purposes
only and not used in whole or in part in
making any determination about an
identifiable individual;
(8) Routine use means, with respect to
the disclosure of a record, the use of
such record for a purpose which is compatible with the purpose for which it
was collected;
(9) Request for access to a record
means a request made under Privacy
Act subsection (d)(1) allowing an individual to gain access to his or her

record or to any information pertaining to him or her which is contained in a system of records;
(10) Request for amendment or correction of a record means a request made
under Privacy Act subsection (d)(2),
permitting an individual to request
amendment or correction of a record
that he or she believes is not accurate,
relevant, timely, or complete;
(11) Request for an accounting means a
request made under Privacy Act subsection (c)(3) allowing an individual to
request an accounting of any disclosure
to any SBA officers and employees who
have a need for the record in the performance of their duties;
(12) Requester is an individual who
makes a request for access, a request
for amendment or correction, or a request for an accounting under the Privacy Act; and
(13) Authority to request records for a
law enforcement purpose means that the
head of an Agency or a United States
Attorney, or either’s designee, is authorized to make written requests
under subsection (b)(7) of the Privacy
Act for records maintained by other
agencies that are necessary to carry
out an authorized law enforcement activity.
§ 102.21 Agency employees responsible
for the Privacy Act of 1974.
(a) Program/Support Office Head is the
SBA employee in each field office and
major program and support area responsible for implementing and overseeing this regulation in that office.
(b) Privacy Act Systems Manager
(PASM) is the designated SBA employee in each office responsible for the
development and management of any
Privacy Act systems of records in that
office.
(c) Senior Agency Official for Privacy is
SBA’s Chief Information Officer (CIO)
who has overall responsibility and accountability for ensuring the SBA’s
implementation of information privacy
protections, including the SBA’s full
compliance with Federal laws, regulations, and policies relating to information privacy such as the Privacy Act
and the E-Government Act of 2002.
(d) Chief, Freedom of Information/Privacy Acts (FOI/PA) Office oversees and
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implements the record access, amendment, and correction provisions of the
Privacy Act.

assure fairness to the individual in the
determination;
(2) Prior to disseminating any record
from a system of records about an individual to any requestor, including an
agency, make reasonable efforts to assure that such records are accurate,
complete, timely, and relevant for SBA
purposes; and
(3) Establish appropriate administrative, technical, and physical safeguards
to insure the security and confidentiality of records and to protect
against any anticipated threats or hazards to their security or integrity
which could result in substantial harm,
embarrassment, inconvenience, or unfairness to any individual on whom information is maintained.
(i) PASMs, with the approval of the
head of their offices, shall establish administrative and physical controls,
consistent with SBA regulations, to insure the protection of records systems
from unauthorized access or disclosure
and from physical damage or destruction. The controls instituted shall be
proportional to the degree of sensitivity of the records but at a minimum
must ensure that records other than
those available to the general public
under the FOIA, are protected from
public view, that the area in which the
records are stored is supervised during
all business hours and physically secured during non-business hours to prevent unauthorized personnel from obtaining access to the records.
(ii) PASMs, with the approval of the
head of their offices, shall adopt access
restrictions to insure that only those
individuals within the agency who have
a need to have access to the records for
the performance of their duties have
access to them. Procedures shall also
be adopted to prevent accidental access
to, or dissemination of, records.
(e) Prohibition against maintenance of
records concerning First Amendment
rights. No SBA office shall maintain a
record describing how any individual
exercises rights guaranteed by the
First Amendment (e.g. speech), unless
the maintenance of such record is:
(1) Expressly authorized by statute,
or
(2) Expressly authorized by the individual about whom the record is maintained, or

§ 102.22 Requirements relating to systems of records.
(a) In general. Each SBA office shall,
in accordance with the Privacy Act:
(1) Maintain in its records only such
information about an individual as is
relevant and necessary to accomplish a
purpose of the Agency required to be
accomplished by a statute or by Executive Order of the President;
(2) Collect information to the greatest extent practicable directly from
the subject individual when the information may affect an individual’s
rights, benefits, and privileges under
Federal programs;
(b) Requests for information from individuals. If a form is being used to collect information from individuals, either the form used to collect the information, or a separate form that can be
retained by the individual, must state
the following:
(1) The authority (whether granted
by statute, or by Executive Order of
the President) which authorizes the solicitation of the information and
whether disclosure of such information
is mandatory or voluntary;
(2) The principal purpose or purposes
for which the information is intended
to be used;
(3) The routine uses which may be
made of the information; and
(4) The effects on such individual, if
any, of not providing all or any part of
the requested information.
(c) Report on new systems. Each SBA
office shall provide adequate advance
notice to Congress and OMB through
the FOI/PA Office of any proposal to
establish or alter any system of records
in order to permit an evaluation of the
probable or potential effect of such
proposal on the privacy and other personal or property rights of individuals
or the disclosure of information relating to such individuals.
(d) Accurate and secure maintenance of
records. Each SBA office shall:
(1) Maintain all records which are
used in making any determination
about any individual with such accuracy, relevance, timeliness, and completeness as is reasonably necessary to
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