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published regulations implementing 
the Act, the Department shall charge 
no fee for a single copy of a personnel 
record covered by that agency’s Gov-
ernment-wide published notice of sys-
tems of records. 

§ 4.32 Penalties. 
(a) The Act provides, in pertinent 

part: 

Any person who knowingly and willfully 
requests or obtains any record concerning an 
individual from an agency under false pre-
tenses shall be guilty of a misdemeanor and 
fined not more than $5,000. (5 U.S.C. 
552a(i)(3)). 

(b) A person who falsely or fraudu-
lently attempts to obtain records 
under the Act also may be subject to 
prosecution under such other criminal 
statutes as 18 U.S.C. 494, 495 and 1001. 

§ 4.33 General exemptions. 
(a) Individuals may not have access 

to records maintained by the Depart-
ment but which were provided by an-
other agency which has determined by 
regulation that such information is 
subject to general exemption under 5 
U.S.C. 552a(j). If such exempt records 
are within a request for access, the De-
partment will advise the individual of 
their existence and of the name and ad-
dress of the source agency. For any fur-
ther information concerning the record 
and the exemption, the individual must 
contact that source agency. 

(b) The general exemptions deter-
mined to be necessary and proper with 
respect to systems of records main-
tained by the Department, including 
the parts of each system to be exempt-
ed, the provisions of the Act from 
which they are exempted, and the jus-
tification for the exemption, are as fol-
lows: 

(1) Individuals identified in Export 
Transactions—COMMERCE/ITA–1. Pur-
suant to 5 U.S.C. 552a(j)(2), these 
records are hereby determined to be ex-
empt from all provisions of the Act, ex-
cept 5 U.S.C. 552a(b), (c)(1) and (2), 
(e)(4) (A) through (F), (e) (6), (7), (9), 
(10), and (11), and (i). These exemptions 
are necessary to ensure the proper 
functioning of the law enforcement ac-
tivity, to protect confidential sources 
of information, to fulfill promises of 
confidentiality, to maintain the integ-

rity of the law enforcement process, to 
avoid premature disclosure of the 
knowledge of criminal activity and the 
evidentiary bases of possible enforce-
ment actions, to prevent interference 
with law enforcement proceedings, to 
avoid disclosure of investigative tech-
niques, and to avoid endangering law 
enforcement personnel. Section 12(c) of 
the Export Administration Act of 1979, 
as amended, also protects this informa-
tion from disclosure. 

(2) Fisheries Law Enforcement Case 
Files—COMMERCE/NOAA–5. Pursuant 
to 5 U.S.C. 552a(j)(2), these records are 
hereby determined to be exempt from 
all provisions of the Act, except 5 
U.S.C. 552a (b), (c) (1) and (2), (e) (4) (A) 
through (F), (e) (6), (7), (9), (10), and 
(11), and (i). These exemptions are nec-
essary to ensure the proper functioning 
of the law enforcement activity, to pro-
tect confidential sources of informa-
tion, to fulfill promises of confiden-
tiality, to prevent interference with 
law enforcement proceedings, to avoid 
the disclosure of investigative tech-
niques, to avoid the endangering of law 
enforcement personnel, to avoid pre-
mature disclosure of the knowledge of 
criminal activity and the evidentiary 
bases of possible enforcement actions, 
and to maintain the integrity of the 
law enforcement process. 

(3) Investigative and Inspection 
Records—COMMERCE/DEPT–12. Pursu-
ant to 5 U.S.C. 552a(j)(2), these records 
are hereby determined to be exempt 
from all provisions of the Act, except 5 
U.S.C. 552a (b), (c) (1) and (2), (e)(4) (A) 
through (F), (e) (6), (7), (9), (10), and 
(11), and (i). These exemptions are nec-
essary to ensure the proper operation 
of the law enforcement activity, to pro-
tect confidential sources of informa-
tion, to fulfill promises of confiden-
tiality, to prevent interference with 
law enforcement proceedings, to avoid 
the disclosure of investigative tech-
niques, to avoid the endangering of law 
enforcement personnel, to avoid pre-
mature disclosure of the knowledge of 
criminal activity and the evidentiary 
bases of possible enforcement actions, 
and to maintain the integrity of the 
law enforcement process. 
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