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(3) Whenever possible, internal audit 
observations shall be performed on an 
unannounced basis (i.e., without the 
employees being forewarned that their 
activities will be observed). Addition-
ally, if the independent accountant 
also performs the internal audit func-
tion, the accountant shall perform sep-
arate observations of the table games/ 
gaming machine drops and counts to 
satisfy the internal audit observation 
requirements and independent account-
ant tests of controls as required by the 
American Institute of Certified Public 
Accountants guide. 

(c) Documentation. (1) Documentation 
(e.g., checklists, programs, reports, 
etc.) shall be prepared to evidence all 
internal audit work performed as it re-
lates to the requirements in this sec-
tion, including all instances of non-
compliance. 

(2) The internal audit department 
shall operate with audit programs, 
which, at a minimum, address the 
MICS. Additionally, the department 
shall properly document the work per-
formed, the conclusions reached, and 
the resolution of all exceptions. Insti-
tute of Internal Auditors standards are 
recommended but not required. 

(d) Reports. (1) Reports documenting 
audits performed shall be maintained 
and made available to the Commission 
upon request. 

(2) Such audit reports shall include 
the following information: 

(i) Audit objectives; 
(ii) Audit procedures and scope; 
(iii) Findings and conclusions; 
(iv) Recommendations, if applicable; 

and 
(v) Management’s response. 
(e) Material exceptions. All material 

exceptions resulting from internal 
audit work shall be investigated and 
resolved with the results of such being 
documented and retained for five years. 

(f) Role of management. (1) Internal 
audit findings shall be reported to 
management. 

(2) Management shall be required to 
respond to internal audit findings stat-
ing corrective measures to be taken to 
avoid recurrence of the audit excep-
tion. 

(3) Such management responses shall 
be included in the internal audit report 
that will be delivered to management, 

the Tribe, Tribal gaming regulatory 
authority, audit committee, or other 
entity designated by the Tribe. 

(g) Internal Audit Guidelines. In con-
nection with the internal audit testing 
pursuant to paragraph (b)(1) of this sec-
tion, the Commission shall develop rec-
ommended Internal Audit Guidelines, 
which shall be available upon request. 

[67 FR 43400, June 27, 2002, as amended at 70 
FR 47107, Aug. 12, 2005] 

§ 542.23 What are the minimum inter-
nal control standards for surveil-
lance for Tier A gaming operations? 

(a) Tier A gaming operations must, 
at a minimum, maintain and operate 
an unstaffed surveillance system in a 
secured location whereby the areas 
under surveillance are continually re-
corded. 

(b) The entrance to the secured loca-
tion shall be located so that it is not 
readily accessible by either gaming op-
eration employees who work primarily 
on the casino floor, or the general pub-
lic. 

(c) Access to the secured location 
shall be limited to surveillance per-
sonnel, designated employees, and 
other persons authorized in accordance 
with the surveillance department pol-
icy. Such policy shall be approved by 
the Tribal gaming regulatory author-
ity. 

(d) The surveillance system shall in-
clude date and time generators that 
possess the capability to display the 
date and time of recorded events on 
video and/or digital recordings. The 
displayed date and time shall not sig-
nificantly obstruct the recorded view. 

(e) The surveillance department shall 
strive to ensure staff is trained in the 
use of the equipment, knowledge of the 
games, and house rules. 

(f) Each camera required by the 
standards in this section shall be in-
stalled in a manner that will prevent it 
from being readily obstructed, tam-
pered with, or disabled by customers or 
employees. 

(g) Each camera required by the 
standards in this section shall possess 
the capability of having its picture re-
corded. The surveillance system shall 
include sufficient numbers of recorders 
to simultaneously record multiple 
gaming and count room activities, and 
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record the views of all dedicated cam-
eras and motion activated dedicated 
cameras. 

(h) Reasonable effort shall be made 
to repair each malfunction of surveil-
lance system equipment required by 
the standards in this section within 
seventy-two (72) hours after the mal-
function is discovered. The Tribal gam-
ing regulatory authority shall be noti-
fied of any camera(s) that has malfunc-
tioned for more than twenty-four (24) 
hours. 

(1) In the event of a dedicated camera 
malfunction, the gaming operation 
and/or the surveillance department 
shall, upon identification of the mal-
function, provide alternative camera 
coverage or other security measures, 
such as additional supervisory or secu-
rity personnel, to protect the subject 
activity. 

(2) [Reserved] 
(i) Bingo. The surveillance system 

shall record the bingo ball drawing de-
vice, the game board, and the activities 
of the employees responsible for draw-
ing, calling, and entering the balls 
drawn or numbers selected. 

(j) Card games. The surveillance sys-
tem shall record the general activities 
in each card room and be capable of 
identifying the employees performing 
the different functions. 

(k) Keno. The surveillance system 
shall record the keno ball-drawing de-
vice, the general activities in each 
keno game area, and be capable of 
identifying the employees performing 
the different functions. 

(l) Table games—(1) Operations with 
four (4) or more table games. Except as 
otherwise provided in paragraphs (l)(3), 
(l)(4), and (l)(5) of this section, the sur-
veillance system of gaming operations 
operating four (4) or more table games 
shall provide at a minimum one (1) 
pan-tilt-zoom camera per two (2) tables 
and surveillance must be capable of 
taping: 

(i) With sufficient clarity to identify 
customers and dealers; and 

(ii) With sufficient coverage and clar-
ity to simultaneously view the table 
bank and determine the configuration 
of wagers, card values, and game out-
come. 

(iii) One (1) dedicated camera per 
table and one (1) pan-tilt-zoom camera 

per four (4) tables may be an acceptable 
alternative procedure to satisfy the re-
quirements of this paragraph. 

(2) Operations with three (3) or fewer 
table games. The surveillance system of 
gaming operations operating three (3) 
or fewer table games shall: 

(i) Comply with the requirements of 
paragraph (l)(1) of this section; or 

(ii) Have one (1) overhead camera at 
each table. 

(3) Craps. All craps tables shall have 
two (2) dedicated cross view cameras 
covering both ends of the table. 

(4) Roulette. All roulette areas shall 
have one (1) overhead dedicated camera 
covering the roulette wheel and shall 
also have one (1) dedicated camera cov-
ering the play of the table. 

(5) Big wheel. All big wheel games 
shall have one (1) dedicated camera 
viewing the wheel. 

(m) Progressive table games. (1) Pro-
gressive table games with a progressive 
jackpot of $25,000 or more shall be re-
corded by dedicated cameras that pro-
vide coverage of: 

(i) The table surface, sufficient that 
the card values and card suits can be 
clearly identified; 

(ii) An overall view of the entire 
table with sufficient clarity to identify 
customers and dealer; and 

(iii) A view of the progressive meter 
jackpot amount. If several tables are 
linked to the same progressive jackpot 
meter, only one meter need be re-
corded. 

(2) [Reserved] 
(n) Gaming machines. (1) Except as 

otherwise provided in paragraphs (n)(2) 
and (n)(3) of this section, gaming ma-
chines offering a payout of more than 
$250,000 shall be recorded by a dedi-
cated camera(s) to provide coverage of: 

(i) All customers and employees at 
the gaming machine; and 

(ii) The face of the gaming machine, 
with sufficient clarity to identify the 
payout line(s) of the gaming machine. 

(2) In-house progressive machine. In- 
house progressive gaming machines of-
fering a base payout amount (jackpot 
reset amount) of more than $100,000 
shall be recorded by a dedicated cam-
era(s) to provide coverage of: 

(i) All customers and employees at 
the gaming machine; and 
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(ii) The face of the gaming machine, 
with sufficient clarity to identify the 
payout line(s) of the gaming machine. 

(3) Wide-area progressive machine. 
Wide-area progressive gaming ma-
chines offering a base payout amount 
of $1 million or more and monitored by 
an independent vendor utilizing an on- 
line progressive computer system shall 
be recorded by a dedicated camera(s) to 
provide coverage of: 

(i) All customers and employees at 
the gaming machine; and 

(ii) The face of the gaming machine, 
with sufficient clarity to identify the 
payout line(s) of the gaming machine. 

(4) Notwithstanding paragraph (n)(1) 
of this section, if the gaming machine 
is a multi-game machine, the Tribal 
gaming regulatory authority, or the 
gaming operation subject to the ap-
proval of the Tribal gaming regulatory 
authority, may develop and implement 
alternative procedures to verify pay-
outs. 

(o) Currency and coin. The surveil-
lance system shall record a general 
overview of all areas where currency or 
coin may be stored or counted. 

(p) Video recording and/or digital record 
retention. (1) All video recordings and/or 
digital records of coverage provided by 
the dedicated cameras or motion-acti-
vated dedicated cameras required by 
the standards in this section shall be 
retained for a minimum of seven (7) 
days. 

(2) Recordings involving suspected or 
confirmed gaming crimes, unlawful ac-
tivity, or detentions by security per-
sonnel, must be retained for a min-
imum of thirty (30) days. 

(3) Duly authenticated copies of video 
recordings and/or digital records shall 
be provided to the Commission upon re-
quest. 

(q) Video library log. A video library 
log, or comparable alternative proce-
dure approved by the Tribal gaming 
regulatory authority, shall be main-
tained to demonstrate compliance with 
the storage, identification, and reten-
tion standards required in this section. 

(r) Malfunction and repair log. (1) Sur-
veillance personnel shall maintain a 
log or alternative procedure approved 
by the Tribal gaming regulatory au-
thority that documents each malfunc-

tion and repair of the surveillance sys-
tem as defined in this section. 

(2) The log shall state the time, date, 
and nature of each malfunction, the ef-
forts expended to repair the malfunc-
tion, and the date of each effort, the 
reasons for any delays in repairing the 
malfunction, the date the malfunction 
is repaired, and where applicable, any 
alternative security measures that 
were taken. 

[67 FR 43400, June 27, 2002, as amended at 70 
FR 47107, Aug. 12, 2005] 

§ 542.30 What is a Tier B gaming oper-
ation? 

A Tier B gaming operation is one 
with gross gaming revenues of more 
than $5 million but not more than $15 
million. 

§ 542.31 What are the minimum inter-
nal control standards for drop and 
count for Tier B gaming oper-
ations? 

(a) Computer applications. For any 
computer applications utilized, alter-
nate documentation and/or procedures 
that provide at least the level of con-
trol described by the standards in this 
section, as approved by the Tribal gam-
ing regulatory authority, will be ac-
ceptable. 

(b) Table game drop standards. (1) The 
setting out of empty table game drop 
boxes and the drop shall be a contin-
uous process. 

(2) At the end of each shift: 
(i) All locked table game drop boxes 

shall be removed from the tables by a 
person independent of the pit shift 
being dropped; 

(ii) A separate drop box shall be 
placed on each table opened at any 
time during each shift or a gaming op-
eration may utilize a single drop box 
with separate openings and compart-
ments for each shift; and 

(iii) Upon removal from the tables, 
table game drop boxes shall be trans-
ported directly to the count room or 
other equivalently secure area with 
comparable controls and locked in a se-
cure manner until the count takes 
place. 

(3) If drop boxes are not placed on all 
tables, then the pit department shall 
document which tables were open dur-
ing the shift. 
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