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(e) Access records. (1) Procedures 
must be established to ensure com-
puter access records, if capable of being 
generated by the computer system, are 
reviewed for propriety for the following 
at a minimum: 

(i) Class II gaming systems; 
(ii) Accounting/auditing systems; 
(iii) Cashless systems; 
(iv) Voucher systems; 
(v) Player tracking systems; and 
(vi) External bonusing systems. 
(2) If the computer system cannot 

deny access after a predetermined 
number of consecutive unsuccessful at-
tempts to log on, the system must 
record unsuccessful log on attempts. 

(f) Remote access controls. (1) For 
computer systems that can be accessed 
remotely, the written system of inter-
nal controls must specifically address 
remote access procedures including, at 
a minimum: 

(i) Record the application remotely 
accessed, authorized user’s name and 
business address and version number, if 
applicable; 

(ii) Require approved secured connec-
tion; 

(iii) The procedures used in estab-
lishing and using passwords to allow 
authorized users to access the com-
puter system through remote access; 

(iv) The agents involved and proce-
dures performed to enable the physical 
connection to the computer system 
when the authorized user requires ac-
cess to the system through remote ac-
cess; and 

(v) The agents involved and proce-
dures performed to ensure the remote 
access connection is disconnected when 
the remote access is no longer re-
quired. 

(2) In the event of remote access, the 
information technology employees 
must prepare a complete record of the 
access to include: 

(i) Name or identifier of the em-
ployee authorizing access; 

(ii) Name or identifier of the author-
ized user accessing system; 

(iii) Date, time, and duration of ac-
cess; and 

(iv) Description of work performed in 
adequate detail to include the old and 
new version numbers, if applicable of 
any software that was modified, and 

details regarding any other changes 
made to the system. 

PARTS 544–546 [RESERVED] 

PART 547—MINIMUM TECHNICAL 
STANDARDS FOR GAMING 
EQUIPMENT USED WITH THE PLAY 
OF CLASS II GAMES 
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standards for enrolling and enabling 
Class II gaming system components? 
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hardware standards applicable to Class II 
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AUTHORITY: 25 U.S.C. 2706(b). 

SOURCE: 73 FR 60525, Oct. 10, 2008, unless 
otherwise noted. 

§ 547.1 What is the purpose of this 
part? 

The Indian Gaming Regulatory Act, 
25 U.S.C. 2703(7)(A)(i), permits the use 
of electronic, computer, or other 
technologic aids in connection with the 
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play of Class II games. This part estab-
lishes the minimum technical stand-
ards governing the use of such aids. 

§ 547.2 How do these regulations affect 
state jurisdiction? 

Nothing in this part shall be con-
strued to grant to a state jurisdiction 
over Class II gaming or to extend a 
state’s jurisdiction over Class III gam-
ing. 

§ 547.3 What are the definitions for 
this part? 

For the purposes of this part, the fol-
lowing definitions apply: 

Account access component. A compo-
nent within a Class II gaming system 
that reads or recognizes account access 
media and gives a patron the ability to 
interact with his or her account. 

Account access medium. A magnetic 
stripe card or any other medium in-
serted into, or otherwise made to inter-
act with, an account access component 
in order to give a patron the ability to 
interact with an account. 

Audit mode. The mode where it is pos-
sible to view Class II gaming system 
accounting functions, statistics, etc. 
and perform non-player-related func-
tions. 

Agent. An employee or other person 
authorized by the gaming operation, as 
approved by the tribal gaming regu-
latory authority, designated for cer-
tain decisions, tasks and actions in the 
gaming operation. 

Cancel credit. An action initiated by 
the Class II gaming system where some 
or all of a player’s credits are removed 
by an attendant and paid to the player. 

Cashless system. A system that per-
forms cashless transactions and main-
tains records of those cashless trans-
actions. 

Cashless transaction. A movement of 
funds electronically from one compo-
nent to another, often to or from a pa-
tron deposit account. 

CD–ROM. Compact Disc—Read Only 
Memory. 

Chairman. The Chairman of the Na-
tional Indian Gaming Commission. 

Class II game. The same as ‘‘class II 
gaming’’ in 25 U.S.C. 2703(7)(A). 

Class II gaming system. All compo-
nents, whether or not technologic aids 
in electronic, computer, mechanical, or 

other technologic form, that function 
together to aid the play of one or more 
Class II games, including accounting 
functions mandated by these regula-
tions. 

Commission. The National Indian 
Gaming Commission established by the 
Indian Gaming Regulatory Act, 25 
U.S.C. 2701 et seq. 

Coupon. A financial instrument of 
fixed wagering value, usually paper, 
that can only be used to acquire non- 
cashable credits through interaction 
with a voucher system. This does not 
include instruments such as printed ad-
vertising material that cannot be vali-
dated directly by a voucher system. 

Critical memory. Memory locations 
storing data essential to the 
functionality of the Class II gaming 
system. 

DLL. A Dynamic-Link Library file. 
Download package. Approved data 

sent to a component of a Class II gam-
ing system for such purposes as chang-
ing the component software. 

DVD. Digital Video Disk or Digital 
Versatile Disk. 

Electromagnetic interference. The phys-
ical characteristic of an electronic 
component to emit electronic noise ei-
ther into free air, onto the power lines, 
or onto communication cables. 

Electrostatic discharge. A single-event, 
rapid transfer of electrostatic charge 
between two objects, usually resulting 
when two objects at different poten-
tials come into direct contact with 
each other. 

EPROM. Erasable Programmable 
Read Only Memory—a storage area 
that may be filled with data and infor-
mation, that once written is not modi-
fiable, and that is retained even if 
there is no power applied to the ma-
chine. 

Fault. An event that when detected 
by a Class II gaming system causes a 
discontinuance of game play or other 
component functions. 

Financial instrument. Any tangible 
item of value tendered in Class II game 
play, including, but not limited to, 
bills, coins, vouchers and coupons. 

Financial instrument acceptor. Any 
component that accepts financial in-
struments. 
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