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that continued classification is war-
ranted, it shall notify the requester in 
writing of the decision and the right to 
appeal the decision to the DRC no later 
that 60 days after receipt of the notifi-
cation of the decision. 

(f) The DRC shall determine the ap-
peals of the components’ mandatory 
declassification review decisions with-
in 60 days after receipt of the appeal, or 
notify the requester why additional 
time is needed. In making its deter-
minations concerning requests for de-
classification of classified information, 
the DRC, for administrative purposes, 
shall impose the burden of proof on the 
originating component to show that 
continued classification is warranted. 
The DRC shall provide the requester 
with a written statement of reasons for 
its decisions. 

(g) If the individual requesting re-
view of a classification is not satisfied 
with the DRC’s decision, he or she may 
appeal to the ISCAP pursuant to sec-
tion 5.4 of Executive Order 12958 and 
rules issued by the ISCAP pursuant to 
that section. 

§ 17.32 Notification of classification 
changes. 

All known holders of information af-
fected by unscheduled classification 
changes actions shall be notified 
promptly of such changes by the origi-
nal classifier or the authority making 
the change in classification. 

Subpart C—Access to Classified 
Information 

§ 17.41 Access to classified informa-
tion. 

(a) No person may be given access to 
classified information or material 
originated by, in the custody, or under 
the control of the Department, unless 
the person— 

(1) Has been determined to be eligible 
for access in accordance with sections 
3.1–3.3 of Executive Order 12968; 

(2) Has a demonstrated need-to-know; 
and 

(3) Has signed an approved nondisclo-
sure agreement. 

(b) Eligibility for access to classified 
information is limited to United States 
citizens for whom an appropriate inves-
tigation of their personal and profes-

sional history affirmatively indicated 
loyalty to the United States, strength 
of character, trustworthiness, honesty, 
reliability, discretion, and sound judg-
ment, as well as freedom from con-
flicting allegiances and potential for 
coercion, and willingness and ability to 
abide by regulations governing the use, 
handling, and protection of classified 
information. A determination of eligi-
bility for access to classified informa-
tion is a discretionary security deci-
sion based on judgments by appro-
priately trained adjudicative per-
sonnel. Eligibility shall be granted 
only where facts and circumstances in-
dicate access to classified information 
is clearly consistent with the national 
security interests of the United States 
and any doubt shall be resolved in 
favor of the national security. Sections 
2.6 and 3.3 of Executive Order 12968 pro-
vide only limited exceptions to these 
requirements. 

(c) The Department of Justice does 
not discriminate on the basis of race, 
color, religion, sex, national origin, 
disability, or sexual orientation in 
granting access to classified informa-
tion. However, the Department may in-
vestigate and consider any matter that 
relates to the determination of wheth-
er access is clearly consistent with the 
interests of national security. No nega-
tive inferences concerning the stand-
ards for access may be raised solely on 
the basis of the sexual orientation of 
the employee or mental health coun-
seling. 

(d) An employee granted access to 
classified information may be inves-
tigated at any time to ascertain wheth-
er he or she continues to meet the re-
quirements for access. 

(e) An employee granted access to 
classified information shall provide to 
the Department written consent per-
mitting access by an authorized inves-
tigative agency, for such time as access 
to classified information is maintained 
and for a period of three years there-
after, to: 

(1) Financial records maintained by a 
financial institution as defined in 31 
U.S.C. 5312(a) or by a holding company 
as defined in 12 U.S.C. 3401; 

(2) Consumer reports under the Fair 
Credit Reporting Act (15 U.S.C. 1681 et 
seq.); and 
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(3) Records maintained by commer-
cial entities within the United States 
pertaining to any travel by the em-
ployee outside the United States. 

(f) Information may be requested pur-
suant to the employee consent ob-
tained under paragraph (e) of this sec-
tion only where: 

(1) There are reasonable grounds to 
believe, based on credible information, 
that the employee or former employee 
is, or may be, disclosing classified in-
formation in an unauthorized manner 
to a foreign power or agent of a foreign 
power; 

(2) Information the Department 
deems credible indicates the employee 
or former employee has incurred exces-
sive indebtedness or has acquired a 
level of affluence that cannot be ex-
plained by other information; or 

(3) Circumstances indicate that the 
employee or former employee had the 
capability and opportunity to disclose 
classified information that is known to 
have been lost or compromised to a for-
eign power or an agent of a foreign 
power. 

§ 17.42 Positions requiring financial 
disclosure. 

(a) The Assistant Attorney General 
for Administration, in consultation 
with the Assistant Attorney General 
for National Security, shall designate 
each employee, by position or category 
where possible, who has a regular need 
for access to any of the categories of 
classified information described in sec-
tion 1.3(a) of Executive Order 12968. 

(b) An employee may not hold a posi-
tion designated as requiring a regular 
need for access to categories of classi-
fied information described in section 
1.3(a) of Executive Order 12968 unless, 
as a condition of access to such infor-
mation, the employee files with the De-
partment Security Officer: 

(1) A financial disclosure form devel-
oped pursuant to section 1.3(c) of Exec-
utive Order 12968 as part of all back-
ground investigations or reinvestiga-
tions; 

(2) The same financial disclosure 
form, if selected by the Department Se-
curity Officer on a random basis; and 

(3) Relevant information concerning 
foreign travel, as determined by the 
Department Security Officer. 

[Order No. 2091–97, 62 FR 36984, July 10, 1997, 
as amended by Order No. 2865–2007, 72 FR 
10069, Mar. 7, 2007] 

§ 17.43 Reinvestigation requirements. 
Employees who are eligible for access 

to classified information shall be sub-
ject to periodic reinvestigations and 
may also be reinvestigated if, at any 
time, there is reason to believe that 
they may no longer meet the standards 
for access. 

§ 17.44 Access eligibility. 
(a) Determinations of eligibility for 

access to classified information are 
separate from suitability determina-
tions with respect to the hiring or re-
tention of persons for employment by 
the Department or any other personnel 
actions. 

(b) The number of employees eligible 
for access to classified information 
shall be kept to the minimum required 
for the conduct of Department func-
tions. 

(c) Eligibility for access to classified 
information shall be limited to classi-
fication levels for which there is a need 
for access. No person shall be granted 
eligibility higher than his or her need. 

§ 17.45 Need-to-know. 
No person shall be granted access to 

specific classified information unless 
that person has an actual need-to-know 
that classified information, pursuant 
to section 2.5 of Executive Order 12968. 

§ 17.46 Access by persons outside the 
Executive Branch. 

(a) Classified information shall not 
be disseminated outside the Executive 
Branch except under conditions that 
ensure that the information will be 
given protection equivalent to that af-
forded within the Executive Branch. 

(b) Classified information originated 
by or in the custody of the Department 
may be made available to individuals 
or agencies outside the Executive 
Branch provided that such information 
is necessary for performance of a func-
tion from which the Federal Govern-
ment will derive a benefit or advantage 
and that the release is not prohibited 
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