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APPENDIX G TO PART 323—PRIVACY ACT 
ENFORCEMENT ACTIONS 

A. Administrative Remedies. Any individual 
who feels he or she has a legitimate com-
plaint or grievance against the Defense Lo-
gistics Agency or any DLA employee con-
cerning any right granted by this DLAR will 
be permitted to seek relief through appro-
priate administrative channels. 

B. Civil Actions. An individual may file a 
civil suit against DLA or its employees if the 
individual feels certain provisions of the Pri-
vacy Act have been violated (see 5 U.S.C. 
552a(g), reference (b).) 

C. Civil Remedies. In addition to specific re-
medial actions, the Privacy Act provides for 
the payment of damages, court cost, and at-
torney fees in some cases. 

D. Criminal Penalties— 
1. The Privacy Act also provides for crimi-

nal penalties (see 5 U.S.C. 552a(1).) Any offi-
cial or employee may be found guilty of a 
misdemeanor and fined not more than $5,000 
if he or she willfully discloses personal infor-
mation to anyone not entitled to receive the 
information, or maintains a system of 
records without publishing the required pub-
lic notice in the FEDERAL REGISTER. 

2. A person who requests or obtains access 
to any record concerning another individual 
under false pretenses may be found guilty of 
a misdemeanor and fined up to $5,000. 

APPENDIX H TO PART 323—DLA 
EXEMPTION RULES 

Exempted Records Systems. All systems of 
records maintained by the Defense Logistics 
Agency will be exempt from the require-
ments of 5 U.S.C. 552a(d) pursuant to 5 U.S.C. 
552a(k)(1) to the extent that the system con-
tains any information properly classified 
under Executive Order 12958 and which is re-
quired by the Executive Order to be kept se-
cret in the interest of national defense or 
foreign policy. This exemption, which may 
be applicable to parts of all systems of 
records, is necessary because certain record 
systems not otherwise specifically des-
ignated for exemptions herein may contain 
isolated items of information which have 
been properly classified. 

a. ID: S500.10 (Specific exemption). 

1. System name: Personnel Security Files. 
2. Exemption: Investigatory material com-

piled solely for the purpose of determining 
suitability, eligibility, or qualifications for 
Federal civilian employment, Federal con-
tracts, or access to classified information 
may be exempt pursuant to 5 U.S.C. 
552a(k)(5), but only to the extent that such 
material would reveal the identity of a con-
fidential source. Therefore, portions of this 
system may be exempt pursuant to 5 U.S.C. 

552a(k)(5) from the following subsections of 5 
U.S.C. 552a(c)(3), (d), and (e)(1). 

3. Authority: 5 U.S.C. 552a(k)(5). 
4. Reasons: (i) From subsection (c)(3) and 

(d) when access to accounting disclosures 
and access to or amendment of records would 
cause the identity of a confidential source to 
be revealed. Disclosure of the source’s iden-
tity not only will result in the Department 
breaching the promise of confidentiality 
made to the source but it will impair the De-
partment’s future ability to compile inves-
tigatory material for the purpose of deter-
mining suitability, eligibility, or qualifica-
tions for Federal civilian employment, Fed-
eral contracts, or access to classified infor-
mation. Unless sources can be assured that a 
promise of confidentiality will be honored, 
they will be less likely to provide informa-
tion considered essential to the Department 
in making the required determinations. 

(ii) From (e)(1) because in the collection of 
information for investigatory purposes, it is 
not always possible to determine the rel-
evance and necessity of particular informa-
tion in the early stages of the investigation. 
In some cases, it is only after the informa-
tion is evaluated in light of other informa-
tion that its relevance and necessity be-
comes clear. Such information permits more 
informed decision-making by the Depart-
ment when making required suitability, eli-
gibility, and qualification determinations. 

b. ID: S500.20 DLA-I (Specific exemption). 

1. System name: Criminal Incident/Inves-
tigations File. 

2. Exemption: This system of records is ex-
empted from the following provisions of the 
Title 5, United States Code, section 552a: 
(c)(3); (d); and (e)(1). 

3. Authority: 5 U.S.C. 552a(k)(2). 
4. Reasons: Granting individuals access to 

information collected and maintained by 
this component relating to the enforcement 
of criminal laws could interfere with orderly 
investigations, with the orderly administra-
tion of justice, and possibly enable suspects 
to avoid detection or apprehension. Disclo-
sure of this information could result in the 
concealment, destruction or fabrication of 
evidence and jeopardize the safety and well 
being of informants, witnesses and their fam-
ilies, and law enforcement personnel and 
their families. Disclosure of this information 
could also reveal and render ineffectual in-
vestigative techniques, sources and methods 
used by this component and could result in 
the invasion of privacy of individuals only 
incidentally related to an investigation. In-
vestigatory material is exempt to the extent 
that the disclosure of such material would 
reveal the identity of a source who furnished 
the information to the Government under an 
express promise that the identity of the 
source would be held in confidence, or prior 
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to September 27, 1975 under an implied prom-
ise that the identity of the source would be 
held in confidence. This exemption will pro-
tect the identities of certain sources who 
would be otherwise unwilling to provide in-
formation to the Government. The exemp-
tion of the individual’s right of access to his 
records and the reasons therefore necessitate 
the exemptions of this system of records 
from the requirements of the other cited pro-
visions. 

c. ID: S100.50 DLA-GC (Specific exemption). 

1. System name: Fraud and Irregularities. 
2. Exemption: This system of records is ex-

empt from the provisions of 5 U.S.C. 
552a(c)(3), (d)(1) through (4), (e)(1), (e)(4)(G), 
(H), and (I), and (f). 

3. Authorities: 5 U.S.C. 552a(k)(2) and (k)(5). 
4. Reasons: From subsection (c)(3) because 

granting access to the accounting for each 
disclosure as required by the Privacy Act, in-
cluding the date, nature, and purpose of each 
disclosure and the identity of the recipient, 
could alert the subject to the existence of 
the investigation or prosecutive interest by 
DLA or other agencies. This could seriously 
compromise case preparation by pre-
maturely revealing its existence and nature; 
compromise or interfere with witnesses or 
make witnesses reluctant to cooperate; and 
lead to suppression, alteration, or destruc-
tion of evidence. 

From subsections (d)(1) through (d)(4) and 
(f) because providing access to records of a 
civil investigation and the right to contest 
the contents of those records and force 
changes to be made to the information con-
tained therein would seriously interfere with 
and thwart the orderly and unbiased conduct 
of the investigation and impede case prepa-
ration. Providing access rights normally af-
forded under the Privacy Act would provide 
the subject with valuable information that 
would allow interference with or compromise 
of witnesses or render witnesses reluctant to 
cooperate; lead to suppression, alteration, or 
destruction of evidence; and result in the se-
creting of or other disposition of assets that 
would make them difficult or impossible to 
reach in order to satisfy any Government 
claim growing out of the investigation or 
proceeding. 

From subsection (e)(1) because it is not al-
ways possible to detect the relevance or ne-
cessity of each piece of information in the 
early stages of an investigation. In some 
cases, it is only after the information is eval-
uated in light of other evidence that its rel-
evance and necessity will be clear. 

From subsections (e)(4)(G) and (H) because 
there is no necessity for such publication 
since the system of records will be exempt 
from the underlying duties to provide notifi-
cation about and access to information in 
the system and to make amendments to and 
corrections of the information in the system. 

From subsection (e)(4)(I) because to the ex-
tent that this provision is construed to re-
quire more detailed disclosure than the 
broad, generic information currently pub-
lished in the system notice, an exemption 
from this provision is necessary to protect 
the confidentiality of sources of information 
and to protect privacy and physical safety of 
witnesses and informants. DLA will, never-
theless, continue to publish such a notice in 
broad generic terms as is its current prac-
tice. 

d. ID: S100.10 GC (Specific exemption). 

1. System name: Whistleblower Complaint 
and Investigation Files. 

2. Exemption: Portions of this system of 
records may be exempt under the provisions 
of 5 U.S.C. 552a(c)(3), (d)(1) through (d)(4), 
(e)(1), (e)(4)(G), (e)(4)(H), and (e)(4)(I), and (f). 

3. Authority: 5 U.S.C. 552a(k)(2). 
4. Reasons: From subsection (c)(3) because 

granting access to the accounting for each 
disclosure as required by the Privacy Act, in-
cluding the date, nature, and purpose of each 
disclosure and the identity of the recipient, 
could alert the subject to the existence of 
the investigation or prosecutive interest by 
DLA or other agencies. This could seriously 
compromise case preparation by pre-
maturely revealing its existence and nature; 
compromise or interfere with witnesses or 
make witnesses reluctant to cooperate; and 
lead to suppression, alteration, or destruc-
tion of evidence. 

From subsections (d)(1) through (d)(4), and 
(f) because providing access to records of a 
civil investigation and the right to contest 
the contents of those records and force 
changes to be made to the information con-
tained therein would seriously interfere with 
and thwart the orderly and unbiased conduct 
of the investigation and impede case prepa-
ration. Providing access rights normally af-
forded under the Privacy Act would provide 
the subject with valuable information that 
would allow interference with or compromise 
of witnesses or render witnesses reluctant to 
cooperate; lead to suppression, alteration, or 
destruction of evidence; and result in the se-
creting of or other disposition of assets that 
would make them difficult or impossible to 
reach in order to satisfy any Government 
claim growing out of the investigation or 
proceeding. 

From subsection (e)(1), because it is not al-
ways possible to detect the relevance or ne-
cessity of each piece of information in the 
early stages of an investigation. In some 
cases, it is only after the information is eval-
uated in light of other evidence that its rel-
evance and necessity will be clear. 

From subsections (e)(4)(G) and (e)(4)(H) be-
cause there is no necessity for such publica-
tion since the system of records will be ex-
empt from the underlying duties to provide 
notification about and access to information 
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in the system and to make amendments to 
and corrections of the information in the 
system. However, DLA will continue to pub-
lish such a notice in broad generic terms as 
is its current practice. 

From subsection (e)(4)(I) because to the ex-
tent that this provision is construed to re-
quire more detailed disclosure than the 
broad, generic information currently pub-
lished in the system notice, an exemption 
from this provision is necessary to protect 
the confidentiality of sources of information 
and to protect privacy and physical safety of 
witnesses and informants. DLA will, never-
theless, continue to publish such a notice in 
broad generic terms as is its current prac-
tice. 

e. ID: S500.60 (Specific exemption). 
1. System name: DLA Hotline Program 

Records. 
2. Exemption: (i) Investigatory material 

compiled for law enforcement purposes may 
be exempt pursuant to 5 U.S.C. 552a(k)(2). 
However, if an individual is denied any right, 
privilege, or benefit for which he would oth-
erwise be entitled by Federal law or for 
which he would otherwise be eligible, as a re-
sult of the maintenance of the information, 
the individual will be provided access to the 
information except to the extent that disclo-
sure would reveal the identity of a confiden-
tial source. 

(ii) Investigatory material compiled solely 
for the purpose of determining suitability, 
eligibility, or qualifications for federal civil-
ian employment, military service, federal 
contracts, or access to classified information 
may be exempt pursuant to 5 U.S.C. 
552a(k)(5), but only to the extent that such 
material would reveal the identity of a con-
fidential source. 

3. Authority: 5 U.S.C. 552a(k)(2) and (k)(5), 
subsections (c)(3), (d)(1) through (d)(4), (e)(1), 
(e)(4)(G), (H), and (I), and (f). 

4. Reasons: (i) From subsection (c)(3) be-
cause to grant access to an accounting of 
disclosures as required by the Privacy Act, 
including the date, nature, and purpose of 
each disclosure and the identity of the re-
cipient, could alert the subject to the exist-
ence of the investigation or prosecutive in-
terest by DLA or other agencies. This could 
seriously compromise case preparation by 
prematurely revealing its existence and na-
ture; compromise or interfere with witnesses 
or make witnesses reluctant to cooperate; 
and lead to suppression, alteration, or de-
struction of evidence. 

(ii) From subsections (d)(1) through (d)(4), 
and (f) because providing access to records of 
a civil or administrative investigation and 
the right to contest the contents of those 
records and force changes to be made to the 
information contained therein would seri-
ously interfere with and thwart the orderly 
and unbiased conduct of the investigation 
and impede case preparation. Providing ac-

cess rights normally afforded under the Pri-
vacy Act would provide the subject with val-
uable information that would allow inter-
ference with or compromise of witnesses or 
render witnesses reluctant to cooperate; lead 
to suppression, alteration, or destruction of 
evidence; enable individuals to conceal their 
wrongdoing or mislead the course of the in-
vestigation; and result in the secreting of or 
other disposition of assets that would make 
them difficult or impossible to reach in order 
to satisfy any Government claim growing 
out of the investigation or proceeding. 

(iii) From subsection (e)(1) because it is 
not always possible to detect the relevance 
or necessity of each piece of information in 
the early stages of an investigation. In some 
cases, it is only after the information is eval-
uated in light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From subsections (e)(4)(G) and (H) be-
cause this system of records is compiled for 
law enforcement purposes and is exempt 
from the access provisions of subsections (d) 
and (f). 

(v) From subsection (e)(4)(I) because to the 
extent that this provision is construed to re-
quire more detailed disclosure than the 
broad, generic information currently pub-
lished in the system notice, an exemption 
from this provision is necessary to protect 
the confidentiality of sources of information 
and to protect privacy and physical safety of 
witnesses and informants. DLA will, never-
theless, continue to publish such a notice in 
broad generic terms as is its current prac-
tice. 

f. ID: S500.30 CAAS (Specific exemption). 
1. System name: Incident Investigation/Po-

lice Inquiry Files. 
2. Exemption: (i) Investigatory material 

compiled for law enforcement purposes may 
be exempt pursuant to 5 U.S.C. 552a(k)(2). 
However, if an individual is denied any right, 
privilege, or benefit for which he would oth-
erwise be entitled by Federal law or for 
which he would otherwise be eligible, as a re-
sult of the maintenance of the information, 
the individual will be provided access to the 
information except to the extent that disclo-
sure would reveal the identity of a confiden-
tial source. 

(ii) Investigatory material compiled solely 
for the purpose of determining suitability, 
eligibility, or qualifications for federal civil-
ian employment, military service, federal 
contracts, or access to classified information 
may be exempt pursuant to 5 U.S.C. 
552a(k)(5), but only to the extent that such 
material would reveal the identity of a con-
fidential source. 

3. Authority: 5 U.S.C. 552a(k)(2) and (k)(5), 
subsections (c)(3), (d)(1) through (d)(4), (e)(1), 
(e)(4)(G), (H), and (I), and (f). 

4. Reasons: (i) From subsection (c)(3) be-
cause to grant access to the accounting for 
each disclosure as required by the Privacy 
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1 Copies may be obtained at cost from the 
National Technical Information Service, 5285 
Port Royal Road, Springfield, VA 22161. 

Act, including the date, nature, and purpose 
of each disclosure and the identity of the re-
cipient, could alert the subject to the exist-
ence of the investigation or prosecutive in-
terest by DLA or other agencies. This could 
seriously compromise case preparation by 
prematurely revealing its existence and na-
ture; compromise or interfere with witnesses 
or make witnesses reluctant to cooperate; 
and lead to suppression, alteration, or de-
struction of evidence. 

(ii) From subsections (d)(1) through (d)(4), 
and (f) because providing access to records of 
a civil or administrative investigation and 
the right to contest the contents of those 
records and force changes to be made to the 
information contained therein would seri-
ously interfere with and thwart the orderly 
and unbiased conduct of the investigation 
and impede case preparation. Providing ac-
cess rights normally afforded under the Pri-
vacy Act would provide the subject with val-
uable information that would allow inter-
ference with or compromise of witnesses or 
render witnesses reluctant to cooperate; lead 
to suppression, alteration, or destruction of 
evidence; enable individuals to conceal their 
wrongdoing or mislead the course of the in-
vestigation; and result in the secreting of or 
other disposition of assets that would make 
them difficult or impossible to reach in order 
to satisfy any Government claim growing 
out of the investigation or proceeding. 

(iii) From subsection (e)(1) because it is 
not always possible to detect the relevance 
or necessity of each piece of information in 
the early stages of an investigation. In some 
cases, it is only after the information is eval-
uated in light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From subsections (e)(4)(G) and (H) be-
cause this system of records is compiled for 
law enforcement purposes and is exempt 
from the access provisions of subsections (d) 
and (f). 

(v) From subsection (e)(4)(I) because to the 
extent that this provision is construed to re-
quire more detailed disclosure than the 
broad, generic information currently pub-
lished in the system notice, an exemption 
from this provision is necessary to protect 
the confidentiality of sources of information 
and to protect privacy and physical safety of 
witnesses and informants. DLA will, never-
theless, continue to publish such a notice in 
broad generic terms as is its current prac-
tice. 

[DLAR 5400.21, 51 FR 33595, Sept. 22, 1986. Re-
designated at 56 FR 57803, Nov. 14, 1991, as 
amended at 55 FR 32913, Aug. 13, 1990; 57 FR 
40609, Sept. 4, 1992; 59 FR 9668, Mar. 1, 1994; 60 
FR 3088, Jan. 13, 1995; 61 FR 2916, Jan. 30, 
1996; 63 FR 25772, May 11, 1998; 65 FR 18900, 
Apr. 10, 2000; 71 FR 64633, Nov. 3, 2006; 72 FR 
14041, Mar. 26, 2007] 
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Subpart A—General information 
§ 324.1 Issuance and purpose. 

The Defense Finance and Accounting 
Service fully implements the policy 
and procedures of the Privacy Act and 
the DoD 5400.11-R 1, ‘Department of De-
fense Privacy Program’ (see 32 CFR 
part 310). This regulation supplements 
the DoD Privacy Program only to es-
tablish policy for the Defense Finance 
and Accounting Service (DFAS) and 
provide DFAS unique procedures. 

§ 324.2 Applicability and scope. 
This regulation applies to all DFAS, 

Headquarters, DFAS Centers, the Fi-
nancial System Organization (FSO), 
and other organizational components. 
It applies to contractor personnel who 
have entered a contractual agreement 
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