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32 CFR Ch. I (7–1–10 Edition) § 318.1 

1 Copies may be obtained: http:// 
www.whitehouse.gov/OMB/circulars. 

2 Copies may be obtained: http:// 
web7.whs.osd.mil/corres.htm. 

§ 318.1 Reissuance and purpose. 
(a) This part updates the policies, re-

sponsibilities, and procedures of the 
DTRA Privacy Program under the Pri-
vacy Act of 1974, as amended (5 U.S.C. 
552a), OMB Circular A–130, 1 and the 
DoD Privacy Program (32 CFR part 
310). 

(b) This rule establishes procedures 
whereby individuals can: 

(1) Request notification of whether 
Defense Threat Reduction Agency 
(DTRA) maintains or has disclosed a 
record pertaining to them in any non-
exempt system of records; 

(2) Request a copy or other access to 
such a record or to an accounting of its 
disclosure; 

(3) Request that the record be amend-
ed; and 

(4) Appeal any initial adverse deter-
mination of any such request. 

(c) Specifies those system of records 
which the Director, Defense Threat Re-
duction Agency has determined to be 
exempt from the procedures estab-
lished by this rule and by certain pro-
visions of the Privacy Act. 

(d) DTRA policy encompasses the 
safeguarding of individual privacy from 
any misuse of DTRA records and the 
provides the fullest access practicable 
by individuals to DTRA records con-
cerning them. 

§ 318.2 Applicability. 
(a) This part applies to all members 

of the Armed Forces and Department 
of Defense civilians assigned to the 
DTRA at any of its duty locations. 

(b) This part shall be made applicable 
to DoD contractors who are operating 
a system of records on behalf of DTRA, 
to include any of the activities, such as 
collecting and disseminating records, 
associated with maintaining a system 
of records. 

§ 318.3 Definitions. 
Access. The review of a record or a 

copy of a record or parts thereof in a 
system of records by any individual. 

Agency. For the purposes of dis-
closing records subject to the Privacy 
Act among DoD Components, the De-
partment of Defense is considered a 

single agency. For all other purposes to 
include applications for access and 
amendment, denial of access or amend-
ment, appeals from denials, and record 
keeping as regards release to non-DoD 
agencies; each DoD Component is con-
sidered an agency within the meaning 
of the Privacy Act. 

Confidential source. A person or orga-
nization who has furnished information 
to the federal government under an ex-
press promise that the person’s or the 
organization’s identity will be held in 
confidence or under an implied promise 
of such confidentiality if this implied 
promise was made before September 27, 
1975. 

Disclosure. The transfer of any per-
sonal information from a system of 
records by any means of communica-
tion (such as oral, written, electronic, 
mechanical, or actual review) to any 
person, private entity, or government 
agency, other than the subject of the 
record, the subject’s designated agent 
or the subject’s legal guardian. 

Individual. A living person who is a 
citizen of the United States or an alien 
lawfully admitted for permanent resi-
dence. The parent of a minor or the 
legal guardian of any individual also 
may act on behalf of an individual. 
Corporations, partnerships, sole propri-
etorships, professional groups, busi-
nesses, whether incorporated or unin-
corporated, and other commercial enti-
ties are not ‘‘individuals.’’ 

Law enforcement activity. Any activity 
engaged in the enforcement of criminal 
laws, including efforts to prevent, con-
trol, or reduce crime or to apprehend 
criminals, and the activities of pros-
ecutors, courts, correctional, proba-
tion, pardon, or parole authorities. 

Maintain. Includes maintain, collect, 
use or disseminate. 

Official use. Within the context of 
this part, this term is used when offi-
cials and employees of a DoD Compo-
nent have a demonstrated need for the 
use of any record or the information 
contained therein in the performance 
of their official duties, subject to DoD 
5200.1–R, 2 ‘‘DoD Information Security 
Program Regulation’’. 
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