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(4) The routine disclosures of the in-
formation that may be made outside 
DoD. 

(5) The effect on the individual of not 
providing all of any part of the re-
quested information. 

(d) Ensure that all records used in 
making determinations about individ-
uals are accurate, relevant, timely, and 
complete. 

(e) Make reasonable efforts to ensure 
that records containing personal infor-
mation are accurate, relevant, timely, 
and complete for the purposes for 
which they are being maintained before 
making them available to any recipi-
ents outside DoD, other than a Federal 
agency, unless the disclosure is made 
under DLAR 5400.14, DLA Freedom of 
Information Act Program (32 CFR part 
1285). 

(f) Keep no record that describes how 
individuals exercise their rights guar-
anteed by the First Amendment of the 
U.S. Constitution, unless expressly au-
thorized by statute or by the individual 
to whom the records pertain or is perti-
nent to and within the scope of an au-
thorized law enforcement activity. 

(g) Make reasonable efforts, when ap-
propriate, to notify individuals when-
ever records pertaining to them are 
made available under compulsory legal 
process, if such process is a matter of 
public record. 

(h) Establish safeguards to ensure the 
security of personal information and to 
protect this information from threats 
or hazards that might result in sub-
stantial harm, embarrassment, incon-
venience, or unfairness to the indi-
vidual. 

(i) Establish rules of conduct for DoD 
personnel involved in the design, devel-
opment, operation, or maintenance of 
any system of records and train them 
in these rules of conduct. 

(j) Assist individuals in determining 
what records pertaining to them are 
being collected, maintained, used, or 
disseminated. 

(k) Permit individual access to the 
information pertaining to them main-
tained in any system of records, and to 
correct or amend that information, un-
less an exemption for the system has 
been properly established for an impor-
tant public purpose. 

(l) Provide, on request, an accounting 
of all disclosures of the information 
pertaining to them except when disclo-
sures are made: 

(1) To DoD personnel in the course of 
their official duties. 

(2) Under 32 CFR part 1285 (DLAR 
5400.14). 

(m) Advise individuals on their rights 
to appeal any refusal to grant access to 
or amend any record pertaining to 
them, and to file a statement of dis-
agreement with the record in the event 
amendment is refused. 

[DLAR 5400.21, 51 FR 33595, Sept. 22, 1986, un-
less otherwise noted. Redesignated at 56 FR 
57803, Nov. 14, 1991, as amended at 66 FR 
41781, Aug. 9, 2001] 

§ 323.3 Definitions. 

(a) Access. The review of a record or a 
copy of a record or parts thereof in a 
system of records by any individual. 

(b) Agency. For the purpose of dis-
closing records subject to the Privacy 
Act among DoD Components, the De-
partment of Defense is considered a 
single agency. For all other purposes 
including applications for access and 
amendment, denial of access or amend-
ment, appeals from denials, and record-
keeping as regards release to non-DoD 
agencies, DLA is considered an agency 
within the meaning of the Privacy Act. 

(c) Confidential source. A person or or-
ganization who has furnished informa-
tion to the Federal Government under 
an express promise that the person’s or 
the organization’s identity will be held 
in confidence or under an implied 
promise of such confidentiality if this 
implied promise was made before Sep-
tember 27, 1975. 

(d) Disclosure. The transfer of any 
personal information from a system of 
records by any means of communica-
tion to any person, private entity, or 
Government agency, other than the 
subject of the record, the subject’s des-
ignated agent or the subject’s legal 
guardian. 

(e) Individual. A living citizen of the 
United States or an alien lawfully ad-
mitted to the United States for perma-
nent residence. The legal guardian of 
an individual has the same rights as 
the individual and may act on his or 
her behalf. 
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(f) Individual access. Access to infor-
mation pertaining to the individual by 
the individual or his or her designated 
agent or legal guardian. 

(g) Maintain. Includes maintain, col-
lect, use, or disseminate. 

(h) Member of the public. Any indi-
vidual or party acting in a private ca-
pacity to include Federal employees or 
military personnel. 

(i) Official use. Within the context of 
this part, this term is used when offi-
cials and employees of a DLA activity 
have a demonstrated need for the use 
of any record or the information con-
tained therein in the performance of 
their official duties. 

(j) Personal information. Information 
about an individual that is intimate or 
private to the individual, as distin-
guished from information related sole-
ly to the individual’s official functions 
or public life. 

(k) Privacy Act. The Privacy Act of 
1974, as amended, 5 U.S.C. 552a. 

(l) Privacy Act request. A request from 
an individual for notification as to the 
existence of, access to, or amendment 
of records pertaining to that indi-
vidual. These records must be main-
tained in a system of records. The re-
quest must indicate that it is being 
made under the Privacy Act to be con-
sidered a Privacy Act request. 

(m) Record. Any item, collection, or 
grouping of information about an indi-
vidual that is maintained by DLA, in-
cluding, but not limited to, the individ-
ual’s education, financial transactions, 
medical history, and criminal or em-
ployment history, and that contains 
the individual’s name, or the identi-
fying number, symbol, or other identi-
fying particular assigned to the indi-
vidual, such as a finger or voice print 
or a photograph. 

(n) Risk assessment. An analysis con-
sidering information sensitivity, 
vulnerabilities, and the cost to a com-
puter facility or word processing activ-
ity in safeguarding personal informa-
tion processed or stored in the facility 
or activity. 

(o) Routine use. The disclosure of a 
record outside DoD for a use that is 
compatible with the purpose for which 
the information was collected and 
maintained by DoD. The routine use 
must be included in the published sys-

tem notice for the system of records in-
volved. 

(p) Statistical record. A record main-
tained only for statistical research or 
reporting purposes and not used in 
whole or in part in making determina-
tions about specific individuals. 

(q) System of Records. A group of 
records under the control of a DLA ac-
tivity from which information is re-
trieved by the individual’s name or by 
some identifying number, symbol, or 
other identifying particular assigned to 
the individual. System notices for all 
Privacy Act systems of records must be 
published in the FEDERAL REGISTER. 

§ 323.4 Responsibilities. 

(a) Headquarters Defense Logistics 
Agency. 

(1) The Staff Director, Corporate 
Communications, DLA Support Serv-
ices (DSS-C) will: 

(i) Formulate policies, procedures, 
and standards necessary for uniform 
compliance with the Privacy Act by 
DLA activities. 

(ii) Serve as the DLA Privacy Act Of-
ficer and DLA representative on the 
Defense Privacy Board. 

(iii) Maintain a master registry of 
system notices published by DLA. 

(iv) Develop or compile the rules, no-
tices, and reports required under this 
part. 

(v) Establish training programs for 
all individuals with public affairs du-
ties, and all other personnel whose du-
ties require access to or contact with 
systems of records affected by the Pri-
vacy Act. Initial training will be given 
to new employees and military mem-
bers upon assignment. Refresher train-
ing will be provided annually or more 
frequently if conditions warrant. 

(2) The General Counsel, DLA (DLA- 
GC) will: 

(i) Serve as the appellate authority 
for denials of individual access and 
amendment of records. 

(ii) Provide representation to the De-
fense Privacy Board Legal Committee. 

(iii) Advise the Defense Privacy Of-
fice on the status of DLA privacy liti-
gation. 

(3) The DLA Chief Information Office 
(J–6) will formulate and implement 
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